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Abstract: Anti-jamming games have become a popular research topic. However, there are not
many publications devoted to such games in the case of vehicular ad hoc networks (VANETs). We
considered a VANET anti-jamming game on the road using a realistic driving model. Further, we
assumed the quadratic power function in both vehicle and jammer utility functions instead of the
standard linear term. This makes the game model more realistic. Using mathematical methods, we
expressed the Nash equilibrium through the system parameters in single-channel and multi-channel
cases. Since the network parameters are usually unknown, we also compared the performance
of several reinforcement learning algorithms that iteratively converge to the Nash equilibrium
predicted analytically without having any information about the environment in the static and
dynamic scenarios.

Keywords: anti-jamming game; communication game; reinforcement learning

1. Introduction

Vehicular ad hoc networks (VANETs) are designed to provide communication between
vehicles, as well as between vehicles and infrastructure. Similar to any other networks,
they are vulnerable to jammer attacks that try to disrupt communications between vehicles.
To achieve this goal, the jammer creates a denial-of-service (DoS) attack by sending fake or
replayed signals in order to flood the network with traffic. Such attacks are an important
problem for which an effective solution must be developed. To combat jammer attacks,
the vehicles can change transmission channels, increase transmission power, or even
change their location to avoid being in close proximity to the jammer. It is convenient to
consider such a game in terms of game theory [1]. Within the framework of this theory, it
is assumed that one or more cooperating vehicles maximize their utility functions, while
each of the jammers maximizes its own. In the simplest case, the vehicle utility function
is the difference between the signal-to-interference-plus-noise ratio (SINR) and signal
transmission power with a certain coefficient. In other words, the goal of the vehicles
is to maximize SINR under the assumption of reasonable signal transmission power.
The jammer utility function is defined as the difference of the vehicle utility function taken
with the opposite sign and its signal transmission power with a different coefficient. This
means that the jammer minimizes the vehicle utility function and has limitations on its
signal transmission power. The optimal strategy of the vehicles and the jammers can be
determined as the Nash equilibrium of this game.

However, the game theory approach cannot always be used explicitly in practice,
since the network parameters are usually unknown. Because of this, over the past decade,
researchers have been finding the optimal solution implicitly using machine learning algo-
rithms [2], which has become popular in research. These algorithms, through trial and error,
constantly improve their strategies. One of the most popular algorithms is Q-learning [3]
and its modifications, due to their fast convergence and simplicity of implementation. We
discuss below several articles that use game theory and machine learning algorithms for
finding optimal strategies in the anti-jamming game in various settings.
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In [4], the authors examine a case in which the jammer attempts to disrupt the com-
munication between two consecutive vehicles in a platoon. Since data are transmitted over
one channel, both the jammer and the vehicles adapt their transmission power in order to
maximize their utility functions. The authors use a modification of Q-learning algorithm
called Dyna-Q and compare the learning outcomes with the classic Q-learning algorithm.
The results convincingly show that Dyna-Q converges to the same strategy, but has a higher
convergence rate. The articles [5,6] discuss the VANET anti-jamming game with drones.
The essence of the game is that in the case of a jammer attack, the drone replays the data
sent by VANET nodes in order to increase SINR and reduce bit error ratio (BER). Thus,
at every time moment, the drone decides whether to send data or not. The authors deduce
the Nash equilibrium [7] and compare it with results iteratively found by Q-learning and
its effective modification called policy hill climbing.

The case of a cooperative game between devices is also popular in the literature.
The difference between this case and single-agent games is that instead of having indepen-
dent utility functions, devices have a common utility function that evaluates the network
state as a whole. Such games are more difficult to consider, since in this case there is a
large number of system states that grow exponentially with the device number. In [8,9],
the authors examine an anti-jamming game with several transmitting cooperating devices.
Q-learning algorithm for finding a common optimal strategy in this formulation shows its
advantage over the non-cognitive sub-band selection policy. In [10], a game with cooper-
ating devices and one jammer is considered. The authors propose an iterative algorithm
for finding a cooperative strategy and compare the results with random anti-jamming and
selfish anti-jamming algorithms. The simulation results show that the iterative algorithm
achieves higher throughput and better performance than non-cooperative algorithms.

Recent articles consider satellite anti-jamming games. In [11], the authors discuss the
anti-jamming coalition game. The purpose of the satellites is to form subnetworks in order
to transmit information under jamming attacks with a minimum energy consumption,
while the task of the jammer is to find the optimal location. The authors successfully
use Q-learning algorithm in order to find a suboptimal satellite strategy in an unknown
jamming environment. In [12], the authors apply deep reinforcement learning to find a
satellite routing scheme and a fast response anti-jamming algorithm.

In this article, we examine a VANET anti-jamming game as in [4-6]. However, in-
stead of the static model considered in [4], we use the intelligent driver model [13] to
describe the evolution of the network in the case in which the vehicles are organized into a
platoon. All simulations were carried out in the case of a straight road. We assume that
the two communicating vehicles are pursued by the jammer interrupting their ongoing
communication. We considered two cases: a single-channel and multi-channel game.
In the multi-channel case, it is assumed that the vehicles change channels according to a
predetermined pseudo-random sequence. In this situation, we presume that the jammer
shares its power between channels because it cannot predict the next state of the network in
advance. To confirm the simulation results, we formulate and prove theorems that describe
the Nash equilibrium of the game, which can be interpreted as the optimal strategy for
the vehicle and the jammer. At first, we suggest that power included in the vehicle and
jammer utility functions is linear, but from the Theorem 1 presented in this paper it follows
that the optimal vehicle strategy is to transmit at maximum power; therefore, we change
the classic formula of the utility function in order to find a non-trivial vehicle strategy.
To do this, we consider the quadratic power function in both vehicle and jammer utility
functions. Such a power function is closer to practical implementation, since transmitting
on higher power levels requires a greater expenditure of system resources than at low
levels. Under this assumption, we formulate and prove the Nash equilibrium theorems in
both single-channel and multi-channel cases. Next, we examined several machine learning
algorithms such as policy hill climbing, deep Q-learning, dueling Q-learning, and dueling
deep Q-learning. All the algorithms successfully converge to the theoretically derived Nash
equilibrium. To the best of our knowledge, this is the first article to discuss an anti-jamming
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game with a quadratic power function and analytical derivation of the Nash equilibrium
in the multi-channel case. We also want to note that this article makes a comprehensive
comparison of modern Q-learning algorithms.

The article is organized as follows. In Section 2, the anti-jamming game is described
in terms of game theory. In Sections 3 and 4, the necessary and sufficient conditions of the
Nash equilibrium are established in the single-channel and multi-channel cases. Section 5
describes machine learning algorithms that are used in Section 6 in order to find the optimal
vehicle and jammer strategies. We provide a diagram explaining the structure of the article
in Figure 1.

Theoretical derivations

/ N\ Z 11 N\

Linear power term Quadratic power term Policy Deep Q-learning
Hill Dueling

model model

Climbing - Q-learnin
Theorem 1 Theorem 2 Dueling Deep g
Q-learning

Simulations

Comparison of theoretical results and performance of RL algorithms

Figure 1. Content and structure of the article.

2. Game Description

In this section we consider the anti-jamming game on a single road. We assume that
two communicating cars are chased by the jammer. Signal-to-interference-plus-noise ratio
(SINR) of the vehicle is given by the formula

2
hcurx

SINR = ————
o2 + hiy

4

where ¢ is a noise power, i%,, and h? are vehicle and jammer channel power gains, x and

y are signal transmission powers of the car and the jammer, respectively (see Figure 2).
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Figure 2. Illustration of antijamming game.

We assume that the utility functions of the vehicle u.,, and the jammer u; are calculated
by the formulas taken from [14]

W2, x
car = #rhzy — Cearx, 1)
harX
Uy =———5—+ Cearx — Cyy, ()
o2 + hyy

where C¢;r and Cj are positive transmission costs of the vehicle and the jammer. The goal
of each player is to maximize their utility functions. In the next section, we consider
utility functions with quadratic power function, but in this section we focus on this stan-
dard model.

We assume that after the signal is transmitted, the vehicle receives back the signal-to-
interference-plus-noise ratio (SINR) value and, based on this information, makes a decision
on increasing/decreasing the transmission power. By Pc and P; we denote maximum
vehicle and jammer transmission power, respectively.

3. Nash Equilibrium in the Case of the Linear Cost Function

By definition, the Nash equilibrium is a strategy (x*,y*), which satisfies the following
two inequalities:

Uear (X, Y") > tear(x,y7), (3)
up(x",y*) = up(x%,y). @
Theorem 1. 1. If the inequality

holds then the point (0,0) is a Nash equilibrium.

2. If the opposite inequality
h2
CCIZY < %
is satisfied then the Nash equilibrium is reached at the point (x*,y*) that can be expressed in terms
of the parameter

as follows:



Electronics 2021, 10, 2772

50f17

9, fo<g<p,
y' =40, ify<0, ©)
Py, ifg> Py

Remark 1. As can be seen from Theorem 1, the optimal vehicle strategy is trivial. The vehicle must
transmit at maximum power or zero powet, depending on the parameter values. Theorem 1 is proved
in Appendix A.

4. Nash Equilibrium in the Case of the Quadratic Cost Function

In the previous section, we examine the case in which the power increases linearly
in the car and jammer utility functions. Since the linear power term leads to a trivial
car strategy (see Theorem 1 and the remark), we decide to consider the quadratic power
term in the vehicle and jammer utility functions. In addition, it better reflects the real
game scenario, because the transmission cost grows faster than linearly with transmission
power increase.

In the case of a multi-channel game with m channels, we assume that the vehicle
selects the next channel according to a predetermined pseudorandom sequence, and all
channels are chosen equally probable. We assume that the jammer divides its power
between m channels. Thus, the jammer state is the vector (1,2, ...,ym), where y; is the
power transmitted through the channel i. Since the vehicle chooses a certain channel with
probability 1/m and the vehicle utility function on this channel is given by Formula (1), we
conclude that the average value of the received reward is calculated by the formula

1 h%arx 2
=y (Sl ). 6
Ucar & m (0_2 n h%yk carX ) ( )

We assume that the jammer utility function is given by the following formula:

Uy = —uegr — C iyz_il(_}lgﬂiﬂ+c x2>—C iy2 (7)
! “ ]k:l ¢ k=1 ‘72+h%yk “ ]k:l «

The sum of the transmitted jammer powers y; over all k channels must not exceed the
maximum jammer transmission power P; and should be positive

k

vk > 0. )

In addition, we assume that the car power x lies in the following range:
0<x<Pc. (10)
The point (x*,y7,v5,--.,Y;,) is called a Nash equilibrium if the following inequalities:
Uear (X, Y1, Y2 oo Ym) 2 thear (X, Y1, Y2, Y, (11)

up(X" Y1, Y2, Ym) = up (X, Y1, Y2, Ym) (12)

are satisfied.

Theorem 2. Nash equilibrium (x*,y5,y5,...,Yy,) exists in the game with cost functions (6), (7)
in the region given by inequalities (8)—(10) if and only if

Vi=y=.=Yyu=Yy" (13)

and one of the following conditions is satisfied.
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1L.0<x* <Pc,0<y* < . In this case, y* can be found from the equation
hearh]
h? S 14
(o + 7Y )P = 21ConrC; (14)
The value of x* is expressed in terms of y* according to the formula
h2
x* car 15
2Ccqr (02 +hjy ) (15)
2.x" =P, 0<y* < % In this case y* is a solution to the equation
h2, h3P,
2_ Tar]7C
and the inequality
h%ar
—— 5 —2CearPc > 0 (17)
o2 + h7y*
holds.
3.0 < x* < Pc,y* = % The value x* is given by the formula
2
x* — hcar 5 (18)
2Cear(02 + h7 ])
and the following inequality:
Bl
71, —2C;P >0 (19)
(0-2 + hz ])
is satisfied.
4. x* =P, y* = % In this case, the following conditions must be satisfied:
L —2CeqrPc >0 (20)
o2+ hi ol ul e
2 h
LP —2CyP; > 0. (21)
(0-2 + h2 ])

The proof of Theorem 2 is given in Appendix B.

Remark 2. The case of one channel is a special case of the case of several channels. To consider this
case, it is enough to substitute m = 1 into Formulas (6)—(12) and Theorem 2.

Remark 3. Equalities (14) and (16) are equations for the variable y*, which can be solved nu-
merically using binary search, since their left side is an increasing function, and the right side is
a constant.

5. Machine Learning Solution

In the previous section we derive an analytical expression for the Nash equilibrium in
the case of multi-channel and single-channel games. However, communication parameters
such as channel gains are generally unknown, which limits practical applications of these
results. Therefore, in practice, it is of interest to use machine learning algorithms, which by
trial and error find the optimal strategy. In this section, we compare the performance of
policy hill climbing [15] and several state-of-the-art modifications of the classic Q-learning



Electronics 2021, 10, 2772

7 of 17

algorithm [3]. All these algorithms are general and can be applied to turn-based games.
The essence of the game is that at each step of k each agent is in some state s; and at each
turn performs the action a; for which the agent receives a reward r. The goal of the agent
is to maximize cumulative reward

E{ ;v"rk}, (22)

where E is a mathematical expectation and +y is called a discount-rate. Maximizing value (22)
could be interpreted as maximizing the average cumulative reward obtained by following
a certain probabilistic policy. The discount rate 7y, (0 < v < 1) determines how important
the future rewards are to the agent. If 7y is close to 1, this means the high importance of the
rewards, otherwise they are less important and the agent focuses more on the current state.

The essence of classic Q-learning algorithm is in recalculating the Q-matrix. The value
Ql[s, a] measures the quality of being in the state s and performing the action a. With a
probability ¢, the agent selects an action randomly; in other cases it acts greedily and
selects an action with a maximum Q-value. Often the parameter € decreases to zero with
an increasing number of iterations, since it is believed that the environment becomes
explored quite well over time and does not require future exploration. In the article, we
use exponential € decay with a starting value of ¢, a limiting value of e, and decay_rate
given by the formula

£ = oo + (80 _ 800)eﬂ'teraifion_number/decay_‘rate (23)
where iteration_number is the number of the game iterations until the current moment. At
each step, the recalculation of Q-matrix is performed according to the formula

Qlsk, ax] = Qlsk, k) + a(r + v max(Qlses1,4] — Qlsk, a])- (24)

One of the main parameters of this algorithm is learning rate « which determines how
significant the impact of new experience on Q-values would be.

Policy hill climbing (PHC) is a modification of Q-learning. Its main difference from
Q-learning is the choice of action. Q-learning is based on the greedy choice of the action a
from the state s with the highest value Q[s, 4] and exploration of the environment with the
probability e. PHC selects each action with a certain probability, which is updated each
time taking into account the received rewards.

Modifications of the classical Q-learning algorithm [3] discussed below are based on
neural networks. A feature of deep Q-learning [16] is that instead of memorizing values in
Q-matrix (the size of which could be very large), the algorithm trains the neural network to
store Q-values. To do this, it uses a special method of training, called experience replay.
The essence of this method is that previous experiences are stored in a buffer of constant
length replay_mem_size and are repeatedly used to train a neural network. After each
iteration of the algorithm, batch_size of the previous experiences are randomly extracted
from the buffer and used to retrain the network.

Another modification of Q-learning is called double Q-learning [17]. Its creation is
caused by the fact that values of Q-matrix can be locally overestimated in comparison with
the real values. The essence of this modification is that instead of using one network, two
are used. One is the current version of the network, and the other is an old copy saved
a few steps back. An old copy of the network is updated every update_target_frequency
iterations. One network version is used for value evaluation and another for the next
action selection.

A modification called dueling Q-learning [18] improves convergence and stabilizes
the training process by introducing a new element called advantage. The essence of
advantage is that it is used to compare the Q-value of the current action and the average
Q-value, so the algorithm tries to encourage more promising actions. We also implement
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double dueling Q-learning, which is a combination of the ideas of double Q-learning and
dueling Q-learning.

The anti-jamming game algorithm is described in pseudo-code (Algorithm 1). We
first consider the case of Q-learning modifications based on neural networks such as deep
Q-learning, dueling Q-learning, and dueling double Q-learning, and then describe what
should be changed in this pseudo-code if PHC is used. We discretize the range [0, P;]
into power_level _num levels. In line 2, by exhaustive search over all power distributions
the jammer finds an optimal distribution of power between m channels. Taking into
account the previous vehicle state in line 3 the vehicle locations are updated using the
intelligent driver model from [13]. In line 4, the transmitting vehicle changes the channel
according to the pseudo-random sequence, which is assumed to be unknown to the jammer.
To discretize the SINR in lines 5 and 8, the disc_step step size is used. Line 6 evaluates the
value of ¢ which is responsible for the amount of exploration in Q-learning algorithms.
Regardless of which modification of the Q-learning algorithm we use lines 7-10, which
look the same. In line 7, the algorithm predicts the next action. To do this, it returns a
value of 2, 1, or 0, meaning that the vehicle must transmit signal on a higher power level,
stay at the current level, or go to a level lower, respectively. It must be ensured that the
level does not go beyond the permissible power limits. In line 9, the new system state is
added to memory as an array of four values (SINR_old, new_action, SINR_new, reward).
Line 10 calls a function that retrieves the batch_size of previous experiences, updates the
state estimate using Formula (24), and trains the neural network to remember the updated
values. In the case of PHC, line 6 is not needed, since this algorithm does not have the
parameter ¢, in line 10, the called algorithm additionally recalculates the probabilities with
which actions would be selected in the future.

Algorithm 1 Anti-jamming game algorithm

1: while (Game is not terminated) do
2 Recalculate jammer power distribution
3 Recalculate state of the system using intelligent Driver model
4: Choose new vehicle transmission channel according to pseudo-random sequence
5 Retrieve and discretize SINR_old from memory obtained from the previous itera-
tion
Calculate £ using exponential decay rule (23)
new_action = Learning_Algorithm(SINR _old, €)
Calculate and discretize SINR_new after action new_action
Add to memory (SINR_old, new_action, SINR _new, reward)
10: Retrain algorithm
11: Save current state of the system
12: end while

o ® N

6. Simulations

We consider the case of adaptive jammer, which is the most dangerous for the network.
Based on the state of communication at the previous moment, the jammer finds the optimal
transmit power by considering all the possible options. We performed simulations in
the single-channel and multi-channel cases and compared the performance of PHC, deep
Q-learning, and its recent modifications dueling Q-learning and dueling double Q-learning.
We assume the following parameter values (see their description in the previous section):

v = 0.7, replay_mem_size = 50, batch_size = 32,

update_target_frequency = 20,e9 =1,
€00 = 0.01, decay_rate = 100, disc_step = 0.05.
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We use the intelligent driver model [13] to generate car motion. According to it,
the movement of vehicle 7 on a single road is described by the following differential equations:

Xi = v, (25)

) % 2
vi:a@_ (w) B (swv») ) 26)
0o Si

Z)l‘AUi
2/ab’

where x; and v; and are coordinate and velocity of i-th car, a is a maximum acceleration, &
is acceleration exponent, b is a vehicle deceleration, sy is a minimum gap between vehicles,
v is a desired speed, T is a time gap between consecutive vehicles, s; is bumper-to-bumper
distance between car 7, and next riding car i — 1 expressed through the length I;_; of the
car i — 1 as follows:

s*(v;, Av;) = so+o; T +

(27)

si=xi—1— X —li_1,

and Av; is speed difference between speed of car i and speed of cari — 1
Av; = v; — V;_q.

Typical values of the parameters vy, T, sg, 6, a, b are summarized in Table 1 taken
from [19].

Table 1. Parameter values of intelligent driver model

Desired speed v 54 km/h
Time gap T 10s
Minimum gap sg 2m
Acceleration exponent 6 4
Acceleration a 1.0 m/s?
Comfortable deceleration b 1.5m/s?

In all algorithms based on deep Q-learning, we use the following neural network
architecture. Since we want to speed up the learning process, it has only one hidden layer of
size 64; the number of inputs equals 1, the number of outputs equals 3. We assume that the
output size equals 3, since the network returns three values corresponding to the values of
transmission at the next power level (which is one higher), the transmission at the current
level, and transmission at the previous power level (which is one lower), respectively.
In the case of dueling Q-learning, advantage and value layers are added to this architecture.
We use a fairly low value of 7 = 0.7, because the system is constantly changing and we
want the network to concentrate more on current rewards than on the future rewards. Since
the system is changing rapidly, we assume a low value for the update_target_frequency in
dueling double Q-learning, so that the system can quickly adapt to new experiences. For the
same reason, we assume a low value of replay_mem_size in all versions of deep Q-learning.

6.1. Single-Channel Game with Quadratic Power Function

In this section, we discuss simulations of a single-channel anti-jamming game. We
assume that the vehicles are located on the same road, with the jammer chasing two
communicating cars. Figures 3a and 4b show graphs of vehicle rewards and SINR in the
case in which the distance between all consecutive network vehicles remains constant and
equals 6.4 m. Figure 3a,b show graphs in the case when the initial vehicle coordinates equal
9.6 and 16 m, and the jammer initial coordinate is 0.8 m. In simulations corresponding to



Electronics 2021, 10, 2772

10 of 17

Wehicle reward

Figure 4a,b, it is assumed that the vehicles are moving according to the intelligent driver
model with the parameter values described in the previous section. Due to the fact that the
car in front is moving according to the free road model (since there are no other vehicles
in front of it), the distance between it and the transmitting vehicle increases over time,
resulting in worse communication quality. This explains the decreasing of the graphs in
Figure 4a,b.

The red color in all figures indicates the Nash equilibrium rewards and SINR calcu-
lated according to the formulas from the theorems proven in this article. As can be seen
from Figures 3a and 4b, the graphs converge to theoretical predictions, confirming their
correctness. We assume that the learning rate « is 0.05 in the case of PHC and 0.01 for the
rest of the algorithms. We increase the learning rate, because otherwise the PHC would
converge to the Nash equilibrium too slowly.

DE '.' 1) Lll'f: ]I 2 5
0.4 0.0 ’: SR, T - '_.‘ "
p AW AL T .
02 2.5 [M || f
oo 2 _5p
-0.2 =
5 1S I L
-0.4 —— Dueling Double Q-learning —— Dueling Double Q-learning
—— Dueling Q-learning -10.0 —— Dueling Q-learning
—0e Deep Q-learning Deep Q-learning
08 Palicy hill-climbing -12.5 Policy hill-climbing
—— HNash equilibrium —— Mash equilibrium
-1.0 1= ; ; ; ; —15.0 +— T T 1 1
0 200 400 EOO 200 0 200 400 E0D 800
Iterations Iterations

(a) (b)

Figure 3. Single-channel game with quadratic power function and constant intervehicle distance: (a) vehicle rewards;

(b) SINR.

Figure 3a,b show that dueling Q-learning and dueling double Q-learning are the most
stable among all considered algorithms, while deep Q-learning and PHC have significant
deviations from the Nash equilibrium. Figure 4a,b show that all the algorithms adapt quite
well to changes in the network state; however, PHC is the closest to the Nash equilibrium
throughout all iterations, while the rest of the algorithms deviates significantly from the
optimal curve. This is due to the fact that Q-learning algorithms use experience replay,
which allows for retraining using past experience. Even taking into account the fact that
we chose the small buffer size replay_mem_size = 50 (usually such a buffer has a size of
the order of 10,000), it can be seen from the simulations that such algorithms adapt to a
change in environment with a noticeable delay; thus, if the state of the network changes
rapidly, PHC is the best among considered algorithms.

It is worth noting that if we significantly increase the learning rate, this may result
in the network being unable to converge to the optimal strategy due to the large amount
of noise associated with the current state of the system. On the other hand, if the value
of the learning rate is too low, then the learning will be too slow, which is especially bad
in the case of a rapidly changing environment. Similar reasoning is valid for the size of
the network. A significant increase in the size of the network will lead to a longer training
process, which may be unacceptable in the case of online training. A smaller network may
not be sophisticated enough to find the optimal strategy. The parameters that we use for
modeling are obtained as a trade-off that is close to optimal.

6.2. Multi-Channel Game with Quadratic Power Function

Figures 5a and 6b show graphs in the case of a multi-channel game with m = 3
channels. We assume that in this case the vehicle changes the transmission channels
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according to a predetermined pseudo-random sequence and each of the m = 3 channels in
it is chosen with the same probability. Since the jammer must divide its power between
channels in a multi-channel case, the rewards of the vehicle in this case are higher than
in a single-channel case. To speed up the convergence rate, we increase the learning
rate to 0.3 in the case of PHC and to 0.05 for other algorithms. Figure 5a,b show that
all algorithms perform quite well in the case in which the distances between cars are
constant, especially PHC and double dueling Q-learning; however, dueling Q-learning has
a significant deviation from the Nash equilibrium at iterations 900-1000. In the dynamic
case (intelligent driver model) presented in Figure 6a,b it can be seen that PHC adapts to a
change in environment faster and deviates less from the instantaneous Nash equilibrium.

12
—— Dueling Double G-learning 25 | \\ —— Dueling Double Q-l2arning
10 4 —— Dueling Q-learning i —— Dueling Q-learning
08 Deep Q-learning 0.0 Deep Q-learning
= Policy hill-climbing Policy hill-climbing
T 06 —— Mash equilibrium -5 Nash equilibrium
[} —
= [ia)
& 04 2 50
£ 0.2 ”é
= £ 1 T T - w75
£ | f Rt
0o lhllf il -10.0
0.2 H -125
_04 B
T T T T T _]'50 - T T T T T
0 200 400 E00 BOO 0 200 400 G600 BOO
Iterations Iterations
(a) (b)
Figure 4. Single-channel game with quadratic power function and variable intervehicle distance: (a) vehicle rewards;
(b) SINR.
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Figure 5. Multi-channel game with quadratic power function and constant intervehicle distance: (a) vehicle rewards;

(b) SINR.
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Figure 6. Multi-channel game with quadratic power function and variable intervehicle distance: (a) vehicle rewards;
(b) SINR.

7. Summary

We considered a multi-channel VANET anti-jamming game with linear and quadratic
power functions. This game is an antagonistic game between the jammer and a pair of
communicating vehicles. At the beginning of the article, we assumed that the power
term of the vehicle and the jammer utility functions is linear. In this case, we proved
that the optimal strategy of the vehicle is signal transmission at the maximum power (see
Theorem 1). We changed the utility functions by replacing the term linearly dependent on
power with a quadratic one. We examined a single-channel and multi-channel game under
this condition. In this case, the vehicle and the jammer strategies are not trivial and are
better suited for practical implementation since the quadratic power term limits the growth
of signal transmission power, and it remains at a more reasonable level. We expressed
the Nash equilibrium of the system through communication parameters (Theorem 2).
However, in practice, finding the Nash equilibrium can be problematic since communi-
cation parameters such as channel gains may not be known. Therefore, we considered
modern machine learning algorithms such as deep Q-learning, dueling Q-learning, double
dueling Q-learning, and policy hill climbing, and compared their performance. These
algorithms, without having any information regarding the communication parameters,
by trial and error, converge to the theoretically deduced Nash equilibrium; however, policy
hill climbing shows better adaptability in the case of a rapidly changing system state.

The proposed model makes it possible to effectively combat jamming attacks under
the condition that the vehicles are organized into a platoon. An interesting line of fur-
ther research is the study of the case in which the signal transmission power term is a
non-quadratic power function. It is also important to consider the model with unequal
probabilities of channel jamming.
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Appendix A. Proof of Theorem 1

We first consider the case in which the system parameters satisfy the inequality

hZ
Cear 2 76?
(%

In this case, the point (0,0) is a Nash equilibrium, because

h2
ucar(x/ 0) = x( ;gr - Ccar) <0= ucur(or 0)/

up(0,y) = —Cjy < 0 = uear(0,0).

Thus, in this case, the optimal behavior of the vehicle and the jammer is to transmit
zero power due to the high transmission cost Cey-
Let us consider the case
h%ar

chr < ? (Al)

The function ., is linear with respect to x, therefore, if we fix the value of y, it reaches
a maximum at the ends of the segment [0, Pc]. Let us assume that the maximum is reached
at the point x* = 0. Since the function uj(x*,y) = u;(0,y) = —Cjy reaches its maximum at
the point y = 0 we conclude that y* = 0. However, it is impossible for the point (0,0) to be
a Nash equilibrium, since if y* = 0 and inequality (A1) holds, then the function u¢(x,0)
reaches its maximum at x* = P, and not at x* = 0. Thus, x* = P¢.

Let us derive value of y*. The derivative of utility function u, is given as follows:

d d 12, x 2yl
dy " dy ( o2 + iy T Cearx ]y> (0% + h7y)? J (A2)

Solving the equation dilyu j = 0, we find its root

—0?2 Ny [X
— /X A3

. 2 . . . .
Since dd?u 7 < 0, the function u} is convex downward and its maximum value can be

reached at the point § or at the ends of the segment 0 and P;. Taking into account that the
function u} increases with y < § and decreases with y > 7, we conclude that the maximum
point y* can be calculated by Formula (5).

Appendix B. Proof of Theorem 2

The proof consists of two parts. We first establish the equality y; = v5 = ... = y,.
Denoting these variables by y*, we reduce the problem to finding a Nash equilibrium in
the two-dimensional case.

First, we obtain the derivatives %um and %um

d nod 1, K moq 2
aucur = Z dxm (ka - Ccarx2> = 2 %(ik - 2Ccarx>/ (A4)

(= dxm\o? + hly (= m\o? +hiy
dZ
@ucar - _ZCCur < O (A5)

Let us consider the case 0 < x* < P first. From (A5) we derive that the function
Uear(X, Y Yo ,Yr,) is convex upward with respect to the variable x. Inequality (11)
means that the point x* is a maximum of the function uc. (x,y5,y3, .. .,y;,). Therefore,
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to fulfill inequality (11) it is necessary and sufficient that %ucm(x*, Vi Ym) =0
Solving this equation, we find that
1 & K

car A6
= 2mCesr =0+ h]yk (46)

Let us note that (12) is equivalent to the point (v, v3, ..., y;,) being the maximum of
the function uj(x*,y1,y2,...,ym). To find this maximum with restrictions (8), (9), and (A6)
we consider the Lagrangian

L(x,y) = uy - (Zyk_PI) (27

where A > 0. The derivative diy,L is calculated by the formula

harh7
diL: diu]—/\—f—ywz =
Yi ! (0’2 + l’l]]/l)
m 2 B2,
k=1 ]yk (02 + h%yz)
W2, h3x h2,,.h?
] car ]
S R Yo BYRN . (A7)
2 1202 JYi 1 5]
m(o* + hyy) ((72 +h§yz>
Solving the equatlon SL(X*, ¥1, Y3, .-, ¥;u) = 0, we obtain
hza,h xX* + pmhZ, b = m(2Cyy; + A) (0% + hjyp). (A8)

Let us note that Equation (A8) with respect to y; has no more than one root, since the
left side is a constant, and the right side is a monotonically increasing function (because
A > 0). Let us denote this root by y*. Since Equation (AS8) is satisfied for every I, we
conclude that

Ni=y==yu=y" (A9)

The case x* = P can be analyzed in a similar way and also leads to Formula (A9).
Thus, regardless of where x* is located on the interval (0, Pc], equalities (A9) are satisfied.

Since (A9) holds, it is convenient for us to consider the functions i (x, y) and iij(x, y)
given as follows:

W2,.x 5
fear(%,Y) = tear(X,Y,Y, ..., Y) = o — Cearx”, (A10)
car car 0_2 + h%y car
hZ
i(x,y) =u (x,y,y,...,y):—L—l—C x? —mCpy?. (A11)
J J ity e ]

Let us establish that the function u ](x*, Y1,Y2,---,Ym) is a convex upwards function
with regards to the variables y1,y», ..., ym. We rewrite the function uj(x*,y1,y2,...,ym) in
the following form:

2
hcarx

2:21;(
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By proving that the second derivative is negative, it can be established that each term
gZth:P;%y + Cearx? — mC ka is a convex upward function of the argument y;. Therefore,
each term is a convex upward function of the arguments y1, 2, . . ., . Thus, the function
u ](x*, Y1,Y2,--.,Ym) is a convex upward function of the arguments y1, 2, . . ., Ym, since it
equals to the sum of convex upward functions. Similarly, we can establish that the function
ur(x,y3,v5,...,Yy,) is a convex upward function of the argument x.

From the convexity of the functions discussed in the previous paragraph we can
conclude that the fulfillment of inequalities (11), (12) is equivalent to the fulfillment of the

following inequalities:

ficar (X* Y ") > dcar(x, Yy ), (A12)
By, y") > a]<x ). (A13)

Thus, we can reduce the multidimensional problem of finding a Nash equilibrium to
the two-dimensional case. From (8) and (A9) we derive

0<yt < O
vy =7
Therefore, there are four different cases we need to consider: (0 < x* < P,
0<y' <), (x* =P, 0<y* <y, (0<x* <Pe,y* =) and (x* = Pc,y* = ).
Casel.0 < x* < P, 0 < y* < % The derivatives @u](x,y) and Wu](x,y) are
given by the following formulas:
d hearhix
L xy) = —"I" _ omcy, Al4
dyu](x y) (0'2+h%y)2 m ]y ( )
i 20y h}x
—u(x, :—7—2 Cy. Al5
From (A15) we conclude that
d2
d—yzu](x,y) <0. (Al6)

Therefore, the function ii; of the argument y is convex upward. Let us notice that (A13)
is equivalent to the point y* being the maximum of the function ](x*,y). Therefore,
the equality %ﬁ 7(x*,y*) = 0 must be satisfied. By analogy, one can derive that

42

Ir ——lear (X, Y) < (A17)
and conclude that the equality

d ~ * ok

ﬂu](x ¥y ) =0 (A18)

must also hold.
From (A18) we obtain the following value of x*:
h2

x* car (A19)
2Ccar (02 + h]y )

Substituting (A19) into (A14) and equating %ﬁ 7(x*,y*) to zero we obtain

7 (v y) = Mearh] ComCo — 0
7 m = 4
dy Y 2Cear(02 + h7y*)3 Y
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*(0'2+h2 *)3 _ hé}“rh%
4 )= 4mCo €y

Case 2. In the case x* = Pc, 0 < y* < % let us establish that the conditions
%ﬁ 7(Pc,y*) = 0and %ﬁw(PC, y*) > 0 are necessary and sufficient for the point (x*, y*)
to be a Nash equilibrium.

We prove that fulfillment of the condition %ﬁm(Pc,y*) > 0 ensures that condi-
tion (A12) is satisfied. From (A17) we conclude that the derivative %ﬁm(x, y*) decreases.
If %ﬁm (x,y*) is non-negative at the point x = P, then it is non-negative over the entire
interval 0 < x < Pc. Thus, in this interval, the function i (x, y*) is non-decreasing and
condition (A12) is satisfied.

Let us establish that %ft 7(Pc,y*) = 0 guarantees that (A13) holds. Since conditions

f—;zﬁ j(x,y) <0and %ﬁ 7(Pc,y*) = 0 hold, we derive that y* is a maximum of the function

uj(Pc,y). Therefore, (A13) is satisfied.
Carrying out the reverse reasoning, we can verify that the conditions

d «

@u](Pc,]/ ) =0 (AZO)
d "
aucar(PC/]/ ) >0 (A21)

are also sufficient to satisfy (A12) and (A13).
From (A20) we obtain the following equality:

d hgarh%PC
0= —1u;(Pc,y") = ———5— — 2Cymy*,
dy I Y (0’2+h%y*)2 my
which we can rewrite as
w2 12 N2 hgﬂrh%PC
From (A21) we derive
L (P, *)—%—x Pc>0
o ear cYy )= 02+h%y* cart’'c = V.

Case3. 0 < x* < P, y* = % By analogy with Case 2, we conclude that conditions
d%ﬁm(x*, %) =0and j—yﬁ] (x*, %) > 0 are necessary and sufficient for the point (x*, %)
to be a Nash equilibrium.

Therefore, we obtain the following equation:

d _ P h2
0= df“car (x*/ J) = % — 2Ceqrx”*.
X m 0—2 + h]%]

From the last equation we conclude that

. h

car

X = N
2Cear(02 + 155;)

The inequality %ﬁ i (x*, %) > 0 gives us

P h2 W2 x*
iﬁ] (x*, ]> - szp —2CyP; > 0.
m ((72—|—h]%)2
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Case 4. x* = Pc,y* = % By analogy with Case 2, we conclude that the conditions
d%ﬁcar (PC, %) > 0and %ft i (PC, %) > 0 are necessary and sufficient for the point (Pc, %)
to be a Nash equilibrium. From the last two inequalities we deduce

d _ P h2
%ucar (PC/ E]) = ﬁ —2CearPc >0,
o +h]W

d . P h2 hZPC
“ ](PC,*]> _ eyt s —2C;P; > 0.

dy m (02 + 12 % )2
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