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Abstract

:

This paper presents a high dynamic range (HDR) image zero watermarking method based on dual tree complex wavelet transform (DT-CWT) and quaternion. In order to be against tone mapping (TM), DT-CWT is used to transform the three RGB color channels of the HDR image for obtaining the low-pass sub-bands, respectively, since DT-CWT can extract the contour of the HDR image and the contour change of the HDR image is small after TM. The HDR image provides a wide dynamic range, and thus, three-color channel correlations are higher than inner-relationships and the quaternion is used to consider three color channels as a whole to be transformed. Quaternion fast Fourier transform (QFFT) and quaternion singular value decomposition (QSVD) are utilized to decompose the HDR image for obtaining robust features, which is fused with a binary watermark to generate a zero watermark for copyright protection. Furthermore, the binary watermark is scrambled for the security by using the Arnold transform. Experimental results denote that the proposed zero-watermarking method is robust to TM and other image processing attacks, and can protect the HDR image efficiently.
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1. Introduction


Since high dynamic range (HDR) imaging is able to capture the wide range of real-world lighting, the HDR image meets the high requirements for image quality and visual perception [1,2,3]. At present, the HDR image can be found in many applications, such as computer vision, broadcasting, surveillance, Internet of things (IOT), and so on [4,5]. However, during the transmission process, the HDR image may be copied and stolen by unauthorized users, and their copyright needs to be protected. Watermarking is security technology that can embed the copyright information into the HDR image for image protection [6,7].



Traditional watermarking methods need to embed a watermark into the original image, which will cause some damage to some extent [8,9]. However, any minor modification is not allowed on some special applications, such as military and judicial imaging. Thus, zero watermarking is proposed by mining key image features to obtain watermarking robustness without image distortion [10]. Hence, it can solve the contradiction between watermarking robustness and imperceptibility. Zhou et al. decomposed the image by using discrete wavelet transform (DWT), and then each DWT transformed block was decomposed by using SVD [11]. The maximum singular value was utilized to form a zero-watermark sequence with the copyright information. However, correlations of zero-watermark sequences constructed from different images are high, which means the uniqueness verification of zero watermark for different images is low. In order to increase uniqueness verification of zero watermark, Rao et al. used enhance SVD to generate a zero watermark [12]. Gao et al. used Bessel–Fourier with rotation invariance to compute a zero watermark, and the method was robust to compression, noise, and rotation attacks [13]. Han et al. decomposed the image by using non-subsampled shearlet transform (NSST), and then, each block was performed with LU decomposition to construct a zero watermark [14]. However, the above zero-watermarking methods were only designed for gray-scale images.



The color image has a rich color information, and its color channels have strong correlations, which can be mined for robust characteristics of the image. Zhu et al. designed a Schur and Contourlet transform based zero watermarking for the color image, but a zero watermark was constructed only in YCoCg space of the color image [15]. Zheng et al. utilized DWT and SVD to decompose RGB channels of the color image, respectively, for constructing a zero watermark, but correlations of three channels were missed [16]. To preserve the relationships of the three channels for extracting robust features, many researchers introduced multi-dimensional transformations, such as tensor and quaternion. In order to resist geometric attacks, Wang et al. selected quaternion-robust exponent moments (QEMs) of the color image to generate a zero watermark [17]. Yang et al. designed a computational strategy for fast generalized extreme complex exponential transform (QGPCET), and selected the mixed low-order moments in QGPCET coefficients to construct a zero watermark [18]. Jiang et al. constructed two three-dimensional tensors using R, G, B and gray channels and expanded them, respectively [19]. By performing SVD and DCT on the expanded matrix, the features representing the main information of the image were extracted to construct a robust zero watermark. However, the above zero-watermarking methods are all designed for the LDR image, and if they are directly applied in the HDR image, the special HDR image characteristics will be ignored for resisting special image attacks, such as tone mapping (TM). Since the HDR image has a wide dynamic range, the inner relationship of one channel is decreased. Moreover, most existing display devices are still used for LDR images, and have a limited dynamic range, and thus, the HDR image should be tone mapped [20,21]. Therefore, TM is an undoubtedly unique and inevitable image processing for HDR image watermarking to be considered when copyright of the HDR image should be protected.



Recently, some robust HDR image watermarking methods were researched. Guerrini et al. used DWT to decompose the image, and then utilized quantized exponential modulation (QEM) to embed the watermark [22]. However, the robustness of that method was not high. Solachidis et al. successively embedded a watermark into LDR image sequences with different exposures in the DWT domain [23]. The idea of embedding a watermark many times obtains high robustness, but it causes the decline of invisibility at the same time. Considering that the structure of the image is stable after TM processing, nonsubsampled contourlet transform and SVD were successively operated on the HDR image to extract the associated structural features for data embedding [24]. Moreover, a hybrid perceptual mask was used to increase the imperceptibility. In order to mine strong correlations of the HDR image, Luo et al. used Tucker decomposition to transform the HDR image to embed a robust watermark, which is robust to varieties of TM attacks [25]. However, the above HDR image watermarking methods need to obtain high robustness, and the corresponding visual quality is decreased. To achieve the tradeoff between watermarking robustness and invisibility, the HDR image zero watermarking is suitable to copyright protection of the HDR image without any quality distortion.



TM processing on the HDR image causes loss of color, brightness, and texture [26], and thus, features extracted from the HDR image should resist those large changes for the zero-watermark construction. In general, after TM, the contour of the HDR image changes a little, and it can be extracted by performing dual tree complex wavelet transform (DT-CWT) [27]. In this paper, a novel zero-watermarking method based on DT-CWT, quaternion fast Fourier transform (QFFT), and quaternion singular value decomposition (QSVD) for the HDR image is presented. For extracting robust contour information, RGB channels are decomposed by DT-CWT to compute three low-pass sub-bands, respectively. In order to mine correlations of three channels, those three low-pass sub-bands are considered as a whole to be transformed by using QFFT and QSVD to compute the largest singular value for extracting robust features. The XOR operation is applied between robust features and the copyright watermark to generate a zero watermark. Experimental results prove that the proposed method is robust to TM and image processing attacks.



The main contributions of the paper are listed as follows.




	
A novel robust DT-CWT-, QFFT-, and QSVD-based zero-watermarking method for the HDR image is presented.



	
Since the contour of the HDR image has not changed much after TM operation, DT-CWT is used to extract the contour information.



	
Three color channels of the HDR image are considered as a whole to be transformed by using QFFT and QSVD for extracting robust image features.








The remainder of the paper is organized as follows. DT-CWT, QFFT, and QSVD are introduced in Section 2. The proposed zero-watermarking method for the HDR image is depicted in Section 3. The experimental results and discussion are given in Section 4. In Section 5, we draw a conclusion.




2. Preliminary


In this section, DT-CWT, QFFT, and QSVD are introduced.



2.1. Dual Tree Complex Wavelet Transform (DT-CWT)


DT-CWT is an enhancement of DWT [27], and it has the properties of shift invariance and multi-directions. Two independent wavelet filter trees are operated on the same original signal, and two real dual tree wavelet coefficients are used to compute complex wavelet coefficients:


   F a  +  F b  i  



(1)




where i is the imaginary operator, Fa and Fb are coefficients of two trees, respectively, and these coefficients generate six directionally selective sub-bands at approximately ±15°, ±45°, and ±75°.



Figure 1 shows that the two-dimensional signal is decomposed by using four-level DT-CWT. For the structure of DT-CWT,    F l L    is the low-pass sub-band, and    F  l , D  H    is the dth high-pass sub-band, where l is the level of transformation, l = 1, 2, 3, 4, d represents the direction, and d = 1, 2, 3, 4, 5, 6. When we decompose three color channels of the HDR image by using four-level DT-CWT, three low-pass sub-bands are computed and denoted as    F  4 , R  L   ,    F  4 , G  L   , and    F  4 , B  L   , respectively. Figure 2 shows three low-pass sub-bands of the original HDR image ‘Rend13′, and it is clearly seen that the low-pass sub-bands show the main contour information of the image. Moreover, the low-pass band is invariant to small geometric change. Thus, it can be used to compute stable features for robust zero watermarking.




2.2. Quaternion Fast Fourier Transform (QFFT)


Before introducing QFFT, the quaternion is represented as the generalization of a complex number, and it can be denoted as:


  q =  q r  +  q i  i +  q j  j +  q k  k  



(2)




where i, j, and k are imaginary operators and qr, qi, qj, and qk are real.



When three low-pass sub-bands are extracted for the color HDR image, to mine correlations of three channels, they can be used to represent the whole image in quaternion form as:


   F 4 L  =  F  4 , R  L  i +  F  4 , G  L  j +  F  4 , B  L  k  



(3)




where the real value is set to 0.



In 1996, Sangwine was the first to propose the quaternion Fourier transform applied in the three-dimensional matrices [28]. For the    F  4 , R  L   (a,b), where (a,b) is the coefficient location in the low-pass sub-band, its generalized fast Fourier transform (FFT) and its reverse are as follows:


   K R    s , t     =  1    M N       ∑   a = 0   M − 1     ∑   b = 0   N − 1    e  − μ 2 π     a s  M  +   b t  N       F  4 , R  L    a , b    



(4)






   F  4 , R  L    a , b     =  1    M N       ∑   s = 0   M − 1     ∑   t = 0   N − 1    e  μ 2 π     a s  M  +   b t  N       K R    s , t    



(5)




where M and N are the width and length of the low-pass sub-band, respectively,  μ  is unit pure quaternion,    μ 2  = − 1  , and   μ =   i + j + k   /  3   .



Similarly,    F  4 , G  L    and    F  4 , B  L    can be transformed by using FFT to obtain    K G     and    K B   , respectively:


   K G    s , t     = F F T    F  4 , G  L      =  1    M N       ∑   a = 0   M − 1     ∑   b = 0   N − 1    e  − μ 2 π     a s  M  +   b t  N       F  4 , G  L    a , b    



(6)






   K B    s , t     = F F T    F  4 , B  L      =  1    M N       ∑   a = 0   M − 1     ∑   b = 0   N − 1    e  − μ 2 π     a s  M  +   b t  N       F  4 , B  L    a , b    



(7)







Considering three low-pass sub-bands of the HDR color image as a whole, the quaternion fast Fourier transform (QFFT) of    F 4 L    and its reverse are:


  K   s , t     =      K R    s , t     i +    K G    s , t     j +    K B    s , t     k  



(8)






   F 4 L    a , b     =   (   F  4 , R  L    a , b    ) i + (   F  4 , G  L    a , b    ) j + (   F  4 , B  L    a , b    ) k  



(9)








2.3. Quaternion Singular Value Decomposition (QSVD)


For any quaternion matrix B, an efficient SVD is proposed by Sangwine et al. [29], and a bidiagonal matrix Y is computed by bidiagonalizing B with quaternion Householder transformations and a simple recursive technique. The singular values of Y and B are same, and the bidiagonalization of B can be represented by:


  R B W = Y  



(10)




where R and W are the left and right quaternion Householder matrices, respectively. Because R and W are unitary, it satisfies:   Y =   R ¯  T  B   W ¯  T   . Suppose U and V are orthogonal matrices, and the SVD of Y can be presented by   Y = U S  V T   . Thus, the SVD of quaternion matrix B is computed as follows:


  A =   H ¯  T  U S  V T    G ¯  T   



(11)




where     H ¯  T  U   and    V T    G ¯  T    are unitary matrices, S = D(σ1, σ2, … , σn), σ1 ≥ σ2 ≥ … ≥ σn are eigenvalues of B, n is the singular number, and D(•) constructs a diagonal matrix. The singular values represent the main correlations of the given matrix. In particular, the maximum singular value σ1 contains the main energy and has strong stability.



Since QFFT and QSVD combine three channels to be transformed, strong correlations of the HDR color image are maintained for robust zero watermarking.





3. Proposed HDR Image Zero Watermarking


In this section, a novel DT-CWT and quaternion-based zero watermarking for the HDR image is described. The binary watermark as the copyright information is denoted as W with the size of P × P, and three RGB channels are denoted as fR, fG, and fB, respectively. The detailed processes of zero-watermark construction and verification are depicted, respectively.



3.1. Construction of Zero Watermark


The processes of zero-watermark construction are illustrated in Figure 3.



Step a-1. With a private key, the Arnold transform is utilized to scramble W to obtain W0:


   W 0  = A r n o l d  W   



(12)




where Arnold(•) is the Arnold transform.



Step a-2. fR, fG, and fB are decomposed by using four-level DT-CWT to obtain    F  4 , R  L   ,    F  4 , G  L   , and    F  4 , B  L   , respectively.



Step a-3.    F  4 , R  L   ,    F  4 , G  L   , and    F  4 , B  L    are combined and represented in a pure quaternion    F 4 L   , and QFFT is applied on    F 4 L    to obtain   K   s , t    .



Step a-4.   K   s , t     is divided into non-overlapping blocks Bx, where x is the block index and its size is c × c. Only P × P + 1 blocks are randomly selected to construct a zero watermark with private key k2. The diagonal matrix Sx is computed by applying QSVD on Bx, and σ1,x of each block is extracted.



Step a-5. All maximum singular values σ1,x of all blocks are computed, and then the feature matrix T is calculated by comparing σ1,x and σ1,x+1:


   T x  =         1                         i f    σ  1 , x + 1   >  σ  1 , x               0                                       o t h e r s                              



(13)







Step a-6. Zero watermark WM is computed:


   W M  = T ⊕  W 0   



(14)







Step a-7. For protecting copyright, WM, k1 and k2 are registered in a third-part intellectual property rights (IPR) database.




3.2. Verification of Zero Watermark


Figure 4 shows processes of zero-watermark extraction for copyright verification, which is symmetric to the zero-watermark construction. Let f* be the HDR image to be verified, which may be under some image attacks.



Step b-1. Four-level DT-CWT is used to decompose the three channels of f* to obtain three low-pass sub-bands, denoted as    F  4 , R   L ∗    ,    F  4 , G   L ∗    , and    F  4 , B   L ∗    , respectively.



Step b-2.    F  4 , R   L ∗    ,    F  4 , G   L ∗    , and    F  4 , B   L ∗     are combined as a pure quaternion    F 4  L ∗    , which is transformed by using QFFT to compute    K ∗    u , v    .



Step b-3.    K ∗    u , v     is divided into non-overlapping blocks B*x, and P × P + 1 blocks are selected to compute a zero watermark with the private key k2. B*x is decomposed by using QSVD to compute the diagonal matrix S*x, and its maximum singular value σ*1,x of each block is calculated.



Step b-4. The feature matrix T* is constructed by comparing σ*1,x and σ*1,x+1:


   T x ∗  =         1                         i f    σ ∗     1 , x + 1   >  σ ∗     1 , x               0                                               o t h e r s                              



(15)







Step b-5. WM and T* are computed by using the exclusive-or operation to obtain W*0:


   W 0    ∗  =  T ∗  ⊕  W M   



(16)







Step b-6. The inverse Arnold transform is performed on W*0 to compute W*.



Step b-7. W* and W are compared for the copyright verification.



The proposed watermarking method is designed for HDR images in RGB format since the three RGB channels have strong correlations, which can be mined for robust features. However, the proposed method is not suitable for other color formats, and especially not the three-color channel formats, such as LHS format.





4. Experimental Results and Discussions


Eight HDR images are used to be tested as illustrated in Figure 5, and the binary watermark is illustrated in Figure 6. The robustness is evaluated by the bit error rate (BER) [30] is defined as follows:


  B E R =    N e     N t       



(17)




where Ne is the wrong bits number of the extracted watermark and Nt is the correct bits number of the watermark.



4.1. Zero-Watermark Uniqueness


A zero watermark generated from one HDR image should be unique and irrelevant to other HDR images for copyright protection. Normalized cross-correlation (NC) is utilized to compute the difference between two zero-watermark images:


  N C =    ∑ i   ∑ j   W 1    i , j    W 2    i , j        ∑ i   ∑ j   W 1 2    i , j        ∑ i   ∑ j   W 2 2    i , j        



(18)




where W1 and W2 represent two zero-watermark images, respectively.



Table 1 shows the NCs of zero-watermark images. The maximum NC is less than 0.6, which denotes that the zero watermark from one HDR image is distinguishable from those of other images and can prove the uniqueness of a zero watermark.




4.2. Robustness of Zero Watermarking


In order to show the robustness of the proposed method, TM and common image processing are used for testing.



4.2.1. Robustness on TM Attack


BERs of the proposed method for eight images attacked by 15 different TMs are computed, as shown in Table 2. It is clearly seen that for most of the TM attacks, all BERs of the proposed method are lower than 0.75, which reflects the efficiency of the copyright protection. For Durand and Fattal TM attacks, most of the BERs are a little higher than those of other TMs, and but can still play an important role in copyright protection. Moreover, the average BERs of all TMs are all lower than 0.08, which proves the high robustness of the proposed method for the TM attack.



Figure 7 shows watermark extraction, when Rend01 is attacked by different TMs. Obviously, from the extracted watermark, we can know the copyright of the HDR image. Moreover, we can see that the corresponding NC is high, which means that the extracted watermark is similar to the original watermark. This is mainly because DT-CWT can extract the contour information, and QFFT and QSVD mine strong correlations of the HDR image efficiently.




4.2.2. Robustness on Common Image Processing


To show the capability of resisting other attacks, some common image processing attacks are also used for testing, as listed in Table 3. Table 4 shows that the BERs of the eight HDR images are all less than 20%, which means that the proposed method has the ability of copyright protection for resisting common image processing attacks. Furthermore, averages of BER are all below 6% for all images, which again denotes the high robustness of the proposed method.



After different image processing attacks were operated on Rend01, the watermark was extracted visually, as illustrated in Figure 8. All extracted watermark can be recognized for proving the copyright information. Similar results were obtained for other HDR images, and it proves that the proposed method can resist common image processing attacks well.





4.3. Robustness Comparisons


In this section, Jiang’s [19] and Bai’s [24] methods were used and compared; moreover, under different TM attacks, corresponding BERs are computed, as shown in Table 5. Most BERs of the proposed method are less than those of other comparative methods. Although for Ashikhmin, Mertens, and Durand, the proposed method is a little lower than Bai’s [24], and is worse than Jiang’s [19] for WardGlobal, considering all TM attacks, the average BER is much lower than those of the other two methods. Thus, based on the above experimental results, the proposed method can obtain higher robustness and protect the HDR image more efficiently.





5. Conclusions


In this paper, based on dual tree complex wavelet transform (DT-CWT), quaternion fast Fourier transform (QFFT), and quaternion singular value decomposition (QSVD), a novel high dynamic range (HDR) image zero watermarking method has been presented. Since most tone mapping (TM) operations preserve the contour information of the image, the three RGB channels are transformed by using DT-CWT to extract low-pass sub-bands for the main contour, respectively. To extract the main correlations of the three channels of the HDR image, three low-pass sub-bands are considered as a whole to be decomposed by using QFFT, and are then divided into non-overlapping blocks. Each QFFT transformed block is decomposed by QSVD to obtain the maximum singular value for constructing a binary feature image, which is used with a binary watermark to generate a zero watermark. The experimental results prove that the proposed method has the ability to resist different TMs and image processing attacks, and is superior to the existing zero-watermarking methods. Since deep learning works well on feature extraction, in future research, we will use deep networks to mine features for constructing a robust zero watermark.
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Figure 1. Four-level DT-CWT decomposition. 
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Figure 2. Low-pass sub-bands after four-level DT-CWT. 
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Figure 3. Flowchart of zero-watermark construction. 
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Figure 4. Flowchart of zero-watermark verification. 
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Figure 5. Original HDR images. 
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Figure 6. Original watermark (64 × 64). 
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Figure 7. Extracted watermark from Rend01 under different TMs. 
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Figure 8. Extracted watermark from Rend01 under different image processing attacks. 
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Table 1. NCs between generated zero-watermark images [%].
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	Image
	Rend08
	Apartment
	Rend09
	Rend10
	Rend13
	AtriumNight
	Bottles
	Rend01





	Rend08
	100.00
	51.42
	50.63
	53.85
	51.76
	50.64
	52.16
	54.21



	Apartment
	51.42
	100.00
	56.43
	54.91
	57.61
	54.26
	50.10
	54.59



	Rend09
	50.63
	56.43
	100.00
	52.70
	54.46
	52.35
	54.04
	54.32



	Rend10
	53.85
	54.91
	52.70
	100.00
	53.00
	52.16
	54.04
	49.56



	Rend13
	51.76
	57.61
	54.46
	53.00
	100.00
	50.26
	53.89
	55.02



	AtriumNight
	50.64
	54.26
	52.35
	52.16
	50.26
	100.00
	54.30
	52.41



	Bottles
	52.16
	50.10
	54.04
	54.04
	53.89
	54.30
	100.00
	53.52



	Rend01
	54.21
	54.59
	54.32
	49.56
	55.02
	52.41
	53.52
	100.00
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Table 2. BERs of HDR images while under TM attacks [%].






Table 2. BERs of HDR images while under TM attacks [%].
















	
	Rend08
	Apartment
	Rend09
	Rend10
	Rend13
	AtriumNight
	Bottles
	Rend01





	Krawczyk
	8.64
	13.67
	1.39
	10.81
	0.08
	2.37
	9.50
	2.00



	Gamma
	8.18
	13.33
	3.08
	4.59
	5.96
	5.37
	6.32
	3.05



	Ashikhmin
	6.86
	7.93
	6.84
	10.82
	7.42
	8.54
	11.04
	6.13



	Logarithmic
	1.51
	1.81
	1.10
	2.34
	3.05
	2.22
	1.73
	0.12



	Mertens
	10.18
	13.38
	4.13
	9.21
	8.42
	7.79
	10.42
	6.45



	WardGlobal
	0.00
	0.00
	0.83
	1.68
	2.32
	1.56
	0.00
	0.00



	WardHistAdj
	3.22
	3.64
	4.52
	4.00
	5.30
	5.86
	5.30
	4.27



	LischinskiTMO
	2.03
	7.13
	1.98
	3.27
	4.88
	3.15
	4.96
	0.07



	ReinhardDevlin
	3.20
	6.32
	4.39
	9.18
	6.64
	6.74
	7.25
	3.25



	Raman
	6.18
	7.76
	3.13
	5.20
	6.52
	5.79
	9.57
	4.79



	Drago
	3.83
	5.57
	2.78
	4.88
	5.62
	5.66
	6.23
	2.78



	TumblinRushmeier
	2.76
	3.15
	2.29
	5.54
	4.61
	4.05
	4.66
	3.39



	Ferwerda
	0.02
	0.22
	0.12
	0.27
	0.09
	0.12
	0.71
	0.00



	Durand
	14.94
	16.39
	17.60
	20.27
	19.51
	16.28
	15.43
	17.65



	Fattal
	10.67
	10.91
	11.04
	18.48
	12.48
	9.91
	11.79
	18.16



	Average
	5.48
	7.41
	4.34
	7.36
	6.59
	5.69
	6.99
	4.18
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Table 3. List of common image processing attacks.
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	Number
	Common Attacks
	Number
	Common Attacks





	CIA1
	‘Salt & Pepper’ (0.001)
	CIA7
	Poisson noise



	CIA2
	Median filter (3 × 3)
	CIA8
	Image sharpen (0.5)



	CIA3
	Median filter (5 × 5)
	CIA9
	Average filter (4 × 4)



	CIA4
	Scaling (4)
	CIA10
	Imrotate (2)



	CIA5
	Scaling (1/4)
	CIA11
	Gaussian noise



	CIA6
	Gaussian low-pass filter (3 × 3)
	CIA12
	Imadjust
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Table 4. BERs of HDR images under common image processing [%].
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	Rend08
	Apartment
	Rend09
	Rend10
	Rend13
	AtriumNight
	Bottles
	Rend01





	CIA1
	5.40
	10.79
	3.74
	8.42
	8.67
	5.30
	7.13
	10.87



	CIA2
	0.56
	0.76
	0.85
	2.86
	0.32
	2.12
	0.61
	1.59



	CIA3
	1.73
	1.59
	1.81
	3.66
	0.90
	4.22
	1.90
	4.52



	CIA4
	0.02
	0.00
	0.00
	0.02
	0.02
	0.00
	0.00
	0.02



	CIA5
	0.02
	0.00
	0.00
	0.04
	0.05
	0.00
	0.00
	0.07



	CIA6
	0.49
	0.12
	0.12
	0.46
	0.51
	0.12
	0.22
	0.29



	CIA7
	6.01
	10.30
	1.37
	2.12
	4.20
	2.49
	2.37
	0.34



	CIA8
	6.08
	10.60
	1.59
	2.51
	4.37
	2.83
	2.42
	0.56



	CIA9
	0.90
	0.44
	0.46
	1.34
	1.20
	0.34
	0.98
	2.27



	CIA10
	15.65
	14.23
	10.72
	15.97
	9.06
	11.24
	17.87
	18.53



	CIA11
	2.59
	2.37
	1.71
	2.86
	2.39
	2.39
	2.81
	4.27



	CIA12
	5.98
	10.30
	1.37
	2.12
	4.20
	6.15
	2.36
	0.34



	Average
	4.86
	5.83
	2.67
	4.43
	2.99
	4.31
	4.32
	3.87
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Table 5. Robustness comparisons on TM attacks [%].
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Attack Type

	
Jiang’s [19]

	
Bai’s [24]

	
Proposed




	
BER

	
BER

	
BER






	
Krawczyk

	
11.35

	
11.04

	
6.80




	
Gamma

	
12.29

	
12.34

	
6.23




	
Ashikhmin

	
16.49

	
6.97

	
8.19




	
Logarithmic

	
11.32

	
6.87

	
1.73




	
Mertens

	
16.55

	
6.15

	
8.74




	
WardGlobal

	
0.53

	
5.60

	
0.80




	
WardHistAdj

	
12.90

	
7.07

	
4.51




	
LischinskiTMO

	
12.87

	
5.38

	
3.43




	
ReinhardDevlin

	
14.80

	
11.99

	
5.87




	
Raman

	
17.65

	
9.64

	
6.11




	
Drago

	
12.84

	
6.85

	
4.66




	
TumblinRushmeier

	
12.15

	
8.09

	
3.80




	
Ferwerda

	
0.61

	
5.92

	
0.19




	
Durand

	
23.79

	
6.66

	
17.25




	
Fattal

	
16.74

	
13.89

	
12.93




	
Average

	
11.35

	
8.29

	
6.08
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