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Abstract: In line with the recent industrial trends of hyperconnectivity, 5G technology deployment,
the Internet of Things (IoT) and Industry 4.0, the ultimate goal of corrosion prevention is the invention
of smart coatings that are able to assess their own condition, predict the onset of corrosion and
alert users just before it happens. It is of particular interest to tackle corrosion that occurs in non-
accessible areas where human inspectors or handheld devices are useless. To accomplish this,
a variety of technologies that are embedded or could potentially be embedded into the coatings are
being developed to monitor coating condition, which are based, for instance, on the evolution of
electrochemical or mechanical properties over time. For these technologies to be fully embedded into
the coatings and work remotely, solutions are needed for connectivity and power supply. A paradigm
shift from routine prescheduled maintenance to condition-based preventive maintenance could then
become a reality. In this work, the technologies that enable the in-service monitoring of organic
anticorrosion coatings were compiled. Soon, some of them could be integrated into the sensing
elements of autonomous, connected neural-like networks that are capable of remotely assessing the
condition of the anticorrosion protection of future infrastructures.

Keywords: smart coatings; organic anticorrosion coatings; live health monitoring; condition-based
maintenance; neural systems; strain sensing

1. Introduction

The need to verify the performance and durability of organic coatings (paints) has
existed since their emergence and consolidation in the mid-twentieth century, along with
the invention of alkyds (artificial resins) and the development of vinyl paints, water-based
paints and powder coatings [1]. Over time, organic coatings have been used extensively to
extend the service lifetime of metallic infrastructures by retarding corrosion. Indeed, the
inherent direct relationship between coatings and corrosion implies that huge amounts
of money and industrial development are at play [2–4]. More recently, numerous new
functionalities have emerged that are far from just a passive protection role, thanks to
scientific development and breakthroughs in nanotechnology. These functionalities allow
coatings to play a truly active role in materials and systems, ranging from self-cleaning
and self-healing to the ability to sense multiple phenomena and even connectivity. As a
consequence, the appellation smart coatings is now widely used [5–11]. A comprehensive
review and classification of smart coatings can be found in [12].

Structural health monitoring (SHM) refers to a solution that was developed to charac-
terise the structural integrity of a material throughout its service lifetime [13], most often
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for preventive and damage-alerting purposes. SHM has been used in large capital infras-
tructures, such as aerospace vehicles [14–16], reinforced concrete [17–21], pipelines [22,23]
and windmill power generators [24,25], among others. Recently, as the role of coatings is
gaining strategic importance after being considered a mere finishing element of a more
complex structure, the SHM approach is being applied to monitor the condition of the
coatings itself [26–30]. Additionally, a piezoelectric PVDF coating that is made in situ has
allowed users to monitor the acoustic wave emissions of substrates [31].

To date, coating inspections and maintenance procedures have been routinely sched-
uled and coupled with visual inspections. Visual inspection is still the preferable and
relied upon method for coating evaluation in the field and provides a qualitative charac-
terisation that is weighted by the experience of the inspector. Nevertheless, this practice
has numerous drawbacks. A failing or failed coating may be difficult to identify when in
service. Indeed, corrosion or other degradation mechanisms/phenomena originating from
the substrate–coating interface may go unnoticed by even the most experienced inspector.
Furthermore, problems may arise in hidden spots or areas that are difficult to reach. For
instance, in the ship building and aerospace industries, inspections typically require gaining
access to awkward spaces to establish whether there is any corrosion [32]. Even worse,
these practices may induce collateral damage in other areas and have been proven to be
inefficient and expensive [30].

The success of SHM development relies on the implementation of upstream resources,
such as applied research and modelling, to analyse the degradation process of the coating
system. The health monitoring solution is able to trigger maintenance operations on
demand when the measurement of typical parameters deviates from a fixed standard.
Ideally, the pertinent features of the pre-damaged coating need to be found to allow for
predictions from extrapolations. To be able to predict the health of a coating throughout
its lifetime, operational data has to be collected in the field and inserted into an analytical
model in order to estimate the remaining effective service life of the material. However,
there are some limitations to comparing predicted data to real field-aged coatings due to
the high durability of coatings before failure [33–38]. In addition, there is currently a weak
understanding of the complex modes of coating degradation, which reduces confidence
in the results [39]. The influence and eventual coupling of many coating factors, such as
temperature, humidity and the concentration of ionic species, and the corrosion of the
underlying metal are issues that still need to be overcome [27,40]. Several examples can
be found in the literature that provide model corrosion rates for the lifetime prediction of
different systems based on atmospheric conditions. This is known as atmospheric corrosion
monitoring (ACM). Environmental parameters are the main inputs for these models and
are often sensed using neural networks [41–44]. The majority of these models focus on
the behaviour of metals and few target the modelling of coating degradation and lifetime
expectancy [45,46].

The aim of coating monitoring is to evaluate the health of the coating and predict
failure before an attack on the metallic substrate. However, the coating generally needs
to deteriorate significantly before it can be observed by visual inspection, in which case it
is most probably too late to employ conservative maintenance measures. Even worse, a
potential failure may be imminent at that point or could have already occurred. Therefore,
the health monitoring solution must be able to tell when the coating is about to fail and use
this as the basis for the maintenance of large expensive structures, such as aircraft, ships,
bridges, etc. This is called condition-based maintenance. By doing this, damage to the
substrate is anticipated and prevented, which means that maintenance operations are only
superficial, i.e., much simpler, thus faster and, consequently, ultimately less costly.

The aim of this review paper was to explore the different existing approaches and
technologies that enable the assessment of the in-service condition of anticorrosion coatings.
Special emphasis was focused on the monitoring and corrosion prevention of coatings in
inaccessible areas. In addition, the suitability of coatings being integrated into connected
sensing networks was explored based on the advantages and limitations. This paper is
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formatted as follows. Firstly, technologies that are based on the electrochemical properties
of organic coatings are reviewed. The evolution of electrochemical impedance spectroscopy
(EIS) and electrochemical noise measurements (ENM) and their increasing miniaturisation
towards coating-embedded solutions are presented. After that, technologies that target the
evolution of the physical properties of coatings, such as internal stress–strain state, and
other original approaches are discussed. To conclude, a couple of interesting projects that
were specially designed to facilitate the deployment of connected coating sensing networks
and some existing numerical models are presented. These are an indicator of the direction
in which scientific development is heading and open new research pathways, for example,
the issue of power supply and the autonomy of deployed neural-like networks. Metallic
corrosion tracking technologies were omitted from this paper, as only coated metallic parts
were targeted (where corrosion exists, the coating has already failed, and preventive main-
tenance is no longer possible). The hand-held technician-operated technologies and gauges
that are typically used during prescheduled maintenance controls were not included in this
paper either, as they are not suitable for the remote live inspection of inaccessible areas.

2. Organic Coating Generalities

It is broadly accepted that intact organic coatings inhibit the corrosion of metal struc-
tures primarily by acting as a barrier to ions, oxygen and water [11,47–49]. Despite the
partial disagreement of a minority of authors [39], the community is also acquainted with
the fact that the adhesion of the coating to the substrate plays a crucial role in its ability to
protect that substrate. In fact, according to [50], diminished adhesion occurs prior to the
onset of corrosion. The reason for this is “an electrolyte connection, which is a prerequisite
for corrosion onset, cannot be established near or at the intact interface between coating and
metallic support before the occurrence of diminished adhesion” [50]. The intimate contact
between the atoms of the coating and those of the metal at the interface is promoted by
mechanical interlocking (the result of surface preparation) and a certain chemical affinity
that enables the formation of chemical bonds. These interfacial bonds should remain intact
under dry or saturated (presence of water) environmental conditions, which is known
as wet adhesion. Due to the inherent difference between the natures of the coatings and
protected substrates, the most common chemical bonds between the two are hydrogen
bonds and weaker Van der Waals interactions. As a consequence, there are few polymer–
metal bonds that are able to resist hydrolysis over a long period of time [39,50]. Indeed,
typical values for metal–coating interactions are in the order of 25 kJ·mol−1 or less, while
metal–water interactions have binding energies in the order of 40–65 kJ·mol−1 [51]. Thus,
the displacement of the coating by water is energetically encouraged. When this happens, a
weak wet adhesion is established and the coating allows an electrolyte solution to be present
at the interface that is in contact with the metal substrate, thereby initiating corrosion.

The main mechanism that is responsible for the progressive pooling of water within a
coating structure and at the coating–substrate interface is osmotic force. Impurities that
remain on a surface prior to coating application or those that are deposited during the curing
process, such as dirt, salts and other contaminants, may establish osmotic driving forces
and promote water permeation [52]. Additionally, corrosion-inhibiting pigments that are
present in some anticorrosion paints/coatings, such as chromates, borates, molybdates, etc.,
may also promote osmosis and attract water through the coating film due to their water
solubility [52]. In cathodically protected systems, the applied electrical charge can also
accelerate the permeation of water into the film via a process called electroendosmosis [52].

Physical damage can also negatively affect a coating during its service lifetime. Such
defects are almost impossible to prevent and can lead to the rapid failure of coatings.
There are many examples of events that can degrade a coating: the collision of vehicles,
the careless movement of heavy machinery in the vicinity of the coated surface, coating
destruction by a hailstorm or scratches made in a car’s paintwork.

Besides accidental human activity, environmental factors that are encountered by
in-service coatings are the main cause of the deterioration of a coating’s barrier effect over
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time, which can lead to water absorption via the osmotic process and sometimes even the
violent and quick destruction of coating systems. Therefore, experts have long studied
the effects of different environments on the performance of coatings and have come up
with a classification of environments according to their aggressiveness. For example, in
ISO 12944, “Coatings and varnishes-corrosion protection of steel structures by protective
coating systems” [53], different environments were classified into three types of exposure:
immersion, atmospheric and splash zone. Meteorological data are a common input that
are needed for the development of models that aim to estimate coating performance and
lifetime in-service condition [41–43]. In [50], a further subclassification was proposed
(see Figure 1).
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3. Organic Coating-Embedded Health Monitoring Technologies
3.1. Evolution of the Electrochemical Properties of Coatings
3.1.1. Electrochemical Impedance Spectroscopy (EIS)

Electrochemical impedance spectroscopy (EIS) is a well-known, and historically the
most widely used, method for characterising a number of coating properties, such as
curing [54], water intake [55–59], adhesion [55,60–62] and barrier performance [63–65]. EIS
studies the response of a coating as it opposes alternate current waves passing through
it. In other words, periodic/sinusoidal perturbations are applied across the coating to
study its frequency-dependent dielectric properties. The frequency range of the applied
AC is very broad, typically ranging from 106 to 10−2 Hz [66]. It is possible to calculate the
current response to a voltage that is applied to the coating through the determination of the
impedance (Z) from Ohm’s law: Z = V/I. Impedance is the homologue of resistance, but
for an alternating current. EIS data can be plotted in two types of graphics [67,68]: Nyquist
plots and Bode plots. The Bode plot representation expresses both impedance magnitude
(|Z|) and phase angle (θ) versus frequency.

At low frequencies, i.e., |Z|0.01Hz, the Nyquist or Bode plots provide the total
impedance of the coating, since a capacitor acts as an almost infinite impedance at these
frequencies. Most of this impedance value is due to the contribution of the coating–metal
interphase. It is also at low frequencies that the resistance of the coating to ionic transport
can be studied, thereby providing information on barrier or protective properties. For
this reason, |Z|0.01Hz can help to assess the health of a coating system. A high value of
impedance, such as 109 Ω·cm−2, suggests an almost defect-free continuous barrier with a
strong adhesion between the metal and coating. Contact between water or ionic species and
the substrate is thus minimised, which prevents the initiation and propagation of corrosion.
On the other hand, once the integrity of the coating system is degraded, e.g., due to envi-
ronmental exposure, the advancement of water through the coating is favoured. A quick
decrease in |Z|0.01Hz illustrates an interfacial deterioration process. Below 107 Ω·cm−2, it
is considered that the substrate is no longer being protected by the coating system.

By using higher frequencies, such as 2–10 kHz, the capacitance of a coating can
be monitored. In order to calculate the capacitance of the coating (Cc), the equation
CC = ω

√
|Z| sin θ−1 is used, where ω is the angular frequency [68,69]. In this frequency

range, almost no current flows through the resistance, but all of the current passes through
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the capacitor whose impedance becomes very low [68]. Moreover, Brasher and Kings-
bury [70] showed that the volume percent of water within the coating can be calculated
by high-frequency EIS. With the initiation of corrosion and the further deterioration of a
coating’s barrier properties, the equivalent models become more complex [54,71,72].

Amirian and Thienyl [72] reviewed all of the fundamentals and the instrumentation
and use of EIS for the evaluation of organic coatings.

Figure 2 shows the typical setup that is used for EIS measurements with three electrodes,
a reference electrode (RE), a counter electrode (CE), a working electrode (WE) and an elec-
trolyte solution immersion cell. Due to the complexity of the operational setup, EIS was
initially not suitable for a use in the field, let alone during the service life of a coating. There-
fore, the simplification and miniaturisation of the measuring systems were compulsory,
which are now being progressively achieved.
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inspiration from [73,74]).

Professor G. Davis has been working on the development of EIS-based coatings and
corrosion monitoring sensors for over three decades. Davis et al. [75] developed two in
situ sensors, one sensor was permanently attached to the surface and one was hand-held
(Figure 3), to monitor the inaccessible areas of a structure and test panels in environmental
chambers, such as a salt fog chamber, respectively. It was found that the hand-held sensor
is more suitable for conducting spot checks of specimens without the permanent sensor
or in areas where permanent sensors are not desired for the reasons of aerodynamics or
visual appearance.
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In this section, a description of the experimental results, their interpretation and
experimental conclusions are presented. As described in Figure 4a, the degradation of
different coatings that are exposed to different conditions occurs in three stages [76,77]:

1. The uptake of moisture by the coating,
2. Corrosion incubation time,
3. The corrosion of the substrate.
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The differences between the relative time and impedance that occur for the three stages
depend on the quality and chemistry of the coating, the metal surface, the surface treatment,
and the exposure conditions. Figure 4b summarises a series of EIS impedance spectra that
illustrate the typical behaviour of a coated metal. Although the coating initially presents a
capacitive behaviour (slope of−1) with very high impedance at low frequencies, the coating
progressively degrades and its resistance decreases (as modelled in an equivalent circuit)
and its impedance becomes independent from the frequency at low frequencies [76,77].

Some years later, Davis et al. [78] presented the evolution of their electrochemical
impedance-based in situ sensor that is capable of detecting coating deterioration and
substrate corrosion underneath the coating. It is a sensor that can be used without the need
for portable cells, disordered electrolytes, and remote electrodes. Again, two versions of
the sensor were presented: a permanent electrode sensor that is suitable for inaccessible
areas and a portable hand-held sensor. Both proved to be capable of detecting coating
deterioration at very early stages in various accelerated tests and monitoring corrosion
in service, allowing condition-based maintenance to be implemented and reducing the
probability of failure. The most important breakthrough was that the sensor can also be
operated remotely, as it features the option for a wireless connection to a central unit that
can display the representative data. The proposed miniaturised and electronic solution was
a very remarkable and important step forwards in the development of remote live coating
SHM (or coating health monitoring (CHM)) sensors, which notably reduces the size and
difficulty of operation of the EIS measuring system (Figure 5).

Its only drawback is that it cannot be totally integrated into the coating system;
indeed, it works when it is attached to the outer surface, hence influencing aesthetics and
aerodynamics. Their system was later tested to monitor (SHM) anticorrosion coatings in
US army ground vehicles [78] (Figure 6).
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Figure 6. (a) An example of an effective coating showing high stable electrochemical impedance
and a metallic substrate in good condition Vs. (b) an ineffective coating with low impedance and
generalised corrosion on the substrate. (c) State of degradation of the NLR2A system corrosion after
36 days. (d) State of degradation of the KP1 system corrosion after 31 days [78].

In these conditions, conventional EIS requires the specimen to be immersed in an
electrolyte and the use of a remote counter together with reference electrodes. This setup
was adapted to the lab scale for small samples and proper immersion conditions. How-
ever, larger specimens require beakers without bottoms that are able to be clamped onto
specimens and filled with electrolyte (see Figure 7a). EIS spectra are obtained after both
reference electrodes and counters are inserted into the electrolyte. Sometimes, it is necessary
to use gels or electrolyte-impregnated sponges instead of a liquid electrolyte. This makes
measurements in the field possible, in addition to those performed in the lab, provided that
an accessible, flat, smooth, and horizontal surface can be used. This allows users to obtain
a local indication of the health of the coating in the area that was wetted by the electrolyte.
However, this multistep protocol has been found to be time-consuming. Moreover, too long
of an exposure time to the electrolyte can artificially generate damage to the coating during
exposition to ambient conditions (Figure 7b). Later, Davis et al. also showed that the area
being probed by the in-situ sensors depends on the wetness of the surface. A dry surface
provides a localised measurement while a wet surface increases surface conductivity and
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allows the sensor to detect defects that are away from the sensor electrode. Accordingly,
the detection area can be controlled by selectively wetting the surface with water. Under
laboratory conditions, Davis’s team were able to detect coating defects up to 15 feet (4.5 m)
away. Despite the evident step forwards in EIS-based technology and coating health assess-
ment that has been brought about by Professor Davis’s lifelong work, one main drawback
had not been addressed yet: the sensor cannot be fully integrated into an anticorrosion
coating system. Instead, it works when it is attached to the outer surface, hence influencing
the aesthetic appearance and aerodynamics.
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In parallel with Davis’s work, many other routes were being explored with the aim
of simplifying and reducing the size and paraphernalia of EIS measuring montages. The
scientific community went after a clear goal: coating-embedded EIS technology. Since the
early 2000s, researchers have tried to integrate electrodes into coatings to monitor their
behaviour. Nevertheless, to be embedded, the electrodes need to be small in size, typically
below 1 mm thick. The material for the reference electrodes also must be conductive, stable
for chemical and thermal solicitations and resistant to long-term field use and manufacture
processing; thus, noble metals are often chosen, such as platinum, gold, silver, and nickel.
In [79], Kittel et al. used a nickel grid that was embedded inside a coating in order to
separate the contribution of the top layer, which was in contact with the environment, and
the inner layer, which was in contact with the substrate, from the total impedance of the
system. In [74], Merten et al., with the collaboration of Professor Bierwagen, used micron-
scale silver wire for silver/silver chloride-embedded pseudo-reference electrodes. In all
cases, a metallic substrate acting as a working electrode was still compulsory. Furthermore,
a counter-electrode that was immersed in an electrolyte solution was required to use the
external on-surface montage, which consisted of an attached glass cell containing the
solution and the CE to perform the measurements. A flat surface was also needed to
properly attach the cell.

In [63], Kittel et al. used the same strategy, but with a gold electrode that was embed-
ded in-between the coating layers. What is remarkable in this work is that a measurement
setup could include a two-electrode EIS (2E-EIS) without a substrate, such as a platinum
mesh that could act as the RE and the CE (denoted as RE/CE). When a metallic substrate
was not available, as in conditions in the field, the experiment had to be configured in a
way that allowed the current to flow between the CE and WE. Initial attempts with the
CE and WE located on both sides of a coating film coupled with electrolyte immersion
cells were conducted in the laboratory [80] (Figure 8c). Despite not yet being applica-
ble to a coated substrate in the field, this novel configuration opened the door to in situ
embedded-electrode EIS measurements in the field.
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Figure 8. The evolution of configurations used for EIS measurements (a–d). (Personal drawing;
inspiration from [73,74]).

In [81,82], Allahar et al. demonstrated that the non-substrate 2E-EIS with an embedded
RE/CE and WE in between the primer and top-coat layers can, in fact, be used to obtain
information about the metallic substrate. In other words, their results demonstrated the
feasibility of monitoring the coated metallic substrate without the same substrate itself
being an electrode. It was hypothesised and demonstrated that the current between the
coating-embedded electrodes also flows through the metallic substrate despite it not being
an electrode or being in contact with the electrodes (Figure 9).
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Figure 9. The schematics of a non-substrate two-electrode EIS measurement between two embed-ded
electrodes and the five possible current flow pathways at low frequency, where, according to au-
thors, “Path A involves passing through the electrode/coating interface, the base coating and the
coating/substrate interface for each electrode and passing through the metal. Path B involves passing
between the electrodes through the top coat/primer interlayer. Path C involves passage through the
electrode/coating interface, the top coat of each electrode and passage through the electrolyte on the
surface of the coating. Path D involves passage through the electrode/primer interface and through
the primer, while Path E involves passage through the electrode/topcoat interface and through the
topcoat”. Reprinted with permission from ref. [82], Elsevier, 2010.

The goal of embedded EIS coating sensing was thus achieved and paved the way
for embedded coating health monitoring sensors. Some other examples can be found
in the literature [48,55,83]; however, most published articles concerning embedded elec-
trodes for the electrochemical monitoring of coatings have used the similar but different
electrochemical technique of electrochemical noise measurement (ENM). Let us try to
understand why.



Coatings 2022, 12, 565 10 of 25

3.1.2. Electrochemical Noise Measurements (ENM)

ENM monitors the small potential and current fluctuations that occur naturally in
electrochemical cells to evaluate corrosion processes and coating states, with the latter
being the focus of this work. Several advantages and disadvantages are often noted when
ENM is compared to EIS. First of all, ENM does not require a sinusoidal perturbation;
therefore, it is considered less intrusive than EIS [73]. In the same work, Bierwagen et al.
stated: “the primary reason for the failure of EIS methods in cyclic exposure conditions . . . ”
(similar to those encountered by coatings in-service) “ . . . is that in the potentiostatic mode,
all measurements are made about Ecorr of the system under investigation, and if Ecorr is
time dependent at a rate that exceeds the lowest frequency of the EIS measurements, the
system is non-stationary and applying EIS techniques give errors” [73]. Therefore, when the
corrosion potential of a system is not stable, the measurements of EIS at low frequency are
often erroneous. Thus, ENM measurements have proved to be more accurate and quicker
for gathering data than EIS. Nevertheless, ENM has drawbacks that can lead to a greater
variance [84] and the results are based on a more complex theoretical foundation than those
of EIS [73]. Iverson [85] first found a correlation between electrode potential fluctuations
and corrosion processes, whereas Eden and Skerry [86] first applied the technique to
coated metals.

The most common representation of the fluctuations, also named noise, in voltage (V)
and current (I) that are recorded in ENM is noise resistance, Rn. It is calculated as the
ratio of the standard deviation of the voltage noise to the standard deviation of the current
noise [87,88]: Rn = σV (t)/σI (t). Experimentally, Rn is equivalent to the low-frequency
impedance, |Z|0.01Hz, that is obtained from EIS [89]. As in EIS, a decrease in Rn is indica-
tive of increased coating degradation due to the advancement of water, ions, and other
destructive species into the coating system.

Other interesting papers on ENM theory fundamentals, application and results inter-
pretation can be found in the following references: [69,90,91].

The traditional experimental setup for organic coating noise measurement is shown
in Figure 10. A salt bridge enables the current to flow between the two samples. The CE
lead is connected to one substrate and the WE lead is connected to the other. A laboratory
RE is needed in one of the electrolyte cells. The use of a zero-resistance ammeter (ZRA)
allows the user to keep the potential difference at zero during measurement. The early
ENM montage was satisfactory for laboratory use but was clearly not suitable for in-service
monitoring or quality control.
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Figure 10. The traditional configuration for benchtop ENM measurement (personal drawing; inspira-
tion from [92]).

Mabbutt and Mills [92] soon realised the need for montage simplification and in-
troduced an alternative experimental setup, which eliminated the need for two isolated
specimens and the salt bridge. Their double reference electrode setup reduces prepara-
tion time and set the basis for embedded electrode techniques. This device is composed
of a single substrate/sample with two electrolyte immersion cells and a support that is
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connected to the RE lead, whereas the reference electrodes replace the previous WE lead
(Figure 11a). Indeed, the Mabbutt and Mills setup is often referred to as a “reverse con-
figuration”, as all of the electrical components are reversed. Subsequently, reverse ENM
experiments [90,93] can proceed without a connection to the substrate, in which three lab
electrodes are electrically isolated by the electrolyte immersion cells (Figure 11b). This set
the basis for the in-situ application of ENM, in which a connection to the substrate is not
feasible (no connection to the substrate, NOCS).
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Figure 11. (a) The reverse configuration and (b) the schematics of the three-electrode, no substrate
connection (personal drawing; inspiration from [92]).

In [94], Mills et al. used single substrates in operation with an electrolyte-soaked
filter paper instead of the electrolyte immersion cell. A copper foil that was used as
pseudo reference electrode was placed on the filter paper and taped to hold it steady
(Figure 12). Suitable results from the ENM measurements were obtained by connecting this
to the electrode.
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Figure 12. An illustration of the surface-attached ENM montage Reprinted with permission from
ref. [94]. Elsevier, 2008.

ENM measurement using the reverse configuration was proceeded by replacing the
lab reference electrodes with an embedded Pt mesh. ENM was also successfully operated
by Wang et al. [73], who placed Pt wire electrodes inside the coating to characterise the
organic coatings. This in situ configuration can be used for continuous measurement if the
humidity does not compromise the conductivity requirements. Su et al. [95] studied the
AC–DC–AC-accelerated weathering of aircraft and industrial coatings using ENM with
embedded Pt foil leaf electrodes (Figure 13). Subsequently, the materials were also aged
by thermal cycling [96] and prohesion [69]. They also compared the EIS measurements to
reverse configuration ENM results.

In [69], a novel electrochemical noise (EN) setup was used with embedded electrodes
(EEs), which was found to be suitable for the in situ testing of the integrity of organic
coatings when submitted to a marine alternating hydrostatic pressure (AHP) environment
(Figure 14). The analysis of the EN results from the EE configuration were compared to
those obtained from a conventional EIS configuration. Moreover, the corrosion behaviour
of the substrate below the coating was analysed to determine the performance of the
protective coating. The results confirmed that the in-situ EE configuration under AHP is a
valid and reliable approach.
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Figure 14. (a) A digital image of an EE montage for ENM measurement with an embedded Pt
microelectrode at the metal–resin interface. (b) The schematics of the same montage, (c) Cut of the
same set-up. Reprinted with permission from ref. [69]. Elsevier, 2019.

Another versatile and quick technique that can be used to determine whether there
are defects in coatings and the level of protection that is available is electrochemical noise
measurement [69,88]. However, it has been noticed that with this device, the data analysis
is more complicated in passive and inhibited systems and that the collection of data and the
choice of methods for analysis are determinant in the effectiveness of the technique [84,90].
Additionally, as for EIS, ENM is sensitive to external electromagnetic fields and needs quite
complex instrumentation to overcome these perturbations.

3.1.3. Potentiodynamic Polarisation Measurement (PDP)

This kind of measurement belongs to one of the most commonly used DC electrochem-
ical methods for corrosion measurement. The polarisation curve can be used to determine
the corrosion potential and the corrosion rate of the metal under the given conditions
(Tafel slope). The advantage of this method is reflected in the possibility of localised corro-
sion detection, the easy and quick determination of the corrosion rate and the efficiency of
the corrosion protection. More details can be found in the book chapters of Vastag et al. [97]
and Atta Ogwu et al. [98].

3.2. Evolution of the Internal Stress–Strain State of Coatings

“A direct measurement of internal stresses would be necessary to go deeper in the
understanding of the coating degradation modes” [37]. In their article, Perrin et al. stud-
ied the influence of the alternation frequency of different weathering conditions on the
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mechanisms and rate of coating degradation. The studied coating was a three-layer system
composed of an epoxydic primer and basecoat and an alkyd top-coat on steel substrates.
It was found that the frequency of change between different conditions, such as immer-
sion/emersion or hot/cold, had a greater impact on the coating degradation than the
duration of each different step. In other words, degradation was greater and faster when
samples underwent different conditions successively compared to when they were kept
in a single type of environment, even when they were kept there for a longer cumulative
period. It was hypothesised that this could be related to the impact of alternating between
different environments on the mechanical properties of the coating’s polymeric binder.

Indeed, right after the coating is applied and cured, the polymeric network is at its
maximum internal stress state due to shrinkage being prevented by surface interlocking
and bonding forces. With exposure to the environment and time, the internal stresses of the
polymeric network progressively relax. In the long term, surface cracks can develop because
of such relaxations. This, in turn, further facilitates the ingress of water molecules into
the coating, which induces swelling in the polymeric network and changes the coating’s
internal stress–strain state because of plasticisation. When corrosion subsequently develops
at the coating–substrate interface and corrosion products accumulate underneath the
coating, strains result in the vicinity of the cracks. One common trend can be observed
in all these situations: each stage of the coating’s lifetime has an impact on the physical
and mechanical condition of the coating and its polymeric network. Therefore, it seems
reasonable to assume that when the coating’s internal mechanical state and its evolution
over time could be monitored, it may be possible to correlate internal stress–strain changes
with the events that were responsible for that change; thus, it may be possible to follow the
coating’s condition in real time. From these findings, a question can be raised: is it possible
to measure changes in the internal polymer stress–strain state of a coating accurately
enough to detect the changes that were induced by each of those events?

Commonly, strain is measured by gluing metallic strain gauges onto a substrate. This,
however, has inherent disadvantages in terms of forced coupling between the surface strain
of the bent substrate and the glued strain gauge sensors [91]. The fact that, in general, the
glue and the strain gauge substrate have different moduli of elasticity affects the maximum
achievable sensitivity [91]. Moreover, since the sensors are attached to the surface, their
monitoring range is practically limited to the coating’s surface.

However, several different technologies that approach the problem with various original
technical means have been proposed by the scientific community and are presented below.

3.2.1. Optical Fibres–Fibre Bragg Gratings

A fibre Bragg grating (FBG) is a short portion of optical fibre, in which a certain
pattern that induces periodic changes in the refractive index of light has been created.
This acts as an optical filter that reflects some wavelengths and transmits others [99].
Reflected and transmitted wavelengths depend on the spacing of the patterning. When
such an optical fibre is embedded into a coating, typical coating-related phenomena, such
as swelling due to water absorption, deformation due to osmotic blistering or delamination,
can alter the distance of the Bragg grating patterning, which results in changes to the
reflected/transmitted wavelengths. In other words, changes in the coating strain result in a
shift in the Bragg grating wavelengths (Figure 15).

Ramezani-Dana et al. [101] presented a technique based on fibre Bragg grating (FBG)
that is capable of accurately measuring mechanical strains inside polymeric composite ma-
terials. The technology is used to monitor the ingress of water into the laminate composites
by tracking the water-induced swelling of such materials and to estimate their moisture
expansion coefficients. The FBG sensors are embedded in between the composite layers.
By inscribing several FBGs with different grating periods within the same optical fibre, an
array of gratings was manufactured, which allows different positions within the structure
to be monitored with a single sensor line.
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Figure 15. A schematic of the response of FBG to an applied strain [100].

Similarly, Marro Bellot et al. [29] used low-cost optical fibre sensors (OFS) that were
embedded in epoxy matrices to monitor water diffusion into the matrices (Figure 16a,b).
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Figure 16. (a) The evolution of light reflected by an embedded OFS with time. (b) An OFS signal
drop due to water diffusion through the surrounding coating [29].

To fabricate the single-ended evanescent wave OFS that was used in that study, stan-
dard glass optical fibres were chemically etched to expose the core, within which the light
was confined, to the surrounding environment. Initially, 125 µm diameter optical fibre
wires were reduced to a 50 µm diameter by etching their coating (Figure 17a). The etched
wires were then embedded into glass fibre-reinforced epoxy matrices (Figure 17b) and the
samples were immersed in simulated sea water at 80 ◦C. The sensors were interrogated
using a low-cost benchtop spectrometer that worked in the near-infrared spectrum. Optical
fibre-based technologies for SHM are experiencing a strong expansion due to their advan-
tages over other kinds of technologies. As they are based on optical properties, they are not
susceptible to electromagnetic fields, they show a high sensitivity of measurement and they
do not conduct electricity because they are made of inorganic non-metallic materials, all of
which only allows the propagation of light along the fibre. OFSs have been successfully
tested in extremely hazardous environments, such as high and low temperatures and
pressures, very corrosive media, radioactive zones, etc. With a single OFS, it is possible to
perform measurements at different distant points (remote sensing).

3.2.2. Embedded Piezoresistive-Based Strain Gauges

In their work, Enser et al. [102–105] seemed to adapt a promising existing technol-
ogy [106,107] that has recently been applied to structural health monitoring (SHM) for
use in organic coatings. Enser et al. used the piezoresistive properties of certain types of
nanocomposites to fabricate an internal strain gauge by printing the sensing part inside a
coating, sandwiched in between the basecoat and top-coat layers (Figure 18). By doing so,
the main drawbacks that are associated with surface-attached gauges can be circumvented.
There is no longer a need for a glue and there is a very reduced geometrical distance
to the substrate, which thus improves the force coupling between the substrate and the
sensor and achieves a higher gauge factor. Furthermore, the strain gauges are easily and
inexpensively made by screen-printing electrically conductive ink-based sensing electrodes
onto precoated steel substrates prior to the addition of a stabilising top layer, which closes
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the coating “sandwich”. The authors compared two different types of inks: silver-based
and carbon-based. The silver-based ink showed a gauge factor that was similar to that of
a common surface-glued gauge and a good linearity with temperature, while the carbon-
based ink showed a gauge factor that was almost three times higher than that of a common
gauge but its temperature coefficient was only approximately linear with temperature in
a very small temperature range [105]. In any case, a temperature shift correction has to
be applied to this kind of strain sensor, as temperature affects the piezoresistive operating
principle. Enser et al. used their mechanical sensors to study the bending of coated steel
cantilevers and to fabricate integrated capacitive touch sensors as well [108].
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However, can this kind of coating-integrated strain sensor be used to monitor the
physical properties of a coating in the long term? Instead of using them to detect induced
bending deformations at a given punctual time, can this piezoresistive-based technology
track the internal stress–strain evolution that occurs through the lifetime of a coating as it
ages? In other words, can they be used to sense, for example, coating swelling that was
caused by water absorption or strains that were induced by the formation of blisters in the
coating? If this were possible, advantages over the previously reviewed electrochemical-
based techniques or optical fibres could be numerous, for instance: the complete integration
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of the technology that is embedded inside anticorrosion coating systems without any
aesthetic or aerodynamic impact; the thinner embedded strain gauges comparison to OFSs
may be less invasive; simple and direct data interpretation; and probably an easier and less
expensive fabrication process. On the contrary, if these hypotheses were ever confirmed, a
thorough study of the coating to be monitored would have to be conducted in a lab in order
to understand its weathering response and degradation mechanisms. Moreover, despite
relatively similar trends, degradation modes are unique for each coating type, which makes
it imperative to study each coating system beforehand. Finally, an offset correction would
also be necessary, as temperature greatly influences the sensors [105].

3.3. Other Technologies

Trinchi et al. [28] used magnetic nanoparticles that were embedded into anticorrosion
primer coatings to sense the depletion of corrosion inhibitor molecules within the coating.
In corrosive environments, such nanoparticles are transformed into chemical species with
different magnetic and structural properties. By monitoring changes in their magnetic
state, it is possible to make correlations between the magnetic state of the particles and the
number of remaining inhibitor molecules in the coating, thereby making a novel approach
using both non-destructive and non-contact sensors possible. It has also been suggested
that their interactions with alternating magnetic fields can be used to monitor the magnetic
particles in coatings in a non-destructive and non-contact way.

For anticorrosion coating detachment detection, Zarifi et al. [109,110] proposed the
use of radio frequency identification (RFID). This technology uses passive sensing tags
on pipes that are powered and connected by a wireless external reader. Any damage in
the polymer coating results in a change in the distance between the coating and the metal
pipe and therefore, affects the interdigitated capacitor on the tag. The capacity variation is
communicated to a reader coil and its effect is reflected in the return loss parameter, thereby
making it possible to detect when air or water has diffused under the coating. With the
measurement of the sensors being local, the coverage of a large surface requires several
RFID tags in a wide range of frequencies to avoid interference. Wireless communication
makes it possible to integrate such sensors into bonded joints, for example, but they could
be intrusive, depending on their size.

In their work, Wilson and Muscat [111] presented a technology that is able to “detect
the presence of corrosion due to sea water environment and determine when a paint or
sealant has been unable to protect the underlying metal. The sensor is thus expected to
alarm when the protective is compromised.” To do so, they used insulated thin aluminium
alloy (AA) 2024 wires as corrosion sensors. Their sensor was made of a thin conductive
wire of 25–100 µm diameter wrapped into an insulating coating of 2–3 µm. This insulating
coating was partly removed by ultraviolet laser ablation on small sections to expose the
metallic wire to its environment. The wire was then laid on the surface of a conducting
structure and coated with paint or sealant. The conductance that was measured between
the wire and the conducting surface on which it was placed was initially very low, whereas
the end-to-end conductance was high. However, the presence of ions in the vicinity of the
exposed portion of wire and the conducting surface could also increase the conductance
between the wire and the surface.

This configuration conveniently only requires a few simple DC electrical measure-
ments to detect the presence of corrosion through changes in the resistance between the
sensing wire and the substrate. Another advantage is that the long-term stability of the
sensor is affected in the same way as the paint in which it is embedded. The wire can also
be fabricated from the same material as the structure that is being monitored, so it is likely
to corrode in a similar manner. For these sensors, the wire is thin compared to the typical
thickness of the paint layer on ships, which can go up to 1 mm, thus making them suitable
to be fully embedded in anticorrosion systems. As the failure of the paint is measured
directly, it is not necessary to model the response of the coating to its environment. Thus,
when the wire is corroded, this means that corrosion is reaching the metal surface. In an en-
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closed area, it is relatively simple to run a few electrical wires to perform DC measurements
externally. A summary of all of the reviewed embedding techniques for the monitoring of
organic coatings is presented in Table 1.

Table 1. The summary table for all of the reviewed embedding techniques for the monitoring of
organic coatings.

Targeted Coating Properties Technology Advantages/Drawbacks Tele-Operated Yet

Electrochemical properties

EIS
Versatile; very well-known/Prone

to noise; affected by electromagnetic
fields; very complex data analysis

Yes

ENM

Quicker data gathering; less
intrusive/Very complex theoretical

background; affected by
electromagnetic fields

Yes

Internal stress–strain state

Optical fibres (FBGs)
Well-known technology; high
sensitivity/Difficult to embed;

fragile; affected by temperature
Yes/No

Piezoresistive-based gauges

Simple yet versatile; easy to
fabricate; easy data handling and

interpretation; high
sensitivity/Affected by temperature

No

Others

Magnetic nanoparticles

Simplest deployment/Need for a
nearby device to interrogate the

system through the application of a
strong magnetic field; very niche

No

RFID
Low-cost; unpowered;

wireless/Difficult to embed; niche;
only tested on buried pipes

No

Conductive wires Simple; easy to operate/May be
invasive when embedded Yes

4. Connectivity and Sensor Networks: Towards Neural Systems and Industry 4.0

Up to this point, a wide range of technologies has been reviewed, which have different
original approaches to the problem of coating health assessment. With a few exceptions,
all of the technologies compiled herein are in the early stages of development. Typically,
individual sensors in the prototype phase are tested on laboratory-scale samples and
fixtures that recreate in-service conditions. However, corrosion prevention technologies
are most often applied to very large infrastructures, such as buildings, bridges, aircrafts,
ships, pipelines, tanks, etc., for which a single sensor is evidently not sufficient to obtain a
representative image of the overall health state.

The arrival of 5G wireless technology is set to ignite the fourth industrial revolu-
tion [112–115]. In this upcoming so-called Industry 4.0 context, the Internet of Things (IoT)
will experience considerable growth and will certainly become a key strategic sector in
tomorrow’s society. In industry, the IoT will eventually allow manufacturing systems
“to communicate, analyse and use collected information to drive further intelligent ac-
tions” [113]. Heading in that direction, many of the reviewed technologies will be inte-
grated into connected networks that are able to centrally process the data collected by
multiple remote nodes located at strategic points along the infrastructure. In the literature,
these are known as neural systems, as they mimic the human nervous system [116,117]. To
achieve this, two major challenges need to be addressed: sensor connectivity and power
sources. The technologies reviewed above are intended to work when embedded into
anticorrosion coatings, which means that wired networks are not the best solution for either
the connectivity or power source of the sensors. In addition, the application sensing tech-



Coatings 2022, 12, 565 18 of 25

nologies in non-accessible zones do not permit the use of finite batteries either, as it would
be impossible to replace the batteries once they were fully discharged. Therefore, wireless
and autonomous systems that are capable of self-generating power are the alternative.

The need to acquire data from a variety of widely distributed sensor nodes has
propelled the creation of predesigned platforms and systems that are thought to speed up
the development of connected sensor networks. With this in mind, with their conductive
wire measuring technology, Wilson and Muscat performed their measurements using a
low-power networked sensor interface that was developed by the Australian Defence
Science and Technology Organisation (DSTO) and was specially designed for the rapid
development of monitoring networks [118,119]. The system was designed to easily enable
new sensor accommodation, thereby minimising the engineering effort that is required
to develop new hardware and software variants. The core predesigned module includes
network communications, microprocessor control and digital input/output. In addition,
the software is also of a modular design that consists of a set of core operating routines and
a set of routines for controlling sensor operations that can be downloaded or upgraded
in the field. Special attention was paid to the need for small size, low weight, low power,
and versatility of operation. The unit is 40 mm wide, 16 mm high and typically 55–65 mm
long, depending on the complexity of the sensor interface. The development philosophy
was to develop a modular system with common hardware and software to manage these
communications and the configuration of any sensor interface.

A very similar approach was reported by Demo et al. [120], who developed a system
that is capable of monitoring, recording and analysing data from wireless environmental
and corrosivity sensors for aircraft health management. The Luna system consists of
multiple wireless sensor nodes and a centralised sensor hub that was modelled on the
IEEE-1451 family of standards for sensor networks. Two key components were identified
to develop this kind of network: TIMs and NCAPs. The base board can manage the system
power consumption by activating and deactivating components on an as-needed basis,
while also allowing external stimuli to trigger wakeup events as required. Additionally,
the design relied on ultra-low power components and energy conservation algorithms.
This low-power device for corrosion and health monitoring is compatible with energy
harvesting techniques, thereby giving rise to a self-supplied sensor network.

In [121], a thorough review of all of the possible power sources that use the human
body to power wearable and implantable electronics was presented. The same approach to
the problem of powering discrete sensors could be applied in the case of coating-embedded
anticorrosion sensors, i.e., take advantage of the sensors’ surroundings to generate electric
power, thus achieving full autonomy for each distributed sensor node. Each node would
need to consist of a sensing unit, an attached electronic circuit for data acquisition and
transmission to a central hub and a power generator. Numerous examples of small inte-
grated power generators can be found in the literature due to the recent boom in the power
generation and energy harvesting sectors since the irruption of nanotechnology. The most
common examples that are related to this work use temperature [122–124] or concentration
gradients [125], while others take advantage of friction [126] or vibrations [127–129] to
generate electrical currents.

To put forward some figures of merit, a thermogenerator that consists of a compressible
elastic aerogel exhibited an optimum output power of 1967 nW with 10 legs at 50% strain
and ∆T = 50 K [124]. The power output could be tuned by the function of the number of
legs. In another case, a generator prototype that was 240 mm3 in size took advantage of
external vibrations and showed a power output of 0.53 mW at a vibration frequency of
322 Hz [118].

5. Modelling of Coating Behaviour

The newly developed technologies that were reviewed in this work may potentially be
used to obtain input data to feed existing models and enhance their accuracy or to develop
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new ones. Therefore, it was considered important to briefly summarise some of the existing
models that aim to assess the condition of coatings and predict their lifespan.

In [130], conceptual and mathematical models for the formation of blistering on organic
coated steel were presented.

Similarly, the deterioration process of an organic coating layer that protects steel from
corrosion was modelled by three different numerical models and compared in [131]. It was
concluded that the deterioration of the organic coating was nonlinear over the course
of time.

The modelling of the behaviour of coatings and the evolution of their electrochemi-
cal properties through equivalent electronic circuits is omnipresent and one of the main
interests of the EIS technique [132]. Various electrical components, such as resistors and
capacitors, are applied to model the resistive and capacitive nature of the coating system.
A Randle’s circuit is shown in Figure 19a. This simple, three-component circuit is used as
a first approximation for most coating systems. As coating degradation progresses and
corrosion initiates at the metal–coating interface, the complexity of the model increases, as
shown in Figure 19b. An example of the latter can be found in [133].
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Figure 19. (a) A simple equivalent circuit illustration, known as Randle’s circuit. (b) An equivalent
circuit considering the influence of the interphase [134].

One of the most widely recognised models for coating lifespan estimation is the
Springer model [135,136], which has long been used for the prediction of protective coating
lifespans for several types of blades, such as steam turbine blades, aircraft propellers and
wind turbine blades. In all of the latter cases, the blades undergo mechanical erosion
due to the impact of rain droplets and dust particles, among others, at very high speeds.
In [134], a review of the model and its sensitivity for lifespan prediction for windmill
coating systems was presented. The model was split into three parts (see Figure 20): the
first part determines the pressure that the liquid droplet exerts on the coating system; the
second part determines the stress in the system based on the contact pressure; and the
third part uses the computed stress to calculate the coating system’s lifespan based on its
fatigue properties. The three models are solved consecutively to obtain an estimation of
the coating’s lifespan.
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Due to the age of the model, which was developed in the 1970s, many simplifications
were assumed in each of the three parts that were reviewed in [134].

6. Conclusions

The monitoring of a coating’s electrochemical properties has historically been the most
widely used method to assess coating performance and under-coating corrosion. Since the
beginning of the 21st century, the evolution and miniaturisation of the apparatus that are
needed to perform electrochemical measurements have been truly remarkable to the point
that, nowadays, numerous coating-embedded solutions exist. On the other hand, inherent
limitations, such as the impact of electromagnetic fields, the difficulty of the technique’s
theoretical basis and the equally complex data gathering and interpretation, have made
the scientific community consider other approaches to the problem of the monitoring of
organic coating. The tracking of the evolution of physical properties with coating aging has
proven to be a viable alternative for coating health assessment that is easier and more direct
overall. The use of embedded optic fibres is among the most used techniques that can do so.
In turn, their fragility, and the fact that they are more invasive than other techniques due to
their dimensions mean that OFs are not yet the perfect solution to the problem. Emerging
alternative solutions, such as embedded piezo-resistive gauges, may become the simplest
and most widespread solution to the problem in the coming years. Independently from
the assessment technique and bearing in mind that they are not exclusive, but instead may
be complementary, the direction of scientific development is, without any doubt, heading
towards the integration of gauges into neural sensing networks. The solutions that are
the simplest, easiest to integrate and least power-consuming will most probably overtake
the rest.
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