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Abstract: This research studied people’s responses to requests that ask for accessing their personal
information when using augmented reality (AR) technology. AR is a new technology that super-
imposes digital information onto the real world, creating a unique user experience. As such, AR is
often associated with the collection and use of personal information, which may lead to significant
privacy concerns. To investigate these potential concerns, we adopted an experimental approach and
examined people’s actual responses to real-world requests for various types of personal information
while using a designated AR application on their personal smartphones. Our results indicate that the
majority (57%) of people are willing to share sensitive personal information with an unknown third
party without any compensation other than using the application. Moreover, there is variability in
the individuals” willingness to allow access to various kinds of personal information. For example,
while 75% of participants were open to granting access to their microphone, only 35% of participants
agreed to allow access to their contacts. Lastly, monetary compensation is linked with an increased
willingness to share personal information. When no compensation was offered, only 35% of the
participants agreed to grant access to their contacts, but when a low compensation was offered, 57.5%
of the participants agreed. These findings combine to suggest several practical implications for the
development and distribution of AR technologies.

Keywords: augmented reality; personal information; information price; security threats

1. Introduction

People constantly generate digital information when using electronic devices. Com-
mercial companies attempt to obtain information about the places we visit, our circle of
friends, our daily plans, and more. Prior research has attempted to comprehend how
individuals interact with the digital information that they generate, and the findings in-
dicate that most people are either indifferent to or unaware of the potential risks that are
associated with sharing their personal information [1-4]. However, if personal information
falls into malicious hands, the consequences can be catastrophic [5]. Given the widespread
use of smartphones in recent years, there are growing concerns regarding the possible
misuse of users’ personal information [6-8]. The two major categories of personal informa-
tion stored on mobile smartphones are personal information (PI) and social information
(SI). PI encompasses our recorded voices, captured images, and physical whereabouts. SI
encompasses our interactions with others, including messages exchanged, contacts listed,
and scheduled events. If any of these types of information are compromised, it can result
in negative outcomes.

In the context of mobile apps, reasonable requests for information are those that are
necessary for the app to properly function or provide a service to the user. For example, a
fitness app might request access to the user’s location data to track their outdoor workouts
or access to their camera to scan the barcodes of food items. These requests are likely to
be accepted by reasonable users because they are directly related to the app’s purpose
and functionality. On the other hand, unreasonable requests for information are those that
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are unnecessary, intrusive, or potentially harmful to the user’s privacy. For instance, a
gaming app that requests access to the user’s contacts or social media accounts without
a clear explanation of why such access is needed may not be accepted by a sensible user.
Ultimately, it is up to the user to decide whether a request for information by a mobile app
is reasonable or not.

AR is a technology that allows users to enhance their perception of the world by
overlaying digital information onto their physical environment. AR applications inherently
require access to certain features such as cameras, microphones, and GPS location; however,
they do not necessarily require access to contacts, calendars, messages, etc. Because
AR can run on almost any new mobile phone, users can easily expose their personal
information without being aware. As such, this technology poses dangers and threats to
users’ information. As AR applications have become more ubiquitous, concerns about
privacy and data security have also increased. Understanding how people respond to
requests for their personal data in AR settings is crucial for improving the design of AR
applications and enhancing users’ trust in these technologies. By identifying the factors
that influence user responses, one can develop strategies to improve the transparency
and the user’s control over their own personal data, ensuring that AR applications are
developed and deployed in a privacy-sensitive manner. While there is scarcely any research
investigating how people respond to the personal information access requests made by AR
apps, this research aimed to study how users perceive and respond to requests that ask
for access to their personal data and how their responses vary depending on the type and
sensitivity of the requested information.

The purpose of this study is threefold: first, we empirically demonstrate the extent
to which the personal information of people is vulnerable within the context of AR apps;
second, we examine how AR app users respond to actual requests seeking access to
their personal and social information (PI and SI); and third, we examine how monetary
compensation for sharing personal information affects peoples’ decisions with respect
to sharing their personal information. Next, we provide a brief overview of the prior
literature pertaining to AR, privacy, security, and cyber threats in mobile apps. Additionally,
we review the use of crowdsourcing for user studies. Then, we introduce this study’s
research questions and objectives. Next, we describe the conducted experiments pursued
by presenting their results and the analysis. Lastly, we discuss the obtained results, draw
conclusions, and highlight future work directions.

2. Background

In recent years, there have been increasing concerns about the privacy and security of
users’ information online, including the information of mobile and AR users. There are
several known vulnerabilities in AR applications that could potentially compromise user
privacy and security. One such vulnerability is the ability of attackers to manipulate the
GPS coordinates used by AR applications to overlay virtual objects onto the real world. By
spoofing GPS data, an attacker could trick an AR application into displaying virtual objects
in the wrong location, potentially leading to dangerous situations if the virtual objects are
mistaken for real ones [9]. Another vulnerability, which more closely relates to our work,
involves the use of AR to gather sensitive data such as facial recognition data or location
data without the user’s knowledge or consent. This could be performed through the use of
malicious AR applications or by exploiting vulnerabilities in legitimate AR applications [10].
To mitigate these vulnerabilities, it is important for AR application developers to implement
strong security measures, such as encryption and secure communication protocols, to
protect user data. Users can also take steps to protect themselves by being cautious about
the AR applications that they download and use and by being aware of the potential privacy
and security risks associated with these applications. As always, it is important to keep
all software up to date with the latest security patches and to practice good cybersecurity
conduct to reduce the risk of information being compromised. Nevertheless, there is
scarcely any research investigating how people respond to the personal information access
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requests that are made by AR apps. The upcoming sections will examine the literature on
the use of AR and the privacy concerns, security risks, and cyber threats associated with
mobile apps, particularly in the context of their combined usage. In addition, we review
the literature related to crowdsourcing and its use in user studies.

2.1. Augmented Reality

AR, as defined by Azuma (1997, p. 355), “allows the user to see the real world,
with virtual objects superimposed upon or composited with the real world. Therefore,
AR supplements reality, rather than completely replacing it” [11]. The field of AR has
seen significant growth in recent years, with numerous studies exploring its potential
applications and impact on various areas of research. Here, we will review some of the
most relevant and recent studies that have been conducted in the AR field. One area of
research that has been greatly impacted by AR technology is education [12-14]. One study
that investigated the use of AR in science education found that the incorporation of AR
technology led to a significant improvement in students” understanding and engagement
with science concepts [15]. Another area of research that has benefited from AR technology
is healthcare [16-18]. One study explored the use of AR in surgical procedures, where
the technology was used to overlay real-time information on a patient’s anatomy during
surgery [19]. The authors found that the use of AR technology has led to a significant
reduction in surgical errors and improved the accuracy of surgical procedures. The use
of AR in marketing has also been extensively studied. Several studies have investigated
the effectiveness of AR in promoting consumer engagement and purchase intention in the
retail industry [20-22]. The authors found that the use of AR technology led to a significant
increase in consumer engagement and purchase intention, indicating the potential of AR in
marketing and advertising. In addition to these areas, AR technology has also been applied
in various other fields, such as entertainment [23], tourism [24], and architecture [25]. In
conclusion, the AR field has seen significant growth in recent years, with numerous studies
exploring its potential applications and impact on various areas of research [26]. The
studies reviewed above demonstrate the effectiveness and potential of using AR technology
in education, healthcare, marketing, entertainment, and other fields. As the technology
continues to advance, it is expected that the applications and impact of AR will continue to
grow and evolve in new and innovative ways.

Sophisticated AR apps have gained popularity and can now run on standard consumer
mobile devices [27]. However, compared with traditional mobile apps, mobile AR apps
request access to cameras, microphones, and other sensors, making them more vulnerable
to potential risks to users’ information [28]. Regrettably, a significant number of users are
oblivious to these potential dangers [29,30]. One potential solution to mitigate privacy and
security risks involves introducing a new operating system (OS) concept. The Arya platform
was created with the aim of reducing the possibility of attacks on mobile phones while
utilizing AR applications [31]. This platform, along with the OS, enables the OS to regulate
the visual output of AR apps by incorporating an output policy module that alters and
governs the AR app outputs in accordance with approved policies [32]. Another solution
for addressing privacy and security concerns is to implement a sandbox that restricts the
mobile app’s access to the file system [33]. This solution minimally affects performance
and provides significant benefits in terms of security and privacy. Another solution may
be a mechanism that provides an extra layer of privacy protection for safeguarding users’
privacy information, particularly when retrieved via cameras and similar devices [34]. This
additional protection layer was proven not to impede app functionality. To tackle the
physical risks that mobile AR apps pose to users, the PrivacyManager framework was
introduced [35]. PrivacyManager utilizes various smartphone features, such as network
signal, GPS location, and ambient light, to notify users of potential risks based on predefined
rules. For instance, pedestrian users of an AR app may receive a warning that they are
about to walk into a road junction.
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To the best of our knowledge, very little research has focused on the attitudes of AR
mobile app users concerning granting access to different types of information. The purpose
of our study is to bridge this gap and empirically investigate users’ attitudes concerning
granting access to different types of personal information.

2.2. Personal Information Security Threats

The increasing prevalence of smartphones has led to an abundance of personal in-
formation being stored on these devices. This section discusses the different types of
information that are typically stored on mobile phones and the potential dangers that can
arise if this information falls into the wrong hands. One of the most obvious types of
information stored on mobile phones is personal contact information; this includes names,
phone numbers, email addresses, and even social media profiles. While this information
may not seem particularly sensitive, it can be used by hackers or scammers to launch
targeted attacks, such as phishing scams or social engineering attacks. Another type of
information commonly stored on mobile phones is financial information. This includes
credit card numbers, bank account information, and payment apps such as Apple Pay or
Google Wallet. If this information is accessed by unauthorized individuals, it can lead to
identity theft, fraud, or other financial crimes. Mobile phones also often contain sensitive
personal information, such as photos, videos, and messages. This type of information can
be particularly damaging if it falls into the wrong hands, as it can be used to embarrass
or blackmail individuals. In addition to personal information, mobile phones may also
contain business-related information such as emails, classified documents, and calendars;
if these devices are not properly secured, it can lead to breaches of corporate data and
intellectual property theft. The dangers of this information falling into the wrong hands
are significant. Identity theft, financial fraud, and cyberstalking are just a few examples
of the risks that individuals face when their personal information is compromised. In
addition, businesses can suffer significant financial losses and reputational damage if their
sensitive data is exposed. Many apps acquire access to their users’ personal information
by offering them a premium “free” version of the app in return for access to personal
information. Once this “free” app is installed on the mobile device, the user may be asked
to grant access to different types of information stored on the device and may be asked
to provide a working email address as well. These “free” apps often constitute an inva-
sion of privacy [36,37]. The very existence and adoption of these apps by users highlight
the danger inherent in incentive-based mechanisms for information sharing. There is a
scarcity of studies that investigate the attitudes and privacy apprehensions of end-users
towards AR technologies [28]. Although the limited empirical evidence available suggests
that AR raises privacy concerns among users—such as being unintentionally recorded
by AR devices as bystanders [38], having their data involuntarily shared, and being subject
to surveillance through the use of these devices [39,40]—none of these studies delve into
the underlying causes of these concerns. Instead, they use privacy concerns as a precursor
for explaining other phenomena, such as elucidating AR usage behavior.

In conclusion, the increasing prevalence of smartphones has led to a wealth of personal
and business-related information being stored on these devices. If this information falls
into the wrong hands, the consequences can be severe. Therefore, apart from the theoretical
contribution of our research, our research has practical implications concerning the security
of users’ information.

2.3. Price of Information

The topic of how people value their information has been extensively researched in
various fields, including economics, psychology, and computer science. In this section, we
review some of the most relevant studies that have been conducted in this area. We start by
presenting studies that have examined the relationship between demographic character-
istics and the price of the information. Research has found that younger people, such as
college-age students, are more willing to give up their privacy while using social networks
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compared with older social network users [41]. In addition, research has discussed gender
differences regarding the use of social networks. For example, one research found that
men publish their phone numbers and home addresses more often than women [42]. Other
studies have found that women are more prone to actively protect their privacy while using
social networks [43]. In addition to the studies above, several studies have focused on
understanding how people value their information. For instance, one study investigated
how individuals value their personal information, such as their social security number,
email address, and credit card number [44]. The authors found that individuals tend to
undervalue their personal information and are willing to exchange it for relatively small
monetary incentives. Another study that investigated how individuals value their private
information in social situations found that individuals tend to overvalue their private infor-
mation in social situations and are more likely to disclose it to others when they perceive
that the information is unique or valuable [45]. A study that investigated how individuals
value their online privacy and security found that individuals tend to value their privacy
and security more when they perceive that their information is sensitive or could harm
them if it was disclosed [46]. A previous research study that investigated people’s willing-
ness to share their private information in return for monetary compensation found that,
surprisingly, people were willing to trade their information for monetary compensation.
Furthermore, the higher the payment that people were offered, the more likely they were
to agree to share their personal information [44,47,48].

In light of the previous literature highlighting the monetary value associated with
personal information, numerous studies have been proposed to develop automatic systems
that evaluate and reward consumers for sharing their personal information with online
businesses [49,50]. The concept behind this information system revolves around creating a
fair and transparent mechanism that empowers consumers to make informed decisions
regarding their personal information. By offering tangible rewards or monetary compen-
sation, online businesses can incentivize individuals to share their data willingly, thus
establishing a mutually beneficial relationship between consumers and organizations [51].
To determine the appropriate price for personal information, various factors need to be
considered. These may include the sensitivity of the data, the demand for specific types of
information, and market dynamics. Overall, the development of an information system
for privacy payoff represents a proactive approach to address the growing concerns sur-
rounding personal data usage. By rewarding consumers for sharing their information and
by establishing fair compensation mechanisms, this system aims to foster a more balanced
and equitable data ecosystem while respecting individual privacy preferences.

In conclusion, the topic of how people value their information has been extensively
studied in various fields, including economics, psychology, and computer science. The
studies reviewed above demonstrate that individuals tend to undervalue their personal
information and that their valuation of information is often influenced by social, situational,
and contextual factors. The previous studies mentioned above investigated information
pricing behavior in controlled lab experiments. In our study, we investigate this behavior
in a simulated real-life situation. Understanding how individuals price their information,
especially while using AR technology, is important for developing effective policies and
strategies for protecting individuals’ privacy and security, particularly in the digital age.

2.4. Using Crowdsourcing Platforms to Elicit Human Behavior

The use of crowdsourcing platforms to test human behavior has become increasingly
popular in recent years as it provides researchers with a fast, cost-effective, and diverse
pool of participants. Numerous studies have explored the potential of crowdsourcing
platforms in various areas of human behavior research, including social psychology, cog-
nitive psychology, and behavioral economics. In this section, we will review some of
the most relevant and recent studies that have employed crowdsourcing platforms for
testing human behavior. One prominent area of research in which crowdsourcing has been
extensively used is social psychology. For instance, the study by Mason and Suri (2012) [52]
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demonstrated the effectiveness of using Amazon Mechanical Turk (AMT) to conduct a
large-scale study. The authors found that AMT participants were as reliable and valid
as those recruited through traditional means, suggesting that crowdsourcing could be a
useful tool for conducting social psychology research. Another area of research that has
greatly benefited from the use of crowdsourcing platforms is cognitive psychology. In a
study by Crump et al. (2013) [53], the researchers used AMT to replicate a well-known
cognitive psychology experiment on task switching. The authors found that AMT partici-
pants’ performance was comparable with that of participants recruited through traditional
means, indicating that crowdsourcing could be a valid method for cognitive psychology
research. Behavioral economics is another area of research that has extensively utilized
crowdsourcing platforms. For example, the study by Horton et al. (2011) [54] used AMT to
investigate the role of social influence in charitable giving. The authors found that social
influence had a significant impact on the participants” donation behavior, indicating the
potential of crowdsourcing platforms for studying social decision making.

In conclusion, the use of crowdsourcing platforms to test human behavior has become
increasingly popular in various fields of psychology and economics. The studies reviewed
above demonstrate the effectiveness and potential of using crowdsourcing platforms such
as AMT as a valid and cost-effective method for conducting research on human behavior.
In our study, we used this population as a means to address our research questions.

3. Research Questions and Objectives

Our study addressed the following two research questions:

1.  Regarding access requests in AR apps, which types of information are people more/less
likely to grant permission to?

2. When people are offered a financial reward for sharing their personal information
while using AR apps, is there a linear relationship between the amount of money
offered and the responses to the disclosure of personal information? Specifically,
when participants are asked to share their personal information, is there a difference
in their responses when they are offered no compensation for sharing their infor-
mation compared to when they are offered high or low compensation for sharing
their information?

The objectives of our study are as follows:

1.  To assess people’s reactions to requests that seek their personal information while
using AR apps;

2. Toidentify which personal information requests people are reluctant to grant access to;

3. To determine the effect of monetary incentives on personal information sharing while
using AR apps.

4. Materials and Methods

This study required the creation of computational methods to assess individuals’
willingness to allow access to their personal information when using AR apps. To recruit
participants, we utilized Amazon Mechanical Turk (AMT), a well-known crowdsourcing
platform, for all of the experiments conducted in this study. Participants were required to
use their personal smartphones to take part in the experiment, as is typical for workers on
such platforms who use their personal computers or mobile phones to complete tasks.

Following an introduction and brief explanation, participants were requested to com-
plete a demographic survey that included questions about their gender, country of res-
idence, and age. Participants were then asked to sign a consent form if they wished to
participate in the experiment. To mimic a real-world scenario, participants were informed
in the consent form that the objective of the experiment was to test an AR game and that
they could leave the experiment whenever they chose to. Note that no personal information
was collected during the experiment. After agreeing to the consent form, participants were
provided with a link to an assigned AR game to be played on their mobile phones. In the
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AR game, each participant was obliged to walk around with their smartphone, searching
for objects. The objects were displayed on their smartphones via AR as they moved around
the area where they were located. After ten seconds of gameplay, a message popped up on
the screen, requesting permission to access personal information stored on the participant’s
mobile device.

The message shown on the screen and its visual design were intentionally presented
in a manner that closely resembled standard access information messages displayed by
mobile phones OS. The intention was to create the impression that the AR app was trying
to request access to the participant’s private information, even though no personal data was
actually retrieved. Figure 1 provides an illustration of how these messages were presented.

< Camera ul 4G 10:09 AM ® 97 66% @ )

AA It @ aug-real.tk (&)

Collacisiel 11/20)

"aug-real.tk” Would Like to _

Access Your Contacts
Allow access to contacts.

Don't Allow

< 0 M

Figure 1. Example of a personal information approval request message (Illustration of the mobile
app screen. Pictures of the living room and green ball retrieved from www.pexels.com, accessed on
2 February 2023).

The first objective of this research was to determine the types of permissions that
participants were more inclined or disinclined to authorize. To investigate this, our study
recruited 600 participants who were divided into six groups, with each group containing
100 individuals. The distinguishing factor among the six groups was the message request-
ing access to personal information that was presented while participants used the mobile
AR app. Each group was exposed to a different type of message requesting permission to
access specific personal data, such as text messages, location data, contacts, microphone,
photos, and calendar.

The second research question attempted to discover if there was a price tag on personal
information. The experiment procedure was almost identical to the previous one. Three
groups of participants were asked to interact with the same AR game interface. The only
difference between the groups was the compensation offered for sharing their personal
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information. For the first group (consisting of 100 participants), no compensation was
offered. Participants in the second group (consisting of 40 participants) were offered low
compensation (20 cents) for sharing their personal information. Participants in the third
group (consisting of 40 participants) were offered high compensation (80 cents) for sharing
their personal information. Note that in crowdsourcing platforms, people work for a few
cents and thus, 80 cents can be considered a high compensation.

In our analysis, for the descriptive statistics, we use the means and standard deviations.
The chi-squared analysis is reported when appropriate.

5. Results

We begin by reporting the demographic data about the participants who took part in
the experiment that was designed to examine the attitude of crowdworkers towards sharing
different types of information. The demographic characteristics of the crowdworkers who
participated in the study are presented in Table 1. It is important to note that as a significant
proportion of the participants were residents of the U.S., we only compared the ratios of
U.S. and non-U.S. residents among the six experiments. According to the table, there were
no substantial dissimilarities between the demographic information of the different groups.
Therefore, we can infer that the various groups were a consistent sample population.

Table 1. The demographic data of the participants in our study.

Mic. Photos Cont. Mess. Cal. Loc. F/x?

3247 3017 3089 3179 3106 3217
Age M(SD) (10.82)  (882)  (819)  (10.28)  (8.58)  (9.58) 0.85
Female (%) 52% 57% 48% 56% 51% 48% 2.97
U.S. Residence (%) 65% 53% 56% 59% 51% 57% 493

The participants’ responses to different information-accessing requests are presented
in Table 2. It is evident from the table that participants were more inclined to grant access to
information that only pertained to them, such as their location, microphone, and pictures.
However, they were less willing to grant access to information that could affect their friends
if it fell into the wrong hands, such as messages, calendars, and contacts. Moreover, there
was a significant discrepancy between the percentage of participants who granted access to
their microphone versus their contacts; while 75% of participants granted access to their
microphone, only 35% agreed to grant access to their contacts.

Table 2. Participants’ reactions to private information requests.

Mic. Loc. Photos Mess. Cal. Cont.
Agreed 75% 68% 67% 53% 44% 35%
Disagreed 25% 32% 33% 47% 56% 65%

The next section addresses the research question dealing with the relationship between
the amount of money that is offered for revealing personal information and the decision of
whether to reveal such information. As the users were generally reluctant to share their
contact list information, we chose to focus on the effect of the reward on their willingness to
share this information. We begin by reporting the demographic data about the participants
who took part in this portion of the study. Table 3 presents the crowdworkers” demographic
characteristics. As demonstrated in the table, no statistically significant differences were
found between the demographic data of the different groups.
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Table 3. Demographic information of the three groups.

No Compensation ~Low Compensation High Compensation  F/x?2

Age, M(SD) 30.89(8.19) 32.23(5.96) 32.08(10.16) 0.85
Female (%) 48% 40% 65% 2.97
Us. R(?,/S;dence 56% 52.5% 57.5% 0.82

Figure 2 shows the difference in the participants’ responses to contact list access re-
quests. As can be observed in the figure, when no reward was offered for giving permission
to contacts, only 35% of the participants agreed to grant access to their contacts. When
compensation was offered, participants were more willing to grant access to information.
While only 40% of the participants agreed to grant access to their contacts for a higher
compensation, when a low compensation was offered, 57.5% of the participants agreed.
While the differences between the “high compensation” and “low compensation” groups
and between the “high compensation” and “no compensation” groups were not found to
be statistically significant (XZ =1.8011,p =0.18 and xz = 0.1303, p = 0.72, respectively),
the difference between the “no compensation” and “low compensation” groups was found
to be statistically significant (x> = 5.0697, p = 0.02x).

......

Participants willing to share info (%)

No Compensation Low Compensation High Compensation
Figure 2. Responses to different compensation values.

6. Discussion

In this study, two critical research questions were addressed. The first inquiry focused
on the degree to which individuals allowed AR apps to access various types of personal
information. The findings showed that the participants differentiated among the different
kinds of information when granting access. They were more open to granting access to their
physical personal information, such as their microphone, location, and pictures, than to
their social personal information, including messages, calendars, and contacts. These results
were unexpected, as previous research has indicated that people regarded messages as less
sensitive information than location history [55], leading us to anticipate that participants
would prioritize safeguarding their physical information over their social information.
Previous research has suggested that it is crucial for individuals to comprehend the purpose
behind the request for their personal information [56]. Based on this, we propose the
hypothesis that, because AR apps rely on users’ physical information, people are more
likely to view this information as necessary for the app’s proper functioning. In contrast,
when a traditional mobile app requests social information, individuals may perceive the
request as more legitimate, resulting in a greater willingness to grant access to this type of
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information. The second research question examined the effect of monetary compensation
on private information sharing. The results of our study indicate that when people are
offered low compensation for sharing their information, they are more likely to share
it. Surprisingly, when people are offered high compensation, they do not tend to share
more information than usual (without compensation). We expected a linear effect, i.e.,
when the price is higher, more people will be willing to trade their information. A prior
study has found that people are willing to share their information when they are offered
low compensation; however, this study did not examine what their reaction would be if
they were offered different amounts of money [44]. We hypothesize that when people
are offered low compensation for their personal information, they tend to believe that
their information is not valuable. However, when people are offered high compensation
for their information, they understand that their information is valuable and therefore
refuse to share it [57]. In the case of a physical object, the value of an object is often
determined by external signals, such as demand or price, rather than by the inherent
properties or characteristics of the object itself. In other words, the value of an object is
largely determined by what others are willing to pay for it rather than by any objective
measure of its worth. For example, a rare stamp or coin may have a high value because
collectors are willing to pay a premium for it, even though the object itself may have
little practical use or intrinsic value. Similarly, the value of a product or service may
fluctuate depending on consumer demand, which can be influenced by factors such as
advertising, trends, and social influence. Ultimately, the value of an object is not fixed
but is subject to external signals that can shift over time, highlighting the importance of
considering market dynamics and other external factors when determining the value of
an object. In our case, we hypothesize that the value of information is determined by
the price offered for this information; we plan to investigate this phenomenon in further
research. Overall, the results reported in our work are surprising and contradict the Westin
Privacy Segmentation Index [58,59]. The Westin Privacy Segmentation Index categorizes
individuals” privacy concerns and attitudes toward personal information. The index
aimed to capture different dimensions of privacy preferences and behaviors, including
information sensitivity, willingness to disclose personal information, and tolerance for
surveillance. The Westin Privacy Segmentation Index consists of three segments: the
privacy fundamentalists, the pragmatic, and the unconcerned. In our study, we have found
compelling evidence that the decision regarding granting access to personal information is
influenced more by the specific type of information being requested and the compensation
being offered than the decision being dependent on the user’s segment or group. Our
research highlights the significant role played by the nature of the information and the
incentives provided in shaping individuals” decisions about sharing their personal data.
The disparity between our findings and those of Westin could potentially be attributed
to the methodology employed in our study. Unlike Westin’s approach, which involved
asking participants to express their attitudes and sentiments regarding privacy-related
questions, our research focused on measuring actual behavioral responses. By examining
individuals’ real-life actions and decisions concerning the sharing of personal information,
our study offers a more tangible and objective perspective on privacy-related behaviors.
This divergence in methodology may account for the differences observed in our results
when compared with Westin’s findings.

7. Conclusions

The focus of this study was to examine how individuals react when asked to grant
access to their personal information while using an AR application. The results reinforce
the findings reported in previous studies and illustrate the inherent risks to one’s personal
information. The results of our study indicate that most (57%) of the participants in our
study were willing to share sensitive personal information without any compensation
other than the use of the application. The results emphasize the need to create appropriate
mechanisms that will protect people’s privacy and bring this issue to people’s attention.
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Furthermore, individuals responded in distinct ways to various types of information
requests. People were more likely to approve personal information requests, whereas they
were reluctant to grant access to social information requests. The variance in individuals’
reactions to distinct information requests was significant. For instance, while 75% of
participants were willing to grant access to their microphone, only 35% agreed to grant
access to their contacts. This result can help privacy educators focus their efforts on
explaining the importance of maintaining privacy for certain types of information access
requests. Lastly, the results indicated that people are willing to trade their information,
even for small monetary compensation. When no compensation was offered, only 35% of
the participants agreed to grant access to their contacts; however, when a low compensation
was offered, 57.5% of the participants agreed. Thus, regulators and practitioners in this
field should intervene to prevent the potential exploitation of people. The findings of
this research can have significant implications for the development of AR applications,
as well as for policymakers, regulators, and stakeholders who are concerned with data
privacy and security in emerging technologies. Ultimately, this research can contribute to
the development of a more trustworthy and privacy-preserving AR ecosystem, which can
facilitate the widespread adoption and usage of AR technologies in various domains, from
entertainment and education to healthcare and industry.

8. Future Work

The present study has provided insight into individuals” willingness to share personal
information over mobile phones for low compensation. However, several avenues of future
research could expand on these findings and enhance our understanding of the factors that
influence people’s decisions in this regard. One potential direction for future research is to
explore how the individuals’” demographics, such as age, sex, and socioeconomic status,
influence their willingness to share personal information over their phones. Understand-
ing how these factors interact with compensation could help us develop more targeted
strategies to encourage or discourage information sharing, as appropriate. Another area
for future research is to investigate how information about the purpose of data collection
influences people’s decision making. For example, would people be more likely to share
personal information if they were informed that it would be used to improve public health
outcomes or personalized product recommendations? Alternatively, would people be less
likely to share personal information if they knew it would be used for targeted advertising
or surveillance purposes? Finally, it would be worthwhile to investigate the psychological
factors that underlie people’s decisions to share personal information over phones. For
example, how do people weigh the benefits of compensation against the potential risks of
privacy violations or identity theft? Understanding these underlying motivations could
inform the development of more effective communication strategies to encourage responsi-
ble data sharing. Overall, the findings of this study provide valuable insights into people’s
attitudes toward sharing personal information over phones for low compensation. Future
research in this area could shed further light on the factors that influence this decision and
contribute to the development of more effective policies and guidelines for data privacy
and protection.

9. Limitations

We note that the results reported in this study reflect the behavior of the users par-
ticipating in the AMT crowdsourcing platform. This platform is characterized by short
tasks with low-level compensation; thus, they may not be representative of the AR tech-
nology user population. In addition, this study did not consider the operating system
(i0S/ Android) of the users and therefore may have several limitations. Firstly, this study’s
findings may not be applicable to users of the opposite operating system, and this was
not considered in this study. This may limit the generalizability of the results and restrict
the broader applicability of this study’s findings. Secondly, the research may be biased
toward users of a specific operating system, which could impact the validity and reliability
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of the results. For example, if this study only recruited iOS users, it may not accurately
represent the behavior or preferences of Android users, which could result in misleading
conclusions. To generalize our results, additional experiments on different platforms and
operating systems are required.
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