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Abstract

:

Public virtual profiles arose with the evolution of the web and its related technologies. The individual virtual profiles leave a digital footprint that serves as a showcase of the individual. The analysis and management of what is known as digital identity should be an element to be mastered within the digital competencies of future professionals and current university students. This work describes the research carried out over four years through the Digital Identity Workshop, whose public is higher education students. The research has a double objective; first, to study the student’s self-analysis and self-reflection based on his presence on the web; second, to learn strategies for correctly managing his digital identity from the professional and academic point of view. The result has been a success in meeting these objectives after the various editions of the workshop. Pre and post-tests show a significant increase in the students’ digital skills in this field of personal branding.
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1. Introduction


In recent years, digitization has gained momentum in all aspects of society; everyday activities have moved online, and aspects of life such as employment and education have a robust digital component [1]. The COVID-19 pandemic has also increased the use of digital resources in those environments [2] and has led to home confinement across the planet and rethinking of the accepted analog reality.



For years now, and specifically in the academic world, this trend toward the use of technologies has been increasingly evident, especially in the Z generation of students who constantly consume applications and have incorporated various devices into their lives [3].



In Web 2.0, specifically through digital social networks, we can work on our image of ourselves, known as digital identity, and control the perception that others have of us [4,5].



Depending on the data they post on the network and their analysis, an individual has different types of digital identity [6], and this will be reflected in different profiles [1]. Much of this data on individuals is entirely public, and its use will be important for adequately managing digital identity. From this point, it is possible to focus on the most dangerous and potentially harmful part of this data and work on aspects such as digital security. Another focus can be to see the advantages of giving visibility to the individual’s professional information as a task of digital identity management [7], also known as personal branding.



The main problem with this generalization of the use of technologies is the false sense of knowing that the current generations of students have about it, who master the technical part but lack a critical analysis when applying it. They do not have deep knowledge, as shown in their results, which indicate that “the mere exposure, use, and coexistence with the media and technology, does not imply the development of digital competence” [8]. Universities are a perfect environment to work on 21st-century skills, among which digital competence stands out [9,10].



In order to address the lack of university students’ knowledge of digital identity and its management at a professional level as a critical element for them as future digitally competent citizens, a digital identity workshop was designed and offered over four editions.



Specifically, the workshop has two main objectives: to show students the importance of their digital identity, to make them aware of what information they are publishing, and to show them the professional possibilities offered by their networks. Secondly, to work on managing the student’s digital identity from a professional point of view.



This research aims to check the effectiveness of and validate the workshop as a whole, and specifically a self-reflection tool developed for the student to become aware of what their digital footprint was like when they started the workshop. To this end, pre-test and post-test surveys were carried out in each edition to determine the degree of assimilation of concepts throughout the different editions. This article will work on three main hypotheses:



H1. 

The students, using the self-reflection tool, have achieved the first objective of detecting their current digital identity’s influence on their professional life.





H2. 

The students, after the workshop, have achieved the second objective of improving their perception of their digital identity management.





H3. 

The students’ level of use and degree of participation influences the achievement of the stated objectives.





The following section gives an overview of digital competence, digital identity, and a specific tool to work on digital identity management. The methodology section shows the workshop’s design and the research to evaluate it, including the context in which it was framed, showing the results in the section with that name. The article ends with two sections that analyze the results through a preliminary discussion and end with the conclusions drawn from the research.




2. Theoretical Framework


2.1. Digital Skills


The citizen’s digital competence is one of the eight key competencies for lifelong learning defined by the European Union. It can be defined as “The confidence, critical and creative use of ICT to achieve goals related to work, employability, learning, leisure, inclusion and/or participation in society” [11]. Carretero et al. developed a specific framework to serve as a conceptual model for the citizen, helping with its understanding. The latest and most updated version is DigComp 2.1 [12], organized into five competence areas, i.e., Information and data literacy, Communication and collaboration, Digital content creation, and Security and Problem solving.



Current university students belong to a generation known as Z, born after 1995 and characterized by a strong impact of technologies in their daily lives from birth [13]. For them, mobile phones, social networks, and instant messaging services are just another part of their lives, and they use them daily as the usual means of communicating with others and through which they even learn [14,15]. It is common to associate Generation Z with the controversial “digital natives” category. They know how to use technology but not critically and intelligently, especially in education [1,16]. In this field, they should acquire the necessary skills for their future as professionals in an increasingly digital society [10,17].




2.2. Digital Identity


Identity, without the adjective digital, refers to the set of characteristics of a person that differentiate him or her from other people [1]; identity also requires social interaction, so it is also constructed from social practice [3,18]. Today, people spend more and more time connected to the Internet, which generates more and more content. Thus, transferring the identity concept to the digital environment, we can speak of digital identity, defined by Castañeda and Camacho [19] as “a digital representation of a set of claims made by one digital subject about itself or another digital subject”.



In DigComp 2.1 [12], within the Communication and Collaboration area, the specific competence “Digital Identity Management” registers eight knowledge and application levels. It simply identifies what digital identity management is and recognizes data produced to generate it, to propose advanced solutions, for example, to manage a company’s digital reputation. There are authors [20] who include digital identity as one of the 8 interconnected areas of the recent concept of “Digital Intelligence”, understanding it as another component of intelligence and framed in the current digital era.



Georges [6] proposes a model in which he divides digital identity into three types that are constituted from user data on the Internet. Firstly, there is the “declared” identity, which is made up of the information that the individual shares, for example, personal, banking, and health-related data. Secondly, the “acting” identity reflects their actions, e.g., posting content or interacting with others. Finally, there is the “calculated” identity, which results from analyzing the data or actions the person performs using computer systems. It can be seen in this model that there are different types of data and that they will be more or less sensitive to share with third parties.



Based on the type of data, its degree of privacy, and who the recipient is (individuals, companies, institutions, etc.), different profiles associated with the person’s digital identity will be detected [1]. Some examples of data and their constituted profiles will be, for example, profiles linked to the state administration, with which personal data will be shared (address, social security numbers or identifiers of the individual, mobile phone, taxes, etc.). Other private profiles may related to organisations such as banks or shops; in this case, the data will be the transactions themselves, such as the contracting of savings products, credit cards, payments, personal address for the delivery of products, and purchase history. Finally, and with great weight, public information related to the acting identity will be publications that the individual makes through social networks, blogs, forums, etc. These activities will show much information to third parties, building an essential part of their digital identity.



The university is a perfect place to raise awareness and work on digital competencies from a more general point of view [10] and specifically on digital identity [9], where future professionals will have to have a solid and well-managed digital footprint. Some initiatives have tried integrating and developing a digital identity in their university programs as a vital student skill [3,7,21].




2.3. Digital Identity Canvas


A business model canvas by Osterwalder and Pigneur [22] an interactive tool based on nine critical pieces distributed along a canvas divided into nine parts, whose purpose is to unify the different criteria that should be considered when implementing a project. In each of the nine divisions, the following information will be indicated: key customers, essential resources, value proposition, customer relationship, customer segmentation, sales channels, cost structure, and source of income. It describes a project effortlessly and visually, allowing it to evaluate and change the associated business models quickly.



Within the field of training in digital identity management, there is an initiative developed by González [23] based on the Business model canvas. It adapts the approach of each of the nine divisions to serve as a tool for designing the digital identity, also known as the “personal brand,” of an individual based on reflection. Figure 1 shows the proposal with the following divisions: brand partners, activities, content, brand definition, relationship with the community, tools, community, investment, and benefits.





3. Methodology


The results should be presented clearly and concisely, highlighting the most important observations, describing, without making value judgments, the materials and methods used, as well as the most relevant results of the research.



The Universidad Politécnica de Madrid has a long tradition in engineering with 52 degrees and eight double degrees (telecommunications, aeronautics, industrial, civil, architecture, and computer science, among others), two degrees in sports science, and 1 in fashion design. Since 2017, all its undergraduate students have implemented a digital identity workshop annually. This workshop resulted from an experimental seminar carried out in 2016 as part of a Project Management subject in the fourth year of the bachelor’s degree at the School of Telecommunications Engineering and Systems.



This longitudinal study covers four editions, and Table 1 summarizes it.



This workshop arises as a response to the need detected in training university students who live on the Internet but do not always know how to use it responsibly and intelligently. It focuses on information that others can see within professional profiles, which will help to forge a professional opinion about the owner of this digital identity through two identified objectives. Firstly, to make students aware of the importance of their presence on the web as a space for professional opportunities and how it can influence their future careers. Secondly, to provide them with strategies and tools to manage their digital identity, promote their academic activity through social networks and foster a professional digital footprint.



The workshop consists of a 4-h face-to-face session organized into two parts that coincide with the two main objectives. The first part is dedicated to analyzing digital identity and focuses on the student’s self-reflection on how their digital footprint looks. The second part focuses on the management of a professional digital identity. It offers a series of critical points that the student should consider when designing their online strategy, tools that can be used, such as blogs, personal websites, and social networks, and specific tips for designing a good profile on the professional network LinkedIn.



After the classroom session, the student will have 15 days to complete a series of assessment activities.



3.1. Tools for Face-to-Face Workshop


Throughout the workshop, different dynamics are generated to involve the students in the workshop. Firstly, based on the students’ suggestions, we propose the creation of a mind map that tries to simulate the footprint that a person can leave on the web through participation in different spaces, including social networks, blogs, wikis, and news websites, among others. Then we propose that the student carry out different searches in an internet search engine with their name, reflecting on the results obtained in the workshop through the Kahoot! Platform.



Throughout the session, a projected presentation is used, which includes the study materials in the set of slides for students to consult [21]. These slides, published as open educational resources, provide the information needed to carry out and replicate the workshop in any other context or educational level and institution.



Canvas Analysis of Digital Identity


The next activity proposed to the student is to fill in the Author [21] canvas model, based on the Digital Identity Canvas [23], during the face-to-face session. It is a self-reflection tool comprised of 5 fields (Figure 2). Its purpose is to review the student’s current situation, specifically his or her footprint on the web, which will address the workshop’s first objective, related to the importance of analyzing digital identity. This way, once the workshop participants have analyzed their web presence, it will serve as a starting point to provide guidelines for managing a correct professional digital identity.



The following is a brief explanation of each of the fields on the canvas:




	
Activity, a space to include a list of the student’s daily activities that leave a digital footprint, indicating the platform or service used in brackets. This field detects appropriate and positive behaviors and other negative ones when working on a suitable professional digital identity.



	
Community refers to the relationship of people, groups, organizations, etc. with whom the student interacts; generally, student publications address them. The aim is to detect one or more identities that are expressed, i.e., personal identity or professional identity.



	
Focus. In this field, each of the identities detected will be associated with the digital social networks used to communicate and interact with these members. In this field, the student detects which networks and strategies they use for their interaction with different communities; they can use the same social network for all of them or, in other cases, duplicate networks, one for each digital identity detected.



	
Privacy, based on the social networks detected in the previous field, will be listed here, indicating the degree of privacy (public, private or other). This field is vital to reflect on the exposure of the student’s private life and the visibility of the professional one.



	
Communication, the last field, aims to study the description and formats of communication, indicating whether it is formal or informal; detecting the times of day when it takes place; the language or languages used; and whether the audience is from the same area (national) or international.










3.2. Assessment Activities


In order for the student to obtain the certificate of completion of the workshop and attend the workshop in person, they must pass two assessment activities which they will carry out remotely on the University’s Moodle platform.



These activities consist of creating an abstract for the “About” section on LinkedIn and, secondly, designing, based on the Digital Identity Canvas [23], a personal plan using the strategies and tools seen during the workshop. In addition to submitting the completed canvas, each student must evaluate two other classmates’ plans following a rubric proposed by the teaching staff and accessible from the Moodle platform, where all the activities are delivered.




3.3. Research Design


For the research, we used the online questionnaire developed by Nuñez and WS [24], which consists of 20 closed questions. The first five questions are “Yes-No” type, and their objectives are to find out about the student’s activity on digital social networks and other web platforms. The student’s activity includes the university’s educational platforms. Use of other digital networks and platforms is identified using 15 other Likert-type questions with five levels. They relate to the reflection of the student’s digital identity, the student’s perception of their presence on the web in the form of a digital CV as an advantage when it comes to being hired, and the degree of interest in actively managing their professional digital identity.



The same questionnaire is used for each workshop edition, and students will complete it twice. Firstly, as a pre-test, it is sent to them to fill in before attending the workshop. Then students are asked to fill it in again (post-test) after finishing the workshop session and the evaluation activities that they will have to carry out at home in order to complete the course entirely.



The questions are classified according to the two fundamental objectives of the workshop (Table 2), which we want to work on, and which will serve as an indicator of the workshop’s success.



In order to characterize the sample, we grouped the questions relating to the workshop participants’ activity and type of Internet activity. The questions were classified into two levels according to the degree of use and divided into students who do not produce content and those who do. Specifically, the questions “I have my blog, or I regularly collaborate in other people’s blogs” and “I upload videos to open platforms, such as YouTube, Vimeo” were used as a pre-test and were compared with the questions associated with both objectives (Table 2), using the students’ answers after the workshops as a post-test:




	
Level 1 (Do not produce content): those participants who answer negatively to questions 3 and 5 in the pre-test, i.e., those who state that they do not have their blog or collaborate assiduously with blogs of others and do not upload videos to open platforms, such as Youtube, and Vimeo.



	
Level 2 (Produce content): Those who, before the workshop, either have their blog or regularly collaborate on other people’s blogs or upload videos to open platforms such as Youtube and Vimeo.








A statistical study to analyze the questionnaire data was carried out using the R programming environment [25] and, in particular, the R-Likert library [26]. Both graphical and inferential methods of analysis were used.





4. Results


4.1. General Vision


Throughout four years of research on the effectiveness of the digital identity workshop, 209 students answered the questionnaires out of the 222 who attended. From the 20 questions asked, we looked for significant differences between the two questionnaires (pre-test and post-test). The difference between the two answers was calculated for each person who answered the two questionnaires.



A first approximation and a general analysis show that, in the first five questions related to web activity (yes/no questions), there do not seem to be significant differences between the pre-test and the final survey. Thus, in yes/no questions (1–5), the percentage of students who have not changed their opinion before and after the course is 93%, 77%, 91%, 79%, and 90%, respectively, all of them high percentages.



Regarding the rest of the questions (6–20), in 11 out of the 15 questions (73%), more than 40% of the students showed a positive change in their assessment of different issues raised, thanks to the workshop. In particular, questions such as “In my university activities, my digital image in social networks should be taken into account” and “I think that companies in the sector will prefer to hire people with an extensive digital CV” stand out from more than 60%. Moreover, only 2 of the 15 questions (13%) show negative change, i.e., a decrease in some of the values expressed by more than 40% of respondents: “If I can access my colleagues’ past and current work (notes, presentations, …) and they can access mine, it will improve my academic activity” and “I would be interested in creating and managing a blog where I could share all kinds of academic and professional information”.




4.2. Results of the Workshop Objectives (H1 and H2)


Whether a parametric or non-parametric test should be used to analyze the questionnaire data has been controversial. Many authors argue that a non-parametric test should be used for these discrete ordinal variables. However, other authors argue that parametric tests are more robust and could also be used for Likert data under some assumptions, such as that normality assumptions are not violated; see, for example, Sullivan and Artino [27].



Plots (Q-Q plots) and two normality tests (Kolmogorov–Smirnov and Shapiro–Wilk’s W) were obtained and analyzed. The 20 questions of the questionnaire were tested for normality. Thus, we can conclude that the non-parametric Mann–Whitney test might be more appropriate in this case to test for significant differences between the pre-test and post-test for each of the 20 questions of the questionnaire.



After applying the Mann–Whitney test, only 5 of the 20 questions turned out not to be significant (p-values > 0.05), allowing us to conclude that, in general, there is a notable difference between the answers before and after the course.



Turning to the first two hypotheses of this research work related to the two main objectives of the workshop, Figure 3 and Figure 4 show the results associated with the questions related to each objective (Table 2), i.e., the difference between the pre-test and post-test.



Figure 3 and Figure 4 show, for each question linked to the workshop objectives, the mean and standard deviation of the results of all students’ answers to the final questionnaire (post-test, top), as well as the percentages for each of the 5 Likert levels. The graph on the right shows the differences in results between the pre-test and post-test for each question.



We can affirm that hypotheses H1 and H2 are fulfilled and, therefore, the objectives of this workshop are met, validating its results and the tools used in it, such as the Canvas for digital identity analysis.




4.3. Results by Participation Level


The third hypothesis (H3) is to analyze the relationship between the two main objectives and the student’s level of participation on the website to observe whether there are differences when assessing the workshop’s impact on the students. Thus, the questions were organized into two levels, as Section 3.3 exposes. As a result, Figure 5 shows the difference between the pre-test and post-test for the two levels mentioned.



It is interesting to note how the workshop’s impact is notably more remarkable for objective one than for objective two. The responses associated with objective 1 (Figure 5 top graph) show significant results, with a greater increase in the difference between the pre and post-test responses of level 1 participants compared to level 2 participants. Meanwhile, there are no significant differences between the participants of the two levels mentioned (p-values > 0.05 in all cases).





5. Discussion


The exponential growth in the number of users on social networking platforms and their participation generates a digital footprint that directly affects their digital identity. Therefore, their self-image is affected [28], and this has been especially pronounced since the various confinements due to COVID-19. Most university students belong to this user group and correspond to a so-called Z generation, formerly known as digital natives, who are often assumed to be more digitally literate than they are [5].



This study aims to validate a workshop on digital identity for undergraduate students based on its two main objectives. Both objectives are critical, as it is essential to become aware of one’s own digital identity, to know its strengths and weaknesses, and, on the other hand, to understand and learn how to build it properly and manage it [3,29]. Becoming aware of one’s digital identity requires developing appropriate digital competencies and taking advantage of the potential of digital social networks from a professional and academic point of view [28,30]. For this purpose, proposals have been put forward within the university environment to develop digital literacy but usually focused on the direct application in subjects [30,31] or on learning about the functioning of the software that the centers make available to students [10]. Few initiatives in the scientific literature show the results of undergraduate workshops. Description are often limited to theoretical approaches to what content should be worked on [7], presentations of doctoral workshops [32], or some application, but mainly in postgraduate studies [3] and without many participants in the study.



The questions of the questionnaires (pre-test and post-test) categorized in the first level, carried out over four years in the Digital Identity Workshop, have been analyzed. These questions are focused on the characterization of the students’ Internet activity. We deduce that there is no variation between the two questionnaires’ responses. This result is expected, given the short interval between the two questionnaires, as going from not producing to creating content on the web requires time to learn about the technologies and to plan content, types, and strategies.



Then, we analyzed the answers to the second-level questions. A priori, the results clearly show a positive difference before and after the workshop. In the following, a more exhaustive analysis will be carried out from the point of view of the hypotheses put forward and the workshop’s objectives.



Regarding the first objective of the workshop (H1), which focuses on self-reflection on the student’s digital identity and aims to make them aware of its importance, there is a general increase in the opinion of the students. The analysis shows a positive difference in their position before and after the workshop (Figure 3, bottom). In a more detailed analysis, a large majority are “quite in agreement” at the end of the workshop with the importance of their digital footprint on the Internet (Figure 3 top). Based on four questions, this objective is in line with the need to become aware of digital identity [3,7,9,19]. The good results confirm the usefulness of the proposed self-assessment tool “Digital Identity Analysis Canvas”.



As for managing digital identity, an aspect worked on through objective 2 (H2), in its three questions, there is a significant increase in the difference between pre-test and post-test (Figure 4).



More than 50% of the students would agree with sharing their content on platforms such as Slideshare or YouTube and using spaces such as groups to talk about professional issues. The three issues on which this second objective focuses are recurrently found in the scientific literature addressing the importance of digital identity management [1,5,7,33] and reinforce its necessity. The question related to creating a professional blog is the one with the lowest acceptance, given the difficulty in managing and creating content that they consider relevant.



Finally, there are different attitudes to the Internet, with more active users and content producers and others who browse but do not create. The third hypothesis analyzes if there is an influence on the achievement of the two workshop objectives according to two levels of participation on the web, i.e., associated with students who do not produce content (level 1) and students who do produce content (level 2). Reviewing the results by levels of student participation (Figure 5), those students who did not produce content before the workshop, after passing through it, show an increase in their perception of the influence that digital identity can have, with the differences being minor in the group of content producers. The latter group is more aware of this influence and already has this advantage, and this objective has been assimilated first. The question “My activity on social networks will influence my future professional development” stands out. In contrast, the level 2 participants, content producers, with 45%, have changed towards a more hostile stance. However, to a lesser extent, the question “It is positive for me that my academic work throughout my degree can be observed by companies in the sector that can hire me” has a negative variation of 39% in the group of content producers.



Numerous studies [4,5,7,33] stress the need for a trend towards what, in this research, has been called level 2, which is essential for proper digital identity management.




6. Conclusions


Digital identity, especially from a personal or professional branding point of view for university students, is an aspect that should be addressed through workshops or even transversally throughout students’ academic life. It should also be an aspect to be introduced at pre-university levels to instill an awareness of the importance of proper management of one’s online footprint and its future consequences.



This paper analyses a workshop on digital identity carried out over four editions and aims, on the one hand, to raise awareness of the importance of students’ digital identity through a self-reflection tool, “Canvas of analysis of digital identity,” developed by the teaching team itself. Furthermore, it offers guidelines for appropriately managing this digital identity.



The result of this research consists of validating the workshop’s objectives and, therefore, the workshop itself. The fact that students with a high level of content production are more aware of the consequences and advantages of their digital identity reinforces the importance of promoting knowledge of technologies and their use at an early age as a tool for creating valuable content and always in a responsible manner.



Given the results, this workshop could be replicated for any field of knowledge. A clear example was the application of the same workshop in the 2020–21 academic year for non-engineering students in 6 schools and faculties of the Rey Juan Carlos University, 3 of which are not engineering. Moreover, the MOOC “Empower yourself with social networks” of the same university proposed for the public, not only university students, which goes into greater depth, uses the fundamentals of the workshop and the self-reflection tool of the digital identity developed. This workshop has also been offered in several editions for both master’s and PhD students.



The main limitation of this study is the lack of a questionnaire months later to find out whether the workshop has managed to increase proactivity and the management of professional digital identity in the students who went through the workshop.



Other difficulties include the need for teachers to keep up to date with the latest developments in web tools, such as social networks and their characteristics. It is complicated, and a challenge, to transmit to Generation Z students that social networks are not only a space where they can have fun, but also where they can professionally manage their digital identity.
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Figure 1. Personal identity canvas [23]. 






Figure 1. Personal identity canvas [23].
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Figure 2. Canvas analysis of digital identity [21]. 
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Figure 3. First objective: post-test (top) and differences between pre-test and post-test (bottom). Own elaboration. 
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Figure 4. Second objective: post-test (top) and differences between pre-test and post-test (bottom). Own elaboration. 






Figure 4. Second objective: post-test (top) and differences between pre-test and post-test (bottom). Own elaboration.
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Figure 5. Differences according to levels of participation between pre-test and post-test for objectives 1 (top) and 2 (bottom). Own elaboration. 
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Table 1. List of workshop editions and students. Own elaboration.
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Edition

	
Year

	
Student Data




	
Enrolled

	
Attendees

	
Certificates






	
1st

	
2017

	
87

	
61

	
57




	
2nd

	
2018

	
89

	
61

	
55




	
3rd

	
2019

	
80

	
49

	
45




	
4th

	
2020

	
80

	
51

	
48
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Table 2. Relationship between objectives and questions in the questionnaire. Prepared by the authors.
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Questions






	
Objective 1. Influence of Digital Identity

	
My activity on social networks conditions the image that others have of me.




	
My activity on social networks will influence my future professional development.




	
It is favorable that my academic work throughout my degree is observed by companies in the sector that may hire me.




	
I think companies in my sector will prefer to hire people with strong digital CVs.




	
Objective 2. Digital Identity Management

	
I would be willing to post my slides, notes, presentations, … on platforms such as SlideShare or YouTube.




	
I would be willing to have a “Group” on my Facebook account only dedicated to academic matters that would be parallel to my social profile.




	
I would be interested in creating and managing a blog where I could share all kinds of academic and professional information.
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