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Abstract

:

This paper delves into the intricate relationship between religious populism and the legitimization of digital authoritarianism in Turkey. Specifically, it investigates how the ruling party, AKP, has strategically linked Islamist values to state policies as a means of justifying its repressive control over digital technology. Through an examination of internet governance at multiple levels—full network-level governance, sub-network or website-level governance, proxy or corporation-level governance, and network–node or individual-level governance—the study reveals the instrumentalization of religious populism to consolidate support and validate the government’s autocratic agenda. Furthermore, it sheds light on the role of state-controlled religious institutions, traditional media, social media outlets, as well as religious leaders and organizations in shaping public opinion, enabling the government to exert greater control over the dissemination of information. By dissecting the religious populist justification of digital authoritarianism in Turkey, this research provides valuable insights into the complex dynamics at play in the realm of online governance.
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1. Introduction


Freedom House labels Turkey as “not free” in terms of democratic freedoms (Freedom House 2021). When the AKP came to power in 2022, Turkey ranked 100th among 139 countries in the World Press Freedom Index, dropping to 151st in 2016, 155th in 2017, 157th in 2018 and 2019, 154th in 2020, and 153rd in 2021. In 2023, Turkey ranked 165th among 180 countries (RSF 2023).



Since 2010–2011, Turkey has witnessed a significant shift towards authoritarianism under the leadership of the AKP. This trend became particularly pronounced following the Gezi protests in 2013, which marked a turning point in the AKP’s approach to governance, with a specific emphasis on digital authoritarian practices. The AKP’s consolidation of power in 2010–2011, coupled with a constitutional amendment referendum that weakened checks and balances, played a crucial role in enabling the party to exert greater control over various aspects of society (Timuçin 2021).



The post-2013 period, characterized by the aftermath of the failed mysterious coup attempt in 2016, saw a heightened crackdown on media outlets critical of the government. Many media companies were targeted, leading to closures, seizures, and transfers of ownership. The Savings Deposit Insurance Fund (TMSF) was utilized as a tool to take over media entities, and influential media outlets, such as ATV, were transferred to pro-AKP groups like the Calık Group. These actions resulted in a media landscape dominated by voices aligned with the ruling party (Timuçin 2021).



In addition to exerting control over traditional media, the AKP has sought to extend its influence over the digital space, recognizing the growing significance of social media platforms as channels for dissent and alternative narratives. Despite President Erdoğan’s own active presence on social media, he has expressed frustration and discontent with its impact, particularly when used by government critics and dissidents. This tension arises from the fact that social media provides a platform for individuals to voice dissenting opinions, circumventing the government’s direct control over traditional media outlets (Euro News 2020).



This paper examines the decade following the Gezi protests, focusing on how religious populism has been instrumentalized to justify the AKP’s digital authoritarianism. The AKP has strategically utilized religious populist discourse and imagery to legitimize its control over the digital sphere. By framing its actions as rooted in religious values and morality, the AKP seeks to garner support and suppress opposition, presenting itself as the sole genuine protector of Islamic values and the defender of the nation’s pious youth. This manipulation of religion allows the AKP to bolster its populist authoritarianism, consolidate power, and maintain a dominant presence in the digital landscape.



The core part of Turkey’s authoritarian ruling party under the AKP is its ability to integrate Islamist populism as part of its narrative and political interests (Yilmaz 2018, 2021). The AKP political regime (Erdoğanism) features four key components: “electoral authoritarianism, neopatrimonialism, populism, and Islamism” (Yilmaz and Bashirov 2018).



In the AKP Islamist populist narrative, the AKP is the only genuine representative of the morally superior and pure Muslim people of Turkey and the opposition comprises the evil elite supported by not only the dangerous others in the country (Kurdish political movement, Alevis, Gülenists, etc.) but also Crusader imperialists, Western nations, and Zionists who aim to destroy Turkey and the Muslim world.



The AKP has used religious institutions, such as mosques, to promote its policies and messages to the wider public, through sermons, religious lessons, and other activities. A content analysis of the sermons between 2010 and 2021 indicated that Diyanet pulpits that regulate the Friday khutbah (sermons) echo the AKP’s political outlook (Yilmaz and Albayrak 2022; Rogenhofer and Panievsky 2020).



Internet penetration in Turkey is very high at 83 percent. A study showed that almost 80 percent of these people use the internet daily. Additionally, 64 percent of Turkey’s population are estimated to be active social media users. On average, Turkish citizens spend 7 h and 29 min per day on the internet and social media platforms. The most used social media platform, YouTube, is accessed by 90 percent of internet users. This is followed by Instagram (83 percent), Facebook (76 percent), and Twitter (61 percent) (Bianet 2020; Daily Sabah 2021a, 2021b, 2021c; World Bank 2021). With a large online user base and declining audience numbers for television and newspapers, the internet has become a powerful tool for opposition voices in Turkey. This has caused the AKP to increase its digital authoritarian efforts.



Under the AKP, Turkey still has close military and security ties to the West. However, its digital information control policies are similar to the Russia–China axis (Eldem 2020, p. 454). Since the Gezi protests in mid-2013 especially, the AKP’s domestic internet policy has converged towards prioritizing information security promoted by Russia and China (Eldem 2020, p. 455). As a result, the AKP government has implemented various measures to regulate and surveil the digital realm in an effort to stifle dissent (Bellut 2021).



With a large online user base and the use of the internet by the opposition, the AKP has implemented various digital authoritarianism measures to stifle dissent (Bellut 2021). It detained Twitter users, banned Twitter and YouTube, passed a new internet law and depicted social media platforms, companies, and users as evil forces that aim to attack Turkey’s national unity, state sovereignty, social cohesion, and religious values. On the other hand, social media has been used for religious populist purposes and has been transformed into “a medium of government-led populist polarization, misinformation, and lynching” (Bulut and Yörük 2017). Internet bots (software applications running automated tasks over the internet) are also deployed by the AKP to assist paid pro-AKP individuals (AK Trolls) (Yesil et al. 2017). With his religious populist narrative, Erdoğan also tried to energise his party’s Muslim nationalist base against dissident social media users (Yesil 2016; Kocer 2015). In short, the digital space in Turkey has been subject to increased security measures and offline repression since the Gezi protests in mid-2013.



The literature on the AKP’s digital authoritarianism and cyber security usually focus on critical infrastructures (Karabacak et al. 2016), data protection (Gürkaynak et al. 2014), internet policy (Yesil et al. 2017), online surveillance (Yesil and Sozeri 2017), hacktivism (Polat et al. 2013), and social media and trolling (Bulut and Yörük 2017; Saka 2018). However, the use of religion by this Islamist authoritarian ruling party for digital authoritarianism has been understudied. This paper addressed this gap and aims to show how the AKP has used religious discourse to justify censorship and crackdowns on opposition voices online, presenting control over digital technology as a means of protecting Turkish religious values and morality. It argues that state-controlled religious institutions, traditional media, and social media outlets, promote Islamic values and are aimed at influencing public opinion in favour of the AKP’s digital authoritarianism.



To facilitate a comprehensive analysis, this paper introduces an analytical framework comprising a four-layered approach. This approach enables us to examine digital authoritarianism in Turkey across various levels of internet governance: full network-level governance, sub-network or website-level governance, proxy or corporation-level governance, and network-node or individual-level governance. By considering each of these layers, we can unravel the multifaceted ways in which religion has been monopolized to legitimize digital authoritarianism.



Starting with full network-level governance, it scrutinizes the mechanisms by which the government exerts control over the entire network infrastructure, enabling them to monitor and restrict access to online content. Subsequently, the study explores sub-network or website-level governance, focusing on how the government regulates and censors specific websites and online platforms to suppress dissenting voices. The analysis then extends to proxy or corporation-level governance, investigating the role of government-influenced proxies or corporations in controlling digital spaces and manipulating online narratives. Finally, the paper explores network-node or individual-level governance, elucidating how the government leverages religious influence to shape public opinion, control information flows, and curtail individual online freedoms.



At each of these four levels, this paper examines how religion has been employed to legitimize digital authoritarianism. It analyses how state-controlled religious institutions and influential religious leaders are utilized to propagate the government’s message and shape public opinion in favour of the authoritarian agenda. Moreover, the study explores the government’s control over traditional media outlets and social media platforms, which are used to disseminate religious narratives that align with the government’s policies. By monopolizing religion and manipulating public perception, the government establishes an environment conducive to digital authoritarianism, thereby enhancing its ability to control the flow of information and suppress dissent.




2. Internet Governance and Digital Authoritarianism


The term ‘internet governance’ encompasses the creation and management of rules, policies, and practices in the digital realm on how the internet operates, how it is used, and how it is governed at local, national, regional, and global levels. (Kurbalija 2016). Various state institutions, telecommunication companies, international organizations, digital businesses, social media giants, civil society organizations, technical communities, and individual users play a role in internet governance.



While internet governance includes the policies, rules, and practices that an authoritarian regime employs, which shape the public’s online experiences and behaviour, digital authoritarianism encompasses a wide range of control measures (Howells and Henry 2021).



Authoritarian regimes and rulers have gradually adapted to internet governance and resorted to systematic abuse of the extensive reach of new media (Lynch 2011). They have implemented classic (removing and banning content or targeting the content providers or consumers themselves) and subtle censorship (Bennett and Naím 2015; King et al. 2013). Many of these authoritarian countries use the term ‘information security.’ However, this is usually “a Trojan horse for increased content control and internet censorship” (Ebert and Maurer 2013, p. 1055). They have also employed disinformation (Diamond 2021; Tucker et al. 2017). In these regimes, information is clouded by obscurity, facilitated deception, and manipulation of its original context (Bimber and Gil de Zúñiga 2020). Digital authoritarianism is not a uniform strategy. While some regimes take a direct approach and pull the plug, others use heavy censorship and disinformation (Michaelsen and Glasius 2018, p. 3788; Timuçin 2021, p. 8; Polyakova and Meserole 2019). These digital authoritarian strategies “can be broken into six main techniques: surveillance, censorship, social manipulation and harassment, cyber-attacks, internet shutdowns, and targeted persecution against online users” (Timuçin 2021, p. 8).



Developing countries often shift to advanced technologies directly (technological leapfrogging), skipping the middle, more expensive, and less efficient stages since modern technologies have, by the time of their implementation within those countries, been rendered more economical and effective than the initial technology. They also derive a similar benefit from technological leapfrogging with a capacity to selectively implement new surveillance and control mechanisms (Anderson and Lee 2020).



According to Freedom of the Net 2018: The Rise of Digital Authoritarianism by the Freedom House, 26 of the 65 countries that were assessed experienced a deterioration in internet freedom, where reductions in half of these countries were related to a rise in disinformation, censorship, online attacks, surveillance and harassment of protestors, and arrests of government critics in the lead-up to elections. Governments in 18 countries increased state surveillance since June 2017 and the COVID-19 pandemic only legitimised and normalised governmental access to citizens’ biodata while intensifying control (Yang et al. 2021).



These digital authoritarian strategies are not limited to authoritarian regimes (Bauman et al. 2014; Greenwald 2014; Lyon 2014). They also pose challenges to democratic politics (Tufekci 2014; Bennett and Livingston 2018; Howard et al. 2018). Many of the digital authoritarian technologies and strategies have been used by liberal, democratic regimes to target people of colour, political activists, migrants, and refugees (Yilmaz et al. 2022). The authoritarian regimes’ use of emerging technology to monitor and stifle opposition is unique in its intensity, density, and scalability (Feldstein 2019).




3. Four-Layered Approach to Analyse Digital Authoritarianism


To carry out the analysis of digital authoritarianism, a four-layered approach to digital authoritarianism was utilised (Howard et al. 2011) in the article The Dictators’ Digital Dilemma. The authors outlined a multi-layered approach employed by authoritarian regimes to control digital communication, which included four levels of control: full networks, sub-networks, network–nodes, and by proxy.



a. Full network control: This level of digital governance involves the government asserting control over the entire internet infrastructure within a particular jurisdiction. This can be achieved through measures such as shutting down the internet entirely, often during times of political unrest or protests. By cutting off access to the internet, authorities gain comprehensive control over online activities, communication channels, and the dissemination of information. This form of governance allows the government to restrict the flow of information, silence dissenting voices, and maintain a tight grip on the narrative.



b. Sub-network control: Sub-network governance focuses on specific segments of the internet infrastructure, such as websites or social media platforms, that are subjected to censorship or blocking by the ruling government. These restrictions may target platforms that are critical of the government, disseminate dissenting opinions, or share information that challenges the regime’s narratives. By censoring or blocking access to these platforms, authorities seek to control the flow of information, limit exposure to alternative viewpoints, and shape public opinion in their favour. Sub-network control is often employed as a means to maintain political stability and suppress opposition voices.



c. Proxy control: At the proxy level, governance is carried out through the use of intermediaries or proxies to restrict access to specific content or expressions. This approach involves leveraging third-party entities, such as internet service providers or content delivery networks, to filter or block certain online content. Proxies act as intermediaries between users and the internet, allowing authorities to implement control measures indirectly. By utilizing proxies, governments can regulate internet traffic and selectively block access to websites, social media accounts, or online services that are deemed politically sensitive or threatening to their interests. Proxy control provides a level of deniability for governments, as they can distance themselves from direct responsibility for censorship.



d. Network-node or individual-level governance: This form of governance focuses on targeting individual users, activists, or content creators based on their views or online activities. Authorities monitor and track the online communications, social media accounts, and digital footprints of specific individuals or groups who are perceived as dissenters or threats to the regime. Targeted individuals may face various forms of harassment, surveillance, or even legal repercussions, such as arrest or prosecution. By targeting individuals, governments aim to instill fear, deter opposition, and create a chilling effect that discourages others from expressing dissenting opinions or engaging in activities that challenge the regime’s authority.



These different levels of digital governance collectively contribute to the overarching framework of digital authoritarianism. They enable authorities to manipulate and control the digital space, suppress dissent, and maintain their political power. By understanding these levels, we can gain insights into the strategies employed by governments to control the flow of information, restrict online freedoms, and shape the digital landscape according to their interests.




4. Digital Authoritarianism’s Internet Governance Framework


The four-layered approach presented in this study provides a comprehensive understanding of how hybrid regimes exert control over digital communication. This approach allows researchers to delve deeper into the tactics and strategies employed by these regimes, enabling a nuanced analysis of internet governance. By breaking down the control mechanisms into four distinct layers, researchers gain insights into the specific methods used and the role of religion in justifying and legitimizing interference in digital spaces.



The first layer, Full Network Control, refers to the complete control exerted by the regime over the entire internet infrastructure. In extreme cases, regimes may choose to shut down the internet entirely, denying access to online communication and information. This level of control allows regimes to establish a monopoly over digital spaces and severely restrict the flow of information. It represents a significant infringement on freedom of expression and can be a powerful tool for suppressing dissent.



The second layer, Sub-Network Control, focuses on specific segments of the internet infrastructure that are subject to censorship or blocking. This layer involves targeting particular websites, social media platforms, or online content that the regime deems threatening or contrary to its interests. By selectively censoring or blocking access to these platforms, regimes seek to control the information landscape and limit exposure to dissenting views. This layer highlights the regime’s desire to shape public opinion by controlling the narratives available to citizens.



The third layer, Proxy Control, involves the use of intermediaries or proxies to regulate internet traffic and restrict access to specific content or expressions. Regimes may employ third-party entities such as internet service providers, content delivery networks, or filtering systems to act as intermediaries between users and the internet. By leveraging proxies, regimes can indirectly manipulate and filter internet content, allowing them to maintain a level of deniability or avoid direct responsibility for censorship. This layer demonstrates the regime’s utilization of intermediaries to control digital communication and limit access to information that challenges its authority.



The fourth layer, Network-Node or Individual-Level Governance, revolves around targeting individuals, activists, or content creators based on their online activities or views. Regimes closely monitor and surveil specific individuals, tracking their online communications, social media accounts, and digital footprints. Through tactics such as harassment, surveillance, or legal actions, regimes aim to silence dissent, instill fear, and deter others from challenging their authority. This layer illustrates the regime’s efforts to exert control at the individual level, effectively stifling opposition and discouraging free expression.



By employing this four-layered framework, researchers gain a comprehensive understanding of the severity and mechanisms of control used by hybrid regimes. It provides a valuable tool for analyzing the different levels of internet governance and their implications. Furthermore, the framework allows researchers to explore the role of religion in justifying and legitimizing these control measures. By examining the interplay between religious justifications and digital authoritarianism, researchers can unravel the complex dynamics and motivations behind these regimes’ actions.



In summary, the four-layered approach (see Table 1 below) enables a detailed analysis of how hybrid regimes exert control over digital communication. It sheds light on the specific tactics employed at each layer and allows researchers to explore the role of religion in justifying and legitimizing these control measures. Understanding these layers is crucial for comprehending the multifaceted nature of digital authoritarianism and its impact on freedom of expression and information flow within societies.




5. Overview of Digital Authoritarianism in Turkey


The early use of digital governance was targeted towards the Kurdish community in Turkey. Traditionally, the ethnic community has been a victim of silent assimilation in Turkey and the AKP-led government has continued this legacy of oppression. Under the internet laws, state-growing digital authoritarianism was put on display when internet shutdowns and surveillance were used to justify the state’s efforts to curb the alleged “terrorism” instigated by Kurds, especially in the eastern provinces of the country (Topak 2019).



As mentioned earlier, the year 2013 marked a significant turning point for Turkey’s digital authoritarianism, as it expanded its scope beyond targeting the Kurdish population. During the Gezi Park protests in 2013, civil society groups and activists increasingly relied on social media platforms, particularly Twitter, to organize and share information. In response, the Turkish government labeled Twitter as the “worst menace to society,” signaling its recognition of the role social media played in mobilizing dissent. This event marked the beginning of the government’s heightened control over the internet in Turkey.



Since 2013, there has been clear evidence of a substantial increase in the expansion of digital authoritarianism in Turkey. The vague and broadly defined nature of existing laws has allowed the state to interpret and expand the definition of who qualifies as a “terrorist” or a threat. This flexibility in interpretation has resulted in the instrumentalization of these legal measures to target and suppress various individuals or groups deemed challenging to the regime’s authority. This broad discretion poses a significant risk to freedom of expression and democratic values.



Another concerning development in exerting control over cyberspace occurred in 2014 when an amendment to the Law on State Intelligence Services granted extensive digital surveillance powers to the National Intelligence Agency (MIT). This amendment allowed the MIT to conduct surveillance on both public and private data, enabling the collection of vast amounts of information that could be used as evidence in courts to prosecute individuals accused of various crimes. This expansion of surveillance capabilities further erodes privacy rights and poses a threat to personal freedoms (Topak 2019).



In recent years, Turkey has intensified its efforts to exert control over social media platforms and internet service providers. In 2020, the government introduced a “disinformation law” comprising numerous clauses, which aimed to combat the spread of “disinformation” on online platforms. The law required the prompt removal of content deemed as disinformation within 48 h, with substantial fines imposed for non-compliance. This law applied to both national and international platforms with more than one million users in Turkey. Shortly after the implementation of this law, prominent platforms such as Twitter, YouTube, and TikTok faced fines for not adhering to the government’s requests to remove content it deemed questionable or false.



These examples highlight the Turkish government’s increasing efforts to tighten its grip on the digital sphere, exert control over social media platforms, and regulate internet service providers. Such measures pose significant challenges to freedom of expression, privacy rights, and the open exchange of information online. They demonstrate the government’s determination to suppress dissent, control narratives, and consolidate its authority in the digital realm.



In summary, the expansion of Turkey’s digital authoritarianism since 2013 has been accompanied by a broadening of the regime’s control over the internet. Vague laws and flexible interpretations allow for the instrumentalization of legal measures to target dissenting voices. Additionally, the granting of extensive surveillance powers to intelligence agencies and the implementation of laws to combat disinformation further solidify the government’s control over cyberspace. These developments have significant implications for freedom of expression, privacy, and the open flow of information online in Turkey.



In 2022, before the 2023 elections, the government tabled a set of new changes to Article 19. These changes also suggested higher control of cyberspace and the desire to expand powers of the BTK to regulate the internet to further compel social media platforms to hand over user data as well as remove content (HRW 2022). It also introduced the idea of “internet throttling”, i.e., reducing the intendent bandwidth of social media companies that do not comply with the government’s requests (HRW 2022). This law also posed the additional idea of a “disinformation offence” which it defined as, “publicly disseminating, purely with the intent to cause anxiety, fear, or panic, false information about the country’s internal and external security, public order, and general health in a way likely to damage the public peace” (HRW 2022). The proposed changes also intended to impose a three-year prison sentence for this offence (HRW 2022).



In essence, the increasing implementation of digital governance has taken on various forms, leading to multiple consequences. Firstly, one significant aspect of the government’s efforts to regulate the internet is content regulation. These laws grant certain bodies the authority to block access to online content that the government perceives as a threat. However, what is considered morally or nationally threatening to society has evolved over the years to align with the political agenda of the AKP-led coalition. Consequently, bodies such as the Information and Communication Technologies Authority (BTK) possess significant powers conferred by legislative frameworks to remove and filter content.



Secondly, these laws have placed greater pressure on internet service providers to comply with the state’s requests regarding information removal and access to users’ personal data. Failure to adhere to these obligations can result in penalties or even the revocation of internet providers’ licenses. Speculation exists that in the future, this may lead to bandwidth reduction and limitations on advertisements for these service providers.



Thirdly, while cybercrime provisions are intended to safeguard against hacking and online harassment, the state has instrumentalized these laws to gather user information for the purposes of investigation, prosecution, and collaboration with “international entities” through the dissemination of false or misleading information. Consequently, cyber authoritarianism aligns itself with and derives support from the constitution. For instance, individuals found guilty online under Article 299 (insulting the president), Article 301 (denigration of Turkishness, the Republic, or state institutions), Article 216 (provoking the public to hatred and hostility), or Article 314 (membership of a terrorist organization) can be brought to trial and subjected to corresponding punishments.



In summary, the increasing prominence of digital governance in Turkey has had significant repercussions in several areas, including content regulation, pressures on internet service providers, and the misuse of cybercrime provisions. These developments have far-reaching implications for fundamental rights such as freedom of expression and privacy, as well as the overall state of online discourse within the country’s political landscape.



Furthermore, the Turkish government has effectively utilized state-controlled religious media outlets, such as Diyanet TV and the Anadolu Agency, as powerful tools to propagate its message and target opposition voices and critics of digital authoritarianism. These outlets, which are under direct government control, have been harnessed to launch attacks on dissenting opinions and amplify the government’s narrative. This strategic use of religious media allows the government to manipulate public perception and discredit opposing viewpoints, further consolidating its power and suppressing dissent.



Moreover, Turkey’s entertainment industry has experienced a notable surge in content that promotes neo-Ottoman ideologies. This content encompasses themes such as jihadism, ummatism (the concept of Muslim unity), fostering hostility between Judeo-Christian and Muslim communities, and the glorification of Islamist heroes. These shows, characterized by their propagandistic nature, have gained popularity within the country and have also been exported to other regions through digital platforms and streaming services. Muslim-majority countries, particularly those where pro-AKP narratives dominate the prevailing political dynamics, have become receptive to these productions (Yilmaz and Shakil 2021).



The deliberate promotion of neo-Ottoman ideologies in the entertainment industry serves multiple purposes for the Turkish government. Firstly, it aligns with the government’s own political agenda, which seeks to consolidate power and project a specific narrative that resonates with its conservative, nationalist base. By glorifying Islamist heroes and fostering a sense of Muslim unity, the government aims to strengthen its influence and control over the population, particularly those who identify with religious values.



Secondly, exporting these shows to other regions, particularly Muslim-majority countries, serves as a means to expand Turkey’s soft power and influence. By disseminating content that aligns with the government’s ideology, Turkey seeks to position itself as a leading advocate for Islamic values and a model for other nations to follow. This strategic projection of cultural influence allows Turkey to shape narratives, exert influence, and foster political alliances that further its geopolitical interests.



In summary, the Turkish government has effectively employed state-controlled religious media outlets to propagate its message and target opposition voices. Additionally, the entertainment industry has seen a surge in content promoting neo-Ottoman ideologies, serving both domestic and international purposes for the government. These developments illustrate the government’s strategic utilization of media and entertainment to shape public opinion, suppress dissent, and project its political agenda. Understanding these dynamics is crucial for comprehending the broader implications of digital authoritarianism in Turkey and its impact on freedom of expression, cultural narratives, and political alliances.



The subsequent four sections of the text delve into the various levels at which digital authoritarianism manifests itself: full networks, sub-networks, proxies, and network-nodes. At each of these levels, control mechanisms are designed and implemented to monopolize the digital space, reflecting an authoritarian outlook. These mechanisms encompass a wide range of tactics, ranging from complete internet blackouts to the use of spyware and the banning of specific content and websites.




6. Full Network-Level Governance


The Gezi Park protests in 2013 marked the start of the Turkish government’s full control over the internet. In response to this, civil society groups and activists turned to social media to organise their efforts, leading to the government labelling Twitter as the “worst menace to society” (Akgul and Kirlidog 2015). This resulted in increased internet governance, including internet blackouts, which were administered by the newly formed Telecommunication Technologies Authority (BTK) by the government’s command. The government justified these internet curbs as a means to combat “terrorism”, but there was also a political motivation behind these actions.



The peak of the Turkish government internet shutdowns took place between 2015 and 2017. This was due to the introduction of Law No. 5651 in 2007, known as the Internet Law, which allowed websites to be blocked on eight grounds, including sites that spread terrorism. The definition of “terrorism” was manipulated to serve the interests of the dominant power and silence dissenting voices. Over time, the definition of a “terrorist” in Turkey has expanded to include peaceful protestors, such as the Gezi Park protestors in 2013, anti-government activists known as “FETOists”, and the university students’ activism during Istanbul’s Bogazici University events of 2021 (Wilks 2021; Yesil et al. 2017). As a result, the 2007 law has been instrumentalised to marginalize digital spaces for non-AKP or critical groups. This has also led to the expansion of the TIB’s power and placed additional burdens on hosting services and intermediaries. The 2014 amendment to the law on state intelligence services granted the National Intelligence Agency (MIT) the right to collect, record, and analyse public and private data. Intermediaries were required to comply with MIT’s requests or face incarceration.



The eastern regions of Turkey faced the largest impact of internet and cellular shutdowns during this period, particularly in areas with strong Kurdish resistance. For example, during high-risk security incidents, such as the 2015 Suruç suicide bombing and the 2016 Atatürk Airport bombing, localised internet and cell phone blocks were put in place. The government’s growing authoritarian approach led to the use of digital anti-terrorism laws to target marginalised groups, such as the Kurds. Most of the shutdowns took place in the southeast, where political activities tended to be more active. The 2016 internet and landline closure in 11 cities in the region, following the arrests of the mayor and co-mayor of Diyarbakir, led to protests and cost millions of dollars to the Turkish economy. While internet shutdowns decreased from six in 2016 to one in 2020, the cost remains high, with a value of USD 51 million in 2020 (Buchholz 2021).



While the role of religion and religious organisations in legitimizing full network governance is unclear, their role remains indispensable to the government and is a crucial factor in legitimizing other forms of digital governance.




7. Sub-Network or Website-Level Governance


The Internet Law (No.5651) enacted in 2007 made it easier to monitor and block webpages and websites in Turkey. Despite being amended, the law still poses a problem with its arbitrary and ambiguous provisions. The internet governance institutions have a wide discretion for determining what is considered acceptable or unacceptable content. According to Freedom House’s latest report on internet freedoms in Turkey, the control of the internet has been tightened in recent years (Freedom House 2021). Prior to the introduction of the Internet Law in 2007, only four websites were blocked in 2006. However, this number rose to 1014 in 2008 and to a staggering 27,812 in 2015. There is little transparency in the government’s actions and no accountability, as blocking orders are often issued by the BTK without clear justifications, leaving website owners with limited avenues to appeal the decision. Suspicion and precaution could be reason enough to block a website.



After the coup in Turkey, many websites related to the Gülen movement, the Gezi protests, and charges of corruption and terrorism were blocked or taken down (Ergun 2018, p. 17). Websites promoting the opposition, Kurdish rights, pornography, and LGBTQ+ rights have also been targeted and blocked by the government (Ergun 2018). Numerous news outlets, including Zaman and Today’s Zaman, were shut down in 2016. Websites promoting atheism were also blocked, such as the Atheism Association, which was ordered to be blocked by the Gölbaşı 2nd Civil Court of Peace in Ankara (Hurriyet Daily News 2015). The court order cited Article 216 of the Turkish Penal Law, which forbids “provoking the people for hate and enmity or degrading them”.



Directly handpicked by Erdoğan himself, under the presidential system, the President of Diyanet wields significant influence as the centralised religious authority within Turkey and its global network of mosques around the world (Danforth 2020). The former President of Diyanet, Mehmet Görmez, directly targeted social media in his opening speech, blamed social media for harbouring all kinds of harms, and criticised its impact on families, privacy, and marriage. In 2016, a forum entitled “Social Media and the Family in the Context of Privacy” was organised by Diyanet in response to the government’s calls for control on social media. The forum’s objective was to guide Turks towards the traditional family value that is associated with the institution with the intention of circumventing any possible damage stemming from social media. The forum was also dedicated to discussing how social media has destroyed privacy, drastically impacting the institution of marriage, and therefore, causing a breakup of the family structure. Görmez considered that social media could be damaging for the entirety of humanity. He concluded on the need for his directorate to write a social media catechism for establishing the main principles on the usage of social media, and therefore, reiterating the ideological accord shared by Diyanet and Erdoğan’s regime, leading the government towards the consolidation of authoritarianism both online and offline (Yilmaz and Albayrak 2022; Yilmaz et al. 2021; Danforth 2020).



Diyanet also published a booklet titled “Social Media Ethics” to lay the groundwork for stronger control of social media the use of Islam as a yardstick standard (Duvar 2021). Ali Erbaş, who personally penned the preface, warned readers of the omnipotent power of God that would extend his governance to social media activities under Islamic law. Additionally, believers were also warned of the dangers of “fake news” and the need to create a “world of truth” (Duvar 2021; Turkish Minute 2021). In addition, Diyanet’s Friday sermons increasingly dealt with themes of social media, technology, and morality. On 17 January 2020, a sermon titled ‘Technology Addiction and Social Media Ethics’ was circulated by Diyanet to warm people of the dangers of the internet in violating the five fundamental values of Islam. It added that the “… inconsiderate use of technology harms human life by exposing threat to human health and inflict[ing] costly damage to property by causing financial loss. It erodes human dignity through unethical orientations and human faith through radical and perverse ideologies. It impairs the ability to think and comprehend and challenges the mental faculties.” (Diyanet 2020).




8. Proxy or Corporation-Level Governance


After the July 2016 event was politicised by Erdoğan and his party as an attack on Turkish sovereignty, the most severe forms of digital restrictions emerged. The TİB was disbanded due to suspicions of being pro-Gülenists, and its powers were transferred to the Information and Communication Technologies Authority (BTK). This led to a complete shutdown of 150 online and legacy media, and the loss of occupational capacity for 2700 Turkish journalists. (Kocer and Bozdag 2020). The legal framework regulating digital spaces was used against the opposition and civil society voices, while supporting the AKP and pro-AKP groups. Social media intermediaries in Turkey have been under various types of restrictions. Under the Internet Law, they are required to accede to the requests of the Turkish government or face bans. At the height of growing discontent with the AKP in 2014, the TIB was mobilised to urge Twitter, YouTube, and Facebook to remove critical information from their platforms that was damaging to the AKP. While Facebook was quick to comply with the AKP’s request, Twitter and YouTube were nationally blocked for several hours before they eventually responded to the request (Yesil et al. 2017). In 2016, the search engine Google also followed thousands of requests regarding content removal from the Turkish state (Yesil et al. 2017).



Twitter’s 2019 transparency report revealed that in the first half of the year, the Turkish government made 350 information requests on 596 accounts as well as 6073 removal requests on 8993 accounts with a five percent compliance rate. Turkey had the highest number of legal demands for removals. Facebook’s 2019 transparency report also revealed that the government made 2060 legal requests and 2537 user information requests. Facebook was compliant with 73 percent of requests (Freedom House 2021). In a similar fashion, 450,000 domains, 140,000 URLs, and 42,000 Tweets were banned in Turkey (Timuçin 2021). In 2017, the information platform Wikipedia faced a ban in Turkey when the Ankara 1st Criminal Court found that certain articles linked Turkey to terrorist organization, and thus it required the articles to be edited before the website could be allowed to refunction the country. The ban was lifted in 2020 (Hurriyet Daily News 2020; Guardian 2017). The list of incidents depicted the pressure on intermediaries before October 2020. Since then, a new—Law No. 7253—with harsher requirements for social media companies has been enforced.



The media’s role in shaping public opinion is well documented, and the Turkish government has used its monopoly over public and private media outlets to manipulate the distribution of news and entertainment content online. In addition to the interference of transnational social media and the tightened restrictions of local websites, such as encyclopaedias, there is also additional control inserted over TV, streaming services such as Netflix, and various over-the-top media (OTTs). In 2019, the government granted plenary powers to the Radio and Television Supreme Council (RTÜK) to issue licenses to regulate OTTs and force them to obtain licenses before they can stream content in Turkey (Pearce 2019; Yerlikaya 2019).



Even prior to the state of emergency imposed after the failed coup in July 2016, the government had already exerted formal and informal influence over media outlets such as the Bugün and Millet newspapers, KanalTürk TV, and the Ipek Group (Rogenhofer and Panievsky 2020). Pro-government media outlets spread conspiracy theories, such as the notion that the coup was a US-led attempt to assassinate President Erdoğan (Yilmaz et al. 2020). Turkish media refused to cover the Gezi protests and one even aired a penguin documentary instead of covering the protests, leading them to bear the name “penguin media”. In the hotly contested early elections following the 2013–2014 events, it was also noted that the AKP was given more airtime on media platforms compared to the CHP etc. It was noted that “the AKP was allocated 30 h of screen time, Erdoğan was given 29 h; comparatively, the main opposition party CHP had five hours, the far-right MHP was allotted one hour, and the pro-Kurdish HDP only enjoyed 18 min” (Hoyng and Es 2015).



On the other hand, critical voices faced financial penalties, including fines and heavy taxes, that hindered their ability to operate independently. The government’s tactics have driven many critical media outlets out of business, and pro-government entities have taken over their assets. For example, the pro-government Demirören Group acquired the Doğan Media Group after the government imposed high taxes on it. The Anadolu Ajansı (AA), which has enjoyed government support, increased its support for the AKP government by 545% since 2002, and 91.1% of its Twitter coverage favours the government. The informal means of supporting pro-government content also included the closure of anti-government entities and their transfer or sale to pro-government supporters, creating a clientelist relationship between the state and the media (Yilmaz and Bashirov 2018). The Gülen-linked Samanyolu Group, Koza Ipek Group, and Feza Publications were confiscated during the state of emergency in 2016 and redistributed to loyalists of President Erdoğan (Timuçin 2021; BBC 2016; Yackley 2016).



In the academic sphere, several pro-AKP Islamic scholars aligned themselves with the Turkish government’s narrative. These academics formed a close-knit group of individuals, such as Nihat Hatipoğlu and Hayrettin Karaman, who are associated with the AKP (Sarfati 2019; Kenes 2018). They believe that social media is rife with misinformation targeting Turkish national interests and that it has the potential to mislead the youth. For instance, Hayrettin Karaman has publicly defended the AKP’s actions by legitimizing a version of their stance, arguing that “corruption is not a theft” (Yilmaz and Bashirov 2018). In his view, a society should be operated by Islamic law rather than liberal democracy. In 2013, Karaman even provided counsel to Turkish President Erdoğan, advocating for a democratic order based on Islam in a predominantly Muslim society and tougher measures on social media and the individuals who use it to resist these principles.



In 2013, Karaman wrote the following. “In my opinion, the solution number one is to establish a democratic order based on Islam in a society which consists of people who are ‘Muslim’ almost 100 percent. The political power should not attempt to apply politics against this regime, even if people insisted on the liberal democracies; the individuals should, for the sake of the majority they always need, willingly restrain from some of their freedoms. If they still do not restrain, the measures such as at least a neighbourhood pressure becomes the right of the majority” (Karaman 2013).



Since 2016, Karaman has frequently accused social media of being used by “anti-Turkey” groups to spread lies. He has also expressed the dangers of social media, claiming that false information spread through these platforms can lead to public lynching and that there is no opportunity for refutation (Karaman 2021). He also wrote a poem that was in line with the AKP’s views on social media, advocating for more control over social media to raise a “pious youth” and curb the critical remarks directed towards the AKP (Karaman 2020).



Similarly, Nihat Hatipoğlu, a Turkish academic and theologian, used his popular show on ATV to issue fatwas, warning viewers to be cautious when using social media as it can lead to sin. In addition to claiming that social media messages are potential hubs of adultery, he claimed that following or liking “questionable” persons on social media can lead to false rumours and sin, which will have accountability in the afterlife (Akyol 2016).



“Celebrities, politicians, and clergy who are victims of lying rumours will demand accountability in the afterlife. Think ten times before you like something. Sins are not limited to alcohol, adultery, and gambling. Envy, a sin that man commits with her tongue, is far worse. Our Prophet said: ‘A person may have drunk and committed adultery but cannot bear false witness.’ False testimonies are a public matter”.



Despite being critical of “Western” media and social media, both Hatipoğlu and Karaman endorse Islamic content. For example, they both supported the Iranian movie “Muhammad: The Messenger of God”, with Hatipoğlu hoping for a more Sunni-oriented outlook in future movies (Akyol 2016).




9. Network–Node or Individual-Level Governance


The Turkish government has been cracking down on social media and prosecuting individuals for their internet activities, particularly following the 2016 coup attempt. According to the Ministry of Interior, over ten thousand people were investigated for their online activities, with over 3700 facing legal action and over 1600 arrested. During a two-month period from mid-January to mid-March 2018, over 6000 social media accounts were investigated and over 2000 individuals were subjected to legal action. Freedom House’s 2021 evaluation of Turkey’s internet freedom showed that between 2013 and 2018, the government filed over 20,000 legal cases against citizens due to their social media actions (Ergun 2018). In 2016, academics and other civil society voices were targeted by pro-AKP media outlets, who accused them of being involved in “terrorism.” (GIT North America 2016). As the public sphere has become increasingly restricted, journalists have faced limited space to express their critical opinions and many have faced trials and accusations of being connected to terrorism under Article 314/2, association with an armed organization, and Article 147 or Article 5 that concern crimes associated with terrorist organizations and aims (Sahinkaya 2021). The restriction of anti-AKP voices has negatively impacted the public sphere, which is dominated by pro-AKP voices both online and offline.



The Turkish government is actively suppressing dissent on social media by threatening and arresting individuals. In 2014, a court order from Turkey’s Diyarbakir ordered Facebook to block the pages and individuals engaging with content from the French magazine Charlie Hebdo, which published a cartoon insulting Prophet Muhammad (Johnston 2015). In May 2020, Turkey’s Director of Communications of the Presidency warned Turkish citizens that even liking or sharing a post that is not accepted by the government could put them into trouble. Journalists, scholars, opposition leaders, and civil society leaders who tend to hold critical stances towards the government are more likely to face prosecution. A large number of arrests demonstrated a chilling effect and has given rise to self-censorship among Turkish citizens, who are increasingly vulnerable to legal repercussions for their online activities (Freedom House 2021). The proposed Law No. 7253 requires social media companies to appoint permanent representatives in Turkey and store data within the country, making individuals and companies responsible for complying with Turkish laws and regulations The proposed law regulates the stack of internet infrastructure from the network, the content provider and the hosting provider to the access provider. This has further expanded the government’s digital governance and monitoring capabilities, leading to a significant increase in legal cases against individuals for their online activities (Ergun 2018).



The AKP’s interference in the digital public sphere is marked by government-orchestrated or self-organised internet trolling and online harassment aimed at shifting the narrative towards supporting the AKP. Critics of the AKP, including journalists, academics, and artists, have been subjected to a culture of “digital lynching and censorship” by the party’s army of trolls (Bulut and Yörük 2017). The post-2016 scenario has exacerbated the situation, exposing these critical voices to open cyber bullying by trolls and making their persecution even more burdensome (Shearlaw 2016). A significant number of trolls are pro-AKP Imam Hatip graduates (Bulut and Yörük 2017). It is worth noting that these individuals receive a payment of a minimum of 1000 Turkish Lira and there are also traces that pro-AKP networks further provide benefits to successful trolls, which include entities such as TRT and Turkcell (Bulut and Yörük 2017).



In addition to utilizing trolls, the AKP also employs bots to boost their presence in the digital space, leading to an overrepresentation of their narrative across the platforms. For example, when the Interior Minister Süleyman Soylu resigned and uploaded his resignation letter on Twitter instead of making a formal announcement, he was able to garner widespread online support through the efforts of trolls and bot accounts. The hashtag #seninleyizsoylu (#wearewithyouSoylu) became a trending topic in Turkey within hours of his resignation, and President Erdoğan ultimately refused to accept the minister’s resignation. Dissident mafia boss Sedat Peker claimed in a series of online exposés that he was hired by the minister to orchestrate this move, using bot accounts to generate the appearance of popular support (Duvar 2021). While Peker’s criminal history raises questions about the credibility of his claims, they are supported by the findings of the Stanford Internet Observatory (2020), which verified that AKP organizations have links to trolls and bot accounts.



In 2020, Twitter deleted 32,424 accounts from China, Russia, and Turkey as part of its propaganda account purge, with 7340 of these being Turkish accounts. It was revealed that these accounts circulated 37 million tweets, primarily to support President Erdoğan and attack opposition parties, as well as calling for reforms (Safety 2020). In 2019, an average of 26.7% of the daily top ten Twitter trends were generated by fake accounts or bot trolls, with the highest impact being 47.5% of the top five Twitter trends (Elmas et al. 2019). It was evident that the state-organised hate speech, trolls, and online harassments were often left unchecked. Garo Paylan, an HDP MP who is of a Turkish–Armenian background, was harassed online due to his political stance during the 2020 Azerbaijan–Armenian skirmish (Briar 2020). At the same time, the suggestion of Ibrahim Karagul, a pan Islamist and neo-Ottomanist writer, ‘accidently’ bombing Armenians was not flagged as hate speech (Armenia Weekly 2020). In 2021, a viral video of a man abusing Syrian refugees for buying bananas that they could barely afford led to socio-economic tension in Turkey between Syrians and Turkish. The tension was then evolved into a “banana campaign”. This video went viral and was not taken down by regulation bodies, despite the controversies. A total of 11 Syrian refugees who defended the assaulted were then deported, and the migrant group was increasingly scapegoated for Turkey’s encomia problems (De Foucaud 2021).



Religious leaders in Turkey have used their social media platforms to vilify certain individuals or groups. One example is Ali Erbaş, the president of Diyanet, who accused LGBTQ+ activists of ‘spreading HIV’ (Duvar 2020). This statement was supported by the Minister of Family, Labour and Social Services and President Erdoğan, sparking a social media battle (ILGA Europe 2021). The Erdoğan regime has always focused on raising a “pious youth” and has openly declared atheists and LGTQ+ identities as a social threat to the nation (Gall 2018). The ruling party in Turkey, the AKP, has targeted the “West” and certain youth groups in its efforts to delegitimise protests and restrict freedom of speech. The party has utilised rhetoric that portrays Western values as corrupting the future of Turkey, and specifically targets the LGBTQ+ community. The social media law of 2020 was particularly effective in limiting the reach of social activism and freedom of speech in both digital and physical spaces. On Twitter, Turkish ministers have used their platforms to demonise LGBTQ+ youth as “deviants”, as seen during the Bogazici University protests in Istanbul in 2021 (Kucukgocmen 2021). It is worth noting that being a member of the LGBTQ+ community is not illegal in Turkey. However, the AKP has censored LGBTQ+ content on TikTok, a platform widely used by young people around the world and has curtailed advertising on various social media platforms, such as Twitter, Pinterest, and Periscope, to “clean up” the online space and limit the reach of opposition groups (Woodward 2019; Euro News 2021). This move was motivated by a personal vendetta of Turkish President Recep Tayyip Erdoğan, who was outraged by trolling on social media about his daughter and son-in-law. In this charged anti-LGBTQ+ atmosphere, the streaming service Netflix was prohibited from airing a movie with an LGBTQ+ storyline (Banka 2019), and Twitter trends advocating for a ban on LGBTQ+ content have been mobilised with hashtags, such as #LGBTfilmgunleriyasaklansin (LGBT film days shall be banned) and #İstiklalimiseKaraLeke (disgrace to our independence) (Sarı 2018).



In 2011, the BTK “Safe Use of the Internet” campaign called for the use of a Turkish-built filter called the ‘family filter’. Despite the name, the campaign only targeted the use of the internet in public places, such as cafes and libraries, without restricting the use of the internet within domestic settings. The campaign was signed to block foreign and domestic sites that contained adult content as the law has been positioned to safeguard young children from non-age-appropriate content. Without the family filter being mandatorily installed in the household, presumably, it is the parents’ responsibility to supervise the internet use of their children. Children’s privacy is not necessarily discussed in the campaign. However, over the years, many have speculated that by applying the ‘family filter’, the state is able to block not only pornographic websites from the screens of Turkish citizens but also critical voices in the digital space (Hurriyet Daily 2014; Brunwasser 2011). The ambiguous nature of the blacklisting criterion and the power condensed with state authorities has paved a path to digital oppression conducted by the AKP (Yesil et al. 2017). In the name of safeguarding children and youth, the BTK has blocked approximately 1.5 million websites, as of 2017, in areas such as cafes and refused to share a list of the websites it blocks (Yesil et al. 2017).



Constitutionally, Turkey is considered a secular state, but its laws surrounding blasphemy have been amended to allow for charges to be brought against individuals under Article 216 of the Turkish Penal Code (TCK). Although this legal provision does not explicitly mention a specific religion, it has been frequently used in relation to Islam. For instance, individuals who expressed support for the Charlie Hebdo caricatures that mocked the Muslim faith and symbolism faced trial and potential sentencing. Similarly, renowned figures such as pianist Fazıl Say and actress Berna Lacin were sentenced to prison due to their online scepticism towards Islamic values. In 2016, two journalists were handed a two-year sentence for reprinting the aforementioned caricatures, and in 2020, journalist Enver Aysever was arrested and charged for mocking religious leaders and their behaviour during the COVID-19 pandemic (FORIS 2021). Additionally, the individuals who shared a video of the song “Bella Ciao” being played in a mosque in Izmir were warned of potential charges under the same blasphemy law (The Freedom of Thought Report 2021). As a result, the digital space is also becoming Islamised with restrictions being placed on blasphemy, heresy, heterodoxy, and pornography, which are used to further suppress opposition groups.




10. Conclusions


In the past decade, particularly since 2016, the AKP (Justice and Development Party) has been progressively exerting control over the digital landscape. Both formal and informal institutions and individuals aligned with the AKP have tried to monopolize digital spaces at various levels, ranging from micro to macro. Through the dissemination of conspiracies, fear, and emotionally charged narratives, curated by President Erdoğan and his network of supporters and religious entities like Diyanet (Presidency of Religious Affairs), the AKP has not only justified digital authoritarianism but has also targeted political opponents, companies, websites, and individuals on online platforms. A combination of legal measures, fatwas (Islamic legal opinions), harassment of dissenting voices, and surveillance has created a climate of deterrence and, to some extent, self-censorship. The AKP and its allies continue to assert control over cyberspace in the name of protecting their vision of a “pious youth” and a predominantly Islamist nation.



This paper highlighted how religious populist justifications have consistently been employed to legitimize control mechanisms and advance pro-AKP rhetoric in the digital realm. Several strategies have been employed to use religion in support of digital authoritarianism. Firstly, sermons and speeches delivered by imams in state-controlled mosques have been carefully crafted to promote government policies regarding digital media and internet censorship. They also emphasize the perceived dangers of social media in spreading what is deemed “immoral” content online. Secondly, religious organizations and foundations have been utilized as vehicles for disseminating government messages through social media and other online platforms, presenting digital authoritarianism as a necessary means of safeguarding Islamic values and morality. Thirdly, religious leaders and scholars have been co-opted to endorse government policies and advocate for increased control over digital media. Lastly, state-controlled religious media outlets, including television channels and newspapers, have been utilized to propagate the government’s message and launch attacks against opposition voices and critics of digital authoritarianism.



In summary, the paper highlights how the AKP has progressively exerted control over the digital realm, employing religious justifications to legitimize its actions. It showcases the ways in which religion has been used to promote digital authoritarianism, including through imams’ sermons, religious organizations, the endorsement of religious leaders, and the utilization of religious media outlets. By employing these strategies, the AKP seeks to maintain its grip on power, protect its ideological agenda, and control the digital space in the pursuit of its vision for a “pious” and Islamist-dominated nation.
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Table 1. Four layers of digital authoritarianism.






Table 1. Four layers of digital authoritarianism.





	Targets of Internet Governance
	Control Mechanisms





	Internet infrastructure
	Infrastructural isolation (e.g., firewall)

Internet service blackouts



	Internet services providers (ISPSs)
	Licence restrictions

Market control

Content moderation mandates

Prosecution



	Online platforms and websites
	Prosecution

Blocking/denial of service

Content filtration

Blacklisting



	Internet user
	Prosecution

Blocking

Blacklisting

Denial of anonymity
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