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Abstract

:

Dating back many millennia, agriculture is an ancient practice in the evolution of civilization. It was developed when humans thought about it and concluded that not everyone in the community was required to produce food. Instead, specialized labor, tools, and techniques could help people achieve surplus food for their community. Since then, agriculture has continuously evolved across the ages and has occupied a vital, synergistic position in the existence of humanity. The evolution of agriculture was based on a compulsion to feed the growing population, and, importantly, maintain the quality and traceability of food, prevent counterfeit products, and modernize and optimize yield. Recent trends and advancements in blockchain technology have some significant attributes that are ideal for agriculture. The invention and implementation of blockchain have caused a fair share of positive disruptions and evolutionary adoption in agriculture to modernize the domain. Blockchain has been adopted at various stages of the agriculture lifecycle for improved evolution. This work presents an intense survey of the literature on how blockchain has positively impacted and continues to influence various market verticals in agriculture, the challenges and the future.
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1. Introduction


1.1. Blockchain


Blockchain consists of an electronic system that allows electronic recordkeeping, validation, and verification without the need for an intermediary. Data are available to all participants, all information is made transparent and available, and the records are immutable and cannot be tampered with or deleted. It follows the principles of governance, accountability, transparency, flexibility, availability, usability, manageability, and sustainability.



Improving agriculture is not a single-solution task. In [1], the authors explore the factors influencing young Irish farmers to adopt cloud computing technologies for smart farming. In another study [2], the authors presented a study on machine learning and big data. ICT in the agriculture domain requires continuous collaboration among multifaceted technologies. These continuous, cyclic, and multiattribute improvements make agriculture a highly researched area. Blockchain is a recent invention with practical feasibility, and the quest to find applicability for blockchain in agriculture has motivated researchers in various verticals in the agriculture domain.




1.2. Branches of Agriculture and Their Respective Processes


On a high level, the branches of agriculture, including horticulture, comprise the cultivation of plants, fruit, and vegetables and the sciences agronomy, soil management, crop production, animal husbandry, and raising livestock. Figure 1 presents various branches and subbranches of agriculture.



1.2.1. Conventional Steps in Horticulture


Horticulture, both art and science [4], has conventional steps. The first step is to select the type of plant to grow. Once the plant is selected, the soil must be prepared. Preparation involves tilling the soil and adding fertilizers and irrigation. After the soil is prepared, seeds or seedlings are planted. Once the plants have grown, the crop can be harvested. Figure 2 represents the steps as a flow.




1.2.2. The Steps in Conventional Agronomy


Agronomy is the science of soil and crop management [5]. Figure 3 presents the steps in agronomy. The first step is soil testing to determine its composition and decide which fertilizers and amendments need to be added. The next step is to till the soil, aerate it, and prepare it for planting. The next step is to plant seeds or seedlings. Once the plants have grown, the crop can be harvested.




1.2.3. Conventional Processes in Animal Husbandry


The art of livestock raising and selective breeding [6] forms a key annexure to agriculture. Figure 4 presents the steps in livestock management. The first step is to select the type of animal to raise. The next step is to build a shelter for the animals, which is essential to protect them from the elements. Next, the animals are provided with food and water. Once the animals have been adequately cared for, they can be bred. After the animals have given birth, their offspring must be cared for. Finally, once the offspring have grown, they can be sold.





1.3. Major Challenges in Agriculture and Possible Blockchain Solutions


The inherent challenges in agriculture are tabulated in Table 1 and mapped to the solution that can be provided with the attributes of blockchain technology.



Blockchain acts as a distributed, immutable, tamper-proof ledger [12] in which participants of the ecosystem store transactions. This data store is a source of truth about the state of the ecosystem. In an agriculture ecosystem, the essential data about the state of farms, inventories, contracts, and management are collected and stored in the blockchain. This trusted form of data storage helps farmers achieve a higher degree of decentralization, provenance, nonrepudiation, payment, and commodity exchange automation.




1.4. Motivation


Observing the quantum importance of agriculture and the challenges they inherently pose motivates this survey to find past solutions employed to solve the challenges. Table 1 shows the major challenges in agriculture. Blockchain is radically taking shape in the domain, where trust, transparency, and traceability are key attributes. Blockchain, with its key attributes of immutability, integrity, and tamper resistance, is a viable candidate of choice to solve the problems in agriculture involving supply provenance, traceability, finical integrity, and process decentralization. The table shows the mapping of the challenges of concern in the agriculture domain and the benefits of using blockchain to provide a viable solution. The next section presents the research method and questions raised in the existing work to find the benefits, scrutinize the challenges, and present the open challenge and research direction for future researchers.



The rest of this survey is organized as follows. Section 2 describes the research method, while Section 3 presents the curated literature review. Section 4 presents a detailed discussion and finally the last section concludes the survey.





2. Research Method


Literature-based analyses of past work based on the standard requirement to observe typical patterns in the application of blockchain in agriculture and allied domains focus on finding the applications, challenges, gaps, and future directions. These steps allowed us to identify and collect all the literature related to agriculture, where blockchain was used to solve conventional problems. Each subsection summarizes and tabulates the findings and problems that were solved. This method could help in identifying prospective applications, problems, and challenges that were solved in the agricultural domain using blockchain technology, followed by an exploratory study on the state-of-the-art implementation of blockchain technology in the agriculture domain to consolidate the case studies that nongovernment and governmental agencies worldwide used to solve agricultural challenges. Finally, all the literature was combined to discuss the predominant applications, current open issues, and best practices.



2.1. Research Questions


	
What potential vertical markets in the agriculture domain could benefit from using blockchain technology?



	
What are the possible blockchain-based applications that could be used to address the identified vertical markets in the agriculture domain and were used in past research?



	
What are the open issues and challenges in deploying blockchain for agriculture?







2.2. Preliterature Review Results


This section discusses the collected literature and the filters used to narrow down the results to the use of blockchain in agriculture as presented in reports, articles, and review findings. The initial query yielded 300 papers. Applying the criteria to the primary studies, the final list of papers included in this study was obtained. Paper selection followed, as presented in Figure 5.




2.3. Structure of This Paper and the Contributions


This paper has three parts. Part 1 describes a comprehensive search of the current literature and presents a summary of the work done thus far. Part 2 provides an inventory of existing work on critical subdomains/subfields of agriculture and reference case studies implemented. Parts 1 and 2 are presented in Section 2 and Section 3. Finally, Part 3 presents a discussion and a conclusion that is presented in Section 4 and Section 5.





3. Literature Review


Based on the outcome of the research method, the broadly identified verticals as in Figure 6 across agriculture are survey and review, smart agriculture based on IoT and sensors, finance, supply chain, livestock, commercialization, governance, limitations, and challenges. This section elaborates briefly on the research impact in each vertical direction.



3.1. Survey and Review of Blockchain in Agriculture


This subsection presents past surveys and a review of the literature, as presented in Table 2. The broad classification of papers includes the following domains: prospective applications, future overview, smart trends, green and sustainable initiatives, enabling technology, mitigating challenges and issues, providing solutions, optimizing supply chains, fortifying security mechanisms, and modern-day finance.



A review of Agriculture 4.0 and the future of the industrialization of agriculture is presented in [13]. Applications of blockchain in agriculture are discussed in [14]. Case studies of solution built on blockchain platforms for IoT are covered in [15]. In [16], the authors show how blockchain can solve privacy and security challenges in conjunction with green IoT. A review of traceability systems built on blockchain for agriculture is presented in [17]. In [18], the author discusses the need for novel privacy-preserving techniques based on a survey on smart agriculture. A review of blockchain-based applications from the food sector is presented in [19], and traceability systems are presented in [20]. A list of future and smart technologies in agriculture is given in [21]. In [22], the authors discuss the application of blockchain in other fields beyond cryptocurrency. The research in [23] contributes to the advancement of smart agriculture, emphasizing security and privacy challenges. An aspect of financial governance in the agriculture domain is presented in [24] with a review of agriculture insurance applications on the blockchain. In [25], the authors present a brief review of applications of IoT in smart agriculture. Cases of ICT and blockchain use for precision farming are presented in [26]. Ideas on using blockchain in Agriculture 4.0 are presented in [27]. A technological review of the food industry and blockchain is presented in [28].



A case study is presented in [29] as part of Canada’s policy and research agenda evaluating the importance of blockchain. In [30], the authors showcase security challenges in smart cities and agriculture. The authors of [31] discuss data management in e-agriculture. A business perspective on agriculture applications in the blockchain is described in [32]. The authors of [33] discuss the convergence of IoT and blockchain for agriculture. A review of blockchain-based solutions for pest problems is presented in [34]. Blockchain technology for agriculture and the food sector is presented in [35], and a review of future technology in transformative agriculture is presented in [36].



The common observation was that most surveys and reviews are vertical-specific and not comprehensive. Therefore, the remaining part of this work presents vertical-specific coverage over a wide range of studies in all sections.




3.2. Application of Blockchain with IoT, Smart Technology, and Sensors in Agriculture


Blockchain is an emerging technology that can be applied to improve the food supply chain’s security, transparency, and traceability, as presented in Table 3. IoT can be used to collect data from sensors, which can be used to improve the efficiency of agricultural production. A combination of blockchain and IoT can be used to create a smart and secure agricultural system. Applying blockchain in agriculture with IoT, smart technology, and sensors can help ensure food safety and quality, trace food origins, and optimize agricultural production.



The work presented in [37] shows that a farmer’s credit scheme can be managed using a smart contract in a blockchain. Various uses of blockchain technology, such as supply chain management, food safety and provenance, and digital identification of livestock and land registry processes, are presented in [40]. Collection, storage, and sharing are described in [43]. The authors of [46] explore how IoT sensors and blockchain can create an autonomous greenhouse environment. The authors of [49] discuss how IoT sensors can help supply chain management, food safety, and traceability. In [41], the authors interpret data from sensors to demonstrate big-data analysis. Studies have also been conducted on food supply chain management [44], a data management platform [47], a decentralized marketplace for agricultural products and services [50], improved transparency, security, and quality of the supply chain [39], decentralized big data and knowledge [42], data related to climate, weather and agricultural production [45], and work on protection against intellectual property theft [48]. The authors in [51] went further by proposing a new provenance improvement framework.




3.3. Application of Blockchain in Agriculture for Finance


Blockchain technology is being applied in various industries, such as supply chain and finance, as presented in Table 4. The technology has the potential to revolutionize the agriculture industry by providing autonomous financial settlement, audit, and reconciliation mechanisms with greater transparency by preventing fraud. Blockchain technology thus could be used to create a secure system for payments and transactions in the agriculture industry.



A blockchain-based farmer’s credit scheme called KRanTi that was launched in India is discussed in [37]. The scheme was designed to help small and marginal farmers in the country access credit more quickly. The authors further discuss how the scheme works and hope that it will help improve the efficiency of India’s agriculture–food supply chain. The authors of [54] discuss how smart contracts can be used to improve farmers’ income in the agricultural supply chain. They present a model for how this can be done and discuss the benefits of using this approach. AgriOnBlock, a blockchain-based data harvesting solution for the agriculture sector, is described in [57]. It enables farmers to securely collect and store data related to their crops and livestock and access relevant information and services from government and private sector partners. The platform also allows for the creation of digital identities for individual farmers, which can be used to access financial services and other benefits. The authors of [52] explore the potential of using blockchain technology in the agricultural supply chain to create a more efficient and transparent system. They suggest that by utilizing smart contracts, the various actors in the supply chain would be able to share information and coordinate their activities more effectively. This would lead to improved traceability of food items, reduced costs, and improved efficiency. The authors of [55] discuss how the agricultural sector’s loan distribution process can be simplified. Information and communications technology (ICT) could make the process more efficient and less time-consuming. According to the authors, the quality of information available to lenders can be improved by using ICT, which would improve the decision-making process. BIoT, a blockchain-based IoT platform for agriculture, is described in [58]. The platform uses blockchain to secure data from sensors and other devices used in agriculture. This will help farmers track data and manage their farms more efficiently. The authors of [53] discuss a new food supply chain finance model based on the Internet of Things and blockchain technology. The model is intended to improve the efficiency and transparency of the food supply chain. The authors explain how the model works and how it can benefit both food producers and consumers. A new sustainable supply chain finance model based on blockchain technology is described in [56]. The model is intended to assist small and medium enterprises (SMEs) in obtaining financing while reducing costs and increasing supply chain transparency and traceability. In [59], the authors describe how the system would work and how it could benefit farmers and other stakeholders in the agriculture sector. They also discuss how blockchain and smart contracts can be used to create an IoT-enabled smart agriculture system.




3.4. Application of Blockchain in Agriculture for Supply Chain Management


Blockchain technology can be used to create a secure, transparent, and efficient supply chain for agriculture and food, as presented in Table 5. It can help to track the origins of products and ensure food safety.



Traceability is the capability to track the life cycle, movement, or location of an item or product through its supply chain. In a supply chain-management system built on blockchain technology, traceability is achieved through the use of digital signatures and tamperproof timestamps. Each item or product is assigned a unique digital identifier, and each time the item or product changes hands, a new digital signature and timestamp are added to the blockchain. This creates an immutable record of the item’s or product’s journey through the supply chain, which can be used to track its location and verify its authenticity. A blockchain-based provenance system is used to track and verify the origins of a product or service. This system can track the provenance of anything from food and wine to art and antiques. By tracking the provenance of products or services, businesses can ensure that they are providing their customers with the highest-quality products and services. Additionally, this system can help businesses avoid fraud and counterfeiting.



Blockchain-based food traceability is a system that enables the tracking of food items throughout the supply chain, from farm to table. Tracking the movement of food items is accomplished through the use of blockchain technology. It provides a transparent and secure way to track food items as they move through the supply chain. This system can be used to track the provenance of food items and to ensure food safety and quality.



In [37], the authors discuss a blockchain-based farmers’ credit scheme called KRanTi that was launched in India. The scheme is designed to help small and marginal farmers in the country access credit more easily. They further discuss how the scheme works and how it is expected to improve the efficiency of the agriculture and food supply chain in India. The potential benefits of using blockchain technology to manage food supply chains are presented in [60]. The study highlights how blockchain could help to reduce costs associated with traditional supply chain-management systems and provide new opportunities for data-driven decision-making. The authors also highlight the challenges in practical scenarios. A model for improving farmers’ income in the agricultural supply chain using smart contracts is presented in [54]. In [61], the authors studied the impact of transparency and traceability, reducing transaction costs, and improving data quality and security to support sustainable blockchain initiatives.



The authors of [62] propose a case study-based justification for applying blockchain technology in agricultural supply chains to achieve sustainable development. In [63], the authors discuss the potential benefits for consumers and producers of creating an agricultural supply chain that would allow for greater transparency and traceability of organic food products. A reconciliation scheme to improve consumer trust in beef supply chain traceability is proposed in [64]. The mechanism would improve consumer confidence in the safety and quality of beef products and increase transparency and traceability throughout the supply chain.



The authors of [78] show how blockchain would be beneficial for overseas market expansion in a cross-border agricultural supply chain adopted by suppliers. In [81], researchers looked at how blockchain technology could help make agricultural supply chains more transparent and trustworthy. They created a model for how this could work using Ethereum and then made a prototype system to show that it could work in real life. Their tests showed that this system would effectively reduce transaction costs and increase trust between farmers and buyers.



The authors of [84] conducted research on a blockchain-based agricultural supply chain system with double-chain architecture. They built the architecture using two distinct forms of blockchain, public and private, and automated several supply chain operations using smart contracts. The findings indicated that the proposed method was more effective than the current one and that it could enhance transparency and traceability in the agriculture sector. In addition, the authors of [87] investigated whether blockchain technology could be reliably used to identify the sources of agricultural products and guarantee their safety. The study also showed that using a traceability system built on a blockchain could help reduce fraud in the agricultural supply chain. According to [90], the blockchain maturity model has four levels: basic, intermediate, advanced, and expert. Each level involves a set of capabilities that a company must have to achieve that level. Therefore, the model can be used to see how well a company is doing with blockchain and find areas that need improvement.



The authors of [93] proposed a new way to manage trust in agricultural green supply chains using blockchain technology. They used game theory to model and analyse the trust-management problem and showed that their proposed approach could achieve efficient and secure trust management in agricultural green supply chains. The authors of [96] discuss how blockchain can be used to promote the development of green energy in smart agriculture and argue that doing so would create an innovative ecosystem of clean energy. They conclude that developing such an ecosystem is crucial to promoting green energy and achieving sustainable development. The study goal in [99] was to create a system that tracks the journey of food from farm to table. This would help quickly identify and contain contaminated products, reducing the spread of foodborne illnesses. In addition, it would create a more efficient and cost-effective system for recall procedures.



In [102], the authors studied how the COVID-19 pandemic has caused problems for farmers trying to get their products to consumers. Blockchain technology can help solve some of these problems by keeping a secure record of transactions. This could help reduce waste, ensure food is safe, and help farmers obtain better product prices. Blockchain technology can also help the agricultural sector reduce its carbon footprint. The use of blockchain technology in agricultural supply chains to improve traceability and transparency and create a more efficient and fair system is discussed in [105]. However, challenges need to be addressed before this can be achieved. Another study [108] concluded that the main barriers to adopting blockchain technology in the agricultural supply chain in India are a lack of awareness and knowledge and associated high costs. The study also found that the benefits of blockchain technology include increased transparency, traceability, and trust.



In [111], blockchain is presented as an opportunity to increase transparency and traceability, reduce costs, and increase efficiency. However, challenges remain in terms of scalability, interoperability, and governance. The authors of [114] report that blockchain can help to improve transparency and traceability, reduce costs and eradicate time delays, ensuring the quality of food products and protection from fraud. The authors of [117] discuss how blockchain technology could improve supply chains for agricultural products and how BigchainDB could help with this. BigchainDB is suitable because it enables data sharing in a secure and transparent way and allows people to interact without needing to trust one another. However, there are some difficulties with this kind of solution, such as ensuring that everyone agrees with the rules. In [120], the authors discuss how blockchain technology can be used to help with agriculture and supply chain management and how it can facilitate tracking food and ensuring that it is safe. They also discuss some of the challenges of using blockchain technology in agriculture, such as making sure everyone can use it and that it meets safety standards.



The authors of [123] discuss how blockchain technology can help build trust in agricultural product supply chains by providing a system to track the provenance of products and ensure that they are coming from trusted sources. In addition, blockchain can also be used to create transparency in the supply chain, which establishes trust between enterprises. In [52], the authors explore the potential of using blockchain technology to create a more efficient and transparent agricultural supply chain. They suggest that smart contracts help various supply chain actors share information and coordinate their activities more effectively. This would lead to improved traceability of food items, reduced costs, and improved efficiency. Another study [126] found that blockchain technology could make agricultural supply chains more efficient and transparent. However, the study had a constraint in that it could be applied only in a fast-growing economy. The authors of [128] discuss how blockchain technology can be used to improve soybean traceability in the agricultural supply chain. They explain how blockchain works and how it can be used to track the provenance of soybeans. They also discuss the benefits of using blockchain for soybean traceability, including improved transparency and efficiency in the supply chain.



In [131], the authors discuss how blockchain technology can help improve the food supply chain by creating a complete end-to-end solution, which can help with aspects such as transparency, traceability, and food safety. They also highlighted that some companies are already using blockchain in their agri-food supply chains. A system to track and manage food supply chains using blockchain technology and smart contracts is presented in [133]. The system includes a web-based interface to track the progress of food products from farm to table and a mobile app to allow farmers and producers to track the progress of their products in real time. The authors of [136] discuss how blockchain-based agri-food supply chains can be effectively managed using deep reinforcement learning. This is a technology that can be used to track and trace food items, as well as to manage and optimize supply chains. They presented a case study on how the technology has been used to improve agri-food supply chain management in China.



Another study [137] looked at how blockchain technology can be used in agricultural supply chain management. The study found that it had the potential to improve transparency and traceability in the supply chain, as well as reduce costs. This means that blockchain technology could be helpful in ensuring that food is safe and that farmers are paid sufficiently for their products. Another study [138] focused on the need to enhance supply chain management with desirable characteristics, such as checkpoints at every level. The argument for this criterion is made by demonstrating that poorly managed farms existed in an ancient nation with a long history of agriculture. Poor supply chain management or the lack of a mechanism for monitoring the flow of products at various stages of transportation was the main cause. According to [141], blockchain technology can help make the food supply chain safer and more efficient. Research shows that blockchain technology can improve food safety and customer satisfaction by deploying blockchain technology to increase transparency and traceability in the agricultural food supply chain [44].



In [144], the authors show that using IPFS technology with blockchain could help make the supply chain for agricultural products more transparent and secure and that it could help consumers easily trace the origins of products. The authors of [25] discuss how the Internet of Things (IoT) and blockchain could be used together in agriculture and food supply chains. They explain how these technologies can help to improve transparency (the ability to see what is happening), traceability (the ability to follow an item’s journey), and efficiency (the use of resources in the best way possible) in the supply chain. They also highlight some of the challenges that need to be addressed for the technology to succeed, such as ensuring everyone involved has access.



The authors of [53] discuss a novel food supply chain for finance based on the Internet of Things built on a blockchain ecosystem. The model is designed to improve efficiency and transparency and has the potential to benefit both food producers and consumers. The potential for blockchain technology in agricultural governance under a big-data platform is discussed in [65]. The authors suggest that blockchain and smart contracts could help track agricultural products’ origins and ensure food safety and quality.



A system that uses blockchain technology to keep track of food as it goes through the supply chain from farm to store is described in [10]. The system has four main parts: a blockchain platform to manage information and transactions, a digital ledger to keep track of everything, smart contracts to make sure everyone does their part, and an application layer for users to interact with the system. The authors of [68] explore how food supply chain traceability can be improved with the application of blockchain. The system would have such benefits as improved transparency and data security. They also argue that blockchain technology has the potential to help reduce food waste and improve food safety. IoT systems help farmers and manufacturers increase their competitiveness in the global market. In [70], the authors proposed that by using blockchain, the system could be further improved in a secure and transparent way to track the provenance of agricultural products from farm to table. In addition, the system would help to reduce fraud and counterfeit products in the supply chain.



In another study [72], a traceability system for agricultural supply chains based on blockchain technology in and around Indonesia was designed. In particular, the authors observed the chili commodity supply chain. The results showed a drastic improvement in traceability. The authors of [74] proposed a smart blockchain-based certification solution for agri-food and supply chain management [76]. They discussed the potential for using blockchain technology to create a secure traceability system for the ginger supply chain in Nepal. The technological potential of blockchain technology to optimize the supply chain on a digital platform is described in [79]. Blockchain technology can help create an efficient and transparent supply chain that can provide such benefits as improved security, reduced costs, and traceability. In addition, blockchain technology can also help to reduce fraudulent activities and improve customer satisfaction.



The authors of [82] present a SWOT analysis of the use of blockchain technology in sustainable agri-food supply chains in Vietnam. They found that blockchain technology has great potential to improve the traceability and transparency of agri-food supply chains, reduce transaction costs, and enable new business models. However, the authors also identified several challenges that need to be addressed for blockchain technology to be successfully implemented in Vietnam, including the lack of awareness and understanding among stakeholders, regulatory support, and technical capabilities. A system that allows users to connect with food suppliers and purchase food items directly from them is proposed in [85]. The system is based on blockchain technology, which makes it secure and transparent. It also has a mobile app, which makes it convenient for users to purchase food items.



Another study [88] examined the adoption of blockchain technology in supply chains between 2010 and 2020. The findings showed that blockchain adoption grew steadily during this period, with the number of related projects increasing from just a handful in 2010 to over 1000 by 2020. However, blockchain adoption remains relatively low, despite this growth, compared to other technologies, such as RFID and EDI. The study attributes this to the fact that blockchain is still a relatively new technology, and its potential applications in supply chain management are not yet fully understood. The authors of [91] discuss how blockchain and IoT can be used in agriculture and food supply chain management to improve interoperability among enterprises. They also describe how these technologies can be used to trace food items throughout the supply chain and to provide transparency and accountability.



Another study [94] discusses how blockchain technology can be used to create a third-party certification system for agri-food supply chains. The system uses smart contracts and blockchain tokens to track the movement of food products and ensure that they meet certain standards. This would provide greater transparency and traceability in the supply chain and could help to reduce food waste and fraud. The authors of [97] describe how small and medium enterprises (SMEs) used blockchain technology to create a more efficient and secure agricultural chain. The study also explores how cooperative strategies can help SMEs compete in the global market. The authors of [100] review how blockchain technology can be used to improve sustainability in agricultural supply chains. They discuss how blockchain can track the provenance of food products, increase transparency and traceability, and reduce fraud and waste. They also discuss the potential benefits and challenges of adopting blockchain technology in agricultural supply chains. Future prospects and the state of the art of blockchain technology, which can be used for the betterment of the supply chain, are presented in [103].



A number of advantages that the technology offers are described in [106], including transparency, traceability, and reduced costs. The study also highlights some challenges that need to be addressed before blockchain can be widely adopted in agriculture, such as the need for standardization and regulatory clarity. Although blockchain is a promising technology with the potential to increase transparency and efficiency in the food supply chain, according to [109], there are still many challenges to overcome before it can be widely adopted, such as the lack of standardization and interoperability. In [112], the authors explore how upcoming technologies can be used to create a more efficient and sustainable food system. The authors of [115] discuss the potential for blockchain technology to be used for agricultural supply chain management to improve food security and safety. It could be used to track the provenance of food products and ensure that they are safe to consume. This would provide greater transparency and traceability in the food supply chain, which would ultimately benefit consumers.



Another study [118] describes how a permissioned blockchain model for end-to-end traceability works and how it can be used to design and help organizations manage their supply chains more effectively and improve supply chain management. According to [121], the potential for blockchain to transform food and agricultural supply chains is significant. By providing a secure, decentralized ledger for tracking the provenance of food products, blockchain has the potential to increase transparency and traceability throughout the supply chain, from farm to table. This could help to address many of the challenges faced by the food and agriculture industries, such as food-safety concerns, fraud, and waste. In addition, blockchain-based applications have the potential to streamline supply chain logistics and improve coordination among stakeholders.



Blockchain technology can help improve the risk management of agricultural product supply chains. It can serve as a decentralized platform for data sharing and information exchange, as stated in [124]. The advantages of using blockchain technology in the agricultural product supply chain are as follows: it can provide a decentralized platform for data sharing and information exchange, which can reduce the cost of data collection and information sharing; it can help build trust among participants in the supply chain and thus improve coordination; it can provide a transparent and traceable platform for tracking the movement of agricultural products and ensuring food safety, and it can help reduce fraudulent activities in the supply chain.



In [56], the authors designed a model based on blockchain that was intended to assist small and medium enterprises (SMEs) in obtaining financing, reducing costs, and increasing transparency and traceability. According to [127], farmers and food producers can use blockchain to track their products from farm to table, ensuring that consumers know exactly where their food comes from and that it has been handled safely and responsibly. This would create a more transparent and efficient food system, which would benefit both producers and consumers. As described in [129], RiceChain is a blockchain-based framework that enables secure and traceable rice supply chains. It was proposed by researchers at the National University of Singapore (NUS). The framework utilizes smart contracts and IoT technologies to provide end-to-end traceability of rice throughout the supply chain, from farmers to retailers. This allows for better management of the quality and safety of rice, and it can reduce fraudulent activities, such as adulteration.



The authors of [132] discuss how blockchain technology can be used along with the Internet of Things (IoT) to create a more efficient and effective food supply chain. They note that blockchain provides a secure and transparent way to track data, while IoT devices can provide real-time information on the condition of food products. By combining these two technologies, it is possible to create a system that can track food from farm to table and identify issues in the supply chain in near-real time. Such a system could potentially help to reduce food waste, improve food safety, and increase efficiency in the food supply chain. In [134], the authors showcase how blockchain can be used to devise a supply chain system for dairy and dairy products. A novel way to use blockchain technology to store and manage the data collected from greenhouse sensors securely is proposed in [46]. These data are then used to provide an optimal greenhouse environment. A comprehensive guide to the dynamic and rapidly evolving world of digital agriculture is presented in [38]. The study covers the history and origins of digital agriculture, the theoretical underpinning of blockchain technology, and practical usage in the agricultural sector. A blockchain service platform that uses IoT sensors to provide farm-to-fork traceability is presented in [139]. The platform is designed to help farmers and food producers track the provenance of their products and ensure food safety. The authors also describe how the platform works and how it can benefit farmers and food producers.



A decentralized sustainable agriculture architecture designed based on blockchain is described in [50]. The proposed system aims to create a decentralized marketplace for agricultural products and services and provide farmers with access to data and resources that could help them improve their operations. The authors also discuss the challenges associated with implementing such a system and the potential benefits it could bring to the agricultural sector. A novel application of technology that could help improve the quality and safety of food products is presented in [143]. By tracking the movement of food products from farm to table, blockchain and IoT can help to identify issues and contamination sources quickly, allowing for rapid recall of affected products. This traceability solution can also help to reduce food waste by providing data on where and when food is wasted.



Another study [145] explores the potential of using blockchain technology to create a food traceability system in agriculture. The paper discusses the various benefits of using blockchain technology, such as its ability to provide a secure and tamperproof system and its potential to reduce costs and increase efficiency. The paper also outlines the challenges associated with implementing such a system, including the need for interoperability among stakeholders and the lack of standardization in the agricultural sector. The potential of blockchain technology to improve food traceability in smart agriculture is explored in [147]. The authors developed a prototype system that uses blockchain to track food items throughout the supply chain, from farm to table. The system was tested and evaluated with real-world data to assess its feasibility and effectiveness.



Another paper [149] presents a blockchain-enabled provenance system for the food industry that uses advanced deep-learning techniques. The system is designed to optimize the food supply chain and improve traceability. The paper describes how the system works and how it can be used to improve food safety and quality control. The authors of [66] discuss how blockchain technology can create a decentralized system for tracking and tracing agricultural products in India. They proposed a system in which each farmer would have a unique ID and all transactions would be recorded on a blockchain. This would allow for full transparency and traceability of products, from farm to table. The authors also discuss the potential benefits of such a system and the challenges that need to be addressed before it can be implemented.



Blockchain technology lacks standardization and regulation, which could impede its adoption by agricultural producers. Agricultural producers who are considering using blockchain technology for food transparency should consider the advantages and drawbacks, as presented in [67]. An agriculture-based blockchain and food-chain network that can help farmers trace their products is presented in [69]. In [71], a system is designed to track the movement of agricultural products from farm to table, with their quality monitored throughout the supply chain using blockchain technology. In [73], the authors note that such a system would provide high data integrity and availability. A blockchain-based traceability system for vegetables and fruit was proposed in [75].



The system makes use of RFID tags and sensors to track the movement of products from farm to table, with the blockchain acting as a data store, providing an immutable record that can be used to verify the authenticity of products. The system also includes a mobile application that allows consumers to scan RFID tags. The application of blockchain technology in cold food chain logistics has broad prospects. Cold chain logistics and traceable systems for fresh agricultural products based on blockchain technology were researched in [77]. The authors noted that such a system could provide a technical guarantee for the whole process of food-safety tracking from source to table. Work on the application of the Vennia algorithm to achieve traceability for agricultural e-commerce using a dual-chain blockchain is reported in [80]. A blockchain-empowered data supervision, sharing, and privacy-protection scheme for a secure and trusted agricultural product traceability system is presented in [83]. The proposed scheme overcomes the single point of failure inherent in traditional traceability systems. It also provides fine-grained data access control to ensure that only authorized users can access the data. In addition, the scheme is designed to be resilient to Byzantine attacks.



Agricultural product traceability technology based on information supervision and cloud architecture is proposed in [86]. The authors believe that this technology could provide an effective way to improve the economic value of agricultural products. They suggest that a cloud-based agricultural product traceability system could be used to improve supply chain management efficiency and reduce costs. The authors of [89] designed a blockchain-based system that uses machine learning to improve the accuracy of sensing and tracking. The scheme discussed in [92] is based on the Hyperledger fabric, and it uses digital signatures and hashes to ensure data authenticity. The scheme also includes a mobile application that allows users to track the progress of their products through the supply chain.



According to [95], technology can provide a complete and reliable traceability system for agricultural products. This can improve the management of products and provide more information for consumers, improving the overall quality of agricultural products. A novel system that uses blockchain technology for the origin traceability of agricultural products is presented in [98]. The system consists of three nodes: farmer, buyer, and auditor. The farmer nodes are responsible for registering the information of agricultural products, buyer nodes for tracing the origins of the products, and auditor nodes are used to verify the authenticity of the information registered by the farmer nodes. Blockchain technology and its impact on agriculture are discussed in [101].



The potential application of blockchain technology in agricultural product traceability systems and the advantages of using blockchain technology in agriculture are discussed in [104]. In [107], the authors explore the use of blockchain technology to increase transparency and reduce information asymmetry in the perishable agricultural product supply chain. The authors develop a model to assign values to blockchain technology considering demand uncertainty and different levels of information asymmetry. The results show that blockchain technology can increase supply chain efficiency and improve market outcomes.



The authors of [110] discuss the potential application of blockchain technology in agricultural product traceability systems and highlight the key features that make it suitable for this purpose. A strategy for using blockchain nodes in an agricultural product traceability system is proposed in [113]. The system uses a permissioned blockchain, and the nodes are deployed on virtual machines in different data centers. The deployment process is described in detail, including the nodes’ and network configuration. The authors also discuss how to optimize the system for performance and scalability. According to [116], cloud, blockchain, and IoT technologies can potentially enhance productivity and efficiency in the agriculture sector by providing greater transparency and traceability of food products, improving supply chain management, and reducing waste.



Another paper [119] presents a deep learning-based intrusion-detection system for distributed denial of service (DDoS) attacks in Agriculture 4.0. The proposed system uses a deep-learning algorithm to learn the features of normal and abnormal network traffic and then uses these features to detect DDoS attacks. The system was evaluated using a real-world dataset, and the results showed that it could effectively detect DDoS attacks with high accuracy. An app using blockchain technology to create a decentralized marketplace where buyers and sellers can connect and trade without the need for a third party is proposed in [122]. This would allow farmers to obtain better prices for their products and buyers to obtain access to fresh local produce. An integrated IoT–blockchain-based smart-agriculture system to achieve efficient and secure data collection, storage, and sharing among stakeholders is presented in [43]. The system has four major components: an IoT platform for data acquisition, a blockchain platform for data storage and sharing, a machine-learning platform for data analysis, and a mobile application for user interaction. The proposed system was implemented in a greenhouse in Taiwan, and the experimental results showed that it could effectively improve the efficiency of data collection, storage, and sharing and provide better security and privacy protection.



A system designed to provide a decentralized, tamperproof, and transparent data storage platform for collecting, analyzing, and sharing crop-breeding data is proposed in [125]. The system has three layers: data, application, and smart contract. The data layer is responsible for storing the raw data collected from field trials. The application layer provides an interface for users to access and query the data. The smart-contract layer defines the rules for data sharing and access control. The authors of [31] provide a comprehensive review of the use of blockchain technology in sustainable e-agriculture. They discuss the potential of blockchain for data management in agriculture, suggest a number of implications for research and practice, and describe how blockchain can support sustainable e-agriculture initiatives.



The authors of [130] discuss blockchain efficiency in the agricultural sector. They highlight how the technology can be used to track food supply chains, record land ownership and transactions, and manage agricultural data. They also discuss the potential benefits of blockchain technology for small-scale farmers, including increased transparency and traceability of food products and reduced transaction costs. The authors of [55] discuss how the process of loan distribution can be streamlined in the agricultural sector. They suggest that by using information and communications technology (ICT), the process can be made more efficient and less time-consuming. They also suggest that by using ICT, the quality of information available to lenders could be improved, which would, in turn, improve the decision-making process. Technology for the development of smart agriculture based on blockchain technology and dividing it further into stages is described in [135]. The first stage is the development of basic public infrastructure, which includes the construction of public chains, wallets, and exchanges. The second stage is the development of application-specific chains designed for such applications as smart contracts, decentralized applications (DApps), and decentralized autonomous organizations (DAOs). The third stage is the development of industry-specific chains designed for such processes as supply chain management, the Internet of Things (IoT), and big data. The fourth stage is the development of cross-chain interoperability, which allows different blockchain networks to communicate with each other.



The authors of [47] describe how blockchain can provide a secure and efficient data-management platform for the agricultural industry while reducing the costs associated with data breaches. In [42], the authors present a scheme that can be used to manage big data and knowledge in a decentralized manner. The scheme uses a directed acyclic graph data structure that can be used to track the movement of resources, information, and money in a transparent and secure way. The scheme also allows for the creation of smart contracts that can be used to automate transactions between parties. Another paper [140] proposes a control strategy for time-shifting agriculture loads and local consumption of photovoltaic power based on an energy blockchain. The strategy can ensure the effective use of renewable energy and optimize the allocation of renewable energy resources, reduce waste, and improve efficiency. A blockchain-based flexible double-chain architecture that can be used to optimize performance and sustainability in agriculture is described in [142]. The architecture consists of a primary chain and a secondary chain. The primary chain stores data and transactions, while the secondary chain validates and processes transactions. This architecture allows for more flexibility and scalability than traditional blockchain architectures. The paper also discusses how this architecture can be used to improve sustainability in agriculture by reducing waste, improving traceability, and increasing transparency.



Intellectual property theft is a major concern in the field of IoT-based precision agriculture [48]. Software-defined networking (SDN) can help mitigate this problem by providing a centralized way to manage and monitor network traffic. By identifying and blocking suspicious traffic, an SDN can help to prevent data theft and other attacks. The potential of blockchain technology to improve agricultural food product provenance is explored in [146]. The paper provides an overview of blockchain technology and its potential applications in food product manufacturing. The paper also discusses the challenges associated with implementing blockchain technology in manufacturing and provides recommendations for overcoming these challenges. A blockchain-based system that can be used to track the origin of chicken products is discussed in [148]. The system uses RFID tags to track the location of chicken products throughout the supply chain from farm to table. The system is designed to increase transparency and traceability in the food supply chain by helping consumers make well-informed choices about the products they purchase.




3.5. Application of Blockchain in Livestock Management


The application of blockchain technology in livestock management can help to improve the accuracy and efficiency of the stock-management process, as presented in Table 6. With blockchain, the entire process can be digitized and made transparent, making it error-proof and improving the accuracy of stock data. In addition, blockchain can help to streamline the stock-management process by automating the tracking and recording of transactions. All these in the framework make this more efficient and optimize the time required to complete transactions.



In the United States, blockchain technology is used to increase the beef industry’s transparency and traceability. A study [150] sought to understand how US consumers value these benefits when making purchasing decisions. The study found that US consumers are willing to pay a premium for beef that is sourced through a blockchain traceability system. Willingness to pay was highest among those who valued transparency and food safety and lowest among those who were concerned about privacy. These findings suggest that there is a market for blockchain-traced beef in the United States. In [152], the authors proposed a blockchain-based platform for fish farmers to store their data securely. The platform is aimed at providing farmers with secure and tamperproof storage of large agricultural data. The efficiency and usability of the system, demonstrated through a series of experiments, show exceptional benefits.



A blockchain-based reconciliation mechanism to improve consumer trust in beef supply chain traceability is proposed in [64]. The mechanism allows for the reconciliation of data among stakeholders in the supply chain, including farmers, processors, retailers, and consumers. This would provide a transparent and tamperproof record of the journey of beef from farm to table and ensure that all stakeholders have access to the same information. The authors argue that this would improve confidence in the safety and quality of beef products, as well as increase transparency and traceability throughout the supply chain. A quality-monitoring system for waterless transportation of live fish based on wireless sensors and blockchain technology is presented in [151]. The system monitors various parameters related to the quality of the water, such as temperature, pH, dissolved oxygen, and ammonia levels. Collected sensor data are stored on a blockchain, which allows for transparent and tamperproof data collection and analysis. The system was evaluated using a case study involving the transport of live fish from China to Japan. The results showed that the system was able to monitor the water quality throughout the journey effectively, and the fish arrived in good condition.



Blockchain technology can help improve animal and animal product traceability [153]. It can help improve the safety and quality of animal products and reduce the cost of animal production and health care. A blockchain-based system that can be used to track the origin of chicken products is discussed in [148]. The system uses RFID tags to track the location of chicken products throughout the supply chain from farm to table. The system is designed to increase transparency and traceability in the food supply chain and keep the consumer informed of the choices they make in purchasing a product.




3.6. Application of Blockchain in Agriculture for Industrialization and Commercialization


The application of blockchain technology in agriculture for industrialization and commercialization could revolutionize the sector, as presented in Table 7. The technology can help bring transparency and efficiency to the sector by tracking the movement of goods and crops from farm to table. It can help prevent food fraud and ensure food safety. The technology can also help reduce waste and improve logistics.



Studies report that the use of blockchain technology can provide socioeconomic security in the agriculture sector [154], improve supply chain management in Indian agriculture [155], and enable marketplace innovation and smart-contract performance evaluation [156]. Another study noted that an IoT blockchain network could help with optimal smart contracts for an autonomous greenhouse environment [157]. A dual-chain blockchain for agriculture e-commerce traceability is presented in [58].



The adoption of blockchain in a cross-border agricultural supply chain by an overseas supplier is described in [106]. The authors of [164] show that blockchain technology can promote the development of agricultural products using an e-commerce model in Jilin Province. With the help of blockchain technology, agricultural products can be easily traced, and the quality of the products can be guaranteed. In addition, blockchain technology can reduce transaction costs and improve the efficiency of agricultural product e-commerce. A three-in-one agricultural product e-commerce logistics model based on blockchain technology is discussed in [166]. The model includes information, logistics, and a service platform. The proposed model saves resources, improves efficiency, and can be used to create a trust system. The authors of [168] report that the development of agricultural product e-commerce in China is facing many challenges, such as the fragmented and scattered nature of the market, the lack of a unified standard for agricultural products, and the difficulty in tracing their source. However, with the help of blockchain technology, these problems can be effectively solved. Blockchain technology can provide a decentralized platform for agricultural product e-commerce, which can help to build a trustless and transparent trading environment. It can also help trace agricultural product sources and ensure food safety. In [170], the authors discuss an IoT based on distributed ledger technologies used in precision agriculture. The proposed system uses blockchain technology to manage data collected from sensors and devices deployed in the field and share the data among stakeholders in the supply chain. The system also uses smart contracts to automate decision-making and transactions.



A simulated organic vegetable production and marketing environment using the Ethereum blockchain is presented in [172]. The environment consists of three types of actors: farmers, distributors, and consumers. Farmers produce organic vegetables and sell them to distributors. Consumers purchase organic vegetables from distributors. The whole process is tracked and made transparent by the Ethereum blockchain. The data collected from a simulated environment showed that blockchain technology could improve the efficiency of organic vegetable production and marketing efficiency. According to [174], using blockchain technology in the agricultural sector can increase traceability and transparency in the food supply chain and improve the efficiency of agricultural production and logistics. However, the challenges are not small and need to be addressed before blockchain technology can be widely adopted in the agricultural sector, including the need for more research and development, regulatory clarity, and industry-wide collaboration. The authors of [38] collated a comprehensive guide to the dynamic and rapidly evolving world of digital agriculture. It covers the history and origins of digital agriculture, the theoretical underpinning of blockchain technology, and practical applications of this technology in the agricultural sector. Another study [175] looked at the potential of blockchain technology in different industries in Turkey and found great potential for its use. However, the study also found that some challenges must be addressed before blockchain technology can be fully implemented in these industries.



The authors of [176] discuss how blockchain is becoming widely adopted and can help reduce the cost of financing for farmers and agribusinesses, as well as improve transparency and traceability in the food supply chain. Ways to connect farmers with other stakeholders are discussed in [141]. Farmers can use blockchain to connect with other stakeholders in the agricultural industry, including suppliers, buyers, and distributors. This would allow for a more efficient and transparent supply chain and better prices for farmers. In addition, blockchain could be used to track the provenance of food products, ensuring that they are safe and of high quality. The value-integration mode of the agricultural e-commerce industry chain based on the Internet of Things and blockchain technology is discussed in [178]. The authors believe that applying these technologies can help to improve the efficiency of the agricultural e-commerce industry chain and promote the development of rural areas. A blockchain-enabled provenance system for the food industry that uses advanced deep-learning techniques is presented in [149]. The system is designed to optimize food supply chains and improve traceability. The paper describes how the system works and how it can be used to improve food safety and quality control. Another study [158] analyzed the potential of using blockchain technology in sustainable e-agriculture. The results showed that blockchain technology could help to improve the transparency and traceability of the food supply chain, which can, in turn, help to improve food safety and quality control. In addition, blockchain technology can help to reduce the costs associated with e-agriculture by simplifying supply chain management and reducing transaction costs. As described in [159], the Rootnet protocol is a permissioned blockchain-based agriculture network that allows farmers to connect with their peers and buyers in a decentralized marketplace. The protocol uses smart contracts to facilitate transactions and ensure that all parties can trust each other. The Rootnet protocol is designed to provide a more efficient and transparent way for farmers to sell their products, and allows buyers to purchase products directly from farmers.



A blockchain-based system that can track farming activities and enhance trust in the community-supported agriculture (CSA) model is discussed in [160]. The system uses smart contracts to track various aspects of the farming process, from planting and harvesting to the distribution of produce. This would allow CSA members to have a transparent view of how their food is produced and could help build trust in the CSA model. Another study [87] found that blockchain technology can effectively trace agricultural products’ origins and ensure food safety. The study also showed that the blockchain-based traceability system could help reduce fraudulent activities in the agricultural supply chain. A remote user-authentication scheme using private blockchain-based secure access control for agriculture-monitoring systems was proposed in [162]. The system consists of three entities: a user, an agricultural monitoring center (AMC), and a private blockchain. The user generates two public/private key pairs and registers the public keys with the AMC. Users who want to access the system need to prove their identity to the AMC by signing a message with their private key. If the AMC verifies the signature, it issues a request to the private blockchain for the user’s permission to access the system. The potential of blockchain technology in agriculture and how it can help with the economic reform of the agricultural sector is discussed in [165]. The study highlights how blockchain can be used to create a more transparent and efficient food supply chain and traceability of food products. It also discusses how blockchain can help to reduce waste in the agricultural sector and create new opportunities for farmers.



In [167], the authors note that blockchain technology’s legal and regulatory framework is still in its infancy. However, several countries have already begun to develop regulations and laws relating to blockchain and digital currencies. In the European Union, the European Commission has published several directives and regulations, including reports by the European Union Blockchain Observatory and Forum on blockchain regulations. In [169], the authors discuss how blockchain technology can be used to create a sustainable food economy. They argue that blockchain can help create a direct connection between consumers and producers and could lead to more sustainable production practices. They also discuss how blockchain could be used to trace food products and how this would allow consumers to make more informed choices about the food they purchase. Another paper [52] explores the potential of using blockchain technology in the agricultural supply chain to create a more efficient and transparent system. The authors suggest that by utilizing smart contracts, the various actors in the supply chain would be able to share information and coordinate their activities more effectively. This would lead to improved traceability of food items, reduced costs, and improved efficiency.



A blockchain-based farmer’s credit scheme called KRanTi launched in India is discussed in [37]. The scheme is designed to help small and marginal farmers access credit more easily. The paper also discusses how the scheme works and how it is expected to help improve the efficiency of the agricultural food supply chain in India. Studies on supply chain management (SCM) initiatives can be found in the literature [61] regarding agri-food traceability and SCM, as well as digital ledgers and distributed ledger technology (DLT). Applying blockchain technology to agri-food SCM is a relatively new area of research, with most studies published in the last two years. Nevertheless, the extant literature provides a range of insights into the potential for blockchain technology to support sustainable agriculture initiatives, including by enhancing transparency and traceability, reducing transaction costs, and improving data quality and security.



Another study [49] used bibliometric analysis to map the research trends in blockchain technology in the food and agriculture industries. The results showed that supply chain management, food safety, and traceability were the most frequent research topics. The potential of blockchain technology in improving product supply chains in the agricultural sector is discussed in [117]. The study specifically focuses on using BigchainDB for this purpose, highlighting its advantages for product supply chains, including its ability to provide a secure and transparent platform for data sharing and facilitate trustless interactions between parties. The paper also discusses some of the challenges associated with implementing such a solution, including the need for regulatory clarity and having to overcome technical challenges. Finally, methods to improve supply chain management in agriculture in India using blockchain-based technology are proposed in [138].



Secure commercialization in agriculture using blockchain is a cutting-edge technology that can help farmers and other agricultural businesses secure their commercial operations [177]. This technology can help farmers track their products and ensure that they are getting the best possible price and can sell their products in a safe and secure environment. In [135], the authors developed a path for smart agriculture based on blockchain technology with an emphasis on cross-chain interoperability, which allows different blockchain networks to communicate with each other.



The authors of [39] created a blockchain-based system for smart agriculture that uses the Internet of Things (IoT) to improve transparency, security, and quality control in the food supply chain. The system uses sensors and IoT devices to collect data on various aspects of food production, including weather conditions, soil moisture levels, and crop growth. The data are used to track the progress of crops from farm to table and ensure that they meet safety and quality standards.



A deep learning-based intrusion-detection system for distributed denial of service (DDoS) attacks in Agriculture 4.0 is presented in [119]. The proposed system uses a deep-learning algorithm to learn the features of normal and abnormal network traffic and then uses these features to detect DDoS attacks. The system was evaluated using a real-world dataset, showing that it could effectively detect DDoS attacks with high accuracy. Intellectual property theft is a major concern in IoT-based precision agriculture. Software-defined networking (SDN) can help mitigate this problem by providing a centralized way to manage and monitor network traffic. By identifying and blocking suspicious traffic, SDN can help to prevent data theft and other attacks [48]. In addition, an innovative smart contract-based marketplace for automatic trading is introduced in [161].



The authors of [116] showed that blockchain and IoT technologies could potentially enhance productivity and efficiency in the agriculture sector by providing greater transparency and traceability of food products, improving supply chain management, and reducing waste. AgroChain is a blockchain platform that enables farmers to connect with agribusinesses and consumers transparently and efficiently [163]. The platform can help reduce the risk of fraudulent activities while providing a better way for farmers to track their product quality and quantity. In addition, AgroChain allows farmers to receive payments promptly and provides them with access to new markets. A blockchain-based reconciliation mechanism to improve consumer trust and traceability is proposed in [64]. The mechanism allows for the reconciliation of data among stakeholders in the supply chain, including farmers, processors, retailers, and consumers. This provides a transparent and tamperproof record and increases transparency and traceability throughout the supply chain.



The coupling mechanism and development prospect of a clean-energy ecosystem in smart agriculture based on blockchain is discussed in [96]. The authors argue that using blockchain in smart agriculture would promote the development of clean energy and create an innovative ecosystem of clean energy. They conclude that their innovation is important for developing clean energy and achieving sustainable development.



The authors of [126] found that blockchain technology could increase transparency and efficiency in agricultural supply chains and help promote circularity. However, the study was conducted in a fast-growing economy, so the findings may not be generalizable to other contexts. The authors of [171] performed a SWOT analysis of blockchain technology to assess its potential to revolutionize various industries and the economy. The analysis showed the following results. Strengths were that blockchain technology is decentralized, transparent, and secure and has the potential to increase efficiency and reduce costs in various economic activities. Weaknesses were that blockchain technology is still in its early stages of development and adoption, and there is a lack of regulatory clarity surrounding its use in the economy. Opportunities identified were that blockchain technology can be used to create new economic models and improve existing ones, as well as facilitate international trade and reduce cross-border transaction costs, while threats identified were that misusing blockchain technology could lead to economic crimes, such as money laundering and tax evasion. There is also a risk that the decentralization of blockchain could lead to market manipulation by central authorities.



An agricultural trade-export algorithm in the blockchain-enabled Internet of Things is proposed in [173]. The algorithm is based on the concept of an optimal path and employs a two-stage optimization process to find the optimal path for each farmer. The first stage selects the most efficient agricultural production units from a set of available units, and the second stage determines the order in which these units should be operated to minimize the overall cost of production. Their algorithm was tested on a real-world dataset, and the results showed that it outperformed existing algorithms in terms of efficiency and effectiveness.



A greenhouse environment-based autonomous smart contract on an IoT blockchain network for agriculture is proposed in [46]. The authors of [91] discuss how blockchain and IoT can be used in agriculture and food supply chain management to improve interoperability among enterprises. They also describe how these technologies can be used to trace food items throughout the supply chain and provide transparency and accountability. The authors of [112] explore how upcoming digital technologies could be used to create a more efficient and sustainable food system. A dual-chain blockchain for e-commerce traceability in the agricultural domain is presented in [80], and a method for market expansion and overseas agricultural supply chain is proposed in [78]. According to [179], blockchain technology has the potential to provide a more secure and transparent way to connect and trade for smallholder farmers and buyers. This could help reduce the risk of fraud and corruption and ensure fair prices. Blockchain could also help trace the provenance of food products, making it easier to track food-safety issues. In [86], the authors discuss research on product traceability technology based on supervision and cloud computing. They suggest that a cloud-based agricultural product traceability system could be implemented along with blockchain to improve efficiency and reduce the cost of supply chain management.




3.7. Application of Blockchain in Agriculture for Production, Management, and Governance


The use of blockchain technology in agriculture is still in its early stages. Nevertheless, there are already a few notable examples of how the technology is being used to improve food production, management, and governance, as presented in Table 8. One example is using blockchain technology to create a secure, tamperproof system for tracking food products from farm to table. This can help ensure the quality and safety of food products and help reduce food fraud. Another example is using blockchain technology to create a decentralized system for managing food production. This can help reduce the need for central authorities to control food production and create a more transparent and efficient food production system. Finally, blockchain technology can also be used to improve the governance of food systems. For example, it can create a more transparent and accountable system for tracking food subsidies and other food-related government programs.



A novel application of blockchain technology that can help improve the quality and safety of food products is presented in [143]. By tracking the movement of food products from farm to table, blockchain and IoT can help to identify issues and contamination sources quickly, allowing for rapid recall of affected products. This traceability solution can also help to reduce food waste by providing data on where and when food is wasted. An organic vegetable production and marketing environment simulation using the Ethereum blockchain is presented in [172]. The environment consists of three actors: farmers, distributors, and consumers. Farmers produce organic vegetables and sell them to distributors. Consumers purchase organic vegetables from distributors. The whole process is tracked and made transparent by the Ethereum blockchain. The data collected from the simulated environment show that blockchain technology can improve the efficiency of organic vegetable production and marketing. The authors of [106] discuss how blockchain technology can be used to improve economic efficiency and supply chain management in agriculture. They cite several advantages that the technology can offer, including transparency, traceability, and reduced costs. They also highlight some challenges that need to be addressed before blockchain can be widely adopted in agriculture, such as the need for standardization and regulatory clarity. A new blockchain-based algorithm that could potentially be used to manage the distribution of new and renewable energy resources is proposed in [180]. The algorithm is designed to allow for secure, efficient, and decentralized management of these resources. The authors of [38] composed a comprehensive guide to the dynamic and rapidly evolving world of digital agriculture. It covers the history and origins of digital agriculture, the theoretical underpinning of blockchain technology, and practical applications of this technology in the agricultural sector.



According to [153], blockchain technology can help to improve the traceability of animal and animal products. It can help to improve the safety and quality of animal products and reduce the cost of animal production and health care. According to [141], farmers can use blockchain to connect with other stakeholders in the agricultural industry, including suppliers, buyers, and distributors. This would allow for a more efficient and transparent supply chain and better prices for farmers. In addition, blockchain could be used to track the provenance of food products, ensuring that they are safe and of high quality. The authors of [139] discuss a blockchain service platform that uses IoT sensors to provide farm-to-fork traceability. The platform is designed to help farmers and food producers track the provenance of their products and ensure food safety. They describe how the platform works and how it can benefit farmers and food producers. The authors of [160] discuss a blockchain-based system that can be used to track farming activities and enhance trust in the community-supported agriculture (CSA) model. The system uses smart contracts to track various aspects of the farming process, from planting and harvesting to the distribution of produce. This would allow CSA members to have a transparent view of how their food is produced and could help build trust in the CSA model. Blockchain technology’s legal and regulatory framework is still in its infancy [167]. However, several countries have already begun to develop regulations and laws related to blockchain technology and digital currencies. In the European Union, the European Commission has published several related directives and regulations, including reports by the European Union Blockchain Observatory and Forum on blockchain regulations.



Farmers in India often have difficulty obtaining agricultural machinery, such as tractors, due to a lack of coordination and information [187]. A collective blockchain-based agricultural machinery scheduling system could help rural farmers in India by providing a decentralized platform to coordinate the use of agricultural machinery. The system would allow farmers to request the use of specific machines, and service providers would be able to respond to these requests. The system would also provide transparency on machine availability and pricing, allowing farmers to make informed decisions about when and how to use the machines. The application of blockchain technology in production agriculture offers many potential benefits, including improved traceability, transparency, and efficiency in supply chains and better management of data and information [181]. In addition, blockchain-based applications can reduce costs and increase revenues for farmers and other stakeholders in the agricultural sector. However, challenges remain in scalability and adoption, and further research is needed to assess the feasibility and impact.



An app that allows small farmers in developing countries to sell their produce directly to buyers is proposed in [122]. The app uses blockchain technology to create a decentralized marketplace where buyers and sellers can connect and trade without needing a third party. This allows farmers to obtain better prices for their products and buyers to access fresh local produce. AgroChain is a blockchain-based platform that enables farmers to connect with agribusinesses and consumers transparently and efficiently [163]. The platform can help reduce the risk of fraudulent activities while providing a better way for farmers to track their products’ quality and quantity. In addition, AgroChain allows farmers to receive payments in a timely manner and provides them with access to new markets. The authors of [55] discuss how the process of loan distribution in the agricultural sector can be streamlined. They suggest that by using information and communications technology (ICT), the process can be made more efficient and less time-consuming. They also suggest that by using ICT, the quality of information available to lenders can be improved, which would, in turn, improve the decision-making process. Secure commercialization in agriculture using blockchain technology is a cutting-edge approach that can help farmers and other agricultural businesses secure their commercial operations [177]. This method can help farmers track their products and ensure they obtain the best possible price. It can also help ensure that farmers can sell their products in a safe and secure environment.



The authors of [135] describe the development path of smart agriculture based on blockchain technology, which includes the construction of basic public chains, wallets and exchanges, DApps, DAOs, IoT, and big data. The authors of [25] discuss how IoT and blockchain can be used in agriculture and food supply chains. They explain how these technologies can help to improve transparency, traceability, and efficiency in the supply chain. They also highlight some of the challenges to be resolved to make the ecosystem successful. The authors of [59] present a system that uses blockchain technology to manage data and interactions among parties in the agricultural industry. They explain how the system works and discuss the advantages and challenges of using blockchain in this way.



Another study [122] describes an app that allows farmers to sell their products directly to buyers using blockchain technology to create a decentralized marketplace. This marketplace does not require a third party, allowing farmers to obtain better product prices. Buyers also have access to fresh local produce. The authors of [186] discuss how blockchain technology can be used to create a water-management system in precision agriculture. The system would be used to track water usage and ensure that it is used efficiently. They argue that using IoT devices is a cost-effective way to collect data and can be used to create a trustless system.



A system that uses a blockchain ledger to store data collected from various IoT sensors is proposed in [188]. The data are used to generate smart contracts that are executed automatically to control the release of water from the irrigation system. The system also uses a mobile application to provide farmers with real-time information about their crops’ status and the irrigation system’s water level. A system that uses IoT devices to collect data from the field and store it on a blockchain is proposed in [182]. The data are used to generate insights that can help farmers with irrigation and water management. The system is designed to be decentralized, secure, and transparent.



According to [48], intellectual property theft is a major concern in the field of IoT-based precision agriculture. Software-defined networking (SDN) can help mitigate this problem by providing a centralized way to manage and monitor network traffic. By identifying and blocking suspicious traffic, SDN can help to prevent data theft and other attacks. The authors of [183] discuss how blockchain-based context-aware authorization management can be used in IoT ecosystems. They explain how this would work and the benefits it would bring.



Data immutability and event management via blockchain on the Internet of Things are discussed in [184]. The advantages of using blockchain in agriculture, such as its tamperproof and distributed nature, are discussed in [185]. The authors also outline some challenges to address before blockchain can be widely adopted in agriculture, such as data interoperability and security. The authors of [122] developed an app that allows small farmers in developing countries to sell their produce directly to buyers. The app uses blockchain technology to create a decentralized marketplace where buyers and sellers can connect and trade without the need for a third party. This allows farmers to obtain better prices for their products and buyers to obtain access to fresh local produce.



The authors of [186] discuss the potential of using IoT devices to provide data for a water-management system based on blockchain for precision agriculture. The system would be used to track water usage and ensure that it is efficient. They argue that using IoT devices is a cost-effective way to collect data and can be used to create a trustless system. An approach to greenhouse systems based on blockchain-enabled optimization that can help reduce energy consumption more than the existing baseline system is presented in [46].



The authors of [91] discuss how blockchain and IoT could revolutionize agriculture and food supply chain management by improving enterprise interoperability. They also describe how these technologies can be used to trace food items throughout the supply chain and provide transparency and accountability. The authors of [112] discuss how the latest digital technologies can be used to create a more efficient and sustainable food system. The authors of [65] discuss the potential of blockchain technology to help with agricultural product governance under a big-data platform. They suggest that blockchain could be used to help track the origins of agricultural products and to ensure food safety and quality. They also discuss the potential for smart contracts to be used in agricultural product supply chains.




3.8. Limitations, Challenges, Issues, and Importance in the Application of Blockchain in Agriculture


The agricultural sector is one of the most important sectors of the economy, but it is also one of the most challenging to modernize. There are several limitations, challenges, and issues that need to be addressed to apply blockchain technology in agriculture, as presented in Table 9. The first challenge is that the agricultural sector is very complex, and many stakeholders are involved: farmers, processors, distributors, retailers, and consumers. These stakeholders have different interests and needs, and reaching a consensus is not always easy. Another challenge is that the agricultural sector is very data-intensive. Large quantities of data need to be collected and processed to make informed decisions, including weather data, soil data, crop data, and market data. Another challenge is that the agricultural sector is very time-sensitive. Decisions need to be made quickly to take advantage of opportunities and avoid losses. The sector also faces many challenges due to climate change, including such factors as droughts, floods, and pests. Finally, the importance of the agricultural sector cannot be overstated. The sector is responsible for providing food for the entire population and plays a significant role in the economy. Blockchain technology has the potential to help the agricultural sector overcome some of the limitations and challenges and help it become more efficient and productive.



AgroChain, a blockchain-based platform that could help reduce the risk of fraudulent activities, is presented in [163]. According to [40], blockchain can help reduce the incidence of fraud and counterfeiting in the supply chain, provide digital identification for livestock, and aid in reducing land ownership disputes. The authors of [189] discuss a blockchain/IoT-based method for storing and sharing information in a secure and decentralized manner. The authors of [190] highlight the advantages of blockchain, such as decentralization, tamper resistance, and traceability, and how it can help farmers overcome numerous challenges, such as a lack of trust among stakeholders, information asymmetry, and inefficient supply chains.



The authors of [46] demonstrate the feasibility of using blockchain technology to optimize greenhouse systems. Regarding increased transparency and traceability in the food supply chain, the importance of blockchain technology in agriculture is demonstrated in [57]. It can help ensure food safety and quality, customer satisfaction, and peer-to-peer productivity. The difficulties in adopting and the lack of adoption of newer technologies in the agricultural sector, a lack of transparency and trust among various parties involved in the agricultural process, and the high costs of using blockchain technology are discussed in [87]. Creating an innovative ecosystem of clean energy in smart agriculture based on blockchain is an important way to encourage the development of clean energy and achieve sustainable growth, according to [96].



The potential of using blockchain technology in the agricultural supply chain to create a more efficient and transparent system through the use of smart contracts is explored in [52], and several flaws in current credibility applications, including a lack of trustworthiness, transparency, and accountability, are described in [193]. The authors also identify several promising application areas, such as identity management, supply chain management, and health care. The authors of [55] discuss how information and communications technology (ICT) can be used to streamline the loan distribution process in the agricultural sector. The authors of [50] discuss the development of a blockchain-based decentralized architecture for sustainable agriculture with a decentralized marketplace for farm products and services. They also discuss the difficulty of implementing such a system, as well as its potential benefits.



The authors of [191] found that incorporating blockchain technology into e-agriculture provisioning systems (EAPSs) could help ensure efficient, secure, and long-term agricultural resources and data management. Blockchain technology can also help to reduce corruption and fraudulent behavior in EAPSs. In [39], the authors show how a blockchain-based supply chain system for smart agriculture that uses the Internet of Things (IoT) can provide such benefits as increased transparency, security, and quality. The data collected from various IoT sensors deployed in the field can be stored in a blockchain ledger to automatically control the water for irrigation systems with real-time information, according to [188]. According to [143], a traceability solution could help to reduce food waste by providing data on where and when food is wasted. Blockchain and IoT can be used to quickly identify problems and contamination sources, allowing for quick recall of affected goods.



The authors of [25] discuss how the IoT and blockchain can be used in agriculture and food supply chains to increase transparency, traceability, and efficiency. They also highlight the obstacles that must be overcome to succeed. To improve interoperability, transparency, and accountability among enterprises, blockchain and IoT can be used in agriculture and food supply chain management [91]. According to [48], intellectual property theft is a major concern in the world of IoT-based precision agriculture. Software-defined networking (SDN) can address this issue by providing a centralized method for managing and monitoring network traffic. SDN can help to prevent data theft and other attacks by identifying and blocking suspicious traffic.



The authors of [38] present a comprehensive introduction to the dynamic and rapidly evolving world of digital agriculture. They also discuss the history and origins of digital agriculture, the theoretical foundation of blockchain technology, and practical applications of this technology in the agricultural sector. The coupling mechanism and development prospects of an innovative blockchain-based ecosystem for clean energy in intelligent agriculture are discussed in [96]. According to some researchers, the use of blockchain in smart agriculture not only encourages the development of clean energy but also helps create a new clean-energy ecosystem. The authors conclude that developing a blockchain-based clean-energy ecosystem in smart agriculture is an important strategy for promoting renewable energy and sustainable development. According to [157], using new technologies in agriculture could potentially result in significant efficiency and productivity gains, with various ways to digitize, from sensors and drones used for data collection to precision farming systems.



A permission-based system consisting of three entities—a user, an agricultural monitoring center (AMC), and a private blockchain—is proposed in [162]. The user first generates two public/private key pairs and then registers the public keys with the AMC. A blockchain service platform that uses IoT sensors to provide farm-to-fork traceability is described in [139]. The platform is intended to assist farmers and food producers in tracking the provenance of their products and ensuring food safety. The authors also explain how the platform works and how it can benefit farmers and food producers. As demonstrated in [44], the benefits of blockchain technology in agriculture include increased transparency and traceability in the food supply chain. This can help ensure food safety and quality, customer satisfaction, and peer-to-peer productivity.



The authors of [47] argue that blockchain can provide the agricultural industry with a secure and efficient data management platform while also lowering data breach costs. The authors of [50] discuss the development of a blockchain-based decentralized architecture for sustainable agriculture. The aim is to create a decentralized marketplace for agricultural products and services, as well as access to data and resources by farmers, which can help them improve their operations. They explain the system’s components and how they work together. The difficulties of implementing such a system and the potential benefits to the agricultural sector are also discussed.



A system for improved supply chain transparency, security, and quality are presented in [39]. The goal was to develop a blockchain-based system for smart agriculture that uses the Internet of Things (IoT) to improve food supply chain transparency, security, and quality control. Sensors and other IoT components are used to collect data on various aspects of food production, such as weather conditions, soil moisture levels, and crop growth. The obtained information is used to track the progress of crops from farm to table and ensure that they meet safety and quality standards.



Blockchain technology is a distributed database that allows for secure, transparent, and tamperproof transactions [194]. Its potential uses are numerous, and it has the potential to impact a variety of industries, including agriculture, by providing a solution for intellectual property protection for IoT-based precision agriculture [48]. Software-defined networking (SDN) can help to alleviate this issue by providing a centralized method for managing and monitoring network traffic. SDN can help to prevent data theft and other attacks by identifying and blocking suspicious traffic. Another study [87] found that blockchain technology can efficiently trace agricultural products’ origins and ensure food safety. The study also found that a blockchain-based traceability system can help to reduce fraudulent activities in the agriculture supply chain.



Another study [38] presents a comprehensive introduction to the dynamic and rapidly evolving world of digital agriculture. It discusses the history and origins of digital agriculture, the theoretical foundation of blockchain technology, and practical applications of this technology in the agricultural sector. The potential of digital agriculture to transform the food system is discussed. The authors of [158] discovered that blockchain technology could help to improve transparency and traceability in the food supply chain, which in turn can aid in food safety and quality control. The study examines the potential of using blockchain technology in sustainable e-agriculture to help reduce costs by simplifying supply chain management and lowering transaction costs. The authors of [105] look at the current state of research on blockchain and agricultural supply chains and future challenges that need to be addressed. Blockchain technology can be used to improve traceability and transparency in agricultural supply chains, resulting in a fairer and more efficient system. However, there are still many obstacles to overcome before this can be accomplished.



The authors of [41] discuss the potential of integrating blockchain technology and big-data analytics in agriculture. They claim that combining these two technologies can help create a more efficient and transparent food supply chain and improve food product traceability. They also highlight some of the obstacles that must be overcome to realize this potential, such as the need for standardization and interoperability among blockchain platforms. In [116], the authors state that blockchain and IoT technologies could potentially improve productivity and efficiency in the agriculture sector by enhancing food product transparency and traceability, improving supply chain management, and reducing wastage.



In developing countries, provisioning systems are still very limited. According to [191], incorporating blockchain technology into e-agriculture provisioning systems (EAPSs) can help ensure efficient, secure, and long-term agricultural resources and data management. Blockchain technology can also help reduce corruption and fraudulent behavior in EAPSs. The authors of [25] discuss how the IoT and blockchain can be used together in agriculture and the food supply chain. They explain how these technologies can help to improve transparency, traceability, and efficiency and highlight some of the challenges that need to be overcome for this to succeed. Big data and knowledge management can be decentralized. In [42], a directed acyclic graph data structure is used in a scheme that can be used to track the movement of resources, information, and money transparently and securely. Smart contracts can also be created, using the system to automate transactions between parties. A system for an IoT-based smart climate agriculture system that uses blockchain and edge computing is proposed in [45]. The system could be used to manage climate, weather, and agricultural production data. It employs a decentralized data management strategy to ensure more secure and efficient data management. The authors discuss the potential benefits of employing such a system in the agricultural sector.



The potential for blockchain technology to improve the fresh produce value chain by tracking food items from farm to table is discussed in [192]. The authors also note that several obstacles must be overcome before this technology can be adopted on a larger scale, such as the lack of standardization and the high cost of implementation. The main difficulties discussed in [59] include the lack of adoption of newer technologies in the agricultural sector, a lack of transparency and trust among parties involved in the agricultural process, and the high costs of blockchain technology. The authors of [117] examine the potential of blockchain technology to improve agricultural product supply chains. The study focuses on the use of BigchainDB for this purpose. It outlines its benefits for product supply chains, including the ability to provide a secure and open platform for data sharing and the capacity to facilitate trustless interactions between parties. The authors also discuss some of the difficulties associated with implementing such a solution, including the need for regulatory clarity and having to overcome technical obstacles.



A retrospective overview and analysis of blockchain technology and its applications in agriculture and logistics management are provided in [120]. The authors discuss the potential of blockchain technology to provide transparency and traceability in food supply chains, along with its ability to streamline processes and reduce costs. They also discuss some of the difficulties with implementing blockchain technology in agriculture, such as the need for standardization and interoperability and the lack of regulatory clarity. The potential of integrating blockchain technology and big-data analytics in agriculture is discussed in [41]. The authors claim that combining these two technologies can help create a more efficient and transparent food supply chain and improve food product traceability. They also highlight some of the obstacles that must be overcome to realize this potential, such as the need for standardization and interoperability among blockchain platforms.



The design of a decentralized architecture for sustainable agriculture based on blockchain is discussed in [50], with the aim of creating a decentralized marketplace for agricultural products and services, as well as access to data and resources by farmers that can help them improve their operations. They explain the system’s components and how they will work together. The difficulties of implementing such a system and the potential benefits to the agricultural sector are also discussed. The authors of [25] discuss how IoT and blockchain can be used in agriculture and food supply chains. They explain how these technologies can help to improve supply chain transparency, traceability, and efficiency. Some of the obstacles that must be overcome for this to work are also highlighted.



A system using IoT to aid farmers and manufacturers in increasing their global market competitiveness is proposed in [70]. The system uses blockchain to provide a secure and transparent method for tracking the provenance of agricultural products from farm to table. The system can also help reduce supply chain fraud and counterfeiting. Blockchain and IoT can be used in agriculture and food supply chain management to improve interoperability between organizations, according to [91]. The authors note that these technologies can be used to track food items throughout the supply chain and provide transparency and accountability.



This section presents all the possible applications of blockchain technology currently being tested for the agriculture sector. The technology offers a secure and transparent way of tracking the movement of goods and recording transactions. This could help to reduce the chance of fraud and improve the efficiency of agricultural supply chains. In addition, blockchain technology could be used to create a secure land-ownership database, track crop history, and improve food safety.




3.9. Existing Case Studies


The following are some examples of blockchain applications in agriculture around the world. In India, KRanTi, a blockchain-based farmers’ credit system for the agriculture and food supply chain, was developed to help small and marginal farmers in the country access credit more quickly [37]. Embedding blockchain across the 5G network to promote sustainable food security is demonstrated in [195]. Farmers use blockchain technology to reduce transaction costs and improve the efficiency of agricultural e-commerce in Jilin Province, China [164]. Another study [135] refers to the development of smart agriculture and its efficiency. Creating a trustless and transparent agricultural product trading environment is discussed in [168]. Another study [156] describes a system built in Russia to improve transaction transparency and efficiency and reduce costs in the complex agro-industry. A complete implementation of blockchain technology in agricultural and related industries in Turkey is presented in [175]. A thorough review of the recent literature on digitization in agriculture in Morocco is presented in [196]. The need to encourage clean-energy development through an innovative global ecosystem is discussed in [96].





4. Discussion: Benefits, Challenges, Limitations, Recommendations, and Prospects


This section discusses the survey findings and answers the research questions.



4.1. Benefits


Potential benefits for agriculture: On the blockchain, transactions are transparent, without the presence of an intermediary organization, such as a central bank. Blockchain changes the way trust is granted: users place their trust in cryptography and peer-to-peer validation instead of trusting authority. Blockchain technology tracks transactions among anonymous parties with assured immutability providing one of the best solutions for food quality and safety, promotes transparency among stakeholders, and facilitates reliability.




4.2. Challenges


Challenges: The supply chain challenge in agriculture is getting agricultural products from farmers to consumers. There is no immediate solution for products damaged during transport by implementing blockchain. Blockchain can help by providing a secure and transparent way to track the movement of agricultural products from farmers to consumers, but lacks the ability to determine falsification during initial data entry. Blockchain can also help to reduce the chance of fraud and corruption in the agricultural supply chain, but attacks by intruders, hackers, and viruses should be investigated with additional research. Blockchain can help solve food chain problems by providing a data store of continuous quality data and food movement from farm to table. Nevertheless, it has no adaptable solution to mitigate falsified data. Blockchain can help reduce the chances of food adulteration by continuously recording untampered processing data, but it lacks a technique to monitor and stop tampering in the early stage proactively. Implementation challenges: There are two types of implementation challenges, technical and technological, followed by adoption by other stakeholders.



4.2.1. Technical Challenges Include the Following:


(1) The agricultural sector has a set of uncaptured complex legacy rules with fragile connections among them that are hard to formulate in binary logic during blockchain adoption. (2) The agricultural supply chain is directly related to nature and unpredictability, making it very complex for attribute-based decision-making and causing reluctance to adopting blockchain. (3) Extra processes and compliance requirements for data management and issues related to data ownership and retention within the blockchain add to the overhead. (4) Interoperability issues and seamless data transfer across blockchain and legacy systems are still unsolved. (5) There are scalability issues with larger implementations and deployments. (6) There are financial issues with the enormous energy and financial cost of blockchain usage.




4.2.2. Challenges to Adoption Include the Following:


(1) Low-level technical knowledge of end users; (2) enormous transformation of associated applications and systems; (3) the heterogeneous composition of roles and business users; and (4) deployment obstacles and significant interoperability due to geographical distribution.





4.3. Limitations


Most of the studies are still in the early stages, their proof of concept (PoC) is based on earlier versions of blockchain, and the technology has changed much since its inception. Hence, the actual situation on the ground is not clear. Keeping all stakeholders updated with tech trends is a continuous process. The state of truth is still limited to transaction participants and optionally provides genuine information to the blockchain ledger. The cost of obtaining data for blockchain hinders its adoption, and the technology still requires further study and advancement to make it seamlessly interoperable with existing systems.




4.4. Perspectives


Regarding future prospects, researchers and developers should focus on making blockchain safer and more efficient. Additionally, they should aim to create pilot applications and platforms to expand the boundaries of DLT. The critical sections that require further investigation are safety, security, mature processes, legislation policies, integration, development, and deployment practice, AI and ML features, improved smart contracts, leverage of big data and data science, and management methodologies.



The influence of blockchain, particularly in the agricultural area, opens many opportunities for future research. The most motivating and valuable direction would be to correlate the well-known blockchain technology with a specific agriculture subdomain to better understand pilot-research projects that would benefit academics and practitioners.



Potential areas of blockchain-based solutions in the agriculture ecosystem include the following:




	
Supply chain and market transparency;



	
Traceability, quality, and food chain;



	
Finance, payment, insurance, and e-commerce;



	
Smart farming/agriculture/IoT;



	
Recent reviews and surveys;



	
Regional case studies;



	
Dispersal of subsidies and grants.










5. Conclusions


Based on this study, blockchain technology is anticipated to have a significant impact on the agriculture domain and various allied verticals in the future. Blockchain has enormous potential to improve all aspects of agriculture: based on the cases presented in this survey, the trend can be seen in how effectively it has transformed the agriculture domain. Given the fast-paced advancement of blockchain, this investigation consolidates all previous studies. Researchers can use this survey as a quick starting point to investigate blockchain adoption in the vertical direction of interest in agriculture. This survey helps to shorten the research time by providing a detailed list of previous applications and research directions. The objective of investigating blockchain applications in agriculture and its verticals is met with a thorough enumeration of aspects of blockchain and agriculture. Across past research, the significant requirement of trust and transparency in the agriculture domain was easily achieved by relying on the integrity of blockchain, its tampering resistance, and its distributed nature. The core attributes of blockchain help to enhance and attain easy governance and management across the agriculture domain. Along with the benefits, a few challenges, such as implementation, integration, and maintenance, are common in all ecosystems, and blockchain is no exception. Future research could investigate the challenges and limitations and invent ways to mitigate them. Another direction foreseen as a future need could be comprehensive case studies on the impact of blockchain technology on agriculture to understand its practical adoption and ROI.







Funding


School of Information Technology and Engineering, Vellore Institute of Technology, Vellore 632014, India.




Institutional Review Board Statement


Not applicable.




Informed Consent Statement


Not applicable.




Data Availability Statement


Not applicable.




Conflicts of Interest


The author declare no conflict of interest.




References


	



Das, V.J.; Sharma, S.; Kaushik, A. Views of Irish Farmers on Smart Farming Technologies: An Observational Study. AgriEngineering 2019, 1, 164–187. [Google Scholar]

	



Yadav, S.; Kaushik, A.; Sharma, M.; Sharma, S. Disruptive Technologies in Smart Farming: An Expanded View with Sentiment Analysis. AgriEngineering 2022, 4, 424–460. [Google Scholar] [CrossRef]

	



Wikipedia Contributors Outline of Agriculture. Available online: https://en.wikipedia.org/w/index.php?title=Outline_of_agriculture&oldid=1089476801 (accessed on 30 July 2022).

	



Pittenger, D.R. Introduction to Horticulture. In California: California Master Gardener Handbook; University of California: California, CA, USA, 2014; pp. 3382–3389. [Google Scholar]

	



Sheaffer, C.C.; Moncada, K.M. Introduction to Agronomy: Food, Crops, and Environment; Cengage Learning: Boston, MA, USA, 2012. [Google Scholar]

	



Banerjee, G.C. A Textbook of Animal Husbandry, 8th ed.; Oxford & IBH Publishing: New Delhi, India, 2018; ISBN 9788120412606. [Google Scholar]

	



Naik, G.; Suresh, D.N. Challenges of Creating Sustainable Agri-Retail Supply Chains. IIMB Manag. Rev. 2018, 30, 270–282. [Google Scholar] [CrossRef]

	



Menon, S.; Jain, K. Blockchain Technology for Transparency in Agri-Food Supply Chain: Use Cases, Limitations, and Future Directions. IEEE Trans. Eng. Manag. 2022, 1–15. [Google Scholar] [CrossRef]

	



Xiong, H.; Dalhaus, T.; Wang, P.; Huang, J. Blockchain Technology for Agriculture: Applications and Rationale. Front. Blockchain 2020, 3, 7. [Google Scholar] [CrossRef]

	



Ehsan, I.; Irfan Khalid, M.; Ricci, L.; Iqbal, J.; Alabrah, A.; Sajid Ullah, S.; Alfakih, T.M. A conceptual model for blockchain-based agriculture food supply chain system. Sci. Program. 2022, 2022, 7358354. [Google Scholar] [CrossRef]

	



Awan, S.; Ahmed, S.; Ullah, F.; Nawaz, A.; Khan, A.; Uddin, M.I.; Alharbi, A.; Alosaimi, W.; Alyami, H. IoT with BlockChain: A Futuristic Approach in Agriculture and Food Supply Chain. Wirel. Commun. Mob. Comput. Conf. 2021, 2021, 5580179. [Google Scholar] [CrossRef]

	



Guruprakash, J.; Koppu, S. EC-ElGamal and Genetic Algorithm-Based Enhancement for Lightweight Scalable Blockchain in IoT Domain. IEEE Access 2020, 8, 141269–141281. [Google Scholar] [CrossRef]

	



Klerkx, L.; Jakku, E.; Labarthe, P. A review of social science on digital agriculture, smart farming and agriculture 4.0: New contributions and a future research agenda. NJAS Wagening. J. Life Sci. 2019, 90–91, 100315. [Google Scholar] [CrossRef]

	



Kamble, S.S.; Gunasekaran, A.; Gawankar, S.A. Achieving sustainable performance in a data-driven agriculture supply chain: A review for research and applications. Int. J. Prod. Econ. 2020, 219, 179–194. [Google Scholar] [CrossRef]

	



Bagwasi, G. Employment of blockchain technology in agriculture and food sector—A review. Int. J. Adv. Res. 2020, 8, 1167–1174. [Google Scholar] [CrossRef]

	



Ferrag, M.A.; Shu, L.; Yang, X.; Derhab, A.; Maglaras, L. Security and Privacy for Green IoT-based Agriculture: Review, Blockchain Solutions, and Challenges. IEEE Access 2020, 8, 32031–32053. [Google Scholar] [CrossRef]

	



Bermeo-Almeida, O.; Cardenas-Rodriguez, M.; Samaniego-Cobo, T.; Ferruzola-Gómez, E.; Cabezas-Cabezas, R.; Bazán-Vera, W. Blockchain in agriculture: A systematic literature review. In Communications in Computer and Information Science; Springer International Publishing: Cham, Switzerland, 2018; pp. 44–56. [Google Scholar]

	



Tran, Q.N.; Turnbull, B.P.; Wu, H.-T.; de Silva, A.J.S.; Kormusheva, K.; Hu, J. A Survey on Privacy-Preserving Blockchain Systems (PPBS) and a Novel PPBS-based Framework for Smart Agriculture. IEEE Open J. Comput. Soc. 2021, 2, 72–84. [Google Scholar] [CrossRef]

	



Antonucci, F.; Figorilli, S.; Costa, C.; Pallottino, F.; Raso, L.; Menesatti, P. A review on blockchain applications in the agri-food sector. J. Sci. Food Agric. 2019, 99, 6129–6138. [Google Scholar] [CrossRef]

	



Demestichas, K.; Peppes, N.; Alexakis, T.; Adamopoulou, E. Blockchain in agriculture traceability systems: A review. Appl. Sci. 2020, 10, 4113. [Google Scholar] [CrossRef]

	



Friha, O.; Ferrag, M.A.; Shu, L.; Maglaras, L.; Wang, X. Internet of things for the future of smart agriculture: A comprehensive survey of emerging technologies. IEEE/CAA J. Autom. Sin. 2021, 8, 718–752. [Google Scholar] [CrossRef]

	



Dhotre, S. A survey of blockchain applications beyond cryptocurrency. Int. J. Res. Appl. Sci. Eng. Technol. 2019, 7, 1102–1105. [Google Scholar] [CrossRef]

	



Yang, X.; Shu, L.; Chen, J.; Ferrag, M.A.; Wu, J.; Nurellari, E.; Huang, K. A Survey on Smart Agriculture: Development Modes, Technologies, and Security and Privacy Challenges. IEEE/CAA J. Autom. Sin. 2021, 8, 273–302. [Google Scholar] [CrossRef]

	



Kosior, K. Znaczenie Technologii Blockchain w Rozwoju Ubezpieczeń Rolniczych—Przegląd Aplikacji i Rozwiązań The Importance of Blockchain Technology in the Development of Agricultural Insurance—A Review of Applications and Solutions. Ubezpieczenia Rol. -Mater. Stud. 2021, 109–161. [Google Scholar] [CrossRef]

	



Raveena, S.; Shirly Edward, A. Secure B-IoT Based Smart Agriculture—A Brief Review. J. Phys. Conf. Ser. 2021, 1964, 042006. [Google Scholar] [CrossRef]

	



Liu, W.; Shao, X.-F.; Wu, C.-H.; Qiao, P. A systematic literature review on applications of information and communication technologies and blockchain technologies for precision agriculture development. J. Clean. Prod. 2021, 298, 126763. [Google Scholar] [CrossRef]

	



Javaid, M.; Haleem, A.; Pratap Singh, R.; Khan, S.; Suman, R. Blockchain technology applications for Industry 4.0: A literature-based review. Blockchain Res. Appl. 2021, 2, 100027. [Google Scholar] [CrossRef]

	



Kumari, C.L.; Santhi, J.A. A review on block chain technology and applications in agriculture and food industry. Int. J. Adv. Res. Sci. Commun. Technol. 2021, 2, 92–99. [Google Scholar] [CrossRef]

	



Green, A.G.; Abdulai, A.-R.; Duncan, E.; Glaros, A.; Campbell, M.; Newell, R.; Quarshie, P.; Kc, K.B.; Newman, L.; Nost, E.; et al. A Scoping Review of the Digital Agricultural Revolution and Ecosystem Services: Implications for Canadian Policy and Research Agendas. Facets 2021, 6, 1955–1985. [Google Scholar] [CrossRef]

	



Yu, Z.; Song, L.; Jiang, L.; Khold Sharafi, O. Systematic Literature Review on the Security Challenges of Blockchain in IoT-based Smart Cities. Kybernetes 2022, 51, 323–347. [Google Scholar] [CrossRef]

	



Dey, K.; Shekhawat, U. Blockchain for sustainable e-agriculture: Literature review, architecture for data management, and implications. J. Clean. Prod. 2021, 316, 128254. [Google Scholar] [CrossRef]

	



Rocha, G.d.S.R.; de Oliveira, L.; Talamini, E. Blockchain applications in agribusiness: A systematic review. Future Internet 2021, 13, 95. [Google Scholar] [CrossRef]

	



Chowdhury, M.J.M.; Ferdous, M.S.; Biswas, K.; Chowdhury, N.; Muthukkumarasamy, V. A Survey on Blockchain-Based Platforms for IoT Use-Cases. Knowl. Eng. Rev. 2020, 35, E19. [Google Scholar] [CrossRef]

	



Hidayat, T.; Mahardiko, R. A Review of Detection of Pest Problem in Rice Farming by Using Blockchain and IoT Technologies. J. Comput. Netw. Archit. High-Perform. Comput. 2021, 3, 89–96. [Google Scholar] [CrossRef]

	



Niknejad, N.; Nazari, B.; Razak Che Hussin, A. A review on blockchain technology in food and agriculture sectors. In Proceedings of the 2021 7th International Conference on Research and Innovation in Information Systems (ICRIIS), Johor Bahru, Malaysia, 25–26 October 2021. [Google Scholar]

	



Dayioğlu, M.A.; Turker, U. Digital Transformation for Sustainable Future—Agriculture 4.0: A review. J. Agric. Sci. 2021, 27, 373–399. [Google Scholar] [CrossRef]

	



Patel, N.; Shukla, A.; Tanwar, S.; Singh, D. KRanTi: Blockchain-based Farmer’s Credit Scheme for Agriculture-food Supply Chain. Trans. Emerg. Telecommun. Technol. 2021, e4286. [Google Scholar] [CrossRef]

	



Chen, Y.; Li, Y.; Li, C. Electronic agriculture, blockchain and digital agricultural democratization: Origin, theory and application. J. Clean. Prod. 2020, 268, 122071. [Google Scholar] [CrossRef]

	



Biswas, M.; Akhund, T.M.N.U.; Ferdous, M.J.; Kar, S.; Anis, A.; Shanto, S.A. BIoT: Blockchain Based Smart Agriculture with Internet of Thing. In Proceedings of the 2021 Fifth World Conference on Smart Trends in Systems Security and Sustainability (WorldS4), London, UK, 29–30 July 2021. [Google Scholar]

	



Kamble, N.N.; Mali, S.M.; Patil, C.H. Use of blockchain technology in agriculture domain. In ICT Analysis and Applications; Lecture Notes in Networks and Systems; Springer: Singapore, 2022; pp. 877–884. [Google Scholar]

	



Lin, Y.P. Publisher’s note: Conceptualization of integrating knowledge blockchain and big data analysis in agriculture. IOP Conf. Ser. Earth Environ. Sci. 2021, 686, 012004. [Google Scholar]

	



Awan, S.H.; Ahmed, S.; Nawaz, A.; Sulaiman, S.; Zaman, K.; Ali, M.Y.; Najam, Z.; Imran, S. BlockChain with IoT, an Emergent Routing Scheme for Smart Agriculture. Int. J. Adv. Comput. Sci. Appl. 2020, 11, 420–429. [Google Scholar] [CrossRef]

	



Deva Priya, M.; Anantha Prabha, P.; Gokulakrishnan, K.; Joe Raymond, A.; Karthickraja, T. Integrated IoT Blockchain-Based Smart Agriculture System. In Proceedings of International Conference on Recent Trends in Computing; Lecture Notes in Networks and Systems; Springer Nature: Singapore, 2022; pp. 237–249. [Google Scholar]

	



Madumidha, S.; Ranjani, P.S.; Vandhana, U.; Venmuhilan, B. A theoretical implementation: Agriculture-food supply chain management using blockchain technology. In Proceedings of the 2019 TEQIP III Sponsored International Conference on Microwave Integrated Circuits, Photonics and Wireless Networks (IMICPW), Tiruchirappalli, India, 22–24 May 2019. [Google Scholar]

	



Ting, L.; Khan, M.; Sharma, A.; Ansari, M.D. A Secure Framework for IoT-based Smart Climate Agriculture System: Toward Blockchain and Edge Computing. J. Intell. Syst. 2022, 31, 221–236. [Google Scholar] [CrossRef]

	



Jamil, F.; Ibrahim, M.; Ullah, I.; Kim, S.; Kahng, H.K.; Kim, D.-H. Optimal Smart Contract for Autonomous Greenhouse Environment Based on IoT Blockchain Network in Agriculture. Comput. Electron. Agric. 2022, 192, 106573. [Google Scholar] [CrossRef]

	



Wu, H.-T.; Tsai, C.-W. An intelligent agriculture network security system based on private blockchains. J. Commun. Netw. 2019, 21, 503–508. [Google Scholar] [CrossRef]

	



Hossain, M.S.; Rahman, M.H.; Rahman, M.S.; Hosen, A.S.M.S.; Seo, C.; Cho, G.H. Intellectual Property Theft Protection in IoT Based Precision Agriculture Using SDN. Electronics 2021, 10, 1987. [Google Scholar] [CrossRef]

	



Niknejad, N.; Ismail, W.; Bahari, M.; Hendradi, R.; Salleh, A.Z. Mapping the research trends on blockchain technology in food and agriculture industry: A bibliometric analysis. Environ. Technol. Innov. 2021, 21, 101272. [Google Scholar] [CrossRef]

	



Akella, G.K.; Wibowo, S.; Grandhi, S.; Mubarak, S. Design of a blockchain-based decentralized architecture for sustainable agriculture: Research-in-progress. In Proceedings of the 2021 IEEE/ACIS 19th International Conference on Software Engineering Research, Management and Applications (SERA), Kanazawa, Japan, 20–22 June 2021. [Google Scholar]

	



Jayabalasamy, G.; Koppu, S. High-Performance Edwards Curve Aggregate Signature (HECAS) for Nonrepudiation in IoT-based Applications Built on the Blockchain Ecosystem. J. King Saud Univ. -Comput. Inf. Sci. 2021; in press. [Google Scholar] [CrossRef]

	



Putri, A.N.; Hariadi, M.; Wibawa, A.D. Smart agriculture using supply chain management based on Hyperledger Blockchain. IOP Conf. Ser. Earth Environ. Sci. 2020, 466, 012007. [Google Scholar] [CrossRef]

	



Hong, Y. New model of food supply chain finance based on the Internet of Things and blockchain. Mob. Inf. Syst. 2021, 2021, 7589964. [Google Scholar] [CrossRef]

	



Sadayapillai, B.; Kottursamy, K. An agriculture supply chain model for improving farmer income using blockchain smart contract. In Inventive Communication and Computational Technologies; Lecture Notes in Networks and Systems; Springer: Singapore, 2022; pp. 587–598. [Google Scholar]

	



Kalaiselvi, R.; Sudha, V.; Sumathi, V.P. Streamlining loan distribution process in agriculture sectors. In Proceedings of the 2021 International Conference on Advancements in Electrical, Electronics, Communication, Computing and Automation (ICAECA), Coimbatore, India, 8–9 October 2021. [Google Scholar]

	



Saracevic, M.; Wang, N.; Zukorlic, E.E.; Becirovic, S. New model of sustainable supply chain finance based on blockchain technology. Am. J. Bus. Oper. Res. 2021, 3, 61–76. [Google Scholar] [CrossRef]

	



Patel, H.; Shrimali, B. AgriOnBlock: Secured Data Harvesting for Agriculture Sector Using Blockchain Technology. ICT Express, 2021; in press. [Google Scholar] [CrossRef]

	



Umamaheswari, S.; Sreeram, S.; Kritika, N.; Jyothi Prasanth, D.R. BIoT: Blockchain Based IoT for Agriculture. In Proceedings of the 2019 11th International Conference on Advanced Computing (ICoAC), Chennai, India, 18–20 December 2019. [Google Scholar]

	



Pranto, T.H.; Noman, A.A.; Mahmud, A.; Haque, A.B. Blockchain and Smart Contract for IoT Enabled Smart Agriculture. PeerJ Comput. Sci. 2021, 7, e407. [Google Scholar] [CrossRef] [PubMed]

	



Katsikouli, P.; Wilde, A.S.; Dragoni, N.; Høgh-Jensen, H. On the benefits and challenges of blockchains for managing food supply chains. J. Sci. Food Agric. 2021, 101, 2175–2181. [Google Scholar] [CrossRef] [PubMed]

	



Nayal, K.; Raut, R.D.; Narkhede, B.E.; Priyadarshinee, P.; Panchal, G.B.; Gedam, V.V. Antecedents for blockchain technology-enabled sustainable agriculture supply chain. Ann. Oper. Res. 2021, 1–45. [Google Scholar] [CrossRef]

	



Mukherjee, A.A.; Singh, R.K.; Mishra, R.; Bag, S. Application of blockchain technology for sustainability development in agricultural supply chain: Justification framework. Oper. Manag. Res. 2021, 6, 19–31. [Google Scholar] [CrossRef]

	



Hu, S.; Huang, S.; Huang, J.; Su, J. Blockchain and edge computing technology enabling organic agricultural supply chain: A framework solution to trust crisis. Comput. Ind. Eng. 2021, 153, 107079. [Google Scholar] [CrossRef]

	



Cao, S.; Powell, W.; Foth, M.; Natanelov, V.; Miller, T.; Dulleck, U. Strengthening consumer trust in beef supply chain traceability with a blockchain-based human-machine reconcile mechanism. Comput. Electron. Agric. 2021, 180, 105886. [Google Scholar] [CrossRef]

	



Guo, W.; Yao, K. Supply chain governance of agricultural products under big data platform based on blockchain technology. Sci. Program. 2022, 2022, 4456150. [Google Scholar] [CrossRef]

	



Prashar, D.; Jha, N.; Jha, S.; Lee, Y.; Joshi, G.P. Blockchain-based traceability and visibility for agricultural products: A decentralized way of ensuring food safety in India. Sustain. Sci. Pract. Policy 2020, 12, 3497. [Google Scholar] [CrossRef]

	



Commandré, Y.; Macombe, C.; Mignon, S. Implications for agricultural producers of using blockchain for food transparency, study of 4 food chains by cumulative approach. Sustain. Sci. Pract. Policy 2021, 13, 9843. [Google Scholar] [CrossRef]

	



Sharma, A.; Jhamb, D.; Mittal, A. Food supply chain traceability by using blockchain technology. J. Comput. Theor. Nanosci. 2020, 17, 2630–2636. [Google Scholar] [CrossRef]

	



Singh, M.P. Agricultural based blockchain and food chain network. Asian J. Multidimens. Res. 2021, 10, 153–159. [Google Scholar] [CrossRef]

	



Surasak, T.; Wattanavichean, N.; Preuksakarn, C.; Huang, S.C.-H. Thai agriculture products traceability system using blockchain and internet of things. Int. J. Adv. Comput. Sci. Appl. 2019, 10, 578–583. [Google Scholar] [CrossRef]

	



Yang, Z.; Li, X.; He, P. A decision algorithm for selecting the design scheme for blockchain-based agricultural product traceability system in q-rung orthopair fuzzy environment. J. Clean. Prod. 2021, 290, 125191. [Google Scholar] [CrossRef]

	



Marfuah, U.; Arkeman, Y.; Machfud, M.; Yuliasih, I. Design traceability for Indonesia agricultural supply chain based on blockchain (case study in Chilli commodities). Int. J. Adv. Res. 2021, 9, 505–515. [Google Scholar] [CrossRef]

	



Yi, W.; Huang, X.; Yin, H.; Dai, S. Blockchain-based approach to achieve credible traceability of agricultural product transactions. J. Phys. Conf. Ser. 2021, 1864, 012115. [Google Scholar] [CrossRef]

	



Rocha, T.; Costa, P.; Sousa, V.; Coelho, P.; Sousa, F.; Cardoso, N. SmartAgriChain: A Blockchain Based Solution for Agri-Food Certification and Supply Chain Management. Int. J. Environ. Agric. Biotechnol. 2021, 6, 235–245. [Google Scholar]

	



Yang, X.; Li, M.; Yu, H.; Wang, M.; Xu, D.; Sun, C. A trusted blockchain-based traceability system for fruit and vegetable agricultural products. IEEE Access 2021, 9, 36282–36293. [Google Scholar] [CrossRef]

	



Thapa, S.; Piras, G.; Thapa, S.; Rimal, P.; Thapa, A.; Adhikari, K. Blockchain-based secured traceability system for the agriculture supply chain of ginger in Nepal: A case study. Arch. Agric. Environ. Sci. 2021, 6, 391–396. [Google Scholar] [CrossRef]

	



Zhang, X.; Sun, Y.; Sun, Y. Research on cold chain logistics traceability system of fresh agricultural products based on blockchain. Comput. Intell. Neurosci. 2022, 2022, 1957957. [Google Scholar] [CrossRef]

	



Niu, B.; Dong, J.; Dai, Z.; Jin, J.Y. Market Expansion vs. Intensified Competition: Overseas Supplier’s Adoption of Blockchain in a Cross-Border Agricultural Supply Chain. Electron. Commer. Res. Appl. 2022, 51, 101113. [Google Scholar] [CrossRef]

	



Guan, P. Supply chain optimization of agricultural products in the internet environment with blockchain. Informatica 2021, 45, 119–123. [Google Scholar] [CrossRef]

	



Xie, Z.; Kong, H.; Wang, B. Dual-chain blockchain in agricultural E-commerce information traceability considering the viniar algorithm. Sci. Program. 2022, 2022, 2604216. [Google Scholar] [CrossRef]

	



Eluubek kyzy, I.; Song, H.; Vajdi, A.; Wang, Y.; Zhou, J. Blockchain for consortium: A practical paradigm in agricultural supply chain system. Expert Syst. Appl. 2021, 184, 115425. [Google Scholar] [CrossRef]

	



Vu, T.T.; Trinh, H.H.H. Blockchain Technology for Sustainable Supply Chains of Agri-Food in Vietnam: A SWOT Analysis. Sci. Technol. Dev. J. Econ. Law. Manag. 2021, 5, 1278–1289. [Google Scholar] [CrossRef]

	



Zhang, G.; Chen, X.; Feng, B.; Guo, X.; Hao, X.; Ren, H.; Dong, C.; Zhang, Y. BCST-APTS: Blockchain and CP-ABE Empowered Data Supervision, Sharing, and Privacy Protection Scheme for Secure and Trusted Agricultural Product Traceability System. Secur. Commun. Netw. 2022, 2022, 2958963. [Google Scholar] [CrossRef]

	



Leng, K.; Bi, Y.; Jing, L.; Fu, H.-C.; Van Nieuwenhuyse, I. Research on agricultural supply chain system with double chain architecture based on blockchain technology. Future Gener. Comput. Syst. 2018, 86, 641–649. [Google Scholar] [CrossRef]

	



Nagpal, P.; Garg, A.; Choudhary, A.; Juneja, S. Decentralized food supply bazar using blockchain. Int. J. Sci. Res. Comput. Sci. Eng. Inf. Technol. 2019, 5, 1213–1219. [Google Scholar] [CrossRef]

	



Wang, R.; Chen, X. Research on agricultural product traceability technology (economic value) based on information supervision and cloud computing. Comput. Intell. Neurosci. 2022, 2022, 4687639. [Google Scholar] [CrossRef] [PubMed]

	



Kamble, S.S.; Gunasekaran, A.; Sharma, R. Modeling the blockchain enabled traceability in agriculture supply chain. Int. J. Inf. Manag. 2020, 52, 101967. [Google Scholar] [CrossRef]

	



Vadgama, N.; Tasca, P. An analysis of blockchain adoption in supply chains between 2010 and 2020. Front. Blockchain 2021, 4, 610476. [Google Scholar] [CrossRef]

	



Wu, Y.; Jin, X.; Yang, H.; Tu, L.; Ye, Y.; Li, S. Blockchain-based Internet of Things: Machine learning tea sensing trusted traceability system. J. Sens. Stud. 2022, 2022, 8618230. [Google Scholar] [CrossRef]

	



Ronaghi, M.H. A blockchain maturity model in agricultural supply chain. Inf. Process. Agric. 2021, 8, 398–408. [Google Scholar] [CrossRef]

	



Bhat, S.A.; Huang, N.-F.; Sofi, I.B.; Sultan, M. Agriculture-Food Supply Chain Management Based on Blockchain and IoT: A Narrative on Enterprise Blockchain Interoperability. Collect. FAO Agric. 2021, 12, 40. [Google Scholar] [CrossRef]

	



Lu, R.Y. A scheme about agricultural produce traceability using blockchain based on hy-perledger fabric. Comput. Sci. Appl. 2020, 10, 811–823. [Google Scholar]

	



Bai, Y.; Fan, K.; Zhang, K.; Cheng, X.; Li, H.; Yang, Y. Blockchain-based trust management for agricultural green supply: A game theoretic approach. J. Clean. Prod. 2021, 310, 127407. [Google Scholar] [CrossRef]

	



Dos Santos, R.B.; Torrisi, N.M.; Pantoni, R.P. Third party certification of agri-food supply chain using smart contracts and blockchain tokens. Sensors 2021, 21, 5307. [Google Scholar] [CrossRef]

	



Wang, H.-W.; Wang, H.; Qiao, Z.-W. Anti-Counterfeiting Traceability System for Agricultural Products Based on RFID and Blockchain. In Proceedings of the 2020 International Conference on Materials, Control, Automation and Electrical Engineering (MCAEE 2020), Shanghai, China, 22–23 March 2020; pp. 349–354. [Google Scholar]

	



Hou, R.; Li, S.; Chen, H.; Ren, G.; Gao, W.; Liu, L. Coupling mechanism and development prospect of innovative ecosystem of clean energy in smart agriculture based on blockchain. J. Clean. Prod. 2021, 319, 128466. [Google Scholar] [CrossRef]

	



Alkahtani, M.; Khalid, Q.S.; Jalees, M.; Omair, M.; Hussain, G.; Pruncu, C.I. E-agricultural supply chain management coupled with blockchain effect and cooperative strategies. Sustain. Sci. Pract. Policy 2021, 13, 816. [Google Scholar] [CrossRef]

	



Son, N.M.; Nguyen, T.-L.; Huong, P.T.; Hien, L.T. Novel system using blockchain for origin traceability of agricultural products. Sens. Mater. 2021, 33, 601. [Google Scholar] [CrossRef]

	



Niu, B.; Shen, Z.; Xie, F. The value of blockchain and agricultural supply chain parties’ participation confronting random bacteria pollution. J. Clean. Prod. 2021, 319, 128579. [Google Scholar] [CrossRef]

	



Song, L.; Luo, Y.; Chang, Z.; Jin, C.; Nicolas, M. Blockchain adoption in agricultural supply chain for better sustainability: A game theory perspective. Sustain. Sci. Pract. Policy 2022, 14, 1470. [Google Scholar] [CrossRef]

	



Zhou, X.; Zheng, F.; Zhou, X.; Chan, K.C.; Gururajan, R.; Wu, Z.; Zhou, E. From traceability to provenance of agricultural products through blockchain. Web Intell. 2020, 18, 181–189. [Google Scholar] [CrossRef]

	



Khan, H.H.; Malik, M.N.; Konečná, Z.; Chofreh, A.G.; Goni, F.A.; Klemeš, J.J. Blockchain Technology for Agricultural Supply Chains during the COVID-19 Pandemic: Benefits and Cleaner Solutions. J. Clean. Prod. 2022, 347, 131268. [Google Scholar] [CrossRef]

	



Tribis, Y.; Bouchti, A.E.; Bouayad, H. Blockchain Technology based Supply Chain State of the art and Future Prospects. Int. J. Innov. Technol. Explor. Eng. 2021, 10, 125–136. [Google Scholar] [CrossRef]

	



Lin, Y.-P.; Petway, J.; Anthony, J.; Mukhtar, H.; Liao, S.-W.; Chou, C.-F.; Ho, Y.-F. Blockchain: The Evolutionary next Step for ICT E-Agriculture. Environments 2017, 4, 50. [Google Scholar] [CrossRef]

	



Mirabelli, G.; Solina, V. Blockchain and agricultural supply chains traceability: Research trends and future challenges. Procedia Manuf. 2020, 42, 414–421. [Google Scholar] [CrossRef]

	



Harshavardhan Reddy, B.; Aravind Reddy, Y.; Sashi Rekha, K. Blockchain: To Improvise Economic Efficiency and Supply Chain Management in Agriculture. Int. J. Innov. Technol. Explor. Eng. 2019, 8, 4999–5004. [Google Scholar] [CrossRef]

	



Zhao, Z.; Min, K.J. Blockchain traceability valuation for perishable agricultural products under demand uncertainty. Int. J. Oper. Res. Inf. Syst. 2020, 11, 1–32. [Google Scholar] [CrossRef]

	



Yadav, V.S.; Singh, A.R.; Raut, R.D.; Govindarajan, U.H. Blockchain technology adoption barriers in the Indian agricultural supply chain: An integrated approach. Resour. Conserv. Recycl. 2020, 161, 104877. [Google Scholar] [CrossRef]

	



Pooja; Mundada, M.R. Blockchain in Agriculture and Food Supply Management. Gedrag Organ. 2020, 33. [Google Scholar]

	



Yan, H.-S.; Yang, J.-W.; Kim, H.-H. Application of Blockchain Technology in Agricultural Products’ Traceability System. Asia-Pac. J. Converg. Res. Interchang. 2021, 7, 55–66. [Google Scholar] [CrossRef]

	



Kamilaris, A.; Fonts, A.; Prenafeta-Boldύ, F.X. The rise of blockchain technology in agriculture and food supply chains. Trends Food Sci. Technol. 2019, 91, 640–652. [Google Scholar] [CrossRef]

	



Ahamed, N.N.; Vignesh, R. Smart agriculture and food industry with blockchain and artificial intelligence. J. Comput. Sci. 2022, 18, 1–17. [Google Scholar] [CrossRef]

	



Na, Y.; Wen, Z.; Pu, H.; Li, W. Research on the deployment strategy of blockchain nodes in the agricultural product blockchain traceability system. Int. J. Comput. Sci. Mob. Comput. 2021, 10, 13–19. [Google Scholar] [CrossRef]

	



Bingzhang, L.; Zirianov, V. Blockchain in agricultural supply chain management. E3S Web Conf. 2021, 273, 08029. [Google Scholar] [CrossRef]

	



Vidhate, A.V.; Saraf, C.R.; Wani, M.A.; Waghmare, S.S.; Edgar, T. Applying blockchain security for agricultural supply chain management. Int. J. Appl. Evol. Comput. 2020, 11, 28–37. [Google Scholar] [CrossRef]

	



Krishna, K.M.; Borole, Y.D.; Rout, S.; Negi, P.; Deivakani, M.; Dilip, R. Inclusion of Cloud, Blockchain and IoT Based Technologies in Agriculture Sector. In Proceedings of the 2021 9th International Conference on Cyber and IT Service Management (CITSM), Bengkulu, Indonesia, 22–23 September 2021. [Google Scholar]

	



Orjuela, K.G.; Gaona-García, P.A.; Marin, C.E.M. Towards an Agriculture Solution for Product Supply Chain Using Blockchain: Case Study Agro-Chain with BigchainDB. Acta Agric. Scand. Sect. B Soil Plant Sci. 2021, 71, 1–16. [Google Scholar] [CrossRef]

	



Khanna, T.; Nand, P.; Bali, V. Permissioned blockchain model for end-to-end trackability in supply chain management. Int. J. e-Collab. 2020, 16, 45–58. [Google Scholar] [CrossRef]

	



Ferrag, M.A.; Shu, L.; Djallel, H.; Choo, K.-K.R. Deep learning-based intrusion detection for distributed denial of service attack in agriculture 4.0. Electronics 2021, 10, 1257. [Google Scholar] [CrossRef]

	



Srivastava, P.R.; Zhang, J.Z.; Eachempati, P. Blockchain technology and its applications in agriculture and supply chain management: A retrospective overview and analysis. Enterp. Inf. Syst. 2021, 1–24. [Google Scholar] [CrossRef]

	



Maghfirah, A. Blockchain in food and agriculture supply chain. Int. J. Food Beverage Manuf. Bus. Models 2019, 4, 53–66. [Google Scholar] [CrossRef]

	



Anand, R.; Divya Karthiga, R.; Jeevitha, T.; Leandra Mithra, J.; Yuvaraj, S. Blockchain-Based Agriculture Assistance. In Advances in Automation, Signal Processing, Instrumentation, and Control; Lecture Notes in Electrical Engineering; Springer: Singapore, 2021; pp. 477–483. [Google Scholar]

	



Yang, J.; Wang, H.; Li, Z.; Chen, H. Research on enterprise trust relationship of Jilin Province agricultural products supply chain based on big data blockchain logistics. J. Phys. Conf. Ser. 2021, 1865, 032069. [Google Scholar] [CrossRef]

	



Wang, K.; Yan, X.; Fu, K. Research on risk management of agricultural products supply chain based on blockchain technology. Open J. Bus. Manag. 2020, 08, 2493–2503. [Google Scholar] [CrossRef]

	



Zhang, Q.; Han, Y.-Y.; Su, Z.-B.; Fang, J.-L.; Liu, Z.-Q.; Wang, K.-Y. A storage architecture for high-throughput crop breeding data based on improved blockchain technology. Comput. Electron. Agric. 2020, 173, 105395. [Google Scholar] [CrossRef]

	



Sharma, R.; Samad, T.A.; Chiappetta Jabbour, C.J.; de Queiroz, M.J. Leveraging blockchain technology for circularity in agricultural supply chains: Evidence from a fast-growing economy. J. Enterp. Inf. Manag. 2021; ahead-of-print. [Google Scholar] [CrossRef]

	



Kandeeban, M.; Nivetha, T. Blockchain: A tool for a secure, safe and transparent way of food and agricultural supply chain. Int. J. Farm Sci. 2019, 9, 97. [Google Scholar] [CrossRef]

	



Salah, K.; Nizamuddin, N.; Jayaraman, R.; Omar, M. Blockchain-based soybean traceability in agricultural supply chain. IEEE Access 2019, 7, 73295–73305. [Google Scholar] [CrossRef]

	



Yakubu, B.M.; Latif, R.; Yakubu, A.; Khan, M.I.; Magashi, A.I. RiceChain: Secure and Traceable Rice Supply Chain Framework Using Blockchain Technology. PeerJ Comput. Sci. 2022, 8, e801. [Google Scholar] [CrossRef] [PubMed]

	



Bogomolov, A.E.; Popok, L.E.; Savinskaya, D.N.; Tyunin, E.B. Blockchain technology as efficiency improvement tool for the agricultural sector. SHS Web Conf. 2019, 71, 04012. [Google Scholar] [CrossRef]

	



Shahid, A.; Almogren, A.; Javaid, N.; Al-Zahrani, F.A.; Zuair, M.; Alam, M. Blockchain-based agri-food supply chain: A complete solution. IEEE Access 2020, 8, 69230–69243. [Google Scholar] [CrossRef]

	



Mukherjee, U.; Dutta, S.; Bandyopadhyay, S.K. Assembling Blockchain and IoT for Smart Food-Supply Chain. Asian J. Adv. Agric. Res. 2021, 16, 49–58. [Google Scholar] [CrossRef]

	



Wang, L.; Xu, L.; Zheng, Z.; Liu, S.; Li, X.; Cao, L.; Li, J.; Sun, C. Smart contract-based agricultural food supply chain traceability. IEEE Access 2021, 9, 9296–9307. [Google Scholar] [CrossRef]

	



Shingh, S.; Kamalvanshi, V.; Ghimire, S.; Basyal, S. Dairy supply chain system based on Blockchain technology. Asian J. Econ. Bus. Account. 2020, 14, 13–19. [Google Scholar] [CrossRef]

	



Dong, N.; Fu, J. Development path of smart agriculture based on blockchain. In Proceedings of the 2021 IEEE Asia-Pacific Conference on Image Processing, Electronics and Computers (IPEC), Dalian, China, 14–16 April 2021. [Google Scholar]

	



Chen, H.; Chen, Z.; Lin, F.; Zhuang, P. Effective management for blockchain-based agri-food supply chains using deep reinforcement learning. IEEE Access 2021, 9, 36008–36018. [Google Scholar] [CrossRef]

	



Sudha, V.; Akiladevi, R.; Roopa, S.N.; Nancy, P. A study of blockchain technology in agriculture supply chain. In Proceedings of the 2021 International Conference on Advancements in Electrical, Electronics, Communication, Computing and Automation (ICAECA), Coimbatore, India, 8–9 October 2021. [Google Scholar]

	



Sudha, V.; Kalaiselvi, R.; Shanmughasundaram, P. Blockchain based solution to improve the Supply Chain Management in Indian agriculture. In Proceedings of the 2021 International Conference on Artificial Intelligence and Smart Systems (ICAIS), Coimbatore, India, 25–27 March 2021. [Google Scholar]

	



Chun-Ting, P.; Meng-Ju, L.; Nen-Fu, H.; Jhong-Ting, L.; Jia-Jung, S. Agriculture Blockchain Service Platform for Farm-to-Fork Traceability with IoT Sensors. In Proceedings of the 2020 International Conference on Information Networking (ICOIN), Barcelona, Spain, 7–10 January 2020. [Google Scholar]

	



Zheng, C.; Jianhua, Y.; Kaiyuan, J.; Bin, H.; Weizhou, W. Time-Shift of Facility Agricultural Load and Photovoltaic on-Site Consumption Control Strategy Based on Energy Blockchain. Electr. Power Autom. Equip. 2021, 41, 47–55. [Google Scholar] [CrossRef]

	



Thejaswini, S.; Ranjitha, K.R. Blockchain in agriculture by using decentralized peer to peer networks. In Proceedings of the 2020 Fourth International Conference on Inventive Systems and Control (ICISC), Coimbatore, India, 8–10 January 2020. [Google Scholar]

	



Song, L.; Wang, X.; Wei, P.; Lu, Z.; Wang, X.; Merveille, N. Blockchain-based flexible double-chain architecture and performance optimization for better sustainability in agriculture. Comput. Mater. Contin. 2021, 68, 1429–1446. [Google Scholar] [CrossRef]

	



Lin, J.; Shen, Z.; Miao, C. Using Blockchain Technology to Build Trust in Sharing LoRaWAN IoT. In Proceedings of the 2nd International Conference on Crowd Science and Engineering-ICCSE’17, Beijing, China, 6–9 July 2017; ACM Press: New York, NY, USA, 2017. [Google Scholar]

	



Zhang, L.; Zeng, W.; Jin, Z.; Su, Y.; Chen, H. A Research on Traceability Technology of Agricultural Products Supply Chain Based on Blockchain and IPFS. Secur. Commun. Netw. 2021, 2021, 3298514. [Google Scholar] [CrossRef]

	



Guo, J.; Cengiz, K.; Tomar, R. An IOT and Blockchain Approach for Food Traceability System in Agriculture. Scalable Comput. Pract. Exp. 2021, 22, 127–137. [Google Scholar] [CrossRef]

	



Pradeep, S.; Pai, V.V.; Mahesh, A.S. Blockchain based alimentary agricultural product provenance: A manufacturing synthesis. Int. J. Innov. Technol. Explor. Eng. 2020, 9, 1218–1222. [Google Scholar] [CrossRef]

	



Mehta, A.; Sharma, D.P.; Patel, M.J. Food traceability for smart agriculture through block-chain. Int. J. Sci. Res. Sci. Eng. Technol. 2021, 8, 129–134. [Google Scholar] [CrossRef]

	



Huynh, T.S.; Nguyen, L.A.T. Developing Blockchain-Based System for Tracking the Origin of Chicken Products. Int. J. Innov. Technol. Explor. Eng. 2019, 8, 90–96. [Google Scholar]

	



Khan, P.W.; Byun, Y.-C.; Park, N. IoT-blockchain Enabled Optimized Provenance System for Food Industry 4.0 Using Advanced Deep Learning. Sensors 2020, 20, 2990. [Google Scholar] [CrossRef]

	



Shew, A.M.; Snell, H.A.; Nayga, R.M., Jr.; Lacity, M.C. Consumer Valuation of Blockchain Traceability for Beef in the U Nited S Tates. Appl. Econ. Perspect. Policy 2022, 44, 299–323. [Google Scholar] [CrossRef]

	



Feng, H.; Zhang, M.; Gecevska, V.; Chen, B.; Saeed, R.; Zhang, X. Modeling and evaluation of quality monitoring based on wireless sensor and blockchain technology for live fish waterless transportation. Comput. Electron. Agric. 2022, 193, 106642. [Google Scholar] [CrossRef]

	



Hang, L.; Ullah, I.; Kim, D.-H. A secure fish farm platform based on blockchain for agriculture data integrity. Comput. Electron. Agric. 2020, 170, 105251. [Google Scholar] [CrossRef]

	



Makkar, H.P.S. Potential blockchain applications in animal production and health sector. CAB Rev. Perspect. Agric. Vet. Sci. Nutr. Nat. Resour. 2020, 15, 1–8. [Google Scholar] [CrossRef]

	



Shestakovska, T. Socio-economic security of the agricultural sector in the context of the use of blockchain-technology. Investytsiyi Prakt. Dosvid 2018, 27, 27. [Google Scholar] [CrossRef]

	



Mao, D.; Hao, Z.; Wang, F.; Li, H. Innovative blockchain-based approach for sustainable and credible environment in food trade: A case study in Shandong Province, China. Sustain. Sci. Pract. Policy 2018, 10, 3149. [Google Scholar] [CrossRef]

	



Nazarov, A.D.; Shvedov, V.V.; Sulimin, V.V. Blockchain technology and smart contracts in the agro-industrial complex of Russia. IOP Conf. Ser. Earth Environ. Sci. 2019, 315, 032016. [Google Scholar] [CrossRef]

	



Sulimin, V.V.; Shvedov, V.V.; Lvova, M.I. Digitization of agriculture: Innovative technologies and development models. IOP Conf. Ser. Earth Environ. Sci. 2019, 341, 012215. [Google Scholar] [CrossRef]

	



Li, X.; Wang, D.; Li, M. Convenience analysis of sustainable E-agriculture based on blockchain technology. J. Clean. Prod. 2020, 271, 122503. [Google Scholar] [CrossRef]

	



Saji, A.C.; Vijayan, A.; Sundar, A.J.; Baby Syla, L. Permissioned Blockchain-Based Agriculture Network in Rootnet Protocol. In Advances in Intelligent Systems and Computing; Advances in Intelligent Systems and Computing; Springer: Singapore, 2020; pp. 265–273. [Google Scholar]

	



Nguyen, D.-H.; Tuong, N.H.; Pham, H.-A. Blockchain-based farming activities tracker for enhancing trust in the community supported agriculture model. In Proceedings of the 2020 International Conference on Information and Communication Technology Convergence (ICTC), Jeju Island, Korea, 21–23 October 2020. [Google Scholar]

	



Leduc, G.; Kubler, S.; Georges, J.-P. Innovative blockchain-based farming marketplace and smart contract performance evaluation. J. Clean. Prod. 2021, 306, 127055. [Google Scholar] [CrossRef]

	



Arshad, J.; Siddique, M.A.B.; Zulfiqar, Z.; Khokhar, A.; Salim, S.; Younas, T.; Rehman, A.U.; Asad, A. A novel remote user authentication scheme by using private blockchain-based secure access control for agriculture monitoring. In Proceedings of the 2020 International Conference on Engineering and Emerging Technologies (ICEET), Lahore, Pakistan, 22–23 February 2020. [Google Scholar]

	



Mukherjee, P.; Barik, R.K.; Pradhan, C. Agrochain: Ascending blockchain technology towards smart agriculture. In Advances in Systems, Control and Automations; Lecture Notes in Electrical Engineering; Springer: Singapore, 2021; pp. 53–60. [Google Scholar]

	



Zhan, H.; Lv, X.; Xu, D. Research on blockchain technology in promoting environmental protection development of agricultural products E-commerce model in Jilin Province. IOP Conf. Ser. Mater. Sci. Eng. 2019, 612, 052037. [Google Scholar] [CrossRef]

	



Jebaseeli, T.J.; Ramalakshmi, K.; Venkatesan, R. TJPRC The inception of blockchain technology in agriculture and its contribution to economic reform of the agricultural sector. Int. J. Mech. Prod. Eng. Res. Dev. 2020, 10, 2231–2238. [Google Scholar]

	



Wang, H.; Liu, Z.; Liang, Y. Research on the three-in-one model of agricultural products E-commerce logistics under the combination of resource saving and blockchain technology. IOP Conf. Ser. Mater. Sci. Eng. 2019, 677, 032111. [Google Scholar] [CrossRef]

	



Alabbasi, Y. Governance and legal framework of blockchain technology as a digital economic finance. Int. J. Innov. Digit. Econ. 2020, 11, 52–62. [Google Scholar] [CrossRef]

	



Xie, C.; He, D. Discussion on the development path of china’s agricultural products E-commerce based on blockchain. DEStech Trans. Eng. Technol. Res. 2019. [Google Scholar] [CrossRef]

	



Schahczenski, J.; Schahczenski, C. Blockchain and the resurrection of consumer sovereignty in a sustainable food economy. J. Agric. Food Syst. Community Dev. 2020, 9, 79–84. [Google Scholar] [CrossRef]

	



Lamtzidis, O.; Pettas, D.; Gialelis, J. A novel combination of distributed ledger technologies on internet of Things: Use case on precision agriculture. Appl. Syst. Innov. 2019, 2, 30. [Google Scholar] [CrossRef]

	



Firsova, N.; Abrhám, J. Economic Perspectives of the Blockchain Technology: Application of a SWOT Analysis. Terra Econ. 2021, 19, 78–90. [Google Scholar] [CrossRef]

	



Shih, D.-H.; Lu, K.-C.; Shih, Y.-T.; Shih, P.-Y. A simulated organic vegetable production and marketing environment by using Ethereum. Electronics 2019, 8, 1341. [Google Scholar] [CrossRef]

	



Cao, S. A novel optimal selection algorithm for agricultural trade export in blockchain-enabled Internet of Things. Proc. Int. Wirel. Commun. Mob. Comput. Conf. 2021, 2021, 6646398. [Google Scholar] [CrossRef]

	



Moroz, T. Mykolayiv National Agrarian University Prospects for the use of blockchain technology in the agricultural sector of the economy. Mod. Econ. 2019, 17, 153–157. [Google Scholar] [CrossRef]

	



Erol, I.; Ar, I.M.; Ozdemir, A.I.; Peker, I.; Asgary, A.; Medeni, I.T.; Medeni, T. Assessing the feasibility of blockchain technology in industries: Evidence from Turkey. J. Enterp. Inf. Manag. 2021, 34, 746–769. [Google Scholar] [CrossRef]

	



Rijanto, A. Business financing and blockchain technology adoption in agroindustry. J. Sci. Technol. Policy Manag. 2021, 12, 215–235. [Google Scholar] [CrossRef]

	



Roselin, G.L.; Kiruba, K.; Hemalatha, P.; Manikandan, J.; Madhin, M.; Mohan, R.S. Revolutionizing secure commercialization in agriculture using blockchain technology. In Proceedings of the 2021 International Conference on System, Computation, Automation and Networking (ICSCAN), Puducherry, India, 30–31 July 2021. [Google Scholar]

	



Li, X.; Huang, D. Research on value integration mode of agricultural E-commerce industry chain based on Internet of things and blockchain technology. Proc. Int. Wirel. Commun. Mob. Comput. Conf. 2020, 2020, 8889148. [Google Scholar] [CrossRef]

	



Kumarathunga, M.; Calheiros, R.N.; Ginige, A. Smart agricultural futures market: Blockchain technology as a trust enabler between smallholder farmers and buyers. Sustain. Sci. Pract. Policy 2022, 14, 2916. [Google Scholar] [CrossRef]

	



Huh, J.-H.; Kim, S.-K. The blockchain consensus algorithm for viable management of new and renewable energies. Sustain. Sci. Pract. Policy 2019, 11, 3184. [Google Scholar] [CrossRef]

	



Sever, M. Blockchain and production agriculture. Crops Soils 2021, 54, 4–10. [Google Scholar] [CrossRef]

	



Chang, Y.; Xu, J.; Ghafoor, K.Z. An IOT and Blockchain Approach for the Smart Water Management System in Agriculture. Scalable Comput. Pract. Exp. 2021, 22, 105–116. [Google Scholar] [CrossRef]

	



Sylla, T.; Mendiboure, L.; Chalouf, M.A.; Krief, F. Blockchain-Based Context-Aware Authorization Management as a Service in IoT. Sensors 2021, 21, 7656. [Google Scholar] [CrossRef] [PubMed]

	



Altaş, H.; Dalkiliç, G.; Cabuk, U.C. Data Immutability and Event Management via Blockchain in the Internet of Things. Turk. J. Electr. Eng. Comput. Sci. 2021, 30, 451–468. [Google Scholar] [CrossRef]

	



Lu, L.; Shang, S.; Yu, X.; Yin, L.; Yin, J. Research progress and prospect of blockchain a agricultural science data management. Voice Publ. 2021, 7, 163–171. [Google Scholar] [CrossRef]

	



Pincheira, M.; Vecchio, M.; Giaffreda, R.; Kanhere, S.S. Cost-Effective IoT Devices as Trustworthy Data Sources for a Blockchain-Based Water Management System in Precision Agriculture. Comput. Electron. Agric. 2021, 180, 105889. [Google Scholar] [CrossRef]

	



Yang, H.; Xiong, S.; Frimpong, S.A.; Zhang, M. A consortium blockchain-based agricultural machinery scheduling system. Sensors 2020, 20, 2643. [Google Scholar] [CrossRef]

	



Zeng, H.; Dhiman, G.; Sharma, A.; Sharma, A.; Tselykh, A. An IoT and Blockchain -based Approach for the Smart Water Management System in Agriculture. Expert Syst. 2021, 22, 105–116.e12892. [Google Scholar] [CrossRef]

	



Bhattacharya, S.; Dey, N. Smart Agriculture Implementation—Blockchain IoT-Based Approach. In Proceedings of International Conference on Industrial Instrumentation and Control; Lecture notes in electrical engineering; Springer Nature: Singapore, 2022; pp. 87–97, ISBN 9789811670107. [Google Scholar]

	



Xu, D.; Wang, W.; Zhu, L.; Li, R. Research status and prospect of blockchain technology in agriculture field. In Communications in Computer and Information Science; Springer: Singapore, 2020; pp. 86–93. [Google Scholar]

	



Song, L.; Wang, X.; Merveille, N. Research on Blockchain for Sustainable E-Agriculture. In Proceedings of the 2020 IEEE Technology & Engineering Management Conference (TEMSCON), Novi, MI, USA, 3–6 June 2020. [Google Scholar]

	



Osei, R.K.; Medici, M.; Hingley, M.; Canavari, M. Exploring opportunities and challenges to the adoption of blockchain technology in the fresh produce value chain. AIMS Agric. Food 2021, 6, 560–577. [Google Scholar] [CrossRef]

	



Luo, Q.; Liao, R.; Li, J.; Ye, X.; Chen, S. Blockchain enabled credibility applications: Extant issues, frameworks and cases. IEEE Access 2022, 10, 45759–45771. [Google Scholar] [CrossRef]

	



Rastogi, A.; Srivastava, S. Blockchain: Its importance in healthcare, education, agriculture. SSRN Electron. J. 2020. [Google Scholar] [CrossRef]

	



Yadav, V.S.; Singh, A.R.; Raut, R.D.; Cheikhrouhou, N. Blockchain drivers to achieve sustainable food security in the Indian context. Ann. Oper. Res. 2021. [Google Scholar] [CrossRef]

	



Jabir, B.; Falih, N. Digital agriculture in Morocco, opportunities and challenges. In Proceedings of the 2020 IEEE 6th International Conference on Optimization and Applications (ICOA), Beni Mellal, Morocco, 20–21 April 2020. [Google Scholar]








[image: Agriculture 12 01333 g001 550] 





Figure 1. Disciplines and subdisciplines in agriculture [3]. 
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Figure 2. Conventional steps in horticulture. 
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Figure 3. Conventional steps in agronomy. 
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Figure 4. Conventional processes in animal husbandry. 
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Figure 5. The representative flow of data curation, with criterion filters and final list. 
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Figure 6. Application of blockchain in various verticals of the agriculture domain. 
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Table 1. Agriculture challenges mapped to blockchain-based solutions.






Table 1. Agriculture challenges mapped to blockchain-based solutions.





	Agriculture Challenges [7,8,9,10]
	Blockchain Solutions [11]





	Connectivity among suppliers, procurement, retailers, and consumers
	Distributed ledger and data integration with transparency in the supply chain



	Lack of transparency of provenance
	Traceability to customers



	Financial sources and industrialization
	Financial options: crypto/token economy

Payment: cross-border settlement



	Middlemen/agents
	Direct access, pricing transparency, competitive transaction pricing



	Access to real-time data for smart farming
	Complete security and data freedom
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Table 2. Survey and review of blockchain in agriculture.
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Table 3. Application of blockchain with IoT, smart technology, and sensors in agriculture.
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Table 4. Application of blockchain in agriculture for finance.
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Table 5. Application of blockchain in agriculture for the supply chain.
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Table 6. Application of blockchain in livestock management.
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Table 7. Application of blockchain in agriculture for industrialization and commercialization.
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Table 8. Application of blockchain in agriculture for production, management, and governance.
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Table 9. Limitations, challenges, issues, and importance of blockchain application in agriculture.
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