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Featured Application: In this paper, the proposed attention-based long short-term memory
(LSTM) algorithm and bagging methods accurately detected the replay spoofing attacks in
noisy environments. For example, in voice authentication of bank-accounts or mobile devices,
an attacker could be effectively prevented from replaying the voice of a legitimate user by using
this algorithm. This algorithm has potential important applications in biometrics and information
security, especially for improving the security of the automatic speaker verification systems in
noisy environments.

Abstract: Even though audio replay detection has improved in recent years, its performance is
known to severely deteriorate with the existence of strong background noises. Given the fact that
different frames of an utterance have different impacts on the performance of spoofing detection,
this paper introduces attention-based long short-term memory (LSTM) to extract representative
frames for spoofing detection in noisy environments. With this attention mechanism, the specific
and representative frame-level features will be automatically selected by adjusting their weights
in the framework of attention-based LSTM. The experiments, conducted using the ASVspoof 2017
dataset version 2.0, show that the equal error rate (EER) of the proposed approach was about 13%
lower than the constant Q cepstral coefficients-Gaussian mixture model (CQCC-GMM) baseline
in noisy environments with four different signal-to-noise ratios (SNR). Meanwhile, the proposed
algorithm also improved the performance of traditional LSTM on audio replay detection systems in
noisy environments. Experiments using bagging with different frame lengths were also conducted to
further improve the proposed approach.

Keywords: audio replay attack; noise robustness; attention mechanism; long short-term memory

1. Introduction

With the growing popularity of automatic speaker verification (ASV) systems, the attacks on
them have posed significant security threats, which requires that the ASV systems have the ability to
detect spoofing attacks. Generally, spoofing attacks can be categorized into four types: impersonation,
synthesis, conversion, and replay [1]. In order to promote research on anti-spoofing, the automatic
speaker verification spoofing and countermeasures (ASVspoof) challenge [2] was first launched in
2015, which focused on discriminating between synthesized or converted voices and those uttered by
a human. The second challenge, i.e., the ASVspoof 2017 challenge [3], focused on detecting replay
spoofing to discriminate whether a given speech was the voice of an in-person human or the replay of
a recorded speech.

Replay attack refers to when an attacker uses a high-fidelity recording device to record the voice of
a legitimate authentication system user and then uses the recorded playback through the device on the
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ASV system, thereby achieving an attack behavior [4]. With the development of electronic technology,
the performance of high-fidelity recording and playback equipment has been considerably improved.
A replay attack is not difficult to implement and does not require any specialized knowledge, which
poses a significant threat to ASV systems [5]. Therefore, the research on replay attack detection has
become increasingly important. Villalba et al. [6] used far-field replay speech recordings to investigate
the vulnerability of an ASV system and showed that the equal error rate (EER) of the ASV system
increased from 1% to nearly 70% when the human voice was recorded directly and replayed to the
device. Algre et al. [5] further evaluated the risk of replay attack by using the 2005 and 2006 National
Institute of Standards and Technology Speaker Recognition Evaluation dataset (NIST” 05 and NIST” 06)
corpus and six kinds of ASV systems. Their results showed that the low-effort replay attack posed a
significant risk to all the ASV systems tested. However, the work presented above only reported the
results in conditions without background noise, thus it is still not clear how background noise affects
the performance of spoofing detection. Therefore, in order to enhance the security of ASV systems,
spoofing detection in noisy environment is investigated in this paper.

2. Related Work

Over the years, different methods have been tested to explore spoofing detection.
A replay-detection algorithm, based on peakmap audio features, was proposed in [4], which calculated
the similarity of the peakmap features between the recorded test utterance and the original enrollment
one. If the similarity was above a certain threshold, the utterance was determined to be a replay attack.
The replay-detection performance was further improved by adopting a relative similarity score in [7].

Zhang et al. used Mel frequency cepstral coefficients (MFCCs) to detect replay [8]. They believed
that the silent segments of a speech would better detect the channel source than the spoken segments.
Therefore, voice activation detection (VAD) was utilized to extract the silent segments of a speech
and a universal background model (UBM) was created to model the difference between the speaker’s
testing utterance and their enrollment utterance. However, the use of acoustic signal processing
to detect replay attacks is considered to be challenging due to the unpredictable changes in voice
recording environments, recording equipment, etc. [3]. For example, artifacts introduced by the
acoustic surroundings, such as reverberation, might be confused with the artifacts introduced by
playback in some cases. Li et al. [9] tried to use machine learning to detect replay attacks, but only
obtained poor performance due to overfitting.

In the ASVspoof 2017 challenge, an official corpus for detecting replay attack and a baseline system,
based on the Gaussian mixture model (GMM) with constant Q cepstral coefficient (CQCC) features [10],
were provided. The challenge required participants to propose a method that distinguished between
genuine speech and a replay recording, where a total of 49 submissions were received from the
participants. The average EER of all the submissions was 26.01% [3], where only 20 out of 49
submissions obtained lower EERs than the GMM and CQCC baseline. Among all of the submissions,
the best detection performance was reached when using deep convolutional neural networks on
spectrograms [11]. This method used an ensemble of three techniques: convolutional neural network
(CNN) with recurrent neural network (RNN), light CNN (LCNN), and support vector machine (SVM)
i-vector. In addition, Patil et al. [12] proposed variable length Teager energy operator-energy separation
algorithm-instantaneous frequency cosine coefficients (VESA-IFCC), and Li et al. [9] utilized a deep
neural network (DNN) model with L-Fbanks cepstral coefficient (LFCC) features to identify the genuine
and the spoofing speech. All these algorithms achieved better results when compared to the other
submissions on the dataset.

The work in this paper is based on the official corpus of the ASVspoof 2017 challenge, i.e.,
ASVspoof2017 dataset Version 2.0. However, the genuine utterances of the dataset were collected in
clean environments (i.e., without any background noises), while the spoof utterances were recorded
in environments with various background noises. The genuine utterance setting conflicts with
real-world scenarios with complex, noisy environments where the ASV system typically works. In fact,
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genuine utterances may have background noises, while spoof utterances will contain both the genuine
utterances’ noises and the noises of the recording environment. Therefore, noisy environments will
definitely create challenges in distinguishing between genuine and spoof utterances. Therefore, it is
worth exploring the effectiveness of a noise-robust algorithm on spoofing detection, which is the
motivation of this paper.

3. Motivation

The previous related work has confirmed that replay attack is still quite a threat to ASV system:s,
although a couple of replay detection methods have been proposed with success. Towards noise-robust
detection, countermeasures and detection algorithms still have room for improvement, especially
in complex, noisy environments. Figure 1 shows two pairs of genuine human voices and their
corresponding replay speech from the ASVspoof 2017 dataset Version 2.0. The figure tells us
the following:
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Figure 1. Spectrogram of genuine and replay utterances. (a,c) are genuine human voices while (b,d)
are replay recordings of (a,c), respectively. Spectrograms (e,f) are the noise contaminated versions of
(a,b), respectively, where babble noise with 0 dB signal-to-noise ratio (SNR) was added.

(1) The durations of the utterances are different. Hence, the chosen algorithm should be able to
process signals with variable lengths.

(2) The first pair of the genuine (a) and spoof (b) utterances differ greatly in their low frequency
regions, while the differences in the second utterance pair, (c) and (d), lie mainly in the high frequency
regions. Therefore, distinguishing features can occur over all frequency bands and it is, thus,
not appropriate to focus on only high or low frequency bands.

(3) (e) and (f) are the noise-contaminated utterances of (a) and (b), respectively. The spectrograms
show that the utterances in noisy environments are more complicated than those of the clean
environments. For example, when comparing (a) and (e), it is obvious that some of the distinguishing
features of (a) have been dispersed when noise occurs. This phenomenon highlights the difficulties in
spoofing detection for noisy utterances, as will be numerically explained in Section 5.3.

In this paper, we aim to improve the spoofing detection algorithm by overcoming the problems
presented at the beginning of this section, and propose a robust algorithm for replay attack detection
in noisy environments. Our research motivations are summarized as follows:
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(1) The sequential nature of speech motivated us to choose long short-term memory (LSTM)
to obtain a representation of an utterance. By using LSTM, contextual information can be easily
transformed into a vector as input for any back-end classifier.

(2) Considering that different audio frames may contribute differently to the task of replay
detection, especially under noisy environments where the frames are contaminated to different degrees
by noise, an attention mechanism [13] was used to perform automatic weighting of the frames.

(3) When programming RNNSs, for example with TensorFlow, utterance inputs should be the same
length, which is normally done by zero-padding the short inputs in the batch to make their length
meet a prefixed constant. The lengths of the utterances vary significantly in the ASVspoof 2017 dataset,
where the longest utterance has 1423 frames while the shortest one has only 86 frames. There would
be too many zeros in the short utterances if simply zero-padding the short ones, which would make
the data distribution severely biased toward the padded utterances. In fact, given our research on
RNNs, LSTMs, and gated recurrent units (GRUs), the sequence length of the model performs as a
hyper-parameter which impacts the model’s performance. Therefore, it is also worth investigating
the impact of the sequence length on the accuracy of replay detection in the ASV spoofing scenario.
Hence, the split/padding method was used to obtain a group of speech segments with uniform length,
and is presented in Section 5.2.3. For an input sequence whose length was longer than the prefixed
one, splitting was utilized to cut the sequence into smaller sections that met the prefixed length. For an
input sequence whose length was shorter than the prefixed one, padding was utilized by repeating the
sequence until the prefixed length was reached. In this way, fewer zeros are padded onto the sequences,
their segments will have a uniform length, and they are ready to be RNN inputs. The split/padding
method is detailed in Section 5.2.3.

(4) Given the split/padding approach described above, a sequence may be divided into several
segments, each of which was analyzed to decide on whether it is a genuine or spoofing utterance.
Therefore, for the original whole input sequence, it was easy to use the bagging method in ensemble
learning to combine the decisions derived on its individual segments. Section 5.2.4 explains the bagging
method in detail.

The rest of this paper is organized as follows: Section 4 describes the attention-based LSTM
algorithm (AB-LSTM) and the network architecture for replay attack detection, experimental settings
and results are presented in Section 5, and the final section, Section 6, concludes the paper.

4. The Proposed Algorithm
In this section, the attention mechanism and the AB-LSTM are introduced. The proposed network
architecture for replay attack detection is subsequently presented.

4.1. Attention Mechanism

4.1.1. Traditional Attention

Attention mechanisms have been applied in many tasks and have achieved remarkable results,
such as speech recognition [14-16], natural language processing [17], and machine translation [18].
An attention mechanism [13,14] can adaptively learn the relationship of the inputs at several time steps
and predict the current time step by using a weight vector. For a sequence with state h; at each step,
a super vector c; can be computed by,

e =) T ahy, (1)
where T is the number of steps of the input sequence and a;; denotes the weight vector, computed at
step t for each state /1;. The weight vectors, a;;, are then computed by using an intermediate vector, ¢;},

el‘j = (P(St—lrhj)/ (2)
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where s;_1 is the output at step t — 1 and ¢(-) is a learned function, which performs as an important
scalar determined by /; and s;_1. Then the value of the weight vectors, o}, are computed by,

exp (et j)

— 3)
Y explen)

Oltj =

This attention mechanism is able to recursively generate weight vectors given the state of the
current step. The frames that contribute the most to the final task tend to have higher weights in the
entire super vector, while the frames that contribute less to the final task tend to have lower weights.
According to Equations (1) to (3), an utterance is encoded to a super vector ¢, which acts as an input to
a back-end genuine/spoof classifier.

4.1.2. Feed-Forward Attention

In the traditional attention mechanism introduced in Section 4.1.1, ¢(-) in Equation (2) is a
learnable function, which depends on the newly generated output, s;-1, and the current state, /;. In for
feed-forward attention, ¢(-) only depends on the current state /;, so Equations (2) and (3) become,

et = @(hy), (4)
and
exp(et)
M=
2 k=1 XP (ex)
respectively, where a; represent the value of the weight vectors, e; and ¢; represent the intermediate

vectors. Thus, the attention mechanism is actually modeled by a super vector, c, of the input sequence
by computing an adaptive weighted average of the state sequence &,

Cc= Z thlatht, (6)

The feed-forward attention mechanism is shown in Figure 2. Intuitively, an attention mechanism will
put emphasis on the important steps to yield high values in the vector c when modeling sequences.

©)

Figure 2. The structure of the “feed-forward” attention mechanism [13,19]. Vectors in the state sequence
h; are fed into the learnable function ¢ (h;) to produce a weight vector «. The vector ¢ is computed as a
weighted average of h; with the weighting given by the weight vector o.
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4.2. Attention-Based LSTM

In this section, for the hidden states of the LSTM output, the feed-forward attention mechanism
was utilized to adaptively calculate the weight of every frame. The weights are denoted by o =
{aq,-+,a;,--- ,an} for the hidden states, h = {hy,--- ,h;,--- ,hn}, of frames 1, 2, ..., N, where
{a;>0,i=1,--- ,N} hf] ) represents the j-th entry of the frame i in the hidden state . w) represents
the trainable parameters. Then the weights, computed by the attention mechanism using sigmoid
function, can be defined as, ‘

" = hl.(])-w(f), @)

and

el+e i

G=——"—"", )
Zg\il el+e i 4 ¢

where the weighted, hidden state, E, and the super vector, ¢, are obtained by,

i = aih], )
and
N —_—
c= Z hi. (10)
i=1

4.3. Network Architecture for Replay Attack Detection

The proposed framework is shown in Figure 3. The network architecture is as follows: (1) the
frame-level features are extracted from the input utterance, (2) the hidden states of the whole sequence
are obtained by LSTM, (3) a batch-normalization layer is utilized to reduce overfitting and to improve
the model’s performance, (4) attentional weighting of the hidden state is transformed into a super
vector, and (5) fully-connected layers followed by a softmax layer are used to make a final decision on
whether the voice is genuine or a spoof.

P+

[ GENUINE ] [ SPOOF

L]

- - ————

(5)

(4)

Figure 3. Network architecture for replay attack detection with attention mechanism.
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5. Experiments and Results

5.1. ASVspoof 2017 Challenge and Dataset

The ASVspoof 2017 Version 2.0 dataset [3,20] includes three parts: training set, development set,
and evaluation set. Each dataset contains both genuine and spoof utterances as shown in Table 1.

Table 1. The detailed information of the ASVspoof 2017 Version 2.0 dataset. The number represents the
quantity of utterances in each subset.

Subset Speakers Genuine Spoof
Training 10 1508 1508
Development 8 760 950
Evaluation 24 1298 12008
Total 42 3566 14466

5.2. Experimental Setup

In order to comprehensively evaluate the performance ability of traditional LSTM and AB-LSTM
on spoof detection, experiments were conducted in both clean and noisy environments, respectively.
Firstly, the CQCC features of each utterance were extracted. Secondly, the split/padding method was
used to process the utterance and to obtain segments with the same length. Traditional LSTM and
AB-LSTM were then utilized to handle the frame-level features and to decide on genuine or spoof
status through bagging methods. Finally, noises with different levels of signal-to-noise ratios (SNRs)
were added to the original dataset, and the results on replay detection in noisy environments were
obtained by repeating the above steps.

5.2.1. Baseline

The baseline system of the ASVspoof 2017 Challenge used CQCC features [10] with a standard
binary GMM classifier for genuine and spoof utterances [3]. For each utterance, the log-likelihood
score was obtained from the two GMM classifiers and the final classification decision was based on the
log-likelihood ratio. For the experiments in noisy environments, in order to be consistent with the
given baseline in the clean background environment [3], we still used CQCC-GMM as the baseline.

5.2.2. Acoustic Features and SNR Settings

In this paper, D = 90 dimensional features, with 30 CQCCs, 30 A (delta coefficients) and 30 AA
(delta-delta coefficients), were utilized. Each frame of an utterance was processed by a 25 ms Hamming
window with a 10 ms shift. The number of bins per octave was set to 96. The highest and lowest
frequencies were set to 8000 Hz and 16 Hz, respectively. For the experiments in noisy environments,
four different kinds of noises were added to the original ASVspoof 2017 Version 2.0 dataset [20]. These
four kinds of noises were white, babble, {16, and leopard. The experiments were conducted in four
different SNR conditions: =5 dB, 0 dB, 5 dB, and 10 dB.

5.2.3. Split/Padding Method

In the experiments, each utterance had three choices on its prefixed segment length, i.e., 100 frames,
200 frames, and 300 frames. The detailed split/padding methods are shown below. In the padding
method (a), for utterances whose length was less than the prefixed value, the front frames were copied
and filled to the end of the utterance until reaching the prefixed length. For example, if the specified
length was 300 frames, an utterance with 80 frames was extended to 300 frames by repeating its frames,
as illustrated in Figure 4.
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Figure 4. An illustration of the padding method (a).

In the split method (b), for utterances whose length was longer than the prefixed length,
the utterance was split. For example, if the prefixed length was 100, an utterance with 250 frames
was first extended to 300 frames, according to method (a), and was then be split into three segments,
each with 100 frames, as is shown in Figure 5.
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H 100 &
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g1 20 £
v 40 §
[
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Figure 5. An illustration of the split method (b).
5.2.4. Bagging Methods

By using the split/padding approach presented above, the resulting segments had the same length.
A relatively long utterance was, thus, divided into several segments. For each segment, the spoof
detection algorithm decided on utterance type. To assess the whole utterance, a bagging approach was
used to combine the results of the segments of this utterance. The bagging method was accomplished
using two steps (Figure 6). The first step was bagging the decisions derived for each of the segments.

That is,
—~ i, score;
F, = — (11)

where score; is the classification probabilities of each segment from the utterance, # is the number of
segments, and F, is the bagging score. The second step was bagging the decisions on the four different
kinds of noises, F,,
= i 1 fai
F,=="F—, 12
b m (12)

where m denotes the number of noises. In the experiments of this paper, m = 4.
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Frequency (kHz)

F,

Frequency (kHz)

Frequency (kHz)

Figure 6. An illustration of the bagging approach used. F,1 denotes the bagging result of the three
segments from the same utterance. F;; to F,4 denote bagging results after adding four different kinds

of noises to the original utterance.

5.2.5. Evaluation Metrics

In order to evaluate the performance of the proposed AB-LSTM, contrasting experiments were
conducted on AB-LSTM and traditional LSTM, at various SNR levels and for utterances with various
lengths. As a classic evaluation metric, EER was used to compare different algorithms. EER is the
value where the false alarm rate (FAR) is equal to the false reject rate (FRR). False alarm is defined as
the situation where the system incorrectly verifies or identifies a non-target speaker. FAR is the number
of false alarms divided by the number of total target trials. False reject is defined as the false rejection
of a true target speaker. The FRR is the number of false rejections divided by the total of non-target
trials [21]. The CQCC-GMM is adopted from the official MATLAB code in [22]. EER was calculated
using the MSR Identity Toolkit Version 1.0 [23].
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5.3. Results and Discussion

5.3.1. Experiments in Clean Environments

In this part of the experiment, we used three different frame length segments (100, 200, and 300)
as inputs of the network, and calculated the EERs of detection. The architecture of AB-LSTM utilized
in the experiments consisted of five recurrent layers with a size of 128 X 256 x 256 x 256 x 128. The size
of the attention layer was the same as the dimensions of the CQCC features. The last two layers of the
model were fully-connected layers with a size of 256 X 256. The total number of parameters in the
network was 1.86 million. As for the traditional LSTM, except for the absence of the attention layer,
the remaining parts were the same as those in AB-LSTM. The loss functions of these two methods are
binary cross-entropy,

loss = = Y™ 9;log i + (1= §;) log(1 - 9s), (13)

where 7 is the number of samples, y; is the true category, and §; is the predicted classification result.

After processing all the utterances from the three segment length subsets, using the split/padding
method, we used the resultant segments from the training set to train the model, and then used the
trained model to perform classification on the development and evaluation subsets.

The detailed EERs of traditional LSTM, AB-LSTM, and other baseline methods from the ASVspoof
2017 challenge [3] are presented in Table 2. As can be seen from the experiments under clean background
conditions, the AB-LSTM achieved an EER of 16.86% in the evaluation subset, which ranked among
the top submissions of the ASVspoof 2017 challenge [3]. As shown in Table 2, AB-LSTM performed
better than traditional LSTM, where the EER of AB-LSTM was reduced by 17.0% when compared to
traditional LSTM for the cases with 100 frames. For both traditional LSTM and AB-LSTM, the best EER
resulted from the settings with 100 frames.

Table 2. Performance of our algorithm and other algorithms used in the ASVspoof 2017 challenge.
Results are in terms of the replay/non-replay EER (%).

Methods dev EER eval EER

LCNNFFT: SVMi-vect/

CNNrrr+RNN [11] 3.95 6.73

VESA-IFCC+CFCCIF [12] 0.12 18.33

LCNN [24] 6.47 16.08

Evolving RNN [25] 18.70 18.20

Frame = 100 13.24 20.32

.. Frame = 200 14.18 21.59

Traditional LSTM o _300  13.83 2097

Average 13.75 20.96

Frame = 100 9.75 16.86

Frame = 200 10.69 17.69

AB-LSTM Frame = 300 11.94 18.84

Average 10.79 17.80

CQCC-GMM (baseline) 12.08 29.35

Figure 7 shows the loss curves of traditional LSTM and AB-LSTM methods observed during
training. We can see that the decrease in the loss values was faster with the attention mechanism
than without it. Although AB-LSTM had an additional attention layer, the convergence speed of
the whole model was significantly higher than that of traditional LSTM. This demonstrated that the
attention layer accelerated the optimization of the model by making the network concentrate on frames
necessary for genuine and spoof utterance detection.
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Figure 7. Loss curves of traditional long short-term memory (LSTM) and attention-based LSTM
(AB-LSTM).

In order to explore the influence of the network’s architecture, another group of experiments
were conducted using the 100 frame length segments, combined with the split/padding and bagging
methods. All three networks were trained on the training set and evaluated using the evaluation set.
Detailed experimental results are shown in Table 3.

Table 3. EER (%) results of the different network’s architectures in a clean background environment.

Network’s Architecture Traditional LSTM AB-LSTM
128 x 256 x 256 25.74 21.95
128 x 256 x 256 x 256 22.61 19.03
128 x 256 x 256 x 256 x 128 20.32 16.86

5.3.2. Experiments in Noisy Environments

Detailed EERs (%) of the CQCC-GMM baseline, traditional LSTM, and AB-LSTM with different
frame lengths under different SNR environments are shown in Tables 4-7. The average EERs of the
different frame lengths and the EERs of the bagging methods are also included. The average EERs of
different SNR environments are shown in Table 8. Furthermore, Figure 8 illustrates the impact of SNR
on EER.

Table 4. EER @ (%) and EER ? (%) for different methods when SNR = —5 dB.

a (o b (o
Methods EER 2 (%) EER ® (%)
dev eval dev eval
CQCC-GMM 48.53 47.52 - -
Frame = 100 20.58 37.78
.. Frame = 200 20.82 38.09 20.62 38.13
Traditional LSTM 0 o _300 2387  39.86
Average 21.76 38.58 - -
Frame = 100 18.00 33.17
AB-LSTM Frame = 200 18.42 33.88 18.26 33.31

Frame = 300 19.71 34.64
Average 18.71 33.90 - -

2 Bagging EER of segments. ® Bagging EER of different length of frame.
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Table 5. EER @ (%) and EER P (%) for different methods when SNR = 0 dB.

a (o, b %
Methods EER 2 (%) EER ° (%)
dev eval dev eval
CQCC-GMM 39.70 43.51 - -
Frame = 100 25.04 40.63
.. Frame = 200 21.37 38.11 22.15 38.46
Traditional LSTM 0 _ 300 2474 4124
Average 23.71 39.99 - -
Frame = 100 20.68 33.62
Frame = 200 19.20 33.17 19.12 33.09
AB-LSTM Frame =300 1835 3294
Average 19.41 33.24 - -

Table 6. EER 2 (%) and EER P (%) for different methods when SNR = 5 dB.

EER ? (% b (%
Methods (%) EER ° (%)
dev eval dev eval
CQCC-GMM 45.99 48.95 - -
Frame = 100 19.00 36.43
. Frame = 200 22.18 39.12 20.77 37.56
Traditional LSTM ¢\ _ 300 2466 4005
Average 21.95 38.53 - -
Frame = 100 18.43 33.27
Frame = 200 19.62 34.06 18.83 33.29
AB-LSTM Frame = 300 19.74 34.85
Average 19.26 34.06 - -

Table 7. EER @ (%) and EER Y (%) for different methods when SNR = 10 dB.

a (o, b %
Methods EER 2 (%) EER ° (%)
dev eval dev eval
CQCC-GMM 46.71 46.36 - -
Frame = 100 22.38 3791
.. Frame = 200 23.13 38.14 22.63 38.08
Traditional LSTM 0\ _300 2358 3833
Average 23.03 38.13 - -
Frame = 100 17.36 31.62
Frame = 200 17.57 32.21 17.46 32.11
AB-LSTM Frame =300 1809 3345
Average 17.67 32.43 - -

12 0f 15
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Table 8. Average EER ? (%) and EER b (%) of all four SNR levels.

a (o b (o
Methods EER 2 (%) EER ° (%)
dev eval dev eval
CQCC-GMM 45.23 46.59 - -
Frame = 100 21.75 38.19
. Frame = 200 21.88 38.37 21.54 38.06
Traditional LSTM o\ _300 2421  39.87
Average 22.61 38.81 - -
Frame = 100 18.62 32.92
AB-LSTM Frame = 200 18.70 33.33 18.42 32.95

Frame = 300 18.97 33.97
Average 18.76 33.41 - -

SNR

Figure 8. The average EER values of CQCC-GMM, traditional LSTM, and AB-LSTMs at different
SNR levels.

Compared with the baseline’s EER of 30.60% for the evaluation set in the clean environment [3],
the average EER of the four kinds of SNR in noisy environments increased to 45%. This implies that
the noise in complex sound environments seriously affected the performance of the baseline system.
As for traditional LSTM and the proposed AB-LSTM algorithm, the results of the experiments showed
that the AB-LSTM algorithm performed better than the CQCC-GMM baseline for any frame length at
any SNR level. It was also seen that the AB-LSTM algorithm achieved better EERs than the traditional
LSTM for all parameter settings.

The experiments conducted without the attention mechanism had an average EER of 38.06%,
an 8.53% reduction with respect to the baseline system’s EER of 46.59%. AB-LSTM obtained an average
EER of 32.95% on the evaluation set, which was 13.64% and 5.11% lower than the EER for the baseline
system and the traditional LSTM, respectively. The improvement in the EER using the AB-LSTM
algorithm, compared to the baseline and traditional LSTM, might be attributed to the attention
mechanism, which made the model focus adaptively on the distinguishing utterance information.
These results demonstrated the effectiveness of the attention mechanism in replay detection.

The experimental results also demonstrated that 100 was a good choice for the prefixed frame
length. The detection methods that used the 100 frame segments performed better than with 200 or
300 frames in all the three SNR environments and for the AB-LSTM algorithm. The experiments also
demonstrated that bagging using different lengths of inputs performed better than those using simple
averaging. In addition, with the decrease of SNR, the EERs of discrimination also decreased, which
indicated that the intensity of the noise affected the accuracy of the replay detection.

As can be seen from Tables 4-7 and Figure 8, EERs did not show a significant decreasing trend
with the increase in SNR. The reason for this phenomenon may be that the additional noises caused
more serious interference with the original speech signal. However, we found that EERs obtained by
AB-LSTM in this study were significantly better than the CQCC-GMM baseline method and traditional
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LSTM in noisy environments. The algorithm proposed in this paper deserves further study in replay
attack detection.

6. Conclusions

In audio replay detection, it is necessary to pick frames that have important impacts on detection.
By introducing an attention mechanism to spoof detection using LSTM, we proposed an algorithm to
adaptively highlight the important frames. Moreover, two kinds of bagging methods were proposed
and tested, from which accurate and stable performance was observed for spoof detection on noisy
speech. Extensive experiments, using the ASVspoof 2017 Version 2.0 dataset contaminated by various
noises, demonstrated the effectiveness of the proposed detection methods by achieving a 13.18%
reduction in EER when compared to the baseline.
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