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Abstract: This paper presents a dominant channel occupancy (DCO) mechanism for the Wi-Fi
backscatter uplink in the industrial Internet of things (IloT). The DCO provides high-priority channel
access and reliable burst transmission to the Wi-Fi backscatter devices, thereby enabling the Wi-Fi
backscatter tag to deliver its tag information to the Wi-Fi reader without interference from neighboring
legacy Wi-Fi devices to guarantee the timeliness and reliability of the IIoT system. For the former, we
consider three types of medium access control (MAC) configurations: “carrier sense multiple access
with collision avoidance (CSMA /CA) starting with short inter-frame space (SIFS)”, “freezing of the
backoff period”, and “reduced CWyi,.” In addition, the DCO uses the SIFS between burst packets to
guarantee reliable burst transmission. To verify the effectiveness of DCO and determine a proper
value for MAC parameters, we conduct experimental simulations under IEEE 802.11n PHY/MAC
environments. The simulation results show that the reduced CWy;, has the most significant effect
on the channel occupancy. The Wi-Fi backscatter devices achieve much higher throughput than the
separate cases when two or more configurations are used simultaneously. Moreover, the results exhibit
that the use of SIFS between consecutive packets supports reliable burst transmission regardless of
the transmission of the legacy Wi-Fi devices in the vicinity.

Keywords: dominant channel occupancy; industrial Internet of things; MAC configuration;
RF-powered device; Wi-Fi backscatter

1. Introduction

Recently, Wi-Fi backscatter has been considered as one of the emerging communication
technologies that may help realize the industrial Internet of things (IloT), which can improve the
connectivity, efficiency, and scalability of smart machines in both enterprises’ manufacturing processes
and supply chain monitoring and management systems [1-5]. Wi-Fi backscatter uses radio frequency
(RF) signals as a power source and reuses the existing Wi-Fi infrastructure to provide RF-powered
devices with Internet connectivity. Therefore, it allows billions of Wi-Fi devices to connect to the
Internet without charging or swapping batteries. The Wi-Fi backscatter consists of two types of
communication: uplink communication and downlink communication. In uplink communication,
the RF-powered device transmits its tag information to the Wi-Fi device, while the Wi-Fi device
transmits data to the RF-powered device via downlink communication [6]. In particular, uplink
communication is important for IloT, since most IloT applications aim to provide monitoring services
using a number of physical sensors, which generate a huge amount of uplink-centric traffic [7,8].

However, the uplink communication of the existing Wi-Fi backscatter is easily interfered with by
the transmissions of legacy Wi-Fi devices in the vicinity, since it commonly uses a carrier sense multiple

Appl. Sci. 2016, 6, 427; d0i:10.3390/ app6120427 www.mdpi.com/journal/applsci


http://www.mdpi.com/journal/applsci
http://www.mdpi.com
http://www.mdpi.com/journal/applsci

Appl. Sci. 2016, 6, 427 20f17

access with collision avoidance (CSMA /CA) mechanism, as defined in the Wi-Fi standards [9-12].
Thus, it is difficult to guarantee timeliness and reliability, which are essential system requirements of
the IloT. The existing Wi-Fi backscatter cannot satisfy the strict delay constraint of the IloT because
of the long channel access delay caused by CSMA /CA operations and suffers from frequent packet
losses and data corruptions. This is because the interferences of the neighboring legacy Wi-Fi devices
make it difficult to guarantee consecutive transmissions of the Wi-Fi backscatter tag (i.e., RF-powered
device). Note that Wi-Fi backscatter tags only transmit one bit of their own tag information according
to whether they are reflecting the Wi-Fi signal.

Davenport et al. [13] developed a special type of shield, called a comb reflection frequency
selective surface (CR-FSS) that can be installed on a wall to physically prevent interference between
Wi-Fi access points (APs). However, CR-FSS cannot prevent interference between Wi-Fi APs placed in
open spaces. Li et al. [14] presented a frame length and charging time adaptation in computational
radio frequency identification (CRFID) backscatter communication, for which CRFID devices would
use a dedicated link to communicate with each other. The use of a dedicated link might help prevent
interference, but it cannot be adopted in the case of a Wi-Fi backscatter uplink where a number of
Wi-Fi backscatter tags share a common channel through which they deliver their tag information.

It is strongly necessary to design a new medium access control (MAC) protocol for dedicated
use in the Wi-Fi backscatter uplink to address the interference problem in Wi-Fi backscatter uplink
communication, since the MAC protocol decides which device is used, and both when and how long
it occupies the wireless channel when a number of network devices are trying to transmit packets
simultaneously [15,16]. Kellogg et al. [6] and Bharadia et al. [17] developed dedicated MAC protocols
for the downlink communication of Wi-Fi backscatter, which commonly use CTS-to-self packets to
prevent interference with the neighboring legacy Wi-Fi devices. The CTS-to-self packet is used to set
the network allocation vector (NAV) for neighboring legacy Wi-Fi devices to defer their transmissions
by up to 32 ms, which is insufficient to deliver uplink-centric traffic from the Wi-Fi backscatter tag in
IIoT applications. Specifically, the Wi-Fi reader should use multiple channel measurements to decode
each bit transmitted by the Wi-Fi backscatter tag in the Wi-Fi backscatter uplink, due to the noise of
the environment. Moreover, successive transmissions of multiple CTS-to-self packets are not available
due to CSMA /CA operations, thus it cannot be a suitable solution to the interference problem.

Several studies have tried to differentiate Wi-Fi device channel access through MAC parameter
configurations. Talla et al. [18] proposed a PoWiFi system that tunes the contention window
(i.e., CWpin and CWpay) to provide high-priority channel access. However, it only considers one
power packet transmission; thus, it suffers from long channel access delays caused by CSMA/CA
operations when a series of packets are transmitted to a sensor device. Furthermore, it only tunes the
CWin and CWpay, and such consideration cannot provide dominant priority channel access to Wi-Fi
backscatter devices (i.e., Wi-Fi readers and Wi-Fi backscatter tags) while also supporting their burst
transmissions. In [19], Scalia et al. proposed a dynamic MAC parameter configuration approach based
on the IEEE 802.11e standard to maximize network throughput. It uses different arbitration inter-frame
space (AIFS) instead of the distributed inter-frame space (DIFS) and different CWy,i, depending on the
network congestion status; however, it cannot support Wi-Fi backscatter devices’ burst transmissions.

In this paper, we propose a dominant channel occupancy (DCO) mechanism for the Wi-Fi
backscatter uplink that provides high-priority channel access and reliable burst transmission to Wi-Fi
backscatter devices for guaranteeing the timeliness and reliability of the IIoT. The DCO enables the
Wi-Fi backscatter tag to deliver its physical sensor data (i.e., tag information) to the Wi-Fi reader without
interference from neighboring legacy Wi-Fi devices. In DCO, for high-priority channel access of Wi-Fi
backscatter uplink, we consider the following three types of MAC configurations: (1) CSMA/CA
starting with short inter-frame space (SIFS); (2) freezing of the backoff period; and (3) reduced CWpjn.
On the other hand, the CSMA /CA operation of legacy Wi-Fi: (1) uses a DIFS, not a SIFS; (2) increases
the backoff period twice when collision occurs; and (3) uses a fixed CW ;. Furthermore, we employ
SIFS between consecutive packets instead of CSMA /CA to guarantee reliable burst transmission, which
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means the transmission of a series of same-size packets. The experimental simulations are conducted
to verify the effectiveness of the DCO and determine the proper values of the MAC parameters.
Specifically, we investigate the channel occupancy of Wi-Fi backscatter devices by comparing the
throughput between Wi-Fi backscatter and legacy Wi-Fi devices. The simulations are performed under
IEEE 802.11n PHY/MAC environments [20], and both separate and composite cases are observed
to check the impacts of each configuration. The simulation results show that the DCO can provide
high-priority channel access and dominant channel occupancy to the Wi-Fi backscatter devices in the
shared wireless channel. In particular, the reduced CWp;, has the most significant effect on throughput
performance. When two or more MAC configurations are used simultaneously, the Wi-Fi backscatter
devices achieve much higher throughput than the separate cases. The results also show that the Wi-Fi
backscatter devices can dominantly occupy the shared wireless channel for burst transmission without
any interruption by using the SIFS between consecutive packets. The contributions of our work can be
summarized as follows.

e  We propose a new MAC layer solution for the Wi-Fi backscatter uplink, which is essential in
most IloT applications. As mentioned above, the existing Wi-Fi backscatter approach mainly
focuses on downlink communication, but most IIoT monitoring applications make little use of
their downlink and only require a very small bandwidth (e.g., a few kilobits per second) for
command transmissions if utilized.

e  The DCO can be applied to all Wi-Fi standards including IEEE 802.11b/g/n that use CSMA/CA
operations. In contrast, the existing Wi-Fi backscatter approach utilizes CTS-to-self packets to deal
with interference, which is only supported by the Wi-Fi standards released after IEEE 802.11g.
Thus, many devices that only conform to IEEE 802.11b may cause interference under the
existing approach.

e  The DCO guarantees reliable burst transmission for Wi-Fi backscatter devices without exchanging
additional control packets such as CTS-to-self, regardless of the amount of tag information and
number of channel measurements. This is clearly distinguished from the CTS-to-self manner of
having a time limit of up to 32 ms.

The rest of this paper is organized as follows. Section 2 provides an overview of Wi-Fi backscatter
uplink communication. Section 3 presents the detailed operation of the DCO. The experimental
simulation is described in Section 4. Finally, we conclude our study in Section 5.

2. Wi-Fi Backscatter Uplink Communication

Figure 1 illustrates the architecture and operation of Wi-Fi backscatter uplink communication.
As shown in Figure 1a, the Wi-Fi backscatter includes three types of devices: the Wi-Fi reader, Wi-Fi
helper, and Wi-Fi backscatter tag, which are the mobile device, Wi-Fi AP, and RF-powered device,
respectively. For uplink communication, the Wi-Fi backscatter tag transmits its tag information to a
Wi-Fi reader by either reflecting or not reflecting a Wi-Fi helper signal. Figure 1b shows the operation
of Wi-Fi backscatter uplink communication. The Wi-Fi helper consecutively transmits the same size
of packets. Then, the Wi-Fi backscatter tag modulates these transmissions by either reflecting or not
reflecting the signals. The Wi-Fi reader decodes the modulated transmissions by using the variation
of received signal strength indicator (RSSI) or channel state information (CSI) [21,22]. Note that the
reflected packets are decoded as “1” bits by the Wi-Fi reader or “0” bits [6]. As mentioned earlier,
the existing Wi-Fi backscatter hardly ensures the consecutive packet transmissions of the Wi-Fi helper
when multiple Wi-Fi devices (e.g., legacy Wi-Fi APs and clients) simultaneously transmit their packets
in the vicinity, because the Wi-Fi helper should compete with other legacy Wi-Fi devices to access the
channel by using CSMA /CA.
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Figure 1. Wi-Fi backscatter uplink communication: (a) architecture; and (b) operation.

3. Design of the DCO

The DCO is designed to guarantee the timeliness and reliability of Wi-Fi backscatter uplink
communication. To this end, the DCO provides four types of MAC configurations for the purpose of
the high-priority channel access and reliable burst transmission of Wi-Fi backscatter devices. Three of
them are used to support high-priority channel access, and one of them is used for reliable burst
transmission. In the following subsections, we describe the design of the DCO in detail.

3.1. High-Priority Channel Access

The DCO guarantees the timeliness of Wi-Fi backscatter uplink communication by providing
high-priority channel access to the Wi-Fi backscatter devices. For high-priority channel access, the DCO
uses three types of MAC configurations: (1) CSMA /CA starting with SIFS; (2) freezing of the backoff
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period; and (3) reduced CW,i. Note that the CSMA /CA operation of legacy Wi-Fi devices: (1) uses
a DIFS, not a SIFS; (2) increases the backoff period twice when collision occurs; and (3) uses a fixed
CWhin. The first MAC configuration reduces the waiting time of the Wi-Fi backscatter devices
spent at the beginning of CSMA /CA by replacing the DIFS with SIFS. Specifically, it reduces the
waiting time by “2 x slot time”, since DIFS is calculated as “SIFS + 2 x slot time.” Consequently,
Wi-Fi backscatter devices start the next step (i.e., the backoff procedure) earlier than the legacy Wi-Fi
devices in the vicinity. The second configuration can reduce the backoff delay when collision occurs.
After collision occurs, the DCO makes the Wi-Fi backscatter devices maintain the length of backoff
period, given as [0, ZBE—l], where BE is the backoff exponent. The minimum and maximum BEs
(i-e., MacMinBE and MacMaxBE, respectively) are pre-determined by the system, and 2M#MinBE_1 jg
equal to CWpin [23,24]. To maintain the length of the backoff period after collision, the DCO uses
a fixed value of BE (i.e., MacMinBE) regardless of the collision. The freezing of the backoff period
increases the probability that Wi-Fi backscatter devices will have fewer backoff slots than other legacy
Wi-Fi devices. The last configuration can reduce the backoff delay for initial channel access by reducing
the value of CWin. The reduced CW ;i decreases the maximum number of backoff slots for initial
channel access. Considering that the number of backoff slots is randomly selected in [0, CWpn],
the reduced CW i, makes the Wi-Fi backscatter devices have fewer backoff slots than legacy Wi-Fi
devices for initial channel access.

Figure 2 shows a comparison of initial channel access between (Figure 2a) the DCO and (Figure 2b)
legacy Wi-Fi. In the figure, the DCO defers the backoff procedure for SIFS, which is a shorter waiting
time than that of legacy Wi-Fi devices. In addition, the DCO has shorter backoff delay than the legacy
Wi-Fi because it uses the reduced CWyy;,. Since the channel-access delay of the DCO is shorter than
that of the legacy Wi-Fj, it can provide high-priority channel access to Wi-Fi backscatter devices, which
allows the Wi-Fi backscatter devices to transmit a packet earlier than others. The legacy Wi-Fi device
defers its own transmission when it detects a busy channel via carrier sensing; thus, the high-priority
channel access can guarantee the timeliness of the Wi-Fi backscatter devices regardless of the legacy
Wi-Fi devices in the vicinity.
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Figure 2. Comparison of initial channel access: (a) DCO; and (b) legacy Wi-Fi.
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3.2. Reliable Burst Transmission

In Wi-Fi backscatter uplink communication, the Wi-Fi backscatter tag transmits its tag information
comprised of multiple bits to the Wi-Fi reader by reflecting a series of packets, since one packet reflected
by the Wi-Fi backscatter tag is decoded as one bit by the Wi-Fi reader. Accordingly, to guarantee
the reliability of Wi-Fi backscatter uplink communication, the Wi-Fi backscatter devices should have
the ability to transmit multiple packets without any interruption. In other words, reliable burst
transmission is indispensable for guaranteeing the communication between Wi-Fi backscatter devices.
For reliable burst transmission, the DCO uses SIFS between consecutive packets. Note that the legacy
Wi-Fi uses the CSMA /CA mechanism whenever the packet is transmitted, which causes DIFS and
backoff delay. The use of SIFS between burst packets can provide dominant channel occupancy to
Wi-Fi backscatter devices, since it enables the Wi-Fi backscatter devices to start packet transmission
before the legacy Wi-Fi devices perform carrier sensing (i.e., backoff). The legacy Wi-Fi devices defer
their transmission until the end of the burst transmission of Wi-Fi backscatter devices upon detecting
the busy channel through carrier sensing.

Figure 3 shows an operational example of the burst transmission of Wi-Fi backscatter devices
running DCO. In the example, a pair of Wi-Fi backscatter devices and two pairs of neighboring legacy
Wi-Fi devices are assumed. The Wi-Fi backscatter devices employ DCO and have three packets for
burst transmission. On the other hand, the legacy Wi-Fi devices use the CSMA /CA mechanism and
have one packet to transmit. In the figure, one of the Wi-Fi backscatter devices transmits the packet
earlier than the others since it uses “CSMA /CA starting with SIFS” and “reduced CWp,”. Due to
the transmission of the Wi-Fi backscatter devices, the legacy Wi-Fi devices detect a busy channel after
DIFS and defer their transmission until the end of the transmission. After the successful transmission,
the Wi-Fi backscatter devices and legacy Wi-Fi devices wait for SIFS and DIFS, respectively. Then,
the Wi-Fi backscatter devices occupy the channel and the others defer their transmission again, since
SIFS is shorter than DIFS. All the devices repeat their previous operation until the end of the burst
transmission. In this example, all the packets of Wi-Fi backscatter can be transmitted successively
without any interruption.

CSMA/CA Backoff delay SIFS between
starting with SIFS (Reduced CWmin) consecutive packets
SIES SIFS SIFS
Wi-Fi B
backscatter ‘ i }’ Packet Packet Packet ‘
devices ——h ‘ ‘ ‘ ‘ ‘ W\ » time
i Detect f?usy chan‘hel i i i i Detect idle channel
i i i i i i i Backoff delay
! (Default CWmin)
Legacy Wi-Fi DIFS Defer DIFS Defer DIFS Defer DIFS \*4
devices 1 < < » | ; Packet o
I I I | | | ; 77777 ;\ ; > tlme
| Detect Husy channel ! ! ! ! ! Detect busy channel
| | | | | | | | |
Legacy Wi-Fi DIES Defer DIES Defer DIES Defer DIES it Defer
devices 2 > < > < > } [« > 5

» time

Figure 3. Example of burst transmission of DCO.

The real implementation of DCO additionally requires the low MAC development of the Wi-Fi
helper, for which the developer can modify the MAC parameter configurations within the device
driver source code of the embedded operating system. Note that current Wi-Fi open source device
drivers such as OpenWrt, DD-WRT, Tomato, MadWifi are available for the hands-on development of
DCO [25-28].
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4. Performance Evaluation

In this section, we present the effectiveness of the DCO and determine the proper values of
MAC parameters by conducting experimental simulations. In the simulation, MAC configurations are
employed for the Wi-Fi backscatter devices only. We compare the throughput performance between the
Wi-Fi backscatter devices and the legacy Wi-Fi devices to observe their channel occupancy variations.
In the following subsections, we describe the simulation setup and discuss the results of the simulation
in detail.

4.1. Simulation Setup

Figure 4 shows examples of the network topology with different numbers of devices. All devices
are deployed in a 100 x 100 m? region and have the same interference range. We consider a pair
of devices (i.e., Tx and Rx devices) per transmission and set the Tx devices to transmit the packets
consecutively. Multiple pairs of devices are deployed in the simulation region; one of the pairs is
set to the Wi-Fi backscatter devices, and others are set to the legacy Wi-Fi devices. Considering
the architecture of Wi-Fi backscatter uplink communication in Section 2, the Tx device of a pair of
Wi-Fi backscatter devices should be a Wi-Fi helper. Therefore, we investigate the channel occupancy
of Wi-Fi backscatter devices in the simulation by measuring the throughput of the Wi-Fi helper
under IEEE 802.11n PHY/MAC environments. The simulation is repeated 30 times. The simulation
parameters are listed in Table 1 in detail.

(a) (b)

Figure 4. Examples of network topology: (a) four devices; (b) eight devices; (c) 14 devices;

and (d) 20 devices.
Table 1. Simulation parameters.
Parameter Value Parameter Value
PHY/MAC model IEEE 802.11n Traffic application CBR
Simulation time 1000 ms Date rate 300 Mbps
SIFS 16 ps Payload 2304 bytes
DIFS 34 ps PHY header 16 bytes
Slot time 9 us MAC header 30 bytes
Maximum retransmission 6 CWhin, CWhax 15, 511

4.2. Simulation Results

Figures 5 and 6 show the variation of average throughput for the Wi-Fi backscatter and legacy
Wi-Fi devices when the number of devices is changed. In these simulations, only a single MAC
configuration is employed for the Wi-Fi backscatter devices (i.e., separate cases). In Figure 5a,b,
the Wi-Fi backscatter devices employ the “CSMA /CA starting with SIFS” and the “freezing of the
backoff period”, respectively. Overall, the MAC configuration can improve the average throughput of
Wi-Fi backscatter devices. The CSMA /CA starting with SIFS and the freezing of the backoff period
improves the throughput by 85% and 29%, respectively. This is because the Wi-Fi backscatter devices
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have a higher priority of initial channel access than the legacy Wi-Fi devices in both cases. Specifically,
the former can reduce the waiting time for channel access, and the latter can reduce the backoff delay
when collision occurs.
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Figure 5. Variation of throughput for separate cases: (a) CSMA /CA starting with SIFS; and (b) Freezing
of backoff period.

The variation of throughput for “reduced CWp,;n” is shown in Figure 6. From the results,
we observe that the reduced CWy,i, has the most significant effect on the channel occupancy.
In Figure 6a, the throughput performance of the Wi-Fi backscatter and legacy Wi-Fi devices is
almost the same, since both devices maintain the same value of CW ;. In this case, the throughput
performance of each device is slightly different, since the device randomly selects the number of
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backoff slots (i.e., [0, CWpin]). When the CW i, of the Wi-Fi backscatter devices is reduced to 7 and 3
(i.e., Figure 6b,c), the Wi-Fi backscatter devices obtain higher throughput compared with the case
where CW,in = 15 because they have fewer backoff slots than the legacy Wi-Fi devices. In Figure 6d,
CWin is set to 1. In this case, the Wi-Fi backscatter devices exhibit the highest throughput. The reason
for this is that the number of backoff slots, which is the main cause of channel-access delay, selected is
only to “0” or “1.” However, the separate cases cannot guarantee dominant-channel occupancy for the
Wi-Fi backscatter devices when the number of devices increases. This is because the increased number
of devices leads to the increased number of legacy Wi-Fi devices with a small value of CW .
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Figure 6. Variation of throughput for separate cases: (a) reduced CWy,j, = 15; (b) reduced CWpyin =7;
(c) reduced CW i, = 3; and (d) reduced CW i, = 1.

Figure 7 shows the variation of average throughput for the composite cases where two or more
MAC configurations are simultaneously employed for the Wi-Fi backscatter devices. Similar to the
separate cases, the channel occupancy of the Wi-Fi backscatter devices is higher than that of the legacy
Wi-Fi devices. However, the dedicated devices in composite cases exhibit higher average throughput
than separate cases. This is because the advantages of each configuration are compositely applied to
the Wi-Fi backscatter devices. Specifically, as shown in Figure 7a, the Wi-Fi backscatter exhibit 128%
higher average throughput when the CSMA /CA starting with SIFS and freezing of the backoff period
are employed at the same time. In composite cases, the Wi-Fi backscatter devices can dominantly
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occupy the channel. In Figure 7b, the Wi-Fi backscatter devices occupy 95% of the channel on average,
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Figure 7. Variation of throughput for composite cases: (a) CSMA /CA starting with SIFS + freezing
of backoff period; (b) freezing of backoff period + reduced CWpy, = 1; (c) CSMA /CA starting with
SIFS + reduced CWpyi, = 1; and (d) all of the MAC configurations.

Figures 8 and 9 show the variation of the number of consecutive packet transmissions and
throughput for the burst transmission, respectively. For the burst transmission, we set the Wi-Fi
helper to transmit 100 packets consecutively. Figure 8 exhibits the variation of the number of burst
transmissions when the number of devices increases. The Wi-Fi helper transmits 100 packets without
any interruption. The reason for this is that they wait only for SIFS between consecutive packets.
The neighboring legacy Wi-Fi devices use the CSMA /CA mechanism, which causes DIFS and random
backoff delay; thus, they do not have a chance to transmit packets during the burst transmission.
The number of consecutive packet transmissions of the legacy Wi-Fi devices decreases slightly when
the number of devices increases, since the number of devices that have to compete for channel
access increases.
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Figure 8. Variation of the number of consecutive packet transmissions.

Figure 9 shows the variation of throughput for burst transmission. In Figure 9a, the Wi-Fi
backscatter devices employ burst transmission without MAC configurations for initial channel access.
In this case, the throughput of the Wi-Fi backscatter devices decreases as the number of devices
increases. The reason for this is that both types of devices have the same chance of channel access due
to the use of CSMA /CA. Figure 9b shows the variation of throughput of the Wi-Fi backscatter devices
when they use all of the MAC configurations. The simulation results demonstrate that the Wi-Fi
backscatter devices can dominantly occupy the wireless channel. In this case, the Wi-Fi backscatter
devices always access the channel earlier than the others, since they use the CSMA /CA starting with
SIFS, freezing of the backoff period, and reduced CWyi, (i.e., CWpin = 1). In addition, Wi-Fi helper
transmits the packets successively without any interruption because they only wait for SIFS between
consecutive packets.

e
| | | | | —— Wi-Fi backscatter
L [T Lepay Wik
200 - -~ N !
. | |
2] |
Q. |
§15077777777777777777777777777777777777: 777777777
E | | | | | | | |
o
,J: I I I I I I I I
% | | | | | | | |
o10077777r7777\77777\7777777777777777 77777 [ T T T
H | | | | | | | |
'-[5 | | | | | | | |
e B s L B e
2 4 6 8 10 12 14 16 18 20

Number of devices
(a)

Figure 9. Cont.



Appl. Sci. 2016, 6, 427 14 of 17

250 T T T T
| | | | | | | |
| | | | | —— Wi-Fi backscatter
200 -~ ey Wil
| | | | | ‘ ‘ ‘
— I I I I I I I I
w I I I I I I I I
o I I I I I | | |
R s B S A
e | | | | | | | |
E | | | | | | | |
2" I I I I I I I I
¥ | 1 | | 1 1 | |
8100 77777 T T [ T T T
=1 | | | | | | | |
ﬁ | | | | | | | |
I I I I I I I I
| | | | | | | |
50r-—--- [ el st B Aty 1= === |
I I I I I I I I
| | | | | | | |
| | | | | | | |
(\’. A A A A A A A A
2 4 6 8 10 12 14 16 18 20

Number of devices
(b)

Figure 9. Variation of throughput for burst transmission: (a) SIFS between consecutive packets without
MAC configurations for initial channel access; and (b) all of the MAC configurations.

Figure 10 shows the throughput variation and the number of consecutive packet transmissions for
multiple pairs of Wi-Fi backscatter devices. In the simulation, 20 pairs of devices are deployed in total;
the number of Wi-Fi backscatter device pairs started from one and rose to 10 in single-step increments,
and the rest is set to the pairs of legacy Wi-Fi devices. All MAC configurations are employed for the
pairs of Wi-Fi backscatter devices, and CWyy;y, is set to three. In addition, the number of consecutive
packets for burst transmission is set to 100. In Figure 10a, the Wi-Fi backscatter devices generally exhibit
higher throughput than those of the legacy Wi-Fi due to the use of DCO. However, it sharply decreases
as the number of Wi-Fi backscatter device pairs increases, because each Wi-Fi helper competes with
all others for channel access using CSMA /CA. Figure 10b shows the number of consecutive packet
transmissions when deploying multiple pairs of Wi-Fi backscatter devices. In this figure, the Wi-Fi
helper transmits 100 packets without interruption, because the neighboring Wi-Fi helpers are not
allowed to engage in packet transmission during the burst transmission.
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Figure 10. Variation of throughput and the number of consecutive packet transmissions for multiple
pairs of Wi-Fi backscatter devices: (a) throughput; and (b) number of consecutive packet transmissions.

5. Conclusions

This paper presents DCO to guarantee the timeliness and reliability of the IloT system. The DCO is
designed to provide high-priority channel access and reliable burst transmission. For the former, three
types of MAC configurations are considered: “CSMA /CA starting with SIFS”, “freezing of the backoff
period”, and “reduced CWy,in.” For the latter, we consider the SIFS between consecutive packets
instead of DIFS. The simulation results show that the DCO can guarantee the dominant-channel
occupancy of Wi-Fi backscatter devices regardless of the interference from other legacy Wi-Fi devices
in the vicinity. The CSMA /CA starting with SIFS and the freezing of the backoff period can improve
the channel occupancy by 85% and 29%, respectively. The reduced CWpiy, is the most effective MAC
configuration for the initial channel access in separate cases. When CW i, = 1, most of the shared
wireless channel is occupied by Wi-Fi backscatter devices. Moreover, the Wi-Fi backscatter devices
achieve much higher channel occupancy than the separate cases when multiple MAC configurations
are used compositely. If all of the MAC configurations with CWy,;, = 1 are employed for the Wi-Fi
backscatter devices, they always have the highest priority for channel access. In the case where
the Wi-Fi backscatter devices use the SIFS between consecutive packets, they transmit the packets
successively regardless of the transmissions of the legacy Wi-Fi devices in the vicinity. This paper
focuses on the design of DCO and performance evaluation via experimental simulation. Future work
will be directed towards implementing DCO using available Wi-Fi open source device drivers, since
this requires the additional low MAC development of a Wi-Fi helper. In particular, we will evaluate
and verify the feasibility of DCO in real IloT environments through such an implementation.
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