
Citation: Wang, D.; Jiang, R.; Sun, W.;

Zhang, X.; Lu, C.; Zou, Y. Industrial

Internet Identity Resolution+5G Full

Connection Digital Factory Research.

Appl. Sci. 2023, 13, 4945. https://

doi.org/10.3390/app13084945

Academic Editors: Chun-Yen Chang,

Charles Tijus, Teen-Hang Meen and

Po-Lei Lee

Received: 7 December 2022

Revised: 5 March 2023

Accepted: 8 March 2023

Published: 14 April 2023

Copyright: © 2023 by the authors.

Licensee MDPI, Basel, Switzerland.

This article is an open access article

distributed under the terms and

conditions of the Creative Commons

Attribution (CC BY) license (https://

creativecommons.org/licenses/by/

4.0/).

applied  
sciences

Review

Industrial Internet Identity Resolution+5G Full Connection
Digital Factory Research
Dajiang Wang 1, Renben Jiang 1, Wenlei Sun 1,*, Xuedong Zhang 1, Cheng Lu 1 and Yuxin Zou 2

1 School of Intelligent Manufacturing Modern Industry, Xinjiang University, Urumqi 830017, China
2 Tebian Electric Apparatus Stock Co., Ltd., Changji 831100, China
* Correspondence: sunwenxj@163.com

Abstract: In this paper, in order to help improve the information capacity of modern factories, a full
connection digital factory for industrial Internet identity resolution is built, and digital technology is
used to perform the digital interconnection of the production equipment. The full connection digital
factory is an advanced factory with extensive connection of production units, deep integration of IT–
OT, full release of data value, and improvement of the total factor productivity. This is enabled by the
full integration and use of the new generation technologies represented by 5G, edge computing, and
identity resolution to reach new factory level, workshop level, and production line level production
scenarios. Based on the integration of infrastructure, information technology, and platform service
resources, a full connection digital factory architecture is constructed. The fusion application of 5G,
edge computing, and mark resolution technology in transformer discrete manufacturing digital plant
is then discussed. The challenges and development trends are summarized. Finally, it is demonstrated
that the full connection digital factory of identity resolution is a possible future development direction.

Keywords: digital factory; 5G; identity resolution; edge computing

1. Introduction

At present, the transformation direction of the manufacturing industry is the integra-
tion and improvement of automation upgrading and the new generation of information
technology. This is not only the transformation replacing the manpower with robots, but
also the full utilization of production data elements. Independent decision making can
then be realized and automated production lines, intelligent workshops, and unmanned
factories can be fully connected and deeply integrated. With the continuous development
of digital factories, the manufacturing industry is using the new generation of information
technology based on 5G and identity resolution technology to break through the data
barriers between all levels and systems in modern factories and closely link the managers,
workers, and production equipment.

The industrial Internet identity resolution system is an important part of the industrial
Internet network system, which is the nerve center supporting its interconnection. Its
function is similar to the domain name resolution system (DNS) in the Internet field.
Identity resolution technology denotes the process of mapping the object identity to the
information required by the actual information service, such as the address, item, and
spatial location. For example, by resolution the identity of an item, the address of the server
where the associated information is located is stored. Identity resolution is a technical
process of “information transformation” which can accurately and efficiently obtain the
corresponding information of object identity in a complex network environment. By
developing a unified identification system, the identity resolution technology can connect
all the production factors such as equipment, machines, and materials in the industry, and
connect separated data and applications through the analytical system, so as to perceive
the source information, flow process, and use of data. Products, machines, workshops, and
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factories can be vertically connected to collect low-level identification data into scale, data
sharing among information systems, and identification data analysis and application. Edge
computing is an open platform integrating core capacities of network, computing, storage,
and application at the side close to the object or data source to provide the nearest end
service. Its applications are initiated on the edge side to produce faster network service
responses that meet the industry’s basic needs in real-time business, application intelligence,
security, and privacy protection.

It can horizontally connect its own upstream and downstream enterprises using
identity resolution to query data on demand. Small and medium-sized businesses can be
horizontally connected as a platform to share data on demand using identity resolution.
From end to end, the full life cycle of design, manufacturing, logistics, and use can be
opened up to perform the true full life cycle management.

Identity resolution technology will change many industries and become their preferred
tracing technology in the future, especially the manufacturing industry. It is the future of
industry 4.0 and intelligent manufacturing. Addressing the increased bandwidth and low
latency requirements of the fully connected digital factories, the big data communication [1]
generated by more connected devices, and the data application processing capacity required
by the factory floor are serious challenges for the industry. The popularization of identity
resolution technology, fifth-generation communication technology, and edge computing
technology allows the digital factory infrastructure to have faster data transmission, lower
delay, and faster calculation. The manufacturing operation management platform can
basically control the workshop operation situation without delay. Deep learning and other
technologies were used to model and train the historical production data and perform
forward-looking adjustments for production configuration. The full connection digital
factory aims at maximizing the efficiency by taking advantage of these features at all times
throughout the manufacturing process and assets; it provides an understanding of the
near real-time manufacturing process, as well as more comprehensive and detailed shop
scheduling. With the expected growth in demand for data [2] ranging from mission-critical
to large-scale machine connectivity, the deployment of 5G along with identity resolution
and edge computing has raised expectations that it will open up new opportunities for
novel models and applications in full connection digital factories.

1.1. Motivation

The concept of digital factory (DF) first emerged in the late 1980s, when artificial
intelligence (AI) was a manufacturing tool. As an advanced intelligent application, the
digital factory allows rapid and dynamic manufacturing of products in a stable manner,
easily responding to the demand for customized products and optimizing the time, supply,
and production network. The establishment of digital factory in most enterprises mainly
relies on mature industrial digital technologies such as the manufacturing execution system
(MES), Internet of Things (IoT), cyber physics system (CPS), product data management
(PDM), and enterprise resource planning (ERP). However, these mature technologies cannot
easily perform the fusion of different types of data between various departments of the
factory, and the real-time monitoring of the current production state of the factory with
low delay. In this paper, the discussion of fully connected digital factory is integrated
with identity resolution, 5G, and edge computing. In addition, the previously mentioned
problems are solved under the condition of maximum privacy and security protection.

1.2. Contribution

The proposed fully connected digital factory solves the following problems:

• Integration of different departments and types of data in the factory.
• Low latency real-time monitoring of current factory production status.
• Ensuring the privacy and security of all types of data.
• Full life cycle traceability of production quality.
• Intelligent operation and maintenance of production equipment.
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• Factory automation.

1.3. Organization

The remainder of this paper is organized as follows. Section 2 introduces the research
status of digital factory in recent years and summarizes the advantages and disadvantages
of each party. Section 3 presents the proposed industrial Internet identity resolution
+5G fully connected digital factory architecture, introduces its framework, and details
its process. Section 4 reviews the key technologies of fully connected digital factory. In
Section 5, the application of fully connected digital factory in discrete manufacturing of
power transformers is presented. Section 6 summarizes the challenges and development
trends. Finally, the limitation and the route of future research, as well as the contribution to
theory and practice, are introduced in the conclusion in Section 7.

2. Related Work

Identity resolution technology will change many industries and become their pre-
ferred tracing technology, especially the manufacturing industry. It will also be the future
of industry 4.0 and intelligent manufacturing development. Addressing the increased
bandwidth and low latency requirements of fully connected digital factories, the big data
communication generated by more connected devices, and the data application processing
capacity required by the factory floor are serious challenges facing the industry. The popu-
larization of identity resolution technology, fifth-generation communication technology,
and edge computing technology allows the digital factory infrastructure to have faster data
transmission, lower delay, and faster computation. The manufacturing operation manage-
ment platform can basically control the workshop operation situation without delay. Deep
learning and other technologies were used to model and train historical production data
and perform forward-looking adjustments to production allocation. The fully connected
digital factory aims at maximizing the efficiency by taking advantage of these features at
all times throughout the manufacturing process and assets. Shop scheduling was used to
provide a more comprehensive and detailed understanding of the near real-time manufac-
turing process. With the expected growth in demand for data ranging from mission-critical
to large-scale machine connectivity, the deployment of 5G alongside identity resolution
and edge computing has raised expectations that it will open up new opportunities for
novel models and applications in fully connected digital factories.

2.1. Existing Studies

Many studies on digitalized factory-related technologies were conducted. For instance,
Ren Yuzheng et al. [3] discussed the design objectives and key supporting technologies of
the new industrial Internet identity resolution and proposed a decentralized and efficient
identity resolution system scheme. Zhou Hongyu et al. [4] proposed a remote operation
and maintenance system for products based on industrial Internet identity resolution.
By studying the 5G technology and its advantages, Chen Xiaomin et al. [5] analyzed the
technical framework of “5G+ Industrial Internet” and its application and development
prospects in intelligent [6] manufacturing by combining its development process and key
technologies. They showed that the development of 5G and industrial Internet can provide
good solutions for intelligent manufacturing. Zhang Wei et al. [7] established a modular
vertical integration scheme of intelligent manufacturing service process. They demon-
strated the feasibility and superiority of the vertical integration strategy of the intelligent
manufacturing service process using specific examples. Based on the requirements of
sustainable intelligent manufacturing and the characteristics of 5G wireless communication,
Fadwa Mahiri et al. [8] proposed a 5G system supporting the industrial Internet of Things
architecture (5G-IIoT) for the sustainable intelligent manufacturing environment. In addi-
tion, the security threats and challenges of 5G-IIoT [8,9] enabling intelligent manufacturing
are analyzed. Tomasz W. Nowak et al. [10] studied the impact of the application of the
mobile edge computing (MEC) technology on the MEC-based business functions of 5G,
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while considering 12 representative vertical industries of 5G MEC [11], and introduced
their basic characteristics, threats, vulnerabilities, and known attacks. Zhao Feng et al. [12]
proposed an intelligent workshop fault prediction and health management system based on
the 5G technology to provide technical support for preventive maintenance and effectively
reduce the repair and maintenance costs. Li Xuexia et al. [13] discussed the landing scheme
of the core application scenario of the 5G technology in the smart garment factory. Zhang
Jie et al. [14] proposed a data-driven intelligent control system architecture for robotized
textile production. Zhang Lei et al. [15] analyzed the application status and problems of the
identity resolution technology in Chinese industrial Internet and explored an innovative
promotion mode based on its application requirements in key links of industrial enterprises.
Marko Vukovic et al. [16] retrofitted old machines with the IIoT to make them connected
and able to provide data for process monitoring. The solution provided immediate results
in a manufacturing environment with the ultimate goal of digital transformation of the en-
tire factory. This study presented an implementation cycle for digital industrial broaching,
supported by a recent literature analysis.

DF-related newest studies are presented in Table 1.

Table 1. Summary of existing research.

Author Year Technique/Environments Key Contributions

Sungwook Jung et al. [11] 2022 Smart Factory, Structural
Equation Modeling

Provides strategies for the
digital transformation of

factories.

Andrea Bondin et al. [17] 2022
Augmented Reality, Reactive
Maintenance, Virtual Reality,

Extended Reality

Shortens the maintenance
time.

Deborsi Basuet al. [18] 2022 6G, Cyber-Physical Systems,
Virtual Reality

Describes the possible
direction of the digital factory

in the future.

Yu Xia et al. [19] 2022
Parallel Collaboration,

Manufacturing Execution
System

A digital production line
scheduling model is proposed.

Isabella Lichtenstern et al. [20] 2022 Automated Guided Vehicle,
Digital Twins

A digital factory AGVs
scheduling method is

proposed.

Young-kuk Kwon et al. [21] 2022 Cyber Physical System,
Digital Twin, Smart Factory

An Improved Cyber Physical
System.

Houkun Zhu et al. [22] 2022 Smart Factory, Digital
Assistance, Machine Learning

A digital factory Smart.
Expert System is proposed.

Roosefert Mohan T et al. [23] 2022
Smart Digital Kaizen,

Supervisory Control, Data
Acquisition

A digital factory model is
proposed.

Ayoub Chakroun et al. [24] 2022

Digital Twins, Cyber Physical
Production System, Materiel

Requirement Planning,
Simulation, Optimization

A digital factory simulation
platform is built.

Karim Haricha et al. [25] 2023
Smart Manufacturing,

Artificial Intelligence, Internet
of Things

Intelligent manufacturing and
digital factory are reviewed.

Haotian Chen et al. [26] 2023
Digital Twins, Blockchain,

Industrial Internet of Things,
Smart Manufacturing

A digital factory model is
proposed.

Proposed method 2023 Identity Resolution, 5G, Edge
Computing

A digital factory with low
latency and deep data

integration is built.
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2.2. Key Considerations for Full Connection Digital Factory

The following factors should be considered in the establishment of a fully connected
digital factory:

2.2.1. Data Security

This is a problem that both the owner and the user of data are very concerned about.
It involves legal, ethical, and computer systems. These factors can be divided into two
categories: the external conditions that are not directly related to the database system
itself and the database system defense ability. As far as external conditions are concerned,
it includes a series of appropriate management policies and security measures such as
classification of data by secret level, control of who has access to the data, data testing, etc.
It also includes computer physical damage, equipment security, and radiation protection.
The defense ability of the database system is reflected by the measures it provides for data
security:

It provides an authorized means for administrators to control access to the database.
It allows the users to be classified and granted different access rights.
It sets a password and other methods when the user enters the system security check.
It uses view and other methods to conceal and encrypt the data.
The security of a database system can be measured in terms of its integrity, flexibility,

extra cost of the security checks, and robustness of the security mechanism.

2.2.2. Equipment Compatibility

It includes the device and application compatibilities. However, the application
developer only takes into consideration the application compatibility, while he should
check if his application is compatible with each potential device configuration. The system
has different versions, and it runs on different devices. Therefore, the application should
be tailored to his own needs. For example, if the core component of the application should
be supported by sensors, then devices equipped with sensors should be selected.

2.2.3. Scalability

Many heterogeneous nodes exist in the IIoT. The number of nodes in the network may
increase with the increase of the work schedule, even exceeding the load capacity of the
network. Therefore, the data types and data processing platform should be continuously
expanded, even if the increase of the data volume should not cause too much impact on
the operation of the whole system. A complete network system should be able to resist
this problem.

2.2.4. Stability

The overall operation of the fully connected factory system is stable, and all kinds of
equipment can continuously and stably run, which is very important for the long-term
stable operation of the factory.

2.2.5. Integrity

Any unauthorized third-party manipulation or modification of data is a key challenge
for IIoT.

2.2.6. Interchangeability

Many IIoT devices are based on real-time communication connections and operations.
In a distributed network, even if one node (server or device) fails, the processes on the
other nodes should be able to continue running.

3. Full Connection Digital Factory Architecture

A full connection digital factory architecture comprises infrastructure, information
technology, and platform service resources. The infrastructure resources are divided into
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three parts: production line level, workshop level, and factory level. The production
line level manufacturing execution unit and data acquisition system communicate with
the programmable controller and distributed control system through the 5G industrial
private network provided by the communication operator and build the production line
level edge computing platform. A workshop level intelligent manufacturing system and
a warehousing and logistics system are used to perform the overall control of workshop
production, warehousing, and logistics. The factory-level digital intelligent control center
classifies and regresses the production data at the production line level and workshop
level, integrates information technology resources and platform service resources to further
process the data, and then projects them onto the information screen of the digital intelligent
control center.

The identity resolution technology is throughout the level of information technology
resources, due to the integration of the identity resolution technology with indoor posi-
tioning, deep learning, expert system, and other technologies. The traceability of materials
consists of the traceability of the whole process from the upstream supply chain manufac-
turer and workshop level warehousing logistics to the workpiece output. It mainly tackles
the production personnel, process plan, and manufacturing process at the production line
level. The traceability of the production process and material quality ensures the high
quality of the products. In addition, at the production line level, each part of the production
equipment in the workshop is coded and the digital model of the production equipment is
developed by using data mining technology. Quality traceability is performed for the whole
life cycle of the production equipment parts at the level of operation and maintenance.

At the service level of the platform, the design [27], manufacturing resources, and
service resources of the manufacturing operation management are integrated to connect the
design, manufacturing, and service links in product life cycle. This allows to transform the
closed series into open parallel links in order to form close collaboration and synchronous
linkage among all the links, fully transfer and apply the data flow, effectively allocate
resources, quickly respond to the market, and enhance the competitiveness of the product.
More precisely, it includes the unified standard and coordination synchronization of the
design, manufacturing resource, and service resource coordination. The architecture of the
full connection digital factory is shown in Figure 1.
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4. Key Technologies and Applications
4.1. 5G Full Connection Digital Factory

Many industries realized the potential of 5G as the new generation of communication
technology. Thus, it is promoted in vertical markets such as agriculture, energy, health-
care, logistics, and electronic information. Smart manufacturing devices using 5G wireless
control have been recently used in digital factories, which will allow the machines to use
their computing power in combination with the cloud storage, cloud computing [28,29],
and other information technologies to control the manufacturing process in real time, with-
out being restrained by physical wires. 5G integrates many features of 4G while solving
its shortcomings. 5G has higher bandwidth and lower latency than Wi-Fi and 4G LTE,
and it can support higher density of device links within the same area. One of the main
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differences between 5G and the previous generations of networks is that 5G adopts high
concentration of machine-like communications (MTC) and IoT. In addition, it expands the
mobile broadband capacities, where the data rates are growing. In addition, it provides
advanced wireless connectivity for vertical industries such as the manufacturing indus-
try. 5G supports the following basic communication types: enhanced mobile broadband
(eMBB), massive type communication (MTC), and ultra-reliable low-latency communi-
cation (URLLC). eMBB provides extensive enhanced coverage and extremely high data
rates, far exceeding 4G. MTC provides ubiquitous connectivity with low hardware and
software device requirements while enabling battery saving through low-power opera-
tions. The URLLC application execution is highly critical and very demanding in terms
of end-to-end low latency [30], reliability, and availability. A concrete example of these
applications in manufacturing is the industrial automation and control requiring high
performance connectivity. 5G will become an essential networking technology in the intelli-
gent manufacturing environment driven by big data [31]. With its higher speed, low delay,
large-capacity connected devices, and massive IoT connections [32], the system can reliably,
safely, and continuously connect more devices to heterogeneous manufacturing resources
for large-scale communication. This will improve the real-time operational control and
decision-making capacity, flexibility, versatility, usability, and efficiency of the sustainable
intelligent manufacturing system for future sustainable smart factories. With the increasing
deployment of 5G communication base stations, all the data of digital factories will be
collected and analyzed to provide detailed analysis for each service item of the factory
operation management. The three key features of 5G technology are shown in Figure 2.
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In the field of digital factory, the application of 5G is divided into mobile network and
fixed network. The 5G mobile network is used for communication between mobile devices
in the workshop. The 5G fixed network is also known as the industrial 5G private network
technology and industry optical ring (IOR). The integration of industrial 5G private network
and IIoT [3] equipment edge computing [33] in workshops will transfer massive real-time
production data of workshops without loss, in an ordered and fast manner, and assist
the manufacturing operation platform to make analyses and decisions. The workshop
level and production line level real-time intelligent control can then be realized. The
industrial 5G private network adopts a ring structure to improve the network reliability.
The industrial halo network consists of three parts: the head end equipment, terminal
equipment, and passive halo network equipment. Using the SA network, the UPF of the
user device is deployed in the enterprise park to implement MEC edge computing [34]
and UPF sinking, providing enterprise users with exclusive network services such as
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edge computing, data retention, and ultra-low latency communication. The industrial
5G private network provides unified access to the factory security monitoring network.
Industry Optical Ring is considered as the backbone of the digital factory, staff location
and 5G network. It can perform microsecond low delay and provide high-precision
clock synchronization and service isolation functions for 5G bearer. The indoor baseband
processing unit of the 5G can be directly connected to the terminal equipment of the
halo network.

4.2. Edge Computing Full Connection Digital Factory

The collaborative interaction between the digital intelligent control center and the
field equipment is performed through “cloud-edge-end” edge computing, where the “end”
is responsible for the connection of the production line equipment, supports a variety of
several heterogeneous network interfaces, and integrates the equipment and information
system into a whole through communication. It also performs the hardware collection and
interconnection of PLC control, machine tool system, cutting, welding, logistics and testing
equipment, and configures the corresponding acquisition module and protocol according to
the actual interface type. “Edge” performs data classification and identification processing
of equipment status and algorithm. The edge management accepts sensor perception data
and task instruction execution results from the production equipment of digital factory and
performs cleaning, coding, mining, analysis, and fusion for the collected at the device end.
In addition, the control instructions are sent to the welding, cutting, logistics, machine tool
system, and others through the interface of the equipment end to the real-time monitoring
of the production line level equipment status. The manufacturing operations management
platform is responsible for further data analysis and report presentation. It supports the
mainstream standard data interface and data sharing of the business application system.
It receives the data uploaded from the edge side, stores it in the cloud computing center,
transmits the real-time data to the cloud computing center for model training, and stores the
time-stamped data as historical data for cloud computing model call. The edge computing
architecture based on the concept of “cloud-edge-end” is of great significance for full
connection digital factories. With the breakthrough of the edge computing technology in
practical application, and the rapid development of the new generation communication
technology and embedded hardware technology, more computing can be performed by
relying on the computing power of the intelligent devices on the “end” side. This allows
to avoid unnecessary data transmission to the cloud. That is, decision screening of the
terminal device data on the device side is performed. This will make full use of the physical
resources of the digital factory, filter and analyze at the edge nodes [35], save energy and
time, and reduce the possibility of delay caused by data transmission. Only the required
content will be sent to the cloud computing server through the communication network for
data processing. It greatly improves the efficiency of data processing and decision making
and reduces the cloud server pressure. Therefore, the edge computing concept based on
5G and other advanced network technologies provides a new solution for the problems of
bandwidth competition and serious time delay when large-scale data are accessed by the
industrial Internet. Edge computing can enable data connection, data optimization, and
intelligent decision making in the case of real-time security, so that the data can really play
a crucial role in ensuring the industrial site quality, cost, efficiency, and safety, and solve
other critical problems. The continuous development of edge computing accelerates the
deep integration of information technology resources and platform service resources and
has a significant role in the industrial Internet era.

Edge computing is an open platform that can provide computing, storage, and other
functions. It provides faster services and stronger computing power for mobile networks. It
is compatible with 5G technology, it has high reliability and low time delay, and thus it will
help the deployment of the Internet of Things and the construction of the edge computing
network of full connection digital factories in the future. The edge computing architecture
composed of field devices, edge end, and cloud is shown in Figure 3.
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4.3. Identity Resolution Full Connection Digital Factory

The industrial Internet identity resolution technology is one of the key technologies to
perform data sharing between the upstream and downstream of the industrial chain [36]
and the information systems within the enterprise. The full connection digital factory
focuses on the production, processing, transportation, product testing, and other links.
The scanning of the product identification code, automatic acquisition of raw materials,
parts, and products, finished product process parameters, and other information allows
to achieve more efficient, flexible, intelligent, and accurate parameter configuration. It
is also efficient for equipment control, process association, problem analysis, and other
applications. In network collaboration, information correlation is established through the
identity resolution in production processing, supply chain, and other links. Thus, the enter-
prises can share production capacity, inventory, logistics capacity, and other information in
real time, so as to perform the design, (external) production, online sharing of manufac-
turing capacity, and accurate management of supply chain. The servitization extension
focuses on the production, logistics, maintenance, and other links. By scanning the product
identification code, the relevant information of raw materials, parts, and products can be au-
tomatically obtained from upstream and downstream enterprises. Using data governance,
the identification application of product traceability, predictive maintenance, and spare
parts management can be realized. In digital management, due to the complexity of the
product circulation links, it focuses on exploring the product code allocation and identity
resolution [37] to open up the data links of different upstream and downstream enterprises
in product circulation, perform the data linking covering production and manufacturing, as
well as the whole-life cycle management and supply chain, improve the decision-making
efficiency, and allow more accurate and transparent management. The application of full
connection digital factories with identity resolution is shown in Figure 4.

The identity resolution is used to perform the whole data management process of the
product. It performs data connection between raw materials and production, production
and storage, and storage and logistics. It also reduces the storage costs, improves the
turnover rate, performs the two-way interaction and dynamic update of AGV and facility
information based on the active identification technology, instantly and safely matches
the user needs, automatically matches the production process in intelligent production
scenarios, improves efficiency, reduces the trial-and-error costs, and increases the yield.
The active identification carrier is used to determine the process parameters and perform
two-way monitoring. It facilitates the transparent manufacturing process of the production
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line and promotes an efficient collaboration between the upstream and downstream of the
supply chain. In addition, it provides a supply for the production and circulation process,
reduces the production and operation costs, and improves the production efficiency and
user experience.
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The identification coding technology includes the identification carrier, laser marking,
and identification reading technologies. The enterprises choose one of the mainstream
identity resolution systems according to their needs. Product coding is a premise of the
product quality traceability. The two-dimensional code is favored by the enterprises due
to its low cost, large data storage, high fault tolerance rate, and its ability to perform
web page jump. The product identification code and web address are stored together
in the two-dimensional code, which is attached to the minimum package or even the
product by spraying or coding. According to the product flow direction, the key quality
information and data generated in the links of procurement, production, circulation, and
sales are digitally correlated. The workflow of the product quality traceability system
is shown in Figure 5. Currently, in the process of product quality traceability, product
anti-counterfeiting and anti-channeling are two major problems. It is important to mention
that the high energy density laser marking technology is used to make the surface of the
metal products have a chemical reaction of color change, leaving a permanent mark number
on the product to ensure its uniqueness.
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5. Full Connection Power Transformers for Digital Factory Applications

In the power transformer discrete assembly manufacturing enterprises, the estab-
lishment of full connection digital factory has greatly improved its production efficiency.
The manufacturing execution unit and the data acquisition system integrate the physical
and network data resources of production line and shop level [38] into the edge comput-
ing and cloud manufacturing operation management server. The data generated by the
manufacturing activities will be systematically modeled through big data analysis, cloud
computing processing, and deep learning, while relying on the advanced data sensing
and 5G communication technology. Real-time and high-fidelity manufacturing process
synchronization between the workshop and Manufacturing Operation Management Plat-
form. In this process, edge computing will provide some computing power and take some
data processing tasks. In addition, the manufacturing operation management platform
coordinates design resources and manufacturing resources to split product demand orders,
reasonably allocates personnel and materials, and controls the manufacturing process in
real time. The whole life cycle of the product and the follow-up delivery logistics are traced
using identity resolution technology.

The deployment of power transformer discrete assembly and manufacturing full
connection digital factory is divided into three parts: automatic production, product
quality assurance, and intelligent operation and maintenance of workshop equipment.
The production resources of the digital factory are synchronized and coordinated by the
manufacturing operation management platform. The intelligent production equipment
at the workshop level and production line level has the decision-making authority for
some production tasks, such as the planning of AGV material distribution path and the
temporary material scheduling in the storage system.

At the automatic production level, according to the current order, the digital tech-
nology is used for the design of resources and process plan, production team personnel
arrangement, work order of each production line, production material allocation, coil
process plan, semi-finished products storage, as well as transportation and discrete as-
sembly, finished products delivery, and order delivery to ensure a normal, orderly, and
automatic production. The 5G communication base station deployed in the workshop is
combined with the workshop positioning technology to perceive the position state depth
of AGV. Moreover, cloud computing [39] is combined with the edge computing technology
to specifically split the material distribution tasks of each station and rationally subcontract
the types and quantities of the materials required by the station and the distribution path of
AGV. The AGV equipped with an artificial vision camera can then identify the obstacles on
the path. The workshop monitoring system and edge computing platform were combined
to avoid obstacles, and the distribution rhythm was adjusted according to the production
rhythm. The intelligent warehousing logistics of multiple stations and various materials in
the whole distribution process are realized, as shown in Figure 6.
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In product quality assurance, material quality is closely related to product quality.
Using the identity resolution technology, the whole process of the production of product
parts, assembly of components, and assembly and delivery of finished products, from the
supply from the upstream chain manufacturers to the warehousing and discharging of
materials, is assigned to the cloud. The specifications, production date, quality rating, and
other information on the materials, as well as the parts and finished products, are input in
each flow link to perform the quality traceability of the whole life cycle of the products. To
control the cost, a classification is performed for the production materials having different
qualities and costs, corresponding to orders of different production specifications, without
reducing the quality of the finished product. The identification codes should be scanned to
record the information of each node in the process of material discharging, loading, and
delivery to the station, including the number of the warehouse location, number of the
operator, number of AGV, and distribution time. In the factory, the ground identification
codes should be scanned to record the distribution information when the AGV arrives at
each location point, and the AGV path and material destination should be synchronized
and traced. The AI+ machine vision combined with the edge computing technology was
used to detect the transformer coil drying from the drying tank. To ensure that its basic
process requirements, dimensions, and other parameters are in line with the requirements
of the process drawings, and according to the test results, warehouse locations are allocated
in the three-dimensional warehouse for the classified storage for the next process. The
machine vision quality inspection is shown in Figure 7.
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In terms of intelligent operation and maintenance of workshop equipment, various
production data of workshop production equipment are collected, processed by edge
computing analysis and manufacturing operation management platform, and displayed on
the production line screen of the digital intelligent control center. Workshop production
managers follow up on the data on the screen and resolve the unexpected production
anomalies. Through 3D modeling, the 3D model corresponds to the workshop entity one
by one. According to the equipment operation instructions, the maintenance time of each
part can be marked on the 3D model. When the maintenance period is approaching, it will
be reminded on the screen to assign code binding to each part. Scanning the corresponding
two-dimensional code before the operation and maintenance of the workshop equipment
parts allows to record their specific situation. The data will be synchronized on the screen of
the production line. In addition, the operation and maintenance personnel of the production
equipment and the implementation of the operation and maintenance technology of the
workshop will be traced. The production situation of the workshop and the situation of
each equipment will be displayed on the screen of the production line. The main page
of the visual equipment management platform has modules such as the production line
introduction, planned output, production trend, qualified rate of production line, abnormal
safety light, and on-hours statistics, as shown in Figure 8.
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6. Challenges and Development Trends
6.1. 5G Application Layer

Due to the fact that 5G can achieve high speed, low time delay, ubiquitous network,
low power consumption, and Internet of Everything, it is widely used in the construction of
digital factories. Thus, it is necessary to consider the frequency band interference and avoid
the use of low-frequency signal equipment. However, the penetration of high-frequency
signals is poor. In order to ensure the high transmission quality of signals, more 5G
base stations should be built in areas with complex obstacles. This will affect the digital
factory network smoothness. 5G is the top priority for a full connection digital factory
communication network. However, it still should be combined with other communication
technologies to build a digital factory for solving the low latency and high-rate network
communication between fixed and mobile devices. Therefore, the coexistence mechanism
between the 5G communication technology and other wireless communication technologies
that may conflict with its spectrum is still a matter to be discussed. In addition, the risk
assessment method and private network design technology should be used to ensure the
production line and workshop communication security. This provides a communication
guarantee for the construction of a full connection digital factory.

6.2. Edge Computational Plane

Digital assets, such as the industrial core data, key technology patents, and enterprise
user data, have become the core assets of enterprises. As the primary guarantee of pro-
duction, data security has always been the most concerned issue of the enterprises. In the
production workshop, there will be more intelligent production equipment connected to
the edge computing platform in the future. Besides the rigid standards for communication
technology, security issues are also important. If a large number of devices in an edge com-
puting cluster are attacked, data are maliciously written, or critical data are stolen, which
leads to serious losses. To avoid this kind of situation, a challenge for the future develop-
ment of edge computing consists in establishing a unified and compatible standardized
secure communication protocol and a stable and secure software operating ecosystem.
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6.3. Identity Resolution Layer

The industrial Internet identity resolution system has been widely used in several
application domains such as intelligent production and network collaboration in manu-
facturing factories. It has become an important infrastructure to support industrial digital
transformation and build full connection digital factories. The industrial Internet identity
resolution system is an important part of the industrial internet network system. In addi-
tion, the sign system is an important pillar for the development of full connection digital
factory data integration and interconnection to break the data barriers of all workshops
and production lines. It is important to mention that the actual role of identity resolution is
closely related to the wide range of identified objects and the range and accuracy of data.
By allowing more upstream and downstream enterprises of the supply chain to access the
identity resolution platform of various industries and allowing more production equipment
and parts to use the identity resolution technology, the co-construction and sharing of the
industrial Internet identity resolution system of the whole industrial chain can be formed.
Thus, the full connection digital factory equipment operation and maintenance, as well as
the and quality traceability system, can be improved.

7. Conclusions

With the application and promotion of 5G, edge computing, and identity resolution
technology in the whole industrial scene, the full connection digital factory will become the
target of construction and transformation of more manufacturing enterprises. Starting from
the core support of the digital factory, this paper integrates platform service, information
technology, and infrastructure resources to build the architecture of the full connection
digital factory. It also discusses the development of 5G, edge computing, and identity
resolution technology and their practical applications in power transformer discrete manu-
facturing plants. The challenges and prospects are then summarized from three aspects:
5G full connection, edge computing, and industrial internet identity resolution. The core
support of the identity resolution technology, 5G, and edge computing fully integrates new
generation information and communication technologies such as big data, cloud comput-
ing, artificial intelligence, edge collaboration, blockchain [40], and digital twinning. This is
helpful to comprehensive integration of human, machine, material, method, environment,
product life cycle, technology, business, resources, finally achieve the full connection digital
factory. The fundamental goal of building a full connection digital factory is to achieve the
rational utilization and integrated management of factory resources from the perspective
of the whole industrial chain, process, and factors.
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