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Abstract

:

Public key encryption with keyword search (PEKS) allows users to perform keyword searches of ciphertext on untrusted cloud storage servers, protecting data privacy while sharing data. However, it faces several security problems in practical applications. First, an attacker can launch a keyword guessing attack to obtain keywords of interest to users, causing the leakage of their sensitive information. Second, untrusted cloud servers may return incorrect or incomplete results. In addition, with the continuous development of quantum computers, existing PEKS schemes face the problem of quantum attacks. Since cloud servers are mostly untrusted, verifiable search has become a hot research topic among scholars. However, most of the current schemes are based on bilinear pairing constructions, which are vulnerable to quantum attacks. To solve these problems, we propose a new ciphertext retrieval scheme based on fully homomorphic encryption (FHE), called VR-PEKS. This scheme implements verifiable search and is able to solve the problems of keyword guessing attacks and quantum attacks. We propose to improve the security of the scheme by using the oblivious pseudorandom function to randomize keywords and then encrypt them using FHE. An encrypted verified index structure is constructed and exposed by the data owner, enabling the data recipient to achieve verification of the correctness and integrity of the retrieved results without relying on a trusted third party. We demonstrate the security of the proposed scheme in a stochastic prediction model, and prove that our scheme satisfies keyword ciphertext indistinguishability and keyword trapdoor indistinguishability under adaptive keyword selection attacks. The comparison shows that our scheme is secure and feasible.
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1. Introduction


In the era of rapid Internet development, people are increasingly concerned about the privacy of their personal information [1,2]. In order to reduce the pressure of local storage and protect users’ privacy, data are usually encrypted and uploaded to cloud servers for storage. However, the issue of how to retrieve ciphertext data efficiently is a challenging problem. The emergence of Searchable Encryption (SE) [3] provides a solution for ciphertext retrieval, which can effectively solve the problem of privacy leakage caused by storing data in plaintext and the difficulty of retrieving ciphertext caused by encrypting the data. SE is an encryption primitive that enables users to search ciphertext data securely by keyword. SE can be divided into symmetry searchable encryption (SSE) and public key encryption with keyword search (PEKS). SSE uses a symmetric encryption algorithm, which requires complex key management and distribution when expanding to multi-user scenarios; thus, it is mainly applicable to single-user scenarios and not conducive to multi-user data sharing [4]. Therefore, Boneh et al. [5] proposed PEKS technology, which can simultaneously realize data sharing and ciphertext retrieval.



PEKS technology can effectively protect the privacy of sensitive user information. It can be applied to cloud healthcare services, enabling the sharing of electronic medical records among multiple hospitals or departments within the same hospital. When a patient visits a hospital, the hospital extracts key information, such as their name, gender, and disease name, to construct a medical record index using these keywords. The hospital then stores the index and encrypted medical records on a cloud server. When Hospital A needs to share medical records with Hospital B, it uses B’s public key to encrypt the keywords and medical files and creates a medical record index. These contents are then packaged and uploaded to the cloud server for storage. B’s hospital staff can generate keyword traps using a private key and send them to the cloud server for searching. Once the cloud server completes the search, it returns the matching encrypted files. After decryption by B’s hospital staff, they can obtain the plaintext files of the patient’s medical records.



However, Andola et al. [6] stated that the keyword guess attack (KGA) in the PEKS scheme is still an unresolved problem due to the low entropy property of keywords. In KGA, an attacker intercepts the keyword search trapdoor of the data receiver, encrypts guessed keywords with the receiver’s public key, and matches the ciphertext with the trapdoor to obtain the keywords of interest to the user, leading to a serious privacy violation [7]. KGA can be divided into internal KGA and external KGA. External KGA means that the attacker is a malicious party unrelated to the cloud service provider, and they obtain the trap gate by eavesdropping on the public channel between the cloud server and the receiver. In internal KGA, the attacker is a semi-trusted or malicious cloud server, and they can obtain the trapdoor directly from the receiver and can execute   T e s t ( W ,  T W  )   to check whether the keyword matches the trapdoor. Therefore, the attack capability of the internal adversary is more powerful. Many researchers have proposed different protocols to resist KGA [8,9,10,11].



Although SE can guarantee the privacy of sensitive data, risks due to hardware failures, network attacks, and the system vulnerabilities of cloud servers still exist [12,13]. In particular, malicious cloud servers have powerful attack capabilities. As Li et al. [14] conclude, attackers with more power have no incentive to attack. Malicious cloud servers are not only capable of performing KGA, but may also perform actions such as intentionally dropping, corrupting, or tampering with cloud data, or incorrectly performing search operations. Therefore, it is necessary to introduce a verification mechanism in PEKS schemes in order to ensure the correctness of the search results and detect the dishonest or malicious behavior of cloud servers. Therefore, some scholars have begun to study verifiable keyword search schemes [15,16,17].



However, with the continuous development of quantum computers, the above PEKS schemes constructed based on traditional number theory and hard problem assumptions are vulnerable to quantum attacks [18]. Gentry’s fully homomorphic encryption (FHE) scheme [19] based on the lattice hard problem is resistant to quantum computer attacks, and homomorphic addition and homomorphic multiplication operations can be used for the computation of ciphertexts. Akavia et al. [20,21] and Wen et al. [22] studied the search for FHE encrypted data.



By considering the KGA problem prevalent in PEKS cryptosystems, the verification problem of untrusted cloud servers returning incomplete results, and the quantum attack problem, in this paper, we propose a new ciphertext retrieval scheme based on FHE, called VR-PEKS. Our main contributions are as follows.



	
We propose a new PEKS scheme based on FHE, called VR-PEKS, and make the scheme resistant to keyword guessing attacks by internal and external adversaries by using the oblivious pseudorandom function (OPRF) to blind keywords. The OPRF keys are securely stored and used by data owners and data users, so that malicious cloud servers cannot generate a valid keyword trapdoor for   T e s t   algorithm.



	
We design an encrypted authentication index structure, which is created and disclosed by the data owner, so that the data user can verify the correctness and integrity of the search results, so as to prevent the malicious cloud server from forging, tampering with, or discarding the stored cloud data, or performing the search task incorrectly.



	
In the random prediction model, we prove that our scheme satisfies keyword ciphertext indiscriminability and keyword trapdoor indiscriminability under an adaptive keyword selection attack, and compare the security of the scheme with that of other PEKS schemes.






The rest of this paper is organized as follows. In Section 2, the work related to PEKS is presented. In Section 3, the relevant background knowledge that is used in this paper is presented. Section 4 presents the system model, scheme definition, and security model of this scheme. Section 5 describes the proposed scheme in this paper in detail and proves the security and correctness of the scheme. In Section 6, the proposed scheme in this paper is compared and analyzed with other PEKS schemes. Finally, Section 7 concludes this paper.




2. Related Work


Boneh et al. [5] initially proposed a PEKS scheme based on bilinear mapping. However, subsequent studies have shown that the scheme has serious security problems, such as the need for secure channels to transmit trapdoors [23], keyword guessing attacks [7], and other problems. To address these problems, several researchers have proposed improvement schemes. Baek et al. [23] designed an SCF-PEKS scheme that transmits keyword trapdoors without a secure channel. Tang et al. [24] introduced the concept of registered keywords and required the sender to register the keyword with the receiver before generating the keyword ciphertext. Rhee et al. [25] introduced the concept of trapdoor indistinguishability and proposed a public key searchable encryption scheme (dPEKS) with a designated tester. Recently, Li et al. [26] proposed a hierarchical PEKS scheme (dDHPEKS) with decodable encryption for designated testers to satisfy security against external keyword guessing attacks. However, due to the powerful attack capabilities of cloud servers, the above schemes cannot address internal KGAs from malicious servers. Therefore, researchers have started to investigate PEKS schemes that can resist internal KGAs. Xu et al. [9] constructed a public key encryption with fuzzy keyword search scheme (PEFKS), where each keyword corresponds to an exact keyword search trapdoor and a fuzzy keyword search trapdoor, which is effective against internal KGA but has a high communication overhead. Chen et al. [10] proposed a server-assisted scheme (SA-PEKS). To solve the problem of internal KGA, some researchers have introduced the concept of public key authenticated encryption for keyword search (PAEKS). In 2021, Pan et al. [27] proposed a new public key authenticated encryption with keyword search scheme that achieves both multi-ciphertext and multi-trapdoor indistinguishability. Qin et al. [28] introduced an improved cipher-keyword (CI security) model for PAEKS to guarantee the indistinguishability of multiple cipher-keywords in a multi-user environment. Cheng et al. [11] proposed a certificateless public key authentication encryption with keyword search scheme (CLPAEKS), which is free of certificates and key management, while solving internal keyword attacks.



In a system, an effective mechanism or policy is needed to ensure correct operation [29]. Verifiable keyword search is a technique used to ensure the accuracy of retrieval results and detect the dishonest or malicious behavior of cloud servers. Several researchers have proposed different verifiable keyword search schemes, such as Zheng et al.’s verifiable attribute-based keyword search (VABKS) [30] and Sun et al.’s efficient verifiable connected keyword search (VCKS) for encrypted cloud data [31]. Chen et al. [32] also developed a verifiable keyword search scheme with fine-grained authorization control using reversible Bloom lookup tables and Merkle hash trees. However, most of these schemes are vulnerable to keyword guessing attacks (KGA). To address this issue, Miao et al. [33] created a basic verifiable search framework (VSEF) that solves both verifiable search and internal KGA problems.




3. Preliminaries


3.1. Searchable Encryption


Searchable encryption is divided into symmetric searchable encryption (SSE) and public key encryption with keyword search (PEKS). In this paper, we focus on PEKS.



PEKS, proposed by Boneh et al., is an asymmetric cryptosystem that enables the keyword-based retrieval of encrypted data. It involves the generation of a public key and a private key by the data receiver, the encryption of a keyword by the data owner, the generation of a trapdoor by the data receiver, and the testing of the keyword by the cloud server.



PEKS consists of four algorithms:   k e y G e n  ,   E n c  ,   T r a p d o o r  , and   T e s t  .



(1)   ( p k , s k ) ← K e y G e n ( λ )  :   K e y G e n   is used by the data receiver to generate public and private keys   ( p k , s k )   with a security parameter  λ .



(2)    C w  ← E n c  ( p k , w )   :   E n c   is used by the data sender to encrypt a keyword and generate a ciphertext   C w   for the keyword.



(3)    T w  ← T r a p d o o r  ( s k , w )   :   T r a p d o o r   is used by the data receiver to generate a trapdoor   T w   for a given keyword w.



(4)   b ← T e s t ( p k ,  C w  ,  T  w ′   )  :   T e s t   is used by the cloud server to test whether the trapdoor   T  w ′    for a given keyword   w ′   corresponds to the same keyword as the keyword ciphertext   C w   in the index, i.e., whether w is equal to   w ′  .




3.2. BFV


Fully homomorphic encryption(FHE) [19,34,35] supports the calculation of ciphertext without decrypting it. The calculation result is also saved and transmitted in ciphertext, and the result of ciphertext decryption is the same as that of plaintext computation, i.e.,   f  E n c  m   = E n c  ( f  ( m )  )   . In the BFV scheme [34], the ciphertext consists of polynomials in the ring   R q  . The plaintext is a polynomial in the ring   R t  , and the BFV encryption scheme relies on several system parameters, including d, q, t, and  σ , to ensure both correctness and security. These parameters are chosen carefully to balance the level of security with the efficiency of the encryption process.



The BFV encryption scheme includes the following algorithms.



(1)    ( p k , s k )  ← B F V . K e y G e n  (  1 λ  )   : Randomly sample   s  ← R   R 2    and set the private key   s k = s  . Then, randomly sample    pk 1   ← R   R q    and a noise vector   e  ← R  χ  . Compute and obtain the public key   p k =  (  pk 0  ,  pk 1  )  =  (   [ −  (  pk 1  · s + e )  ]  q  ,  pk 1  )   .



(2)   c t ← B F V . E n c ( p k , m )  : To encrypt a message  m  that belongs to the polynomial ring   R t  , random vectors  u ,   e 1  , and   e 2   are sampled uniformly at random from the sets   R 2   and  χ , respectively. Let   △ =  q / t   , and compute


  C T =  ( C T  [ 0 ]  , C T  [ 1 ]  )  =  (   [  pk 0  · u +  e 1  + △ · m ]  q  ,   [  pk 1  · u +  e 2  ]  q  )   











(3)   B F V . D e c ( C T )  : Compute


      t ·   C T [ 0 ] + C T [ 1 ] · s k  q   q    t  











(4)   B F V . A d d (   C T  1  ,   C T  2  )  : The   A d d   algorithm adds up the ciphertexts    C T  1   and    C T  2  , returning


  (     C T  1   0  +   C T  2   0   q  ,     C T  1   1  +   C T  2   1   q  )  











(5)   B F V . M u l (   C T  1  ,   C T  2  , r l k )  : The   M u l   algorithm multiplies the corresponding terms of the two ciphertexts    C T  1   and    C T  2   and then reduces the ciphertext using the relinearized key   r l k  .




3.3. Oblivious Pseudorandom Function


Freedman et al. [36] introduced the oblivious pseudorandom function (OPRF). The sender privately chooses a key k. OPRF allows the receiver to combine its own input information x with the sender’s key k, which is converted into the corresponding number after a series of operations, and the receiver can learn    F k   ( x )   . In this process, the receiver cannot know the receiver’s k, and the sender does not know the final result    F k   ( x )   . Each input   x i   can be calculated differently from the other inputs, and these numbers can then be considered as pseudorandom numbers.



Stanislaw Jarecki et al. [37] proposed an OPRF protocol based on the Diffie–Hellman assumption. It computes   O P R  F k   x  =  H ′   (   H ( x )  k  )   , where H is a random prediction function in the range of values in the group   Z q *  . Let G be a cyclic group of order q. The sender samples the key k from   Z q *  . Then, the receiver inputs   x ∈     0 , 1    *   . The receiver first randomly chooses    k ′  ←  Z q *   , and then sends    H ( x )   k ′    to the sender, who replies    (   H ( x )   k ′   )  k   to the receiver. The receiver can output    H ′     H  x   k    , where   H ′   is used to map the group elements to a sufficiently long bit string.




3.4. FHE-Based Secure Search


Akavia et al. proposed the definition of   S e c u r e  S e a r c h   [20], i.e., using FHE to search encrypted data. The client encrypts the data through FHE and uploads them to the cloud server for storage. When it needs to retrieve the data, it sends an encrypted query request   [  [ q ]  ]  . Due to the complete homomorphism of FHE, the server can correctly perform the search. First, the client runs the homomorphic encryption key generation algorithm to generate a public key   p k   and a private key   s k  . The client publishes the public key   p k  , while saving the private key   s k  . Next, the client uploads n encrypted items   x = (  x 1  ,  x 2  , ⋯ ,  x n  )   to the server using the public key   p k  . The encrypted data stored in the server are denoted as    [   [ x ]   ]  = (  [   [  x 1  ]   ]  ,  [   [  x 2  ]   ]  , ⋯ ,  [   [  x n  ]   ]  )  . When the client wants to make a query, they send an encrypted query   [  [ q ]  ]   to the server. The server then performs homomorphic evaluation on each record   [   [  x i  ]   ]   to obtain the encrypted matching result    [   [ b ]   ]  = (  [   [  b 1  ]   ]  ,  [   [  b 2  ]   ]  , ⋯ ,  [   [  b n  ]   ]  )  . If record   [   [  x i  ]   ]   satisfies the query   [  [ q ]  ]  , then   b i   is 1; otherwise, it is 0. After computing   [  [ b ]  ]  , the server can then fetch the matching record by homomorphically computing   [   [  i *  ]   ]   and obtaining   [   [  x i  ]   ]  . The server sends   (  [   [  i *  ]   ]  ,  [   [  x  i *   ]   ]  )   to the client for decryption. Here,   i *   corresponds to the index of the first matching record.



The bottleneck of the FHE-based security search framework is the homomorphic multiplication in the acquisition step. Homomorphic multiplication in [20] was   O ( n   l o g  2  n )  , which was subsequently optimized to   O ( n log n )   in [21]. Wen et al. [22] proposed a new   L E A F   protocol using three methods of positioning, extraction, and reconstruction, which reduced the homomorphic multiplication times to   O ( n )  , which is more advantageous for weak power device deployment. The LEAF protocol is used in the scheme proposed in this paper.





4. VR-PEKS Scheme and Security Definition


4.1. System Model


Our VR-PEKS scheme consists of four different entities, namely a key generation center (KGC), a data sender (DS), a data receiver (DR), and a cloud server (CS). Figure 1 shows the relationships and interactions between the entities.



(1) Key Generation Center (KGC): This is a trusted third party. It is responsible for generating the system parameters and the keys of the sender and receiver, including the public–private key pair   ( p k , s k )   of FHE to encrypt keywords and documents, and an OPRF key k.



(2) Data Sender (DS): The DS encrypts his document using FHE encryption algorithm,   E n c ( F , p k )  . In addition, he extracts the associated keywords   W =   w 1  ,  w 2  , ⋯ ,  w m     from each document and encrypts these keywords,   E n c ( W , p k , k )  , and generates an encrypted keyword index. Then, the encrypted file data and the searchable index are sent to the cloud server for storage. Finally, he generates an encrypted verified index structure to make it public for the receiver to verify the search results.



(3) Data Receiver (DR): The DR sends the keyword trapdoor to the cloud server to search for his interested keywords. After obtaining the search result, he verifies it locally and decrypts it to acquire the plaintext file.



(4) Cloud Server (CS): This can be an untrusted entity. It has powerful data storage and computing capabilities to provide storage and search services for users.




4.2. Scheme Definition


There are six polynomial time algorithms in the VR-PEKS scheme, described as follows.



(1)    ( p k , s k , k )  ← K e y G e n  (  1 λ  )   : The algorithm is executed by KGC. On inputting a security parameter  λ , it outputs public and private keys   ( p k , s k )   of the FHE encryption algorithm and a key k of   O P R F  .



(2)    ( C F ,  I S  ,  I V  )  ← E n c  ( p k , k , W , F )   : The algorithm is executed by the DS. On input keys   ( p k , k )  , keywords   W =   w 1  ,  w 2  , ⋯ ,  w m    , and plaintext document set   F =   F 1  ,  F 2  , ⋯ ,  F n    , it outputs encrypted data file set   C F  , a searchable index   I S  , and a verification index   I V  .



(3)    T w  ← G e n T r a p d o o r  ( p k , w , k )   : The algorithm is executed by DR. On input public key   p k  , key k, and keyword  w , it outputs keyword trapdoor   T w  .



(4)    (  R F  ,   I D   R F   )  ← S e a r c h  (  T w ′  ,  I S  )   : The algorithm is executed by CS. On input searchable index   I S   and the trapdoor   T w ′   of keyword   w ′  , it runs this algorithm to test whether the keyword ciphertexts    C T  w   and   T w ′   correspond to the same keyword. If   w =  w ′   , it returns the corresponding ciphertext file result set   R F   and the file name set    I D   R F   .



(5)   V e r i f y (  R F  ,   I D   R F   ,  I V  )  : The algorithm is executed by DR. On input ciphertext file result set   R F  , file name set    I D   R F   , and encrypted verification index   I V  , it outputs the file validation result. If it is true, it returns 1; otherwise, the result is 0.



(6)   D e c (  R F  , s k )  : The algorithm is executed by DR. On input ciphertext file result set   R F   and private key   s k  , it outputs the plaintext of   R F  .




4.3. Security Model


Secure cryptographic schemes generally have keyword ciphertext indistinguishability under adaptive selection attacks, i.e., an adversary cannot determine with more than 1/2 probability, given any two plaintexts and the ciphertext of any one of them, which plaintext the given ciphertext is generated from. There are two main types of adversaries in the PEKS scheme, namely external adversary   A 1   and internal adversary   A 2  .   A 1   can intercept the trapdoor from the public channel between CS and DR, and then perform KGA using DR’s public key.   A 2   is a more aggressive adversary than   A 1  , which possesses the ciphertext of files and keyword trapdoors, and is able to execute search algorithms. An adversary can obtain the keyword trapdoor by some means and can use the data user’s public key to generate the ciphertext of his guessed plaintext keyword, thus conducting a keyword guessing attack and causing the violation of the user’s privacy. Therefore, in the PEKS scheme, it is also necessary to ensure the indistinguishability of having keyword trapdoors. It follows that a PEKS scheme that is secure and resistant to external and internal keyword guessing attacks should satisfy keyword ciphertext indistinguishability under an adaptive selection attack (KC-IND-CKA) and keyword trapdoor indistinguishability under an adaptive selection attack (KT-IND-CKA). KC-IND-CKA and KT-IND-CKA security is defined by the following two games.



4.3.1. KC-IND-CKA Security


The KC-IND-CKA security is defined by the following interactive game between adversary  A  and challenger  C .



(1) The challenger  C  inputs a security parameter  λ  and calls the   K e y G e n   algorithm to generate DR’s key pair   ( p k , s k )   and key k. Then, he sends   p k   to adversary  A .



(2) The challenger  C  generates a keyword ciphertext   C  T w    for keyword w chosen by the adversary  A  and sends it to  A .



(3) The challenger  C  generates the keyword trapdoor   T w   for keyword w chosen by the adversary  A  and sends it to  A .



(4) Adversary  A  sends two keywords   w 0  ,   w 1   to challenger  C  that he wishes to challenge, with the restriction that adversary  A  has not requested trapdoor   T  w 0    or   T  w 1    before. After receiving the keywords, the challenger  C  chooses a random bit   b ∈  0 , 1    and sends the ciphertext    C T   w b    to adversary  A .



(5) The adversary  A  can continue to adaptively choose any keyword   w ′   to request its ciphertext    C T   w ′    and trapdoor   T  w ′    as long as    w ′  ≠  w 0  ,  w 1   .



(6) The adversary  A  outputs a guess    b ′  ∈  0 , 1    of the keyword ciphertext. When    b ′  = b  , the adversary  A  wins the game. The possibility that adversary  A  can win the game is defined as


    A d v  A  K C − I N D − C K A    λ  =  Pr   b ′  = b  −  1 2    












4.3.2. KT-IND-CKA Security


The KT-IND-CKA security is defined by the following interactive game between adversary  A  and challenger  C .



(1) The challenger  C  inputs a security parameter  λ  and calls the   K e y G e n   algorithm to generate DR’s key pair   ( p k , s k )   and key k. Then, he sends   p k   to adversary  A .



(2) The adversary  A  can perform the queries in steps (2) and (3) of the KC-IND-CKA game.



(3) The adversary  A  sends two keywords   w 0  ,   w 1   to challenger  C  that he wishes to challenge, with the restriction that  A  has not previously requested trapdoor   T  w 0    or   T  w 1   . After receiving the keywords,  C  chooses a random bit   b ∈  0 , 1    and sends the trapdoor   T  w b    to  A .



(4) The adversary  A  can continue to adaptively choose any keyword   w ′   to request its ciphertext    C T   w ′    and trapdoor   T  w ′    as long as    w ′  ≠  w 0  ,  w 1   .



(5) The adversary  A  outputs a guess    b ′  ∈  0 , 1    of the keyword trapdoor. When    b ′  = b  , the adversary  A  wins the game. The possibility that adversary  A  can win the game is defined as


    A d v  A  K T − I N D − C K A    λ  =  Pr   b ′  = b  −  1 2    














5. The Proposed VR-PEKS Scheme


In this section, we describe the proposed VR-PEKS scheme and prove its security and correctness.



5.1. Construction of the Scheme


We describe the construction of VR-PEKS based on the fully homomorphic encryption BFV scheme [34]. The working process is as follows: KGC runs the   K e y G e n   algorithm to generate the public–private key pair   ( p k , s k )   of BFV and key k of   O P R F  . Then, it securely sends (pk,k) and (pk,sk,k) to DS and DR, respectively. DS encrypts the file and keywords using the BFV encryption algorithm and creates a searchable index and an encrypted verified index,    ( C F ,  I S  ,  I V  )  ← E n c  ( p k , k , W , F )   . Then, he uploads the ciphertext file   C F   and searchable index   I S   to the CS for storage, and exposes the encrypted verification index   I V  . We use pk and k to encrypt document keywords, which has two benefits. Firstly, after pre-processing by the OPRF, we can use highly optimized FHE parameters during the search operation and do not need to worry about noise flooding because OPRF already provides sufficient protection. Secondly, CS and external adversaries are not aware of the key k, making them unable to generate a valid keyword search trapdoor. Therefore, the scheme is able to defend against KGA by malicious cloud servers and external adversaries. When DR wants to retrieve files, he runs the GenTrapdoor algorithm to generate a valid keyword trapdoor and sends it to CS. Then, CS runs a search algorithm to search the corresponding ciphertext files and returns the result to DR. DR verifies the retrieval results locally, and decrypts them to obtain plaintext data after verification is passed. The schematic flow of the algorithm is shown in Figure 2.



The VR-PEKS algorithm is as follows.



(1)    ( p k , s k , k )  ← K e y G e n  (  1 λ  )   : The algorithm is executed by KGC to generate the keys required by the system. Given security parameter  λ , KGC runs BFV’s key generation algorithm [34] to obtain the public key   p k   and private key   s k  . It randomly samples   s ← χ  , lets private key   s k = s  , and samples   a ←  R 2   ,   e ← χ  , and then computes the public key   p k = (   −  a · s  + e  q  , a )  . In addition, KGC needs to sample a key k for OPRF   F :   0 , 1  *  ⟶   0 , 1  κ   . Then, KGC sends securely   ( p k , k )   to DS and sends   ( s k , p k , k )   to DR. DR discloses   p k  .



(2)    ( C F ,  I S  ,  I V  )  ← E n c  ( p k , k , W , F )   : The algorithm is executed by DS to encrypt files and keywords and create indexes. DS encrypts files   F =   F 1  ,  F 2  , ⋯ ,  F n     using a BFV encryption algorithm, generates ciphertext file set   C F =    C F  1  ,   C F  2  , ⋯ ,   C F  n    , encrypts keywords   W =   w 1  ,  w 2  , ⋯ ,  w m     associated with the file set, and establishes keyword searchable index   I S   and encrypted verification index   I V  . Finally, DS uploads the ciphertext file set   C F   and searchable index   I S   to CS for storage, and makes the encrypted verification index   I V   publicly available so that DR can use it to verify the correctness and integrity of the search results. The specific steps are as follows.



(a) Generate encrypted files: Given   p k   and plaintext file set   F =   F 1  ,  F 2  , ⋯ ,  F n    , DS generates the set of ciphertext files


  C F ← B F V . E n c ( p k , F )  











Sets    p 0  = p k  [ 0 ]   ,    p 1  = p k  [ 1 ]   , samples    u 1  ,  e 1  ,  e 2  ← χ  , for each message  m  in F, generate ciphertext


  C T = (    p 0  = p k  [ 0 ]  ·  u 1  +  e 1  + △ · m  q  ,    p 1  ·  u 1  +  e 2   q  )  











(b) Generate keyword ciphertext    C T  w  : Given a t-bit keyword   w =  w 1   w 2  ⋯  w t   , DS first pseudorandomizes  w  using the OPRF function:    w ′  =  F k   w   . Then, he encodes   w ′   as a polynomial   w ′   in    Z 2   x  /  (  x d  + 1 )   , where d is a parameter in the BFV encryption scheme. Samples    u 2  ,  e 3  ,  e 4  ← χ  . DS generates keyword searchable ciphertext


    C T  w  = B F V . E n c  (    p 0  ·  u 2  +  e 3  + △ ·  m ′   q  ,    p 1  ·  u 2  +  e 4   q  )   











(c) Build the search index   I S  : Assume that the outsourced ciphertext file set   C F   contains n encrypted data files, which are associated with m keywords. DS establishes a reverse searchable index   I S  . This allows him to place ciphertext files associated with the same keywords on one line. Given keywords    w i   ( i = 1 , ⋯ , m )    and their associated file set    F j   ( j = 1 , ⋯ , n )   , DR builds encrypted keyword index   I S  , and the index structure is shown in Figure 3.



(d) Build and expose verification index   I V  : DS constructs an encrypted verification index   I V  , as shown in Figure 4.   I V   is a two-dimensional table with   m × ( n + 2 )  . The first column stores the keyword ciphertext     C T   w i    ( i = 1 , ⋯ , m )   . The   2 ∼ ( n + 1 )   columns store size    L  i j   = E n c  (   C F  j  . l e n g t h )   ( i = 1 , ⋯ , m , j = 1 , ⋯ , n )    of encrypted files     C F  j   ( j = 1 , ⋯ , n )   . If ciphertext file    C F  j   is not associated with the keyword    C T   w i   ,   L  i j    is empty. The last column stores the verification proof    p f  i   corresponding to the keyword ciphertext    C T   w i   ,


    p f  i  =  (  ∑  j ∈ [ 1 , n ]     I D    C F  j   ,  ∑  j ∈ [ 1 , n ]    L  i j   )  ,   L  i j    ≠ n u l l  











(3)    T w  ← G e n T r a p d o o r  ( p k , w , k )   : When DR wants to search the ciphertext file corresponding to t-bit keyword   w =  w 1  ⋯  w m   , he first uses the OPRF function to pseudo-randomize  w  to obtain    w ′  =  F k   w   , and encodes   w ′   as a polynomial in    Z 2   x  /  (  x d  + 1 )   . Then, DR samples    u 3  ,  e 5  ,  e 6  ← χ   to generate keyword trapdoor


   T w  = B F V . E n c   w ′  , p k  =  (    p 0  ·  u 3  +  e 5  + △ ·  w ′   q  ,    p 1  ·  u 3  +  e 6   q  )   











(4)    (  R F  ,   I D   R F   )  ← S e a r c h  (  T  w ′   ,  I S  )   : When CS receives the trapdoor   T  w ′    from DR, CS runs the   S e a r c h   algorithm to retrieve index   I S   to obtain the matching ciphertext file result set   R F   and file name set    I D   R F   . Then, it returns the result to DR. The specific steps are as follows.



(a) Determine whether the keyword ciphertext    C T   w i    matches the trapdoor   T  w ′   . We use the exact match function to determine whether the search trapdoor matches the keyword ciphertext and obtain the matching array  m . The encrypted 1s or 0s are stored in  m , denoted by   1 ¯   and   0 ¯  .   1 ¯   indicates that the trapdoor   T  w ′    corresponds to the same keyword as the keyword ciphertext    C T   w i   ,   0 ¯   on the contrary. For     C T   w i   ,  T  w ′   ∈   0 , 1  m   ,


  m  [ i ]  = I s E q u a l  (   C T   w i   ,  T  w ′   )  =  ∏  i ∈  m     ( 1 +   C T   w i    [ i ]  +  T  w ′    [ i ]  )   m o d  2 ,  i = 1 , 2 , ⋯ , m  











(b) Retrieve indexes securely. We use the LEAF protocol [22] to securely obtain the matching index   I = L E A F ( m )  .



(c) Obtain related ciphertext file set   R F   and file name set    I D   R F    according to index I. Then, send   R F   and    I D   R F    to DR.



(5)   V e r i f y (  R F  ,   I D   R F   ,  I V  )  : When DR receives the retrieval result   R F  ,    I D   R F    from CS, he completes following verification steps.



(a) Generate verification certificate


  p  f ′  = −  ( ∑   I D   C F   , ∑  L  C F   )  ,  C F ∈  R F   








where    I D   C F    is the name of each ciphertext file in   R F   and   L  C F    is the size of each ciphertext file.



(b) Check   p f + p  f ′  = 0  , If it is equal, it outputs 1. Otherwise, it outputs 0 and discards the files.



(6)   D e c ( C F , s k )  : DR uses private key   s k   to decrypt the ciphertext file result set   R F   and obtains the corresponding file data in plaintext. Here,   s = s k  ,    c 0  = c t  [ 0 ]   ,    c 1  = c t  [ 1 ]   , and he computes


       t ·    c 0  +  c 1  · s  q   q     t  












5.2. Correctness


Correctness. For the whole scheme, if each entity performs correctly according to the algorithms, DR can generate a valid keyword trapdoor to obtain the matching ciphertext files and can verify the correctness and integrity of the result.



For keyword ciphertext    C T  w   and trapdoor   T v  ,


       C T  w  +  T v  =      (    p 0  ·  u 2  +  e 3  + △ ·  w ′   q  ,    p 1  ·  u 2  +  e 4   q  )          + (    p 0  ·  u 3  +  e 5  + △ ·  v ′   q  ,    p 1  ·  u 3  +  e 6   q  )       =      (    p 0  ·  (  u 2  +  u 3  )  +    (  e 3  +  e 5  )  ︸  noise  +    △ · (  w ′  +  v ′  )  ︸  message   q  ,             p 1  ·  (  u 2  +  u 3  )  +    (  e 4  +  e 6  )  ︸  noise   q   )      











Since the scheme uses fully homomorphic encryption, the keyword ciphertext and trapdoor have additive homomorphism. As seen from the above equation, the result of adding    C T  w   and   T v   ciphertext only exists in scaled ciphertext, and the form of the added result is same as that of    w ′  +  v ′   , and only new noise is added.   w ′   and   v ′   are the oblivious pseudorandom values of  w  and  v , respectively,    w ′  =  F k   ( w )  ,  v ′  =  F k   ( v )   . Then, if  w  and  v  correspond to the same keyword,


  I s E q u a l    C T  w  ,  T v   =  ∏  i ∈ [ m ]    ( 1 + C  T  w i    [ i ]  +  T v   [ i ]  )   m o d  2 ⟶  1 ¯   











Otherwise,   I s E q u a l    C T  w  ,  T v   →  0 ¯   .



It is easy to find that only users who know the key k can generate a valid keyword search trapdoor. CS matches   T v   with each keyword ciphertext in the search index   I S   to obtain array  m . Then, CS securely retrieves the index   I S   using the LEAF protocol (the protocol’s correctness has been proven in [22]), and obtains the matching index to obtain the corresponding ciphertext file result set   R F   and file name set    I D   R F   .



After the data recipient receives the retrieval result, the data recipient can generate the verification proof   p  f ′    with the pre-proof   p f   in the verification index for calculation and determine whether the cloud server returns the correct result,


  p  f ′  + p f = −  ( ∑     I D   C F    , ∑    L  C F    )  +  (  ∑  j ∈ [ 1 , n ]     I D   C  F j    ,  ∑  j ∈ [ 1 , n ]    L  i j   )  ,  C F ∈  R F   











By addition homomorphism, the calculation result is   0 ¯   or other. After decryption with the private key sk, the data receiver can determine whether the size and name of the ciphertext file set returned by the cloud server are correct.




5.3. Security


Our VR-PEKS scheme is implemented using a fully homomorphic encryption BFV scheme [34], which is implemented based on the RLWE problem. RLWE is a ring-based version of the LWE problem [38], which is defined as follows.



Definition 1 (RLWE). For security parameter  λ , let   f ( x )   be a cyclotomic polynomial    Φ m   ( x )    with   d e g ( f ) = φ ( m )   depending on  λ  and set   R = Z  x  / f  ( x )   . Let   q = q ( λ ) ≥ 2   be an integer. For a random element   s ∈  R q    and distribution   χ = χ ( λ )   over R, denote with   A  s , χ  q   the distribution obtained by choosing a uniformly random element   a ←  R q    and a noise term   e ←  R q    and outputting   ( a ,   a · s + e  q  )  . The    D e c i s i o n − R L W E   d , q , χ    problem is to distinguish between the distribution   A  s , χ  q   and the uniform distribution   U (  R q 2  )  . The    S e a r c h − R L W E   d , q , χ    problem is to find  s  by given   ( a ,  A  s , χ  q  )  .



Theorem 1. 

Assuming that the RLWE problem is hard and the oblivious pseudorandom function used is a random oracle function, VR-PEKS can safely resist KGA.





Lemma 1. 

Assuming that the RLWE problem is hard and the oblivious pseudorandom function used is a random oracle function, then VR-PEKS satisfies KC-IND-CKA security.





Proof. 

The proof against KC-IND-CKA will be composed of the following three games.  A  is the adversary against KC-IND-CKA security. In    G a m e  i  , let  A  go to attack KC-IND-CKA security. The event  A  guessed correctly is defined as   S i   (namely,    b ′  = b  ).



   G a m e  1  . This is the game that we originally designed. The advantage of adversary  A  winning the game is


  A d v  A  =  Pr   b ′  = b  −  1 2   =  Pr   S 1   −  1 2    











   G a m e  2  . This is the same as    G a m e  1  , except that the challenge is terminated when the following events occur:    F k   w  =  F k    w b   , w ≠  w b   . It is not difficult to find that in order to terminate the challenge, there must be an enemy   B ∞   that can break the oblivious pseudorandom function F with a certain advantage   ε 1  . Therefore, according to the difference lemma, the probability of the enemy  A  guessing correctly in    G a m e  1   and    G a m e  2   has the following relation:


   Pr   S 1   − Pr   S 2    ≤  ε 1   











   G a m e  3  . The difference between    G a m e  3   and    G a m e  2   lies in the means of challenging the ciphertext. Challenger  C  replaces the keyword ciphertext produced in the form   (    p 0  · u +  e 1  + △ ·  F k   (  w b  )   q  ,    p 1  · u +  e 2   q  )   with a uniform random distribution   U (  R q 2  )  . Then,    G a m e  2   and    G a m e  3   should be consistent, unless there is an adversary   B ∈   who can distinguish   U (  R q 2  )   and   (    p 0  · u +  e 1  + △ ·  F k   (  w b  )   q  ,    p 1  · u +  e 2   q  )   with a non-negligible advantage (that is, to solve the RLWE problem). Thus, there is    Pr   S 2   − Pr   S 3    ≤  ε 2   . Because   U (  R q 2  )   is uniformly and randomly distributed, the advantage of the adversary’s correct guess in    G a m e  3   is   Pr   S 3   = 1 / 2  .



Finally, the adversary  A  has the advantage of winning the game as


  A d v  A  =  Pr   S 1   −  1 2   ≤  Pr   S 1   − Pr   S 2    +  Pr   S 2   − Pr   S 3    ≤  ε 1  +  ε 2   











Since oblivious pseudorandom function F is a random oracle function [37], the RLWE problem is hard [34], so that   ε 1   and   ε 2   can be ignored. It can be concluded that   A d v  A    can be ignored. The security of KC-IND-CKA is proven. □





Lemma 2. 

Assuming that the RLWE problem is hard and the oblivious pseudorandom function used is a random oracle function, then VR-PEKS satisfies KT-IND-CKA security.





Proof. 

The same as above, the proof for KT-IND-CKA will consist of the following three games. The event  A  guessed correctly is defined as   S i   (namely,    b ′  = b  ).



   G a m e  1  . This is the game that we originally designed. The advantage of adversary  A  winning the game is


  A d v  A  =  Pr   b ′  = b  −  1 2   =  Pr   S 1   −  1 2    











   G a m e  2  . This is the same as    G a m e  2   in KC-IND-CKA security. There is


   Pr   S 1   − Pr   S 2    ≤  ε 1   











   G a m e  3  . Challenger  C  replaces the trapdoor with a uniform random distribution   U (  R q 2  )  ,


   T  w b   =  (    p 0  ·  u 3  +  e 5  + △ ·  F k   (  w b  )   q  ,    p 1  ·  u 3  +  e 6   q  )   











Then,    G a m e  2   and    G a m e  3   should be consistent, unless there is an adversary   B 3   who can distinguish   U (  R q 2  )   and   (    p 0  · u +  e 1  + △ ·  F k   (  w b  )   q  ,    p 1  · u +  e 2   q  )   with a non-negligible advantage (that is, to solve the RLWE problem). Thus, there is    Pr   S 2   − Pr   S 3    ≤  ε 3   .



Combine the above three games to obtain


  A d v  A  =  Pr   S 1   −  1 2   ≤  Pr   S 1   − Pr   S 2    +  Pr   S 2   − Pr   S 3    ≤  ε 1  +  ε 3   











Since oblivious pseudorandom function F is a random oracle function [37], the RLWE problem is hard [34], so that   ε 1   and   ε 2   can be ignored. It can be concluded that   A d v  A    can be ignored. The security of KT-IND-CKA is proven. □







6. Comparison


In this section, we present a comparative analysis of the proposed scheme, comparing it with the classical scheme in PEKS and with recent work related to verifiable search. Our analysis focuses on the security and theoretical computational complexity of the scheme. We also perform an experimental comparison of the schemes to show their feasibility and efficiency.



6.1. Security Comparison


The security comparison is shown in Table 1. We compare our proposed scheme with the schemes BDOP-PEKS [5] and VSEF [33], and Zhang’s scheme [16]. BDOP-PEKS is the classical public key searchable encryption scheme, and most of the public key searchable encryptions are based on the improvement of this scheme. However, this scheme has weak security, requires a secure channel transmission trapdoor, cannot resist keyword guessing attacks, and does not consider the verification of the retrieval results. VSEF and Zhang et al. studied verifiable search, but they only considered whether the cloud server returned the correct set of files, and only verified the file IDs without considering the size of each file, i.e., only the correctness of the search results can be verified, and the integrity of the search results cannot be verified. Our solution integrates the security, document set, and validation of each file size in the document set. In addition, the BDOP-PEKS, VSEF, and Zhang et al. schemes all rely on bilinear mapping operations, which cannot resist quantum attacks. In contrast, our VR-PEKS scheme is constructed based on the fully homomorphic encryption BFV, which is based on the RLWE hard problem and is able to resist quantum attacks [39].




6.2. Calculation Comparison


The computational cost comparison of the algorithms for each scheme is shown in Table 2. We consider only the time-consuming cryptographic operations. Let E denote the exponential operation, P denote the pairing operation, H denote the hash operation, M denote the homomorphic multiplication operation, and A denote the homomorphic addition operation. m denotes the number of keywords in W, n denotes the number of files in F, and ℓ denotes the number of search result files returned, while f denotes the number of data owners. U denotes the number of attributes in the system. For BDOP-PEKS and its improved scheme, due to using a forward index (file–keyword), when performing keyword matching, almost all encrypted indexes of the ciphertext file need to be matched once, so the complexity of the search phase is   O ( n )  . This leads to a serious decrease in search efficiency in systems with a large number of files. VSEF, Zhang et al.’s scheme, and ours are constructed based on the reverse index (keyword–file), and the search efficiency is proportional to the number of keywords, which is more efficient. The algorithms in [5,16,33] are based on bilinear pairing construction, which requires elliptic curve-based operations. The algorithms in ours are based on the RLWE construction, which can improve the computational speed and achieve higher security strength [40]. However, it slightly increases the storage overhead and communication overhead because the ciphertext is usually stored in matrix form.



We performed experimental simulations of searchable encryption schemes based on bilinear pairing and RLWE-based constructions to measure the practical performance of the above schemes. These experiments were conducted on Windows with a 3.40 GHz AMD Ryzen 5 2600 Six-Core processor, and Java’s Pairing-Based Cryptography (JPBC) Library and Rings Library. We consider     Z p   = 96   bit and     G 1   =   G 2   = 208   bit. The depth of the polynomial ring is 32 bits. The encrypted keyword is 2 bytes. In this paper, we show the performance characteristics of the main algorithms, namely   K e y G e n  ,   E n c  ,   G e n T r a p  , and   S e a r c h  . In Figure 5, we show the computational overhead of the four main algorithms. In performing the experiments, we only considered the operations within the noise allowed. Bootstrapping is required after the noise of the fully homomorphic encryption operation reaches the upper limit, and it may take several minutes to execute bootstrapping in the BFV scheme [34]. Since the bilinear pairing-based encryption scheme involves exponential operations, while the RLWE-based encryption scheme involves only additive and multiplicative operations, the computational overhead of the RLWE-based encryption scheme is much lower than that of the bilinear pairing-based encryption scheme in the noise range allowed for decryption.





7. Conclusions


In this paper, we propose a public key encryption with keyword search scheme based on fully homomorphic encryption. First, the scheme uses OPRF to blind the keywords and then encrypts them using BFV to generate an encrypted searchable index, thus enabling the cloud server to search the data without decrypting them and effectively resisting the internal keyword guessing attacks on the cloud server. Second, by constructing an encrypted verifiable index, the data sender enables the receiver to verify the correctness and integrity of the search results without relying on a trusted third-party audit server, thus improving the security of the system on an untrusted cloud server. Our scheme can be used as a reference for data security and privacy protection in other fields, such as data management and sharing in healthcare, finance, and government. In future research work, we will explore the design of more secure, efficient, and semantically richer public key searchable encryption schemes based on FHE, and also focus on RLWE-based post-quantum ciphers to cope with the threat of cracking existing cryptographic algorithms by future quantum computers, and provide more reliable and efficient solutions for data security and privacy protection in cloud computing and other fields.
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Figure 1. System model for the proposed VR-PEKS scheme. 
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Figure 2. Algorithm flow chart of the proposed VR-PEKS scheme. 
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Figure 3. Reverse encrypted keyword index structure. 
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Figure 4. The encrypted verification index structure. 






Figure 4. The encrypted verification index structure.



[image: Applsci 13 04166 g004]







[image: Applsci 13 04166 g005 550] 





Figure 5. Reverse encrypted keyword index structure. 
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Table 1. Security comparison.
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	Schemes
	KC-IND
	KT-IND
	External KGA
	Internal KGA
	Quantum Attack
	Correctness Verifiable
	Integrity Verifiable
	Third-Party Auditor





	BDOP-PEKS [5]
	yes
	no
	insecure
	insecure
	insecure
	no
	no
	/



	VSEF [33]
	yes
	yes
	secure
	secure
	insecure
	yes
	no
	required



	Zhang’s [16]
	yes
	yes
	secure
	secure
	insecure
	yes
	no
	required



	Ours
	yes
	yes
	secure
	secure
	secure
	yes
	yes
	not required
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Table 2. Theoretical calculation cost comparison.






Table 2. Theoretical calculation cost comparison.





	Schemes
	Construction
	   KeyGen   
	   Enc   
	   Trap   
	   Search   
	   Verify   





	BDOP-PEKS [5]
	Bilinear Pairing
	   2 E   
	   2 E + 2 H + P   
	   E + H   
	   n ( H + P )   
	/



	VSEF [33]
	Bilinear Pairing
	   2 E   
	   6 E + 2 H   
	   3 E + H + P   
	   ( m + 1 ) P   
	   ( 2 ℓ + 1 ) E + ℓ H + 2 P   



	Zhang’s [16]
	Bilinear Pairing
	    ( 2 U + f + 4 )  E +  E T  + H   
	    (   ∑  r = 1  U    U r  + U + 2 f + 3 + m )  E + 3  E T  + H   
	   ( 2 U + 1 ) E   
	    ( 2 U + 1 )  P +  E T    
	   3 E + 2 P + q h   



	Ours
	RLWE
	   M + A   
	   2 M + 3 A + H   
	   2 M + 3 A + H   
	   m ( 2 A + M )   
	   ( 2 ℓ + 1 ) A   
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