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Abstract: In this paper, a novel secure image signal transmission scheme was proposed in wireless
systems, in which the poly-polarization filtering and the orthogonal matrix (PPF-OM) were combined
to protect the image signal and eliminate the polarization dependent loss (PDL) at the same time,
which was caused by the non-ideal wireless channel. This scheme divided the image information
sequence into two parts in order to modulate and reshape the results into symbol matrices with
the same size. Then, two sets of polarization states (PSs) and orthogonal matrices (OMs) were
designed to process the symbols in order to enhance information protection and eliminate the PDL.
Legitimate users were able to apply the shared PSs and OMs, step by step, so the information could
be recovered. However, for eavesdroppers, the received signals were random symbols that were
difficult to demodulate. Then, the bit error rate and the secrecy rate were derived to evaluate the
performance of the PPF-OM scheme. Finally, the simulations demonstrated the superior performance
of the PPF-OM scheme for enhancing the information security and eliminating the PDL.

Keywords: wireless image signal transmission; secure transmission; polarization dependent loss;
orthogonal matrix; PDL; polarization state

1. Introduction

Currently, fifth-generation communication technology (5G) has become popular, and
sixth-generation communication technology is expected to be in commercial use around
2030. Wireless communication is increasingly replacing the using of cables and offers
great convenience to our lives [1]. However, the transmission of media using wireless
communication is not secured, as wireless signals are always broadcast, which raises
concerns about information privacy [2]. For example, if image signals are broadcast
without any protection, eavesdroppers are most likely to demodulate the same information
as legitimate users, which causes information leakage. To enhance transmission security,
physical-layer security technology has been developed, which is intended to deteriorate the
bit error rate (BER) of eavesdroppers and design schemes to improve the channel quality
for legitimate users over eavesdroppers. For the former, encryption techniques based on
the physical characteristics of the wireless channel were studied, where the main idea was
to scramble the constellation structure of eavesdropper, thus increasing the difficulty of
signal demodulation. In [3–5], weighted-type fractional Fourier transform (WFRFT) was
utilized to process the transmit image signals that adjusted the distribution of the signals
into Gaussian by choosing the appropriate orders. In addition, the constellation structure of
the signal was also distorted on the eavesdropper side. In [6,7], the antenna array was used
as a kind of encryption method, through utilizing different subarrays to transmit the image
signals, the ideal constellation structure could only be synthesized in the desired direction,
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while naturally distorted in other directions. In [8], QAM symbols were scrambled on
a complex two-dimensional plane using the multi-fold encryption method. The wiretap
channel model firstly proposed by Wyner on the basis of Shannon’s information theory was
studied. Schemes to maximize the secrecy rate were proposed, such as artificial-noise-based
techniques [9,10], adaptive beam-forming [11–13], relay cooperative transmission [14], and
so on. However, only a few of the existing physical layer security schemes have considered
both degrading the BER and improving the secrecy rate.

However, the development of wireless transmission technology has higher require-
ments for the transmission rate. To alleviate this problem, multi-input–multi-output
(MIMO) appears to be very promising due to its more efficient use of communication
channels [7,13], which then generates multiple paths for information transmission based
on multiple antennas. Furthermore, the transmission frequency continuously increases,
which promotes the transfer of information at a higher bandwidth in order to improve the
throughput, such as by using 6G, which operates in the terahertz (THz) band [15]. How-
ever, the multipath transmission of MIMO is weakened in high-frequency communication
scenarios due to large signal attenuation, where the refraction and scattering components
of the signal disappear. Fortunately, in this case, polarization signal processing technology,
based on a dual-polarized antenna, could provide two independent channels and, thus, im-
prove or even double the transmission efficiency in MIMO systems, as these mainly rely on
cross-polarization discrimination (XPD) between two orthogonal polarizations [16]. Many
advanced signal processing techniques have been proposed that adopt the use of dual-
polarized antenna. The polarization state modulation (PM) technique in [4,17] adapted
a three-dimensional modulation technique and utilized the amplitude ratio and phase
differential between the signals of the dual-polarized antennas as information-bearing
parameters. The advantages of PM were summarized as three aspects:

• PM could be combined with amplitude-phase modulation techniques to further im-
prove the transmission efficiency [18].

• PM could be implemented at radio frequency; thus, the amplifier was operated in the
linear region, which was energy efficient [19].

• PM could be used to improve the transmission security, such as through concealed
transmission technology [20,21] and combined constellation scrambling techniques [4].

In addition, PS can be used as the parameter for polarization filtering (PF), based
on which the information can be conveyed simultaneously by two- or three-way signals
without mutual interference [22], thus improving the transmission efficiency. Furthermore,
PF could also be developed for information security by combining it with artificial noise
technology [23] or pseudo-random sequences [24]. However, despite all the aforementioned
advantages, its performance is likely to deteriorate due to the use of non-ideal channels.
This is because the channel is non-ideal, and the XPD of the dual-polarized antennas at
the receiver side is limited, which causes mutual interference between the two polarized
signals. This is called the polarization-dependent loss (PDL). Although there are methods to
relieve the problem, such as the pre-compensation method and the zero-forcing method [4],
the PDL can not be totally eliminated.

In order to solve the problems mentioned above, a novel transmission scheme based
on poly-polarization filtering and an orthogonal matrix (PPF-OM) was proposed to enhance
the information security and eliminate the PDL. First, the information was divided into two
parts and modulated into two symbols vectors with the same length u. Then, they were
reshaped into matrices of same size l

2 ×
2u
l . For the first matrix, each row was multiplied

with a PS vector, and for the second matrix, the corresponding row was multiplied with a
corresponding orthogonal PS vector. After that, the horizon(H) and vertical(V) rows were
extracted separately to construct two matrices (size l

2 ×
2u
l ), which were then separately

multiplied with a unique column vector from the unitary matrix (size M×M), resulting in
multiple matrices (size M× 2u

l ). Finally, for each polarization, the matrices were added
and reshaped into a vector (size 1× 2uM

l ) for transmission. For legitimate users, the prior
information regarding u, l, PSs, orthogonal matrix, and modulation mode were shared
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with the transmitter. The two polarized signals were isolated from the received signals;
thus, they can be separately demodulated. However, for eavesdroppers, it was difficult to
crack these parameters, which, therefore, indicated that the transmission security had been
enhanced. Moreover, the PDL was also eliminated in the proposed method. Overall, the
main advantages of the PPF-OM scheme could be summarized, as follows:

1. Both the image information security and PDL elimination were considered in the PPF-
OM scheme. The PDL was eliminated, and the information security was enhanced,
which was evaluated by both the BER and secrecy-rate performances.

2. The information was conveyed by two signals, which were mixed twice by PSs and the
OM, step by step. After two mixing procedures, signals became difficult to decipher.

3. The parameters of u, l, PSs, orthogonal matrix, and modulation mode should be
determined in order, and if there is an error in a parameter, the latter parameters
would produce greater errors. In addition, if eavesdroppers attempted to breach one
parameter through the method of exhaustion, the recovered signals would be random
plurals. Therefore, the PPF-OM scheme offered good protection for parameters, thus
improving information security.

4. In the PPF-OM scheme, all power was used to transmit the signal, and no power was
wasted. In this manner, there would still be self-interference in the eavesdropper’s
received signals, with an effect similar to the artificial noise that deteriorates the
channel quality. Therefore, a positive secrecy capacity could be guaranteed to ensure
information security.

5. In [25], the weight-weighted fractional Fourier transform (WFRFT) was used to pro-
cess the transmit signal vectors to enhance information security. As described in the
reference, the WFRFT operation consisted of a K-point discrete Fourier transform
operation (O(K2)) and two reverse modulo-K operations (O(K)). Thus, the larger the
signal vector length K was, the larger the amount of computation became. However,
in the PPF-OM scheme, a similar security performance could be achieved with less
computation, which is described detailed in following sections.

Notations: superscript H and T denote the conjugate transposition and transposition
operations, respectively; Ξ(•) is the phase acquisition operation; dis (*,*) denotes the
spherical distance calculation operation; A(:,i) and A(i,:) denote the i-th row and i-th
column of the matrix A; ‖•‖2 denotes a 2-norm operation; DFT() denotes the discrete
Fourier transform; and arctan() denotes the arctan function.

2. System Model

The image signal transmission scenario considered in this paper is shown in Figure 1.
All participators, including the transmitter Alice, the legitimate user Bob, and the eaves-
dropper Eve, were equipped with multiple dual-polarized antennas. The information was
broadcast from Alice to Bob, which could then be recovered by the eavesdropper Eve.

Bob
Eve1

Basestation

Eve2
……

Alice

                        
                    

                        
                    

                        
                    

……

……

……

Figure 1. System model.

If image signals were sent without any protection, both Bob and Eve could recover the
same information, which resulted in information leakage. To overcome the problem, the
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PPF-OM scheme was proposed to enhance information security and eliminate the PDL at
the same time, and this is detailed in the following sections.

3. Signal Model and Problem Description

The k-th transmit image signal can be represented, as in [4]:

sk =

[
sHk
sVk

]
=

[
cos γk
sin γkejηk

]
︸ ︷︷ ︸

PS

Akejϕk︸ ︷︷ ︸
AMsignal

(1)

where Pk=

[
cos γk
sin γkejηk

]
is the PS and γk ∈

[
0, π

2
]

is the polarized angle. ηk ∈ [0, 2π]

denotes the auxiliary polarized angle. Akejϕk denotes the k-th amplitude-phase modulation
(AM) symbol, where Ak and ϕk denote the amplitude and phase, respectively.

For receivers, the k-th received image signal was denoted, as follows:

yk =

[
yHk
yVk

]
= sk + nk (2)

where nk =

[
nHk
nVk

]
is the noise vector with the probability density function (PDF) as

CN
(
0, σ2I2

)
.

If the receivers have the PSs, then the AM signal could be obtained through polariza-
tion matching, as follows:

sRk = PH
k yk = sk + PH

k nk (3)

Next, the maximum likelihood estimate (MLE) was used to demodulate the AM
image signal.

If receivers did not know the PSs, the blind demodulation method was applied,
as follows:

1. Based on the k-th received image signal, the PS PRk was obtained, as follows:

γRk= arctan
(

abs(yVk)
abs(yHk)

)
ηRk = Ξ

(
yVk
)
− Ξ

(
yHk
) (4)

2. With PRk, the polarization matching was carried out according to the k-th received
signal, such as in Equation (3), as follows:

PRk
Hsk

= PRk
H(Pk Akejϕk + nk

)
≈ Akejϕk + PRk

Hnk

(5)

In this manner, the information carried by AM signals could also be recovered by MLE.
Thus, if the signals were broadcast without protection, it was possible for Eve to overhear
on the information.

However, we considered a 2× 2 polarimetric multi-tap fading channel, where the
transfer function for each channel estimation was written according to [21]:

H=

[
hHH hVH
hHV hVV

]

=


WH
∑

i=1
hHH

i ej2π f τH
i

Wv
∑

i=1
hVH

i ej2π f τV
i

WH
∑

i=1
hHV

i ej2π f τH
i

Wv
∑

i=1
hVV

i ej2π f τV
i

 (6)
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where WH and WV are the number of the multipaths associated with horizontal (H) polar-
ization and vertical (V) polarization, respectively; τH

i (τV
i ) denotes the propagation delay

associated with the i-th propagation path for the H (V)-polarized component; f denotes
the frequency; and hXY

i denotes the i-th complex channel gain between the X-polarized
transmission antenna and the Y-polarized receiver antenna. For other types of channels,
the analysis method was the same.

As H was always non-ideal due to the complex propagation environment and the
limited XPD of the dual-polarized antennas on the receiver side, the channel coefficient H
was written, as follows:

H =

[
hHH hVH
hHV hVV

]
=UΣV = U

[ √
λ1 0

0
√

λ2

]
V (7)

where
√

λi and i = 1, 2 denote eigenvalues. U and V are unitary matrices. Therefore, a non-
ideal channel state has a negative influence on signal demodulation, and this effect is called
polarization dependent loss (PDL), which was measured by Pdl = 10 log λ1/λ2

, (λ1 ≥ λ2).
Then, the k-th receiver signal was written, as follows:

yk =

[
hHHsHk + hVHsVk
hHVsHk + hVVsVk

]
+ nk

=

[
hHHsHk
hVVsVk

]
+

[
hVHsVk
hHVsHk

]
︸ ︷︷ ︸

J

+nk
(8)

The non-ideal H led to interference J in the received signals, which further affected the
polarization matching, as shown in Equation (5), and led to BER performance degradation.

Fortunately, based on the interoperability of the wireless channel, both the trans-
mitter and receivers could acquire the channel transfer function H. Therefore, the pre-
compensation method on the transmitter side or the zero-forcing method at the receiver
side could be utilized to relieve the PDL [4]. However, the PDL could not be fully eliminated
by these two methods. For resolving the PDL and enhancing the transmission security, the
PPF-OM scheme was proposed, as described in the following sections.

4. The Principle of the PPF-OM Scheme
4.1. Signal Processing on the Transmitter Side

In the PPF-OM scheme, the information sequence was divided into two parts, Ip and
Iq, which were translated into AM symbols with the variable L, as shown in Figure 2.

We assumed the length of a signal block was u, and the symbols were divided into
L
u groups. Here, we used the first-part signal as an example and chose one group as an
example (for the other groups, the analysis was the same). The symbol vector is written as

X =
[

x1 x2 · · · xu
]

(9)

Then, X was reshaped into a matrix with the size l
2 ×

2u
l , as follows:

X̄ =


x1
x2
...
x l

2

 =


x1 x2 · · · x 2u

l
x 2u

l +1 x 2u
l +2 · · · x 2u

l ×2
...

...
. . .

...
x 2u

l ×(
l
2−1)+1 x 2u

l ×(
l
2−1)+2 · · · xu

 (10)

In the same way, the second-part signal Y was reshaped into Ȳ with the size l
2 ×

2u
l ,

which had the same expression as Equation (10).
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⊥
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Figure 2. Diagram of the signal processing on the transmitter side.

For the first matrix, each row was multiplied with a PS from the PS matrix P, with the
same index, to obtain the following:

X̃ =


s1
s2
...
s l

2

=


P1x1
P2x2
...
P l

2
x l

2

=



cos γ1x1
sin γ1ejη1 x1

cos γ2x2
sin γ2ejη2 x2

...
cos γ l

2
x l

2

sin γ l
2
e

jη l
2 x l

2


(11)

For the second matrix, each row was multiplied with a PS from the PS matrix P⊥ and
with the same index, where the corresponding PSs of P and P⊥ were orthogonal to each
other, e.g., PH

1 P⊥1 = 0. Thus, we obtained Ỹ.
Afterwards, we assumed F = X̃ + Ỹ, and the odd and even rows of F were denoted by

Fo and Fe, respectively, as follows:

Fo=


cos γ1x1 + cos γ

1+l/2
y1

cos γ2x2 + cos γ
2+l/2

y2

...
cos γ l

2
x l

2
+ cos γly l

2



Fe=



sin γ1ejη1 x1 + sin γ
1+l/2

ejη1+l/2 y1

sin γ2ejη2 x2 + sin γ
2+l/2

ejη2+l/2 y2

...

sin γ l
2
e

jη l
2 x l

2
+ sin γlejηl y l

2



(12)

Then, a size M×M (M > l) orthogonal matrix Γ was created with column vectors
that were orthogonal to each other. The first l

2 columns of Γ were denoted by Γo, and the
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other l
2 columns of Γ were denoted by Γe. Then, each column vector of

[
Γo Γe ] was

multiplied by each row of
[

Fo

Fe

]
, which resulted in the following:

TH=

l
2
∑

a=1
Γo(:, a)

(
cos γaxa + cos γ

a+l/2
ya

)
TV=

l
2
∑

a=1
Γe(:, a)

(
sin γaejηa xa + sin γ

a+l/2
ejηa+l/2 ya

) (13)

It was found that TH and TV were the M× 2u
l matrix, which had to be reshaped into 1×

2uM
l vectors T̄H and T̄V for transmission by two orthogonal polarized antennas, respectively.

4.2. Signal Processing on the Receiver Side

For Bob, signal demodulation procedures are shown in Figure 3.

Reshape into 

size  2M ul

Reshape into 

size  2M ul

H

V

OMM M

H component

V component

2

2

l u

l



2

2

l u

l



PF PMA

P  and 

First 

signal

Second 

signal

 

Reshape   

Reshape   

DM

⊥
P

RHT

RVT

o
Γ

e
Γ

Figure 3. Signal processing on the receiver side.

The received signal vectors were written, as follows:

T̄RH=hHHT̄H + hVHT̄V + nH
T̄RV=hHVT̄H + hVVT̄V + nV

(14)

where nH and nV are noise vectors. To simplify the formula analysis, the noise were ignored
temporarily. T̄RH and T̄RV should first be reshaped into the M × 2u

l matrix, which was
written, as follows:

TRH=hHHTH + hVHTV
TRV=hHVTH + hVVTV

(15)

According to Equation (15), interferences hVHTV and hVVTV were found in the re-
ceived signals. To remove the interferences, the orthogonal matrix

[
Γo Γe ] was used to

process the received signals:

Fo
R =


Γo(:, 1)HTRH

Γo(:, 2)HTRH
...

Γo
(

:, l
2

)H
TRH

, Fe
R =


Γe(:, 1)HTRV

Γe(:, 2)HTRV
...

Γe
(

:, l
2

)H
TRV

 (16)



Appl. Sci. 2023, 13, 2513 8 of 18

where the superscript H denotes the conjugate inversion. Then, we used the k-th row of
Fo

R as an example, according to the orthogonality of the vectors of Γ, and we obtained
the following:

Fo
R(k, :) = Γo(:, k)H(hHHTH + hVHTV)

= hHHΓo(:, k)H
l
2
∑

a=1
Γo(:, a)

(
cos γaxa + cos γ

a+l/2
ya

)
+

hVHΓo(:, k)H
l
2
∑

a=1
Γe(:, a)

 sin γaejηa xa

+ sin γ
a+l/2

ejηa+l/2 ya


= hHHΓo(:, k)HΓo(:, k)

(
cos γkxk + cos γ

k+l/2
yk

)
=hHH

(
cos γkxk + cos γ

k+l/2
yk

)
= hHHFo(k, :)

(17)

According to the interoperability of the wireless channels, both Alice and Bob obtained
the channel state information (CSI); thus, the impact of the CSI on Fo

R(k, :) was eliminated.
In addition, as column vectors of

[
Γo Γe ] were not the same, according to Equation (17),

each row vector could be separately recovered. Thus, we obtained the following:

Fo
R = Fo, Fe

R = Fe (18)

In this manner, interferences for both polarization signals were eliminated. As in
Equation (12), both Fo

R and Fe
R resulted from the addition of two signals, which would be

separated for demodulation. Here, the corresponding rows of Fo
R and Fe

R were transformed
into pairs for polarization filtering. The k-th pair was taken as an example, which could be
written, as follows:[

Fo
R(k, :)

Fe
R(k, :)

]

=

[
cos γk
sin γkejηk

]
︸ ︷︷ ︸

Pk

xk +

 cos γ
k+l/2

sin γ
k+l/2

ejηk+l/2


︸ ︷︷ ︸

P⊥k

yk + nk
(19)

We assumed two PSs were Pk and P⊥k ; then, the polarization filtering matrices were
calculated, as in [20]:

Qx=Pk

(
(Pk)

HP†
k Pk

)−1
(Pk)

HP†
k

Qy=P⊥k
((

P⊥k
)H

P⊥†
k P⊥k

)−1(
P⊥k
)H

P⊥†
k

(20)

where I denotes the unit matrix and

P†
k=I−P⊥k

((
P⊥k
)H

P⊥k
)−1(

P⊥k
)H

P⊥†
k =I−Pk

(
(Pk)

HPk

)−1
(Pk)

H

Based on Equation (20), it was determined that

QxPk = Pk, QxP⊥k = 0
QyPk = 0, QyP⊥k = P⊥k

(21)
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Based on Equations (20) and (21), it was determined that

Qx

[
Fo

R(k, :)
Fe

R(k, :)

]
=

[
cos γk
sin γkejηk

]
︸ ︷︷ ︸

Pk

xk + Qxnk

Qy

[
Fo

R(k, :)
Fe

R(k, :)

]
=


cos γ

k+l/2

sin γ
k+l/2

e
jη

k+l/2


︸ ︷︷ ︸

P⊥k

yk + Qynk

(22)

According to Equation (22), the noise power after being processed by polarization
filtering matrices was calculated, as follows:

σ̃2 = trace
(

Qx(Qx)
Hσ2

)
=

σ2

sin2ξ
≥ σ2 (23)

where ξ is the principal angle between subspace Pk and P⊥k on Poincare sphere [26]. As
Pk and P⊥k were both orthogonal to each other, ξ=π

2 and σ̃2 = σ2, the noise power was
not amplified.

Based on Equation (22), two PSs were used to conduct the polarization matching to
recover two signals, as follows:

xRk=PH
k Qx

[
Fo

R(k, :)
Fe

R(k, :)

]
= xk + PH

k Qxnk

yRk=
(
P⊥k
)H

Qy

[
Fo

R(k, :)
Fe

R(k, :)

]
=yk +

(
P⊥k
)H

Qynk

(24)

From Equation (24), the k-th component of both two signals were obtained, and the
other components were then obtained in the same manner. Therefore, the two signal
matrices could be written, as follows:

XR=


xR1
xR2
...
xR l

2


l
2×

2u
l

, YR=


yR1
yR2
...
yR l

2


l
2×

2u
l

(25)

Finally, two signals were demodulated based on the MLE rule.
On the transmitter side, the amount of computation was concentrated in Equations (11)–

(13). Equation (11) required 2u penalty operations. Equation (12) required 2u addition
operations, and Equation (13) required Mu penalty operations and Mu addition operations.

On the receiver side, the amount of computation was concentrated in Equations (16)
and (22). Equation (16) required Mu penalty operations and (M− 1)u addition operations;
Equation (22) required 4u penalty operations and 2u addition operations. Based on above
analysis, we found that the amount of computation was proportional to u and M; thus, in
real practice, we could adjust the parameters according to the actual calculation power of the
communication equipment. In other words, the computational complexity was adaptable.

5. Security Performance Evaluation

In this section, the security performance of the PPF-OM scheme is evaluated. First, we
assumed the eavesdropper Eve had no information of the parameters l, u, PSs P, P⊥, the
M×M orthogonal matrix, and the modulation mode of the two AM signals. Based on the
demodulation procedures of Bob, if Eve attempted to recover the information, the first step
would include reshaping the received signal vector into the matrix.
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• It was known that the length of the received image signal vector was 2uM
l , and if

the number of the divisor of 2uM
l was ϑ, there were at least ϑ matrix reconstruction

methods. In addition, 2uM
l was adjustable and ϑ would increase as 2uM

l increased.
Moreover, the reshaped matrices TE_RH and TE_RV were composite matrices, and the
M×M orthogonal matrix Γ was also unknown, which made it difficult to determine
the correct matrix size. When the size of the reshaped matrices TE_RH and TE_RV were
incorrect, it was not possible to correctly recover the horizontal and vertical signal
component matrices.

• If Eve could correctly reshape the received image signal vector into a M× 2u
l matrix,

Eve would know TE_RH and TE_RV were composite matrices that should be processed
by Γ in the correct order. As Eve did not have the information about Γ, it needed to
search for the correct Γ and order, as follows:

Fo
ER =


Γo

E(:, 1)HTRH

Γo
E(:, 2)HTRH

...

Γo
E

(
:, l

2

)H
TRH

, Fe
ER =


Γe

E(:, 1)HTRV

Γe
E(:, 2)HTRV

...

Γe
E

(
:, l

2

)H
TRV

 (26)

According to Equation (26), only[
Γo

ER Γe
ER
]
=
[

Γo Γe ] obtained Fo
ER = Fo, Fe

ER = Fe. In other cases, H and V
components could not be correctly recovered, nor could the two signals be sepa-
rated through polarization filtering. In addition, a larger M led to a larger amount of
calculation for Eve. Therefore, in this case, the parameters were difficult to determine.

• If we assumed that Eve could correctly obtain the matrices Fo
ER = Fo and Fe

ER = Fe

while the information regarding PSs was used for processing, the transmission signals
were unknown. As Fo

ER and Fe
ER were mixed matrices of two polarized signals, the first

step was to isolate them for demodulation. Thus, Eve must first search for the correct
PSs to construct polarization filtering matrices for the signal separation. However,
the PSs for each row signal vector were different, and the modulation mode of the
two AM signals was unknown. Therefore, even with the right polarization filtering
matrices, it would be difficult to determine the correct AM signals. Based on the above
analysis, it was difficult to avoid errors in the PSs. In this condition, the PF matrices of
Eve were written, as follows:

QEx=Qx + Qe
x

QEy=Qy + Qe
y

(27)

where Qe
x and Qe

y denote the errors. Here, we assumed
[

Γo
ER Γe

ER
]
=
[

Γo Γe ],
and the signal separation of the k-th row signal vector was taken as an example:

x̄ERk=QEx

[
Fo

ER(k, :)
Fe

ER(k, :)

]
=

[
cos γk
sin γkejηk

]
︸ ︷︷ ︸

Pk

xk

+JEx + QExnEk

(28)

where
JEx=

Qe
x


[

cos γk
sin γkejηk

]
︸ ︷︷ ︸

Pk

xk +

 cos γ
k+l/2

sin γ
k+l/2

ejηk+l/2


︸ ︷︷ ︸

P⊥k

yk


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We found JEx 6= 0, and after polarization matching, Equation (28) was written,
as follows:

xERk=(Pk)
Hx̄ERk=

[
Fo

ER(k, :)
Fe

ER(k, :)

]
=

(Pk)
H
[

cos γk
sin γkejηk

]
︸ ︷︷ ︸

Pk

xk + (Pk)
H(JEx + QExnEk)

=xk + (Pk)
HJEx︸ ︷︷ ︸

ΩEx

+(Pk)
HQExnEk

(29)

In the same manner, we found the following:

yERk=yk +
(

P⊥k
)H

JEy︸ ︷︷ ︸
ΩEy

+
(

P⊥k
)H

QEynEk (30)

where JEy=Qe
y
(
Pkxk + P⊥k yk

)
.

According to Equations (29) and (30), we found that there were interferences in
recovered signals by Eve that would degrade BER performance. Thus, for Bob and
Eve, the signal-to-noise ratio (SNR) was calculated as:

ξBx_i=
l

2u
‖xi‖2

σ2 , ξBy_i=
l

2u
‖yi‖2

σ2

ξEx_i=
‖xi‖2

‖ΩEx‖2+
2u
l σ2 , ξEy_i=

‖yi‖2
‖ΩEy‖2+

2u
l σ2

(31)

Then, the average secrecy rate with the proposed scheme could be calculated, as follows:

Cave=E
i

[
10log

(
(1+ξBx_i)(1+ξBy_i)
(1+ξEx_i)(1+ξEx_i)

)]
(32)

As analyzed in Equation (31), we found ξBx_i ≥ ξEx_i and ξBy_i ≥ ξEy_i; thus, Cave ≥ 0
would always be positive when deviations existed in any of the parameters mention
above, which ensured transmission security.

6. Numerical Result

In this section, a sampling of simulation results by MATLAB are provided and an-
alyzed to show the validity and security performance of the proposed method. In the
simulations, the XPD of the environment and the dual-polarized antennas were both set at
15 dB, and the information sequence was divided into two parts. Each part was translated
into 106 AM symbols. In addition, 90% of the signal power was transmitted through the
line-of-sight channel while 10% was transmitted through the non-line-of-sight channel. The
CSI was updated every 200 symbol periods: u = 200 and l = 10; M = 10.

In this simulation, the validity of the proposed scheme was evaluated through BER
performance. At first, two image information sequences were modulated into symbols
using the pulse-amplified-modulation (PAM) technique, and the BER curves were plotted
in Figure 4. Furthermore, 4PAM and 8PAM were used for the signal modulation of the
two information sequences. We found the BER performances of both the 8PAM and 4PAM
signals approached the theoretical value, which was calculated according to the ideal
Gaussian channel (the CSI matrix was a unit matrix). This was because based on the
PPF-OM scheme, the PDL was naturally eliminated, and there was no mutual interference
between orthogonal polarizations. In addition, the noise power was not amplified. Thus,
the two signals could be separately demodulated.
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Figure 4. BER performance of PPF-OM (PAM).

Next, 4PAM and 8PAM were replaced by 4PSK and 8PSK, respectively, and the BER
curves are shown in Figure 5. We found that the BER curves approached the theoretical
ones, which had the same results as the PAM technique.
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Figure 5. BER performance of PPF-OM (PSK).

Furthermore, we utilized 4QAM and 16QAM to modulate the two information se-
quences, and the BER curves are shown in Figure 6. The two BER curves approached the
theoretical ones. Overall, regardless of the modulation techniques used in the PPF-OM
scheme, the two signals could be demodulated without interference and approach the-
oretical values. The simulations demonstrated the validity of the proposed scheme for
eliminating the PDL, which was consistent with the theoretical derivations.
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Figure 6. BER performance of PPF-OM (PSK).

In this simulation, the security performance of the PPF-OM scheme was evaluated
in terms of the BER performance when there were errors in the orthogonal matrix. Here,
we assumed Eve could correctly reshape the matrix into the l

2 ×
2u
l = 5× 40 matrix

and knew M = 10 as well as the PSs that had been used to process the two image signal
vectors. However, Eve did not know the correct orthogonal matrix. Both 4PSK and 8PSK
were utilized to modulate two information sequences, which yielded the 106 4PSK and
106 8PSK symbols, respectively. Figure 7 shows the plots of the BER curves when there
were errors in the orthogonal matrix. In the simulation, we add the error to all the elements
in the orthogonal matrix. We found that when the error was 0.1, the BER performance
deteriorated significantly, and when the error grew larger, almost no information could
be correctly recovered. In addition, with the PPF-OM scheme, it was difficult for Eve to
decipher the orthogonal matrix for the signal matrices, as after being processed by the OM,
they were composite matrices, which made it difficult to determine the correct OM. Thus,
the information security was enhanced.

In this simulation, the security performance of the PPF-OM scheme was evaluated
in terms of the BER performance when there were errors in the PSs. Both 4PSK and
8PSK were utilized to modulate the two information sequences, which yielded the 106

4PSK and 106 8PSK symbols, respectively. Here, the errors were added to the polarization
parameter γ while th other parameters were distortionless. The BER curves of 4PSK and
8PSK with ∆γ=3◦, 5◦, 10◦, 15◦, 20◦ are shown in Figure 8. We found that a larger error in
γ would led to a worse BER. In addition, if there were errors in both parameters γ and
η, the BER performances worsened, as shown in Figure 9, where the BER curves with
(∆γ, ∆η)=(3◦, 3◦), (5◦, 5◦), (10◦, 10◦), (15◦, 15◦), (20◦, 20◦) are plotted. If there were errors
in both parameters, the BER performance would be worse than that shown in Figure 8.
Moreover, larger errors in both γ and η would lead to worsening BER performances. As
analyzed in Section 5, for Eve, the polarization parameters were difficult to obtain, and the
modulation techniques were unknown; therefore, the errors in polarization parameters
were inevitable. Therefore, in this case, the BER performance of Eve would be worse.
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(a) 4PSK

(b) 8PSK

Figure 7. BER performance of the PPF-OM scheme with errors in OM.

In this simulation, the security performance was evaluated in terms of the average
secrecy rate (ASR). Both 4PSK and 8PSK were utilized to modulate the two information
sequences, which yielded the 106 4PSK and 106 8PSK symbols, respectively. We assumed
Eve could correctly reshape the received signal vectors into the M× 2u

l matrices TE_RH and
TE_RV as well as obtain the matrices Fo

ER = Fo, Fe
ER = Fe correctly. However, the PSs that

had been used to process the signals were unknown. As analyzed in Section 5, the PSs were
difficult to obtain, and when there were errors in PSs, based on Equations (29) and (30),
there would be interferences in the recovered signals. Therefore, the ASR was improved,
as shown in Figure 10, where the ASR curves are plotted. Here, the errors were added
only to the polarization parameter γ while the other parameters were distortionless. When
the error was zero, the ASR equaled zero and did not change with the SNR. In addition,
when the error was non-zero, the ASR increased alongside the SNR, and the larger error
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in γ led to a larger ASR. These simulation results were consistent with the theoretical
derivation process. Therefore, with the PPF-OM scheme, a positive ASR was ensured, and
the transmission security was enhanced.
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Figure 8. BER performance with PS errors (∆γ).
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(a) 4PSK

(b) 8PSK

Figure 9. BER performance with PS errors (∆γ, ∆η).

Figure 10. Average secrecy rate versus SNR with errors in γ.
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7. Conclusions

The PPF-OM scheme proposed in this paper both ensured the transmission security
and eliminated the PDL. For eavesdroppers, the related parameters used to recover the
signals were difficult to decipher, and thus, the BER performance was degraded. In
addition, the errors in these parameters led to self-interference in Eve’s received signals.
Therefore, the signal-to-noise ratio decreased, and the average secrecy rate became a
positive value. In this manner, the transmission security was enhanced. The PPF-OM
scheme is a signal processing technology that can adapt to most current communication
systems. In the next step, we further consider simplifying signal processing on the basis of
guaranteeing performance.
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