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Abstract: With the continuous development of the networked society, the ability of cyber attackers
is becoming increasingly intelligent, posing a huge threat to complex cyber—physical networks
(CCPNs). Therefore, how to design a security strategy for CCPNs under attack has become an urgent
problem to be solved, which promotes our work. The problem of the distributed event-triggered
synchronization of CCPNs in the presence of denial-of-service (DoS) attacks is investigated in this
paper. Firstly, a distributed event-triggered controller is designed such that all nodes of networks
are synchronized without DoS attacks by relieving the communication occupancy rate of limited
bandwidths. Meanwhile, Zeno and singular triggering behaviors are excluded to illustrate the
effectiveness of the proposed event-triggered strategy. Secondly, in view of the continuous switching
of CCPNs topologies caused by DoS attacks, an event-triggered control (ETC) strategy is proposed to
ensure the synchronization of CCPNs under DoS attacks. Meanwhile, the frequency and duration of
tolerable DoS attacks that can ensure the stability of the systems are calculated. Finally, two examples
are given to illustrate the effectiveness of the proposed method.

Keywords: complex cyber—physical networks; distributed controller; ETC strategy; synchronization;
DoS attacks

1. Introduction

With the development of complex dynamical network theory and its application in
recent years, complex dynamical networks (CDNs) have become a hot research topic in
many fields [1]. CDNs are composed of many nodes and edges, which are used to represent
different individuals and connections between individuals. In particular, it is of great
importance to investigate the connection of edges and the communication of nodes. In re-
cent years, CDNs have been widely used to simulate many large-scale practical complex
projects [2-6]. Many topics on CDNs have been discussed, including synchronization,
propagation dynamics and fault diagnosis, control and network model [7-13], etc. On the
other hand, complex cyber—physical networks (CCPNs) as a special type of CDNs have
received extensive attention. CCPNs are multi-dimensional complex systems consisting
of computing network and physical environment, which realize the integrated design of
computing communication and physical systems. Therefore, it has a wide application
prospect, such as medical science, transportation networks, electric power grid and manu-
facturing [14-20]. Many interesting issues on CCPNs have been intensively investigated
in the literature. Specially, the synchronization problem of CCPNs has been discussed
in [21-25].

Due to high dependence on networks, CCPNs are faced with many cyber attack
threats. Typical cyber attacks main contain false data injection (FDI) attacks and denial-
of-service (DoS) attacks [15,21,26,27]. Attackers use cyber attacks to interfere with the
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information space of the system or destroy data, which can affect the physical space of
the system and even destroy the whole system. In particular, DoS attacks can block the
transmission links of networks such that the transmission information received by actuators
and sensors can be corrupted, thereby affecting the system performance. Many research
studies have been reported on the security of cyber—physical systems (CPSs) under DoS
attacks. For example, the event-triggered secure control for multi-agent systems with DoS
attacks was investigated in [28-33], in which a multi-robot model was proposed in [30],
keeping all six robots in a line and achieving the consensus of their position and velocity
under the designed event-triggered control (ETC) strategy. The distributed controller was
designed for CPSs with communication delays against attacks in [34-36]. Unfortunately,
the above existing results only discussed the convergence of the systems based on the
controller and did not investigate the strong coupling between individuals within the
systems. That is, the security synchronization control has not been fully investigated for
CCPNs, which have highly coupled nodes and intricate communication links, making it
difficult to solve. This motivates the present work.

In this paper, a distributed event-triggered control strategy is proposed for CCPNs
to update the state transmission under DoS attacks, which relieves the communication
occupancy rate of limited bandwidths and achieves synchronization of all the nodes.
The following are the contributions of this paper:

(1) A distributed controller is designed to achieve all nodes of CCPNs are synchronized
under DoS attacks, which uses two combinational measurements of isolated node and
follower nodes.

(2) An ETC strategy is proposed to save communication resources under DoS attacks.
Different from [25,28,30,36], triggering behavior and Zeno behavior are both excluded in
this paper, which avoids continuous triggering in each verification cycle and guarantees
that certain data are still transmitted after a successful transmission attempt.

(3) A resilient event-triggering mechanism is constructed to tolerate packet loss and
topologies change under DoS attacks. Attack duration and frequency can be calculated to
describe attack behavior based on piecewise Lyapunov functions.

Notation: £ represents the Laplacian matrix of graph G = {v,¢, A}. T'(P) = \/6(PP),
and 0(P) represents the eigenvalue of matrix P.

2. Problem Formulation and Preliminaries
The CCPNs with N nodes are described as follows:

N
x%i(t) = Axi(t) + ) gijTxj(t) + Bu;(t) 1)
i=1

where x;(t) = (xi1(£), xip(£), ..., xin(t))T € R" is the state vector of node i, and u; € RY is
the control input of node i. A € R"*", B € R"*7 are constant matrices. I'and G = (gx1) nyxn
are inner-coupling matrix and outer-coupling matrix, respectively. gy; = gjx = 1, if node k

N
and node ! (k # 1) are connected; otherwise, gy = gjx =0 (k #1). And Y, gy = — g
1,14k

Let xn41(t) be the isolated node whose dynamics are given as follows: Xn1(t) =
Axn41(t). Denote the tracking error as

Si(t) = xi(t) — xn41(t) )

For node i, designing a distributed ETC protocol is as follows:

wilt) = K& (1), t€ [fthi) 3)
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& (fi) = Ji ajj (xj(t;() —X; (%)) + b; (xN+l (fi) —X; (%)) 4)

where {t;c} re v denotes the event-triggering time sequence for node i. If node i can obtain
information from the isolated node, then b; = 1; otherwise b; = 0.

Definition 1. All nodes of CCPNs (1) are said to be synchronized if the following condition
is satisfied:

tim [[1x5(1) — x4 (£) ] = 0 ©)

The proposed attack model in this paper is a time-constrained DoS attack, which

mainly attacks the nodes and communication links of the systems in the physical layer.

The attack behavior is described below. |, = {]5 i+ Al] } s € N defines the s-th DoS time

interval, where the DoS attack begins at ];] and As] > ( represents the attack duration of the
s-th attack. Then, one can obtain

Ou(tr, ta) = [t ta] NUBLY (1, 12) (6)

and
Os(t1,t2) = [t1, £2]\Oa(t1, t2) )

where @(i’j) (t1,t2) = [t1,t2] N U Js (/) is a set in which the DoS attacks are active. O, (1, 12)

and O;s(t1,t2) denote the sets that the DoS attacks are active and dormant, respectively.
Figure 1 is a demonstration of a CCPN with six nodes under DoS attacks, in which
node 6 is the isolated node. As shown in Figure 1, the malicious attacks are active at
to, and the systems are repaired at fy. The system transmission channel can be restored
at time #;. That is, the communication graphs are discontinuous between ; to t;. The
communication topologies of networks can be restored to the initial state at t,.

@ G
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Figure 1. The evolution of DoS attacks.

Remark 1. DoS attacks destroy the nodes or communication edges of networks such that commu-
nication links fail or nodes do not work normally. Meanwhile, without loss of generality, suppose
that at least one communication link or one node in dynamic network systems is attacked at time

t) ty forl =0,1,...,N. t'zjl 1 s the time instant when the attack has been completely restored and
the entirely topology network has been restored. It is worth noticing that the CCPNs are paralyzed

during t € { £t ) and the CCPNs work well during t € (

217 2141 20417 2(1+1)}

Define A, as the continuous impact of DoS attacks to ensure that the sampling and
transmission of nodes are successful. Then the time interval of s-th attack is re-denoted
as follows:

o) = [J Js+Af+A*},se/\/ ®)
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Ou(t1, 1) = [t1, 1] NUT) ©)

and
Os(t1, t2) = [t1,12]\Ou(t1, 12) (10)

we propose the following equations to characterize the case that the topologies are still
connected under the DoS attacks

Oc(t, t2) = {t € (tlth)‘emin(Ha(t)) > 0} (11)

where o (t) is a switching signal and topologies are supposed to be completely normal
when o (t) = 0. Finally, the characteristics of DoS attacks are rewritten as

Oy (t,t2) = Ou(t1, 2)\Oc(t1, 1) (12)

and ) )
@s/(tl,tz) = [tl, tz]\@al(h, tz) (13)

Definition 2 ([30] (Attack Frequency)). Define F, (1) the frequency of DoS attacks, satisfying
E — Na(TlfTZ)
(1,12) T, — T

where N, is the number of DoS attacks occurring over [Ty, Tp), and T, > Ty > to.

(T T2)

Definition 3 ([30] (Attack Duration)). Define T, 1
[Th, T), satisfying

as the total time of DoS attacks over

)

-

T, = ()

To +

where Tp > 0,7, >0, Tp, > Ty > ty.

Remark 2. It is noted that the transmission channel between nodes may be clogged instead of being
removed under DoS attacks. On one hand, to exclude the communication topologies that are still
normal under DoS attacks, (11) and (12) are designed to ensure that communication topologies of
CCPNe s are destroyed under DoS attacks. On the other hand, different from the DoS attack interval
defined in [30], the attack interval is designed as (8) in this paper, which includes diversified DoS
attack opponents that destroy communication links or nodes or both. In other words, the directed
spanning tree of communication networks becomes disconnected under DoS attacks.

In this paper, we design an event-triggered distributed controller to guarantee that
all nodes of CCPNss are synchronized. The synchronization error can be defined as ¢;(t) =

x;(t1) — x;(t). The virtual DoS period is divided into two parts: {téjl, t;jlﬂ) U (t;jlﬂ, t;j(t+1)].

ij tij

a1 torg and the com-

The topologies are paralyzed by attacks of adversaries during t € [t

munication topologies are assumed to be complete and o(t) = 0 during ¢ € (t;jl 1 t;j( ; +1)} .

Then, the control law for node i is designed as

(t):{ Féa(t), t€ |t,)

i : i
KSin(t), t€ |tyiqrtyp)

(14)
)

where

() = 5o (5 () () +570 (ovn (8) () 09
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) = £ (o) () e () 5(0)) o

and {t}(} is the updated state transmission sequence for each node i based on the ETC
strategy. x;(t) = #;(t) is the latest transmission state, and xn1(t,) = xn11(t). {£} of
each node satisfies the following triggering condition:

8<ei(t),<fi (t;;)) —0 17)

Remark 3. An event-triggered transmission strategy is proposed to save communication resources
in this paper. Equation (17) states that the state-triggering time of each node is independent and not
affected by other nodes. In addition, the event-triggering condition in [30] only satisfies a specified
inequality, and the selection of parameters has a significant impact on the stability of the systems.
On the contrary, the event-triggering condition (17) obtained on the basis of the system stability in
this paper can better ensure the performance of systems. For each node i, if t; satisfies the update
condition (17), the £;(t) will update at event-triggering instant t..

Then, the error systems can be written as

i i
te {tZI’tZIJrl)’

« N oty i : o(t) : : (18)
0i(t) = AGi(t)+BE| X aiy () (i) — xi(t)) + b (v () — xi(t))
j=
and - -
1 1
te [t2]z+1ft2](1+1)>f
) N . . 0 . . (19)
i) = Agi(t) + BK| 1 ajy (x; () —xi(t)) + b7 (v (6) —xi(5))
]:
Let in.1(t) = in11(t), and from the system (18) and (19), we have
IN® A+ G®T—H,, @BE)3(t)— (Hy @ BF )e(t)t€ |t),t)
5 (N® +G®I—Hyp) ® ) ()—( o(t) @ )e< ){'e[;gf 21+1) (20)
(In® A+ G @ T—H @ BK)3(t)— (H @ BK)e(t),t€ (151,31

where (t) = col (61(t), 02(t), ..., 6n(t)), e(t) = col(er(t),e2(t),...,en(t)), H = L+ B, Hyy)
= Lo + Bogn, B = diag(bi b, ..., bn), By = diag (0,65, b7").

The goal of this paper is to design an event-triggered distributed control law (3) such
that CCPNs (1) under DoS attacks are stable and the normal transmission of information
is guaranteed.

The following lemma is needed in the sequel.

Lemma 1 ([25]). For positive definite matrix M € R"*" and symmetric matrix N € R"*",
the following inequalities hold

Oomin (M—lN) T Tx < xTNx < B (M_lN) xT Mx
Omin (N)xTx < xTNx < Omax(N)xTx

3. Main Results

We propose an ETC data update strategy to guarantee that all nodes of CCPNs are
synchronized in this section. Then, we solve the topologies change caused by DoS attacks
by a distributed controller.
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Theorem 1. The all nodes of CCPNs (1) without DoS attacks can be synchronized based on the
event-triggered distributed controller (14) with K = BT P satisfying

ATP + PA — 2¢,0in PT — 2€min PBBTP + ein Iy < 0 (21)

and the triggering function

Blen b)) — | LA 20)

pp T+ 17

| (22)

Moreover, the event-triggering time is defined as
i__ i 2\ — —
i = mf{t >t (e;, &) =0 } k=1,2,... (23)

where p > 0,0 < y; < land g1 — q2p > 0, €min = max{0(G),0(H)},
0 < &1 < Emin, Emin = €1 + €2, 1 = min{e1Tmin (H2) },

g2 = max{Tmax{ H ! ®2¢11y — Iy ® 2PBBTP}} > 0,

g3 = max{Tmax{Iny ® 2PBBTP} — &1} > 0.

Proof. The following Lyapunov function is constructed for systems (19)
Vo(t) =T (Iy @ P)s (24)
From (16), one can obtain

2

£a(t) = L (5(4) () + 80w () —x(8)

= —(H® Iy) (xi(t) — xns1 (1))

(25)

and ‘
Si(t) = xi(ty) —ei(t) — xn+1(t) (26)
Combining (25) and (26), we have

A

5= — (H_l ® IN)§2 i 27)
The time derivatives of (24) yield

Va(t) = 26T (Iy @ P)é
=20T(Iy® P)[(IN® A+ G®T — H® BK)S§ — (H ® BK)¢]
= 6T(ATP+ PA+ G ®2PT—H ® 2PBBTP)6—4" (H ® 2PBBTP)e
< —&mind’ 6 — 67 (H @ 2PBBTP)e
< —(e1 +e2){E (H2 @ In)&; + 28] (H1 @ Iy)e +eTe}
— e (Iy ® 2PBBTP) &, + e (Iy ® 2PBBTP)e
< —e1fy (H2® In)& + 2618 (H ' @ In)e —erele
— el (Iy ® 2PBBTP)&, + e (Iy ® 2PBBTP)e — €566

(28)

h
Combine with MTN < [[M]|[N|, MTN < 5| M]|[* + E\|N||2, then we have

—slfg(H_Z ® IN)fz < —q1|‘52||2, —erele+ el (Iy ® 2PBBTP)e < q3|]e|\2

X . " 29
2e163 (H ' @ In)e — el (In @ 2PBBTP) &, < 2gs el || &2 || @9)
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Inequality (28) can be rewritten as
. A 2 A
Va(t) < —qu|2]|” + 242 )lell [ 62| + gslle]|* — e20To
2 (12 1 2, Pz g? 2 T
< —nlé| +2qz(2p||e| + 51|l )+q3||e|| — 2075 0)
N c 12
< L [ - aolléal = (2 442 ) la?] - exd”s
=
We have V,(t) < 0, and we can obtain
7i(91 —920) 5 |12
— >0, |e|* < A2 & 31
T =020 > O lleil” < - = gl (31)
Then, we have
Va(t) < —aVi(t) (32)
where & = 5 SZ(P) . By Lyapunov stability theory and Definition 1, one can obtain that all
min

nodes of CCPNs (1) are synchronized under the distributed controller (14) without DoS
attacks. The proof is completed. O

The Zeno and singular triggering behaviors are the most common failure behaviors
in the ETC strategy, in which the Zeno behavior is defined as multiple transmissions in a
continuous time, and singular triggering behavior is defined as no further trigger after a
single trigger. The Zeno and singular triggering behaviors can cause the proposed event-
triggered strategy to be ineffective, so these two behaviors must be excluded to ensure the
efficient transmission of system information. Then, the following Lemmas show that Zeno
behavior is excluded and no node exhibits singular triggering behavior.

Lemma 2. For CCPNs (1) without DoS attacks, under the event-triggered controller (14), all nodes
will not have Zeno behavior if the inter-event time intervals satisfy

T > max {b1,b “in M—I—l 33
{1 2} { qu_1+q3 ( )

where by = I'max{Iny ® BK}, and
by = max{Tmax{In ® A+ H®BK} + Tmax{H @ BK + GO T + Iy @ A}}.

Proof. Lete;(t) = x;(t;) — x;(t), then we obtain

éi(t) = Ax;(th) — Ax;(t) — Ji iiTxi(t) — Buj(t) = A(x;(th) — x;(t))

N N . . .
= L &ilxi(1) =BK ¥ ajy (x; (1) i (1)) = BKY} (x4 (1) =i ()

=1 =y N (34)
= A(xi(t) — xi(t)) _j);lgijrxi(t) - BK}& ap:(x;(t) — xi(1))
— BK g a?j (EJ(t) — ei(t)) — BKb?(XN_H(t) — xi(t)) + BKb?Bi(t)

j=1
The system (34) can be rewritten as
é=[(IN®A) - (G®TI)+ (H®BK)]e — (H® BK)J (35)

We have

2 ( il ) it el
q A o e . (36)
dt(”giz“ Szl ||é‘i2H2
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It follows from (36) that
leill < [[(In® A) +(G®T) + (H @ BK)|[le;]| — [|(H @ BK)]|||] (37)

From (36) and (37), it yields

d<wm>
dt\ ||z

_lyve )+ (Gen) + (HeBK)|[el _ [(HeBR)||&] |, l4l]é
- |82l BNl 12|
< (@ 4) + (H & B+ @ B + (6 0 1) it
’ : 38)
el el (
+ ||(H ® BK L (IN® A) -
Lety = ”le , and then we have
|8i2
y < max{by, by} (1+y) (39)

It is concluded that y < ¢(t,¢o), where ¢(t, ¢o) is the solution of ¢§ = max{by, by} *
(1 + ¢) satisfying ¢(t, ¢o) = ¢o. From (39), we have

(P(t/ ¢0) — emax{bl,bz}t -1 (40)
It yields from (22), that
y= Hfl” < ¢(T, 0) _ emax{bl,bz}‘r -1 (41)
e
Combining (40) and (41), we can obtain
T > max {by, b In M—I—l 42
{b1, b2} { 20T+ 05 (42)

which means that Zeno behavior does not occur. [

Lemma 3. For CCPNs (1) without DoS attacks, under the event-triggered controller (14), no node
exhibits singular triggering behavior.

Proof. From (4) and (16), we have

1
_{%wwﬁywm»+wumuo—Mﬂ& 3)

Then, one can obtain
Go—CG =(—H®Iy)e (44)
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Combining the event-triggering condition ||¢;|| < i1 = 120) Hffiz || and (44), it yields

007" +43
e (t) |~ Nea®l] < Fmact = 1} [ LB e ] = o] a9
where ¢; = M, 0 = Tmax{—H ® Iy}, o¢; = &, and
= Bl < gy < S, (e

From (25), we have
Za(t) = 3 a® (x,(8) — (1)) + W Cenn (8) — xi(8)

5i(t) — 8i(t)) — bsi(t) (47)

Va(t)
Gmin(P)

= 6o(t) = (~H@ IN)é = |Gl < af|éi]| <

It is obvious to show that ||§;> ()] always stays between v and v, from (46), and V,(t)
strictly decreases to zero from (17) and (32), that s, || (¢)|| will eventually decrease to 14
based on (46) and (47). The proof is completed. O

Remark 4. Lemmas 2 and 3 present the feasibility of the event-triggered strategy proposed in this
paper, which means that every node of the systems is effectively transmitted under this transmission
strategy. It is obvious to obtain that -y; can affect the convergence rate from (30). Different
from [25,28,30,36], singular triggering behavior of is excluded in Lemma 3. It means that there
exists the instant t\ 1 after the current triggering time tt so that at least one event will be triggered.
That is, Lemma 3 excludes the singular triggering behavior that there is no transmission attempt for
a long time to ensure that the proposed distributed ETC scheme is effective.

The communication topologies of CCPNs (1) are easily changed by DoS attacks.
However, there are few results focusing on switching topologies of CCPNs caused by DoS
attacks, which motivates us to discuss this issue.

Theorem 2. For systems (18) with the distributed controller (14) and (15) and the event-triggering
condition (22) and (23), if there exists a symmetric matrix Q and F = BT Q such that the following
inequalities are satisfied

. _ T
Yoy Hor) — (Ha(t)) Yoy <0 (48)
0<¥5u) < p1ln (49)
and
2(QA+ATQ+B2Qr) < B3Q (50)

emax s
where‘I’ ) € {¥1,¥2,..., Yu} B2 = % B3 > 0,and ¥1,¥>, ..., Yy are the positive

definite matrzces, then the following inequality can be obtained:

Vy(t) < eﬁs(t*t;j’)vb(t;fl) (51)
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Proof. Constructing the following Lyapunov function

Vi(t) = 87 (Yo © Q) (52)
The time-derivative trajectory of (52) yields
V() = 25Té‘fa(t)® Q; [(Iv® A+ G@ T~y @ BF )3~ (Hy() @ BF)e]

— 257w ®Q(IN®A+G®r)5—25T( ®Q)( ®BP)(5
— 26T (Yo ® Q) (o) ® BF e = 20T ¥, @ (QA+ATQ)

+267 (¥ G @ QT3 (5T< ot ()+(Hg(t))TT0(t)) ® QBBTQS

H
—T ( oty Hor) + (H > ® QBBT Qe

(53)

By Lemma 1 and (53), we can obtain

Vi(t) <207y @ (QA+ ATQ)d + 2T ¥ oy @ (W) or

— Z(ST{‘YUU) ® [(QA +ATQ) + (W) QI’] }5 (54)
= 26T{ ¥, @ [(QA + ATQ) + B>Qr] }6
From the condition of (50) in Theorem 2, (54) is equivalent to

Vi(t) < BaVi(t) (55)
Then, the following inequality holds:
Vy(t) < Y v, (t;f,) (56)
The proof is completed. [
Theorem 3. If DoS attacks satisfy Definitions 1 and 2 with Ty > 0, and conditions (14), (17)

and (23) hold, then all nodes of CCPNs (1) are synchronized under DoS attacks provided that the
following two conditions are satisfied:

(1) 367 € (0, B3), and the frequency of DoS attacks F, (to) satisfies
Na 9*
_ (tO’t) < 1
Fa(foi) t—tg — 2In(p) + (a + B3)A. ©7)
(2) 315 >0, for V Ty > 0 such that
x+ B3
> Ter (58)
where ﬁg > 0, U= maX{GmaX(P)/Gmin(Q), Gmax(Q)/Gmin(P>}'
Proof. Construct the following piecewise Lyapunov function for the CCPNs (1):
Vi, B+ A
y_ [Vt i Jn (59)
Vo t€ [j+D+ Ay
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Ay = {]m, Jm + A + A*> represents the m-th attack is activated. For any t € A,
from (51), one can obtain )
_j ..
viey < PRy, (1) (60)

m= {],11]1 + AZ + Ay, ]ZZ +1> represents the m-th attack is dormant. For any ¢t € Sy,
from (32), it follows that

V() < et (Hntn=As) Va (jo + 8%+ A (61)
According to (60), one can obtain
vy (fh+ s+ ) <6 M (in) 62)
From (60)~(62), then we have
V(t) < efa(tfji{,fAi,j,fA*)eﬁ3(Ai{;+A*) v, (]Zz
o3[O (i)

)l v (in) (63)
(f’")‘v (” L+ 1+A*)

—a|®, (j+ah+Ant)
(]ZJ) B3|©,

(]m 1/ )‘ B3 |€

Vi (jin

2_a~s

< pe

<pZe "

6'83 | C:)g/ (tO/t)

< ‘uZNa(’O") e | é)s’ (tort)

V(to)

Oy (to, )] < |®alto, )| < [[@a(to,tﬂ + (1+Na(to’r))1\*},and 164 (0, 1)]
=t —ty— |Oy(to, t)|. Therefore, we have

Forallt > ¢y,

—a(t —to — |Op(to,1)]) + B3|Ou (to, )|

= —a(t—to) + (v + B3) [|®a(t0, H| + (1 +Nag, t))A*] (64)
Combining (63) and (64), we have
V) Ol ghslouwnly )
< e(0+B3)(To+As) p—a(t—to),, (+ﬁ3)(t ), [2Inpi+(atPB3) As ]Na(t DV (k) (65)
From (57), (58) and (60) can be rewritten as
V(t) < eletBa)(TotAs)p=0i(t=to) (1) (66)

where 6; = a — (Hﬁ 2) — 07 > 0. This is equivalent to all nodes of CCPNs (1) being
synchronized in the presence of DoS attacks. The proof is completed. O

Remark 5. The synchronization problem was investigated on an assumption that each node main-
tains communication connection with other nodes in [37]. On the contrary, these assumptions
can be removed in this paper, and the triggering time of each node is not affected by each other.
In addition, the frequency and duration of DoS attacks are accurately characterized in Theorem 3.

In this respect, the designed parameter y needs to satisfy the fixed constraints to ensure that y Netro)
is converged.
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4. Numerical Examples

Example 1. Consider the CCPNs as shown in Figure 2, which have five nodes (node 5 is an isolated
node). The parameters are chosen as follows:

-5 4 7 P 04
A=| -3 -7 -4 |,G= 8 (1) *11 _01 JB=117 1,
-2 -7 -9 03

-1 0 O 1

I' = diag(0.1,0.1,0.1), émin = 7.236,e1 = 1,79; = 0.5,q1 = 6.8541,q» = 52361,q3 =
2.7058, ey = 6.236, & = 19.9552.

When the complex cyber—physical networks are not attacked by DoS attacks, one can obtain
the H matrix by the communication topologies as shown in Figure 2.

3 -1 0 -1
-1 1 0 0
2 -1
0 o -1 2

By Theorem 1, we obtain the controller gain K and Lyapunov variable P as follows:
K= —24163 88224 —4.9069 |,

1.0221 —0.5332 0.5421
P= —-05332 09725 —0.7241 |.
05421 —-0.7241 1.1136

The initial states of nodes are x; = [-2 0.5 0.5] T = R -3 4] T 2y = 2 3 3] T xy=
[-35 —05 1]".

As shown in Figure 3, the trajectories of error states between follower nodes and the isolated
node approach zero when the DoS attacks are dormant. Figures 4 and 5 show the trajectories of
synchronization errors based on the ETC strategy and transmission errors of nodes, which prove that
all nodes of the systems are synchronized with the distributed controller. The transmission attempts
of nodes based on the ETC strategy are shown in Figure 6. It means that each node’s triggering
rules are independent. It can be seen from Figures 3, 4 and 6 that the proposed ETC strategy
saves communication resources and reduces the unnecessary transmission of the systems while
ensuring the convergence effect. The above simulation results show that when the external attacks
are zero, the system realizes the synchronization of all nodes based on the distributed event-triggered
controller, which verifies the validity of Theorem 1 in this paper.

When the systems are attacked by the DoS attacks, it is supposed that two edges can be attacked
separately or simultaneously. Figure 7b—d show several network topologies generated by DoS attacks.
Figure 8 shows the DoS signal, where mode 0 denotes DoS dormancy and mode 1 denotes DoS
activation. Suppose that three topologies caused by DoS attacks are shown as in Figure 8. We have

2 10 0 2 -1 0 0
— -1 1 0 0 | — -1 1 0 0
Hi=1 9 o 1 2 |'®=] o 1 2 -1/

0 0 0 1 0 0 -1 2

3 -1 0 -1

— 1 1 0 0

Hs=1 9 o 1 -1

0 0 -1 2
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The parameters are chosen as 1 = 15, B = 0.3843, B3 = 1. By Theorem 2, we obtain the
controller gain F and Lyapunov variable Q as follows:

F=[ -07125 65357 —5.1397 ],

0.7845 —0.6392 0.9091
Q=] —0.6392 28395 —2.7592
09091 —2.7592 3.4799

Then, we obtain Omax(P) = 2.2434, 0in (P) = 0.3125, 0max(Q) = 6.1641, 01in (Q) =
0.3172, u = 19.7251. Let 0] = 0.8448, then, one can obtain

a+ B3
a+ 67

N o*
= elbot) o 1 —0316,7, >

F”(foff) t—to — 2In(p) + (a + B3) A = 1001

This means that the DoS attacks cannot occur more than 0.316 s during a unit of time and
duration smaller than 1.001 s. Figure 9 shows the trajectories of error states between follower
nodes and the isolated node converge to zero under DoS attacks. Figures 10 and 11 show the
trajectories of synchronization errors based on the ETC strategy and transmission errors of nodes,
which prove that all nodes of the systems are synchronized with the distributed controller. It can
be seen from Figures 9 and 10 that the proposed ETC strategy saves communication resources and
reduces unnecessary transmission of the systems while ensuring the convergence effect. The above
simulation results show that as long as the dwell time and attack frequency of DoS attacks satisfy the
upper limit constraints calculated in this paper, the complex cyber—physical networks can achieve
the synchronization of all nodes with the designed ETC strategy, which also verifies the effectiveness
of Theorem 3 to calculate the tolerable attacks.

@
S

\4

@

Figure 2. Fixed topology.

1,2,3.4,j=1,2.3)

Xij(l

A b o~
-

0 1 2 3 4 5 6
Time (sec)

Figure 3. Tracking error trajectories of nodes without DoS attacks.



Appl. Sci. 2023,13,1716

14 of 19

1,2.3)
[\

-
T

1,234y

Xy s

*337%ks3

T as2

X ks1
%a2¥ks2

X13%ks3

X211 | |

*22%ks2

*k237%s3 H

X31™%ks1

*32%ks2

a1

*ea3ks3 ] |

| 2 3 4 5
Time (sec)

Figure 4. Tracking error trajectories of nodes with event-triggered protocol without DoS attacks.
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Figure 5. Error trajectories of nodes without DoS attacks.
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Figure 6. Transmission attempts of follower nodes.
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Figure 9. Tracking error trajectories of nodes under DoS attacks.
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Figure 11. Error trajectories of nodes under DoS attacks.

Example 2. In order to verify the superiority of the proposed method, we consider the security
control problem solved in [38]. The parameters borrowed from [38] are as follows:

3 -1 -1
A—[g _11],3—“) g},H— -1 3 -1/,
-1 -1 3
2 -1 0 1 0 0
H=|-1 3 -1|H=|0 2 -1
0o -1 2 0 -1 2

The DoS attack behavior and topologies are the same as [38], as shown in Figures 12 and 13.
Other parameters are chosen as follows:

€min = 5.231,€1 = 1, ymin = 043,41 = 4.783, 4, = 6.893,
g3 = 2.785,a = 7.981, B = 13, By = 0.2983,6; = 0.5897, B3 = 18.

By Theorems 1 and 3, one can obtain the controller gains K and F as follows:

K — —1.6521 0.7893 r— —1.7624 —0.9821
| 00672 —2.0972 |7 | 0.0762 —0.9879 |

and

N 61
_ N _ 1 = 0.1087, 7, > RN

F'Z(to/f) t—tp ~ 2In(p) + (a+ B3)Ax a+ 07

= 4.1253.
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This means that the DoS attacks cannot occur more than 0.1087 s during a unit of time
and duration smaller than 4.1253 s. The initial values of the error systems borrowed from [38] is
e(0) =025 009 009 ]".

Figure 14 shows the trajectories of synchronization errors based on the ETC strategy. It is
easy to see that all nodes of the systems are synchronized under the distributed controller after 110 s
compared with 600 s in [38], which verifies the superiority of the results. The above simulation
results show that as long as the dwell time and attack frequency of DoS attacks satisfy the upper
limit constraints calculated in this paper, the complex cyber—physical networks can achieve the
synchronization of all nodes by the designed ETC strategy.

15

[N
T

0.51

DosS Signal

~05 . . . . . . . . .
0 5 10 15 20 25 30 35 40 45 50
Time (sec)

Figure 12. DoS attack signal.
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Figure 13. Topologies of systems.
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Figure 14. Error trajectories of nodes under DoS attacks.

5. Conclusions

This paper addressed the distributed event-triggered synchronization problem of
CCPNs in the presence of DoS attacks. A distributed event-triggered controller using two
combined measurements was designed to achieve synchronization and save the limited
communication resources. In addition, the Zeno and singular triggering behaviors of the
proposed event triggering strategy were excluded to ensure the effectiveness of states
transmission. Since DoS attacks can generate many communication topologies, sufficient
conditions for synchronization under finite energy attack are obtained by using a piecewise
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Lyapunov function. We will focus on the problem of attack detection and resilient control
of CCPNs under mixed attacks in future work.
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