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Abstract

:

Conventional authentication methods, like simple text-based passwords, have shown vulnerabilities to different types of security attacks. Indeed, 61% of all breaches involve credentials, whether stolen via social engineering or hacked using brute force. Therefore, a robust user authentication mechanism is crucial to have secure systems. Combining textual passwords with graphical passwords in a multi-factor approach can be an effective strategy. Advanced authentication systems, such as biometrics, are secure, but require additional infrastructure for efficient implementation. This paper proposes a Multi-Factor Authentication (MFA) based on a non-biometric mechanism that does not require additional hardware. The novelty of the proposed mechanism lies in a two-factor authentication algorithm which requires a user to identify specific images out of a set of randomly selected images, then the user is required to establish a self-pre-configured relation between two given images to complete authentication. A functional prototype of the proposed system was developed and deployed. The proposed system was tested by users of different backgrounds achieving 100% accuracy in identifying and authenticating users, if authentication elements and credentials were not forgotten. It was also found to be accepted by the users as being easy to use and preferable over common MFA mechanisms.
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1. Introduction


Day by day, the power of attacks to guess or harvest passwords to gain illicit access to a system or data are becoming greater as the sophistication of password cracking techniques increases and high-power computing becomes more affordable. In the last three years, the number of phishing attacks for the purpose of account or identity theft has more than tripled [1]. During the third quarter of 2022 alone, there were 15 million data breaches, due to internet users around the world having their accounts compromised by attackers [2]. Nowadays, we are so susceptible to account theft attacks that, statistically, at least one of our online accounts (email, social networks, banks) will be hacked or subjected to an attempted hack in in the next 12 months [3]. Hence, there is an important need to have more robust and secure access mechanisms to protect data and systems.



The most popular, yet the most basic, mechanism for user authentication is the use of passwords [4], mainly because the concept of using passwords is an efficient and cost-effective solution for user authentication. Passwords are an example of Single-Factor Authentication (SFA), which has been mostly adopted by the community due to its simplicity and user friendliness [5,6]. The fundamental requirement for any password is that it should be easy to remember and must be sufficiently secure. In other words, the authentication process must be efficient, and passwords must be tough to guess [7]. Nevertheless, this is the weakest level of authentication [8,9], and it has been realized that Single-Factor Authentication is not reliable to provide adequate protection, due to several security threats [10].



Multi- factor authentication was proposed to provide higher levels of safety [11] and to add strong protection against account theft by greatly increasing the difficulty for attackers to gain access to information systems and data, even if passwords or PINs are compromised by phishing attacks or other means. MFA manages to do this with a layered approach, that is, with MFA a system requires a user to present a combination of two or more credentials to verify identity so access can be granted [12]. MFA mechanisms are mostly based on biometrics, which is automated recognition of individuals, based on their behavioral [13,14], and biological characteristics [15]. However, the utilization of biological factors has its challenges, mainly related to ease of use [16], which largely impacts the usability of the MFA system. In addition, biometric mechanisms entail high implementation costs, and are still vulnerable to many different security attacks, such as presentation attacks, sensor output interception, denial of service attacks, and replay attacks [17], among others.



This paper proposes a novel multi-factor authentication mechanism that does not require additional hardware and is solely based on images and their user-established relations. The combination of text and graphics increases the password space, thereby making the authentication mechanism more robust and secure against various types of security threats. The contributions of this research work are the following:




	
The design of a novel MFA algorithm, based on image selection and user-established relations.



	
Functional prototype of the mechanism developed and deployed as a mobile application available for IOS and Android.



	
An analysis of the accuracy, security, and usability results focusing on the benefits and areas of opportunity that working with an image selection and relations-based algorithm has in an MFA mechanism.









2. Literature Review


The number of scenarios in which authentication is needed is indeed large, thus MFA has a broad field of applications.



2.1. MFA Applied in Different Mechanisms


MFA has become critical in validation of user identity and electronic devices (or systems) [18,19], validation of infrastructure connection [20], and validation of interconnected IoT devices, such as a smartphone, tablet, wearable device, or any other digital token [21]. M. Bartłomiejczyk [22] proposed a distributed protocol that allows user authentication using three authentication factors, possession, knowledge, and inherence, with the possibility of carrying out the process in the mobile environment of the Android platform with guaranteed authentication support. It turned out to be a robust solution, since it combined three different factors, nevertheless it was limited to the Android platform and the protocol’s own complexity increased the risk and vulnerability to common attacks. D. R. Ibrahim [23] proposed an MFA mechanism, based on facial recognition, that uses visual cryptography (VC) to secure biometric data, which, for the second factor of authentication uses the shared resources generated by the VC as authentication tokens and verifies them by the same algorithm of facial recognition used to recognize a live facial image of the user. D. Lu [24] proposed an MFA framework using both the motion signal of handwriting in the air and the geometry of the hand skeleton captured by a depth camera. The downside of the MFA approach presented in the two last mentioned papers is that they require hardware, and biometric techniques, which penalize usability and make the implementation complex and expensive and limits its application to the requirements of the hardware. S. Vaithyasubramanian [25] proposed a master PIN authentication scheme and multi-factor authentication to protect credit card transactions, using elements, such as location and preferred stores, to determine the authentication method; nevertheless, the use of PINs in both authentication methods made it vulnerable to common attacks, in addition to requiring constant user information. Lone, S.A. [26] proposed an authentication scheme, implemented as challenge-response authentication, where three factors (username, device number, and fingerprint) are used as a secret key between the client and the server. The method of encryption of the secret key is rather robust and interesting; however, the scheme requires biometric information and techniques which need specific hardware, whilst penalizing usability and authentication time.




2.2. MFA Based on Graphical Passwords


It has been proven that humans can remember pictures better than text, and, consequently, graphical password schemes are a better alternative to text-based schemes [27]. Pankhuri [7] proposed a mechanism which presents images at a time interval in which the user must click on a predefined space within the image and type a password to complete the authentication; however, security can be compromised if the defined click area is too large. B. O. ALSaleem [28] proposed a mechanism that requires the user to choose three images and memorize them in an initial registration phase; then, in the authentication phase, the user must choose the correct images that he or she considered during the registration process in a specific order. The downside of the mechanism is that when long periods of time elapse between authentications, users tend to forget the selected images. A. P. Sabzevar [29] proposed a mechanism in which the user receives an image on his or her screen, and on a second device the user receives information on where to click, the number of clicks, and in what order. The user follows the instructions on the image to complete authentication. This mechanism requires a second device, which makes implementation expensive and compromises user experience and usability.



All three of the reviewed mechanisms, based on graphical passwords, present some strengths; the main strength being that they provide a much larger password space compared to simple text-based passwords. The mechanisms also overcome many different security threats, such as key-loggers, screen capture, shoulder-surfing, and weak passwords. Furthermore, except for the latter one, the mechanisms entail low implementation costs.




2.3. Graphical Methods


There have also been interesting non-MFA graphical methods. N. A. A. Othman [30] proposed a shoulder-surfing-proof graphical-based authentication, in which the user must click images based on their selected direction during the registration process. For example, if the user chose the up direction, the user should click on the image that is above their actual Pass image. This approach results in a secure authentication mechanism, considering that, along the directional graphing authentication, there is a hashing function that validates information. Nevertheless, the number of directions is limited, and perhaps that is where this mechanism could see some improvement. Chang [31] proposed a graphical-based password KDA (Keystroke Dynamic-based Authentication) system for touch screen handheld mobile devices that utilizes the force of each person clicking or touching the touch panel as a biometric feature for authentication. This is a very good mechanism, since it has very good performance, even on low-power mobile devices. The probability of breaking the authentication is low as well, and the biometric features do not cause an extra burden on the user. However, testing was done on a very limited number of devices, and perhaps more testing with more devices of different brands and specifications should be done to really test the consistency of the mechanism across all devices. Gyorffy [32] proposed a system that utilizes a personal image to construct an image hash, which is provided as input into a cryptosystem that returns a password which requires the user to select a small number of points on the image. The embedded device then stretches these points into a long alphanumeric password for authentication. This approach allows many passwords to be generated from one single graphical password, which largely increases the entropy of the system. Nevertheless, the user experience is penalized by the complexity of the mechanism.





3. MFA Algorithm Design


A functional prototype of the mechanism was developed in React Native and deployed as a mobile app, both for android and IOS, using the Expo Go client. The database used, both for storing users’ authentication information and generic images, was hosted on Back4App. The generic image database consisted of 110 images from Google. These images were uploaded from the cell phone gallery of internet users. This was an important factor in selecting the images for the database because it was intended that these images would mix seamlessly with the user´s own at the time of authentication.



Both configuration and authentication processes of the mechanism are described in detail below. Figure 1 depicts the flow process of the mechanism.



3.1. Configuration Process


The proposed mechanism requires that the user completes a configuration process prior to authentication.



Step 1: User creates an account by entering a unique username, password, and an email address. Figure 2 shows the screen where the user fills out the form to provide such information. These credentials are stored in a database so they can be used by the user to continue with the set-up.



Step 2: The user is required to upload at least 9 images from the cell phone gallery, and it is recommended that in these images there is at least one image of the user himself/herself, and no image is to be uploaded more than once. All the images have a meaning or represent something to the user so that, in some way, each of the images can be related to the other images. Figure 3a, b shows the image-upload screen.



Step 3: Users are given the option to create their own type of relationship so that establishing relationships between the images can be easier and more personalized, and this also makes authentication more secure. If the user chooses to create a type of relationship, the user must enter the name of it. Figure 4 shows the screen in which the user can create a relation type, the screen contains a text field, in which the user types the name of the relation. The user can also see the types that already exist. In Figure 4 we can see that the user has Love, Friendship, Family, and My Pet as already available types of relations.



Step 4: Uploaded images are displayed on the screen, and the user must select two images out of the group. Once this is done, a react native modal appears on the screen, as shown in Figure 5, wherefrom the user must select the type of relation that best suits both images; in other words, the type of relation that best represents what the images have in common, or that describes how the images relate to each other. This process must be repeated as many times as necessary so that every image of the group is related to at least one other image. No image can be related to itself. No image can have zero relations to other images.



This concludes the set-up process the user must follow. All images uploaded, types of relationships created, and established relations are saved in the database as exclusive information for the user and available only for the users in their own authentication process.



Once the set-up process is completed, the user can now go through with the authentication.




3.2. Authentication Process


The novelty of the proposed MFA mechanism lies in an algorithm which is based on image selection and user-established relations.



The complete authentication process is described thoroughly below, beginning with Step 1.



Step 1: User enters username and password in the screen, shown in Figure 6, for the first authentication factor.



Step 2: If the user enters the correct credentials, twelve images are picked at random and are displayed on the screen, as shown in Figure 7; four of these images are picked from the group of images that the user uploaded in the set-up process and the rest of them are picked from a generic image database unaffiliated with the user´s images. This is done to create confusion and test the user to increase the entropy of the mechanism. The user must select all 4 images which belong to him/her correctly. No image can be selected twice. If the user fails to select the correct images, authentication fails.



Step 3: Once the user successfully selects the four images, the screen displays only two out of the four images, as seen on Figure 8a. Now, the user must select both images, and, once this is done, a modal appears on the screen, as seen on Figure 8b. The user must select the type of relation that exists between both images. The user must press the “AUTHENTICATE” button to validate the relation. If said relation is not correct the authentication attempt fails, otherwise, the user is authenticated successfully.





4. Discussion and Result Analysis


To test the MFA algorithm, a functional prototype of the algorithm was deployed using the expo go platform, making it available for users as a mobile app for both android and IOS.



The algorithm was tested on users from different backgrounds, including young technology savvy users, and older users with little familiarity to new technologies. Table 1 depicts the demographics of the users that tested the mechanism.



The experimentation and testing of the app was carried out following a specific procedure. All 52 users tested the application twice. On the first encounter, each user followed the setup process to configure their authentication profile, and then each user went on to attempt authentication as many times as they needed so they could get a feel of the algorithm and get accustomed to it.



One week later, all 52 users tested the application for a second time. This time, they were only required to attempt authentication. This was done to gather information regarding the difficulties that the user could encounter when attempting to authenticate after an extended period. After each user finished testing for the second time, a survey was conducted to gather information about the qualitative aspects of the algorithm, such as user experience, difficulty in remembering the authentication elements (images, relations), user approval, etc.



Once the testing was done, information was collected regarding the authentication process of the algorithm. The proposed MFA mechanism achieved 100% accuracy in identifying and authenticating users if they did not forget their authentication elements and credentials. Table 2 shows that the 52 users made a total of 425 authentication attempts, out of which 70.35% were successful; the failed attempts were due to users forgetting their authentication elements, which is discussed later.



The average authentication time recorded for the successful attempts was 19.75 s, which was a satisfactory result, considering that the standard MFA takes an average of 15 s to complete [33]. On top of that it was an early experimentation stage, as well as the users’ very first authentication attempts.



There were authentication times as long as 75 s, and as low as 6 s. Nonetheless, it was observed that the authentication time was directly related to the ability of the user to remember the authentication elements (images, relations), as well as their focus on the authentication process. Note that these results were from the very first authentication attempts from users with no previous experience or knowledge of the mechanism, and so would certainly change as the users became accustomed to the mechanisms. In the following attempts, the percentage of successful authentications would be higher.



Table 2 shows that 29.64% of all authentication attempts failed. Considering there were two steps to the authentication process, the first requiring users to select four out of 12 images that belonged to them, and the second step requiring users to establish a relation between two of the images that were selected, it was necessary to know where the users were failing.



As shown in Figure 9, most failed authentications happened when the user had to establish relations between the images. Via user input, it was determined that the cause of these failed authentication attempts was due to the users having forgotten the relations established between the given images.



Figure 10 shows that out of the 585 total relations that were established by all 52 users (in average, each user established 11 relations), 81% of them were established using the predefined types of relations, and only 19% using user-set types of relations. Taking this into account, we could determine that there was no problem in letting the user set their own type of relations, as long as users had a good set of predefined types that could actually be used when relating the images. This is also supported by the fact that only 35% of all users created and used their own relation types, the majority of them using the predefined types.



Prior to testing, it was believed that giving the user the freedom to establish relations, using their own types of relations (other than the predefined types that were given as an option) would cause a high number of failed attempts at authentication, due to the user forgetting not only the relation between images, but also the type of relation. Nevertheless, no evidence was found to support this.



Regarding the qualitative aspects of the mechanism, the data collected from the survey after the testing process showed that most users found both the set up and authentication process relatively easy, as depicted in Figure 11.



In the same survey, users were also asked if they would use the proposed MFA mechanism instead of commonly used ones, such as OTP. Figure 12 shows that 55% of users said that they would use it, with most users approving the mechanism as something usable and applicable.



4.1. Security Analysis


Regarding the novel authentication factor developed in this paper, namely, the second factor of the proposed MFA mechanism, the password space would be given by calculating all the possible combinations out of the following:




	
All the possible combinations of 4 images pulled from the user´s uploaded set of images.



	
All the possible combinations of 8 images pulled from the generic image database.



	
All the user´s registered types of relations.



	
Al the predefined types of relations.








The password space could then be calculated using the following formula:


(s1C4 × s2C8) × (4C2 × R)



(1)







In this formula, s1 represents the number of images the user uploaded to the database and s2 represents the number of images stored in the generic image database. C stands for the binomial coefficient (also known as combination number or simply combinations) and is used to calculate how many ways one can choose k items from n items without repetition and without order. R stands for the number of available types of relations, including both the predefined types, and the ones registered by the user.



It is a fact that the more images and types of relations the user has available for his or her authentication, the bigger the password space would be and, therefore, the more secure it would be. Consequently, the mechanism was designed and developed to not only require a minimum of 9 images to be uploaded initially, but also to enforce the user keeping the uploading images after every authentication until a total of 20 images are stored in the database. The mechanism, once in production, is thought to have at least 10 predefined types of relations, and it encourages the user to register at least 5 of his or her own. Similarly, the generic image database is thought to have a minimum of 500 images once the mechanism is in a production stage.



Having said that, password space would be given by the following equation:


(20C4 × 500C8) × (4C2 × 15)



(2)







This would result in a password space of 39,933,078,553,126,253,137,500.



With this number, the mechanism achieves a much larger password search space compared to the commonly used 6-digit OTP (like Google Authenticator´s), which has a password search space of 1,000,000.



However, the security of this novel mechanism does not reside solely on password space, considering that the mechanism is based on the user recognizing elements that are only known to him/her out of a larger set of deceiving elements, meaning that the user is able to select images that they keep privately in their personal device, as well as relations that only they know, causing the entropy to be larger.



Taking this into account, as well as the fact that every time there is a wrong attempt the images displayed are refreshed and changed, common attacks like shoulder surfing, brute force, and key logging do not pose any threat. Remembering, or having knowledge of which images are selected by the user and the correct relation, is really of no use since every authentication attempt would be different. In Table 3 there is a comparison of the security of the proposed mechanism with other similar solutions. Unlike other graphical passwords, our proposed mechanism can bypass the mentioned attacks, thanks to the refresh feature of the mechanism, alongside the unique and personalized characteristics of the authentication elements.




4.2. Storage Requirements


Maintaining images in a database could demand large amounts of storage. The database used for testing stored the authentication elements of a total of 52 users with an average of 9 images per user. This database was hosted in Back4App and had a total of 246 MB in file storage.



The developed prototype, once deployed and downloaded as a mobile app, would require 75.6 MB of storage.




4.3. Attack Implementation Testing


The proposed mechanism was tested by implementing an attack on it. The attack worked as follows.



A user went through the required configuration process and then authenticated several times. The user put together a group of 6 people to attempt authentication on the user’s own account. The user provided his own username and password to this group of people consisting of 2 close friends, 3 close family members (mother, father, and brother), and the user’s girlfriend. This was done to focus the testing on the novel algorithm and to simulate that the login credentials of the mechanism’s first authentication factor had been compromised.



Each person out of the group attempted authentication several times. In this initial round of attempts there were no successful authentications; in fact, no one was able to go through the image selection step. Only two of the “attackers” were able to correctly guess 2 images out of the 4 required. This was all the success achieved by the attackers in this initial test.



However, it was important to know how easy it was for attackers to guess the relations as well, so the following test was set up in a way that the “attackers” skipped straight on to the establishing relations step. In this test a total of 3 relations were guessed correctly out of around 10 attempts by each attacker. The common trait among the compromised relations is that they described the relation between the user and the said “attacker”.



Nonetheless, the requested pictures were refreshed in every attempt, as well as the relationship needed for authentication, making it difficult for the attacker to guess correctly in every new attempt. Furthermore, most of the attackers would not be close people to the users and, considering that, in this test, the attackers had no success in authenticating the full process, account breaches seemed very unlikely.





5. Conclusions and Future Work


In this paper we presented the design of a novel MFA mechanism based on image recognition and user established relations. The results of the testing and experimentation, along with an analysis of said results focusing on the accuracy, security, and usability achieved, were also presented.



The mechanism achieved 100% accuracy in identifying and authenticating users if they did not forget their authentication elements and credentials, and 70.35% of total successful authentications in the very first attempts by users not accustomed to the mechanism.



The mechanism proved to be an effective, user friendly, and novel method of MFA. This was ascertained by the large success rate of authentications and the user feedback, where users described the method as interactive and easy to use. The mechanism has an edge over mechanisms like OTP or biometric MFA mechanisms since it does not require a second device nor extra special hardware to complete authentication. This was mentioned by users in the feedback as a positive characteristic.



Some of the limitations of the proposed MFA mechanism are that users found it difficult to memorize their authentication elements after an extended period, mainly the relations established between images. This caused failed authentications and push back from the users in the feedback, where they stated that this issue was an argument not to use this mechanism over more common alternatives.



Future work could be focused on finding relations more seamlessly and in a way that facilitates memorization of such relations, perhaps by tweaking the user interface. However, it is a fact that it would be less likely for users to forget the established relationships if they utilized the mechanism regularly. User testing and experimentation including this type of adjustment would continue to improve the proposed MFA system with the objective of achieving user friendliness and acceptance.
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Figure 1. Flow chart for proposed mechanism. 
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Figure 2. Create-account screen. 
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Figure 3. (a) Image-upload screen; (b) Image-upload screen once user has uploaded 9 images. 
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Figure 4. Create-Relation-Type screen. 
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Figure 5. Establish-relations screen. 
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Figure 6. Login screen. 
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Figure 7. Image-Selection screen. 
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Figure 8. (a) Authentication screen; (b) Authentication screen with react native modal displayed. 






Figure 8. (a) Authentication screen; (b) Authentication screen with react native modal displayed.



[image: Applsci 13 01374 g008]







[image: Applsci 13 01374 g009 550] 





Figure 9. Failed authentication attempts information. 
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Figure 10. Information about the user established relations. 
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Figure 11. User experience results (1 being very hard, and 10 very easy). 
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Figure 12. User acceptance results. 
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Table 1. User demographic information.






Table 1. User demographic information.





	Users
	% of Male Users
	% of Female Users
	% of Users between 18 and 30 Years Old
	% of Users Older than 40
	% of Users Accustomed to Technology





	52
	72%
	28%
	70%
	30%
	73%
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Table 2. Authentication process information.
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	Total Authentications
	% of Successful Authentications
	% of Failed Authentications
	Average Authentication Time





	425
	70.35%
	29.64%
	19.75 s
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Table 3. Common attacks which other graphical passwords are vulnerable to compared to the proposed method.






Table 3. Common attacks which other graphical passwords are vulnerable to compared to the proposed method.





	Vulnerability
	Graphical Passwords
	Proposed Method





	Smudge attack
	YES
	NO



	Dictionary attack
	NO
	NO



	Spyware/Key loggers
	YES
	NO



	Shoulder surfing
	YES
	NO



	Guessing
	YES
	NO
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