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Abstract: With the advancement of cyber threats, blockchain technology has evolved to have a
significant role in providing secure and reliable decentralized applications. One of these applications
is a remote voting system that allow voters to participate in elections remotely. This work proposes
a privacy-preserving e-voting system supporting score voting using blockchain technology. The
main challenge with score voting compared to the regular yes/no voting approach is that a voter is
allowed to assign a score from a defined range for each candidate. To preserve privacy, votes shall
be encrypted before submission to the Blockchain, however, a malicious voter can modify the score
value before encrypting it to manipulate the elections result for the favor of a certain candidate. To
address this challenge, the proposed scheme allows voters to first prove that the submitted score lies
in the predefined range before the vote is added to the Blockchain to ensure fairness of the election.
The performance of our scheme is evaluated against a set of comprehensive experiments designed
to determine optimal bounds for workload and transaction send rates and measure the impact of
exceeding these bounds on critical performance metrics. The results of these simulations and their
implications therefore indicate that the proposed scheme is secure while being able to handle up to
10,000 transactions at a time.

Keywords: security; privacy; e-voting; blockchain; score-voting

1. Introduction

With the advancement of cyber threats, blockchain technology has evolved to have
a significant role in providing secure and reliable decentralized applications. The most
indispensable operations within any democratic government, and the means by which
these democracies flourish, are its elections. Electronic voting (e-voting) systems allow
individuals to conduct votes and elections remotely [1]. In the wake of a global pandemic,
the need for a remote voting alternative became especially pronounced, as the existing
alternative, mail-in paper ballots, raised concerns over their ability to be easily manipulated.
A digital voting platform can reduce or eliminate the need for these face-to-face systems,
paper ballots, and/or the use of a third party (such as an email service provider or the
USPS). The use of e-voting systems is not solely limited to political usage and can be
used for corporation leadership and decision-making, and within distributed Internet of
Things (IoT) networks for both decision-making and leadership [2,3]. Some countries such
as Estonia have already implemented an online voting system for its national binding
elections that is available to its entire electorate and remains the first country and one of
the only countries to do so [4,5].
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Recently, cryptographic primitives such as ElGamal encryption schemes, blind sig-
natures, ring signatures, and homomorphic encryption have been implemented within
contemporary online voting systems to guarantee voter privacy and anonymity, ballot
secrecy, and the verifiability of election results. Despite these measures, however, security
incidents have still occurred in online election systems. In 2015, the New South Wales
(NSW) Electoral Commission admitted that up to 66,000 election votes had been compro-
mised on the online iVote website [6], where the compromised votes could have been
exposed or tampered with unnoticed. The Pentagon refuses to endorse electronic voting;
and in May 2020, the FBI and NIST, among other federal agencies, released a warning to
the states that the return of marked ballots online was a “high risk” venture [7]. Voatz,
perhaps currently the most widespread e-voting system in use in the United States, was
found to have “concerning” security issues, leading to the notification of the DHS of these
security issues [8].

Blockchain technology and the concept of decentralized applications (DApps) lend
special potential to the field of remote e-voting. Namely, its ability to provide accountability
through verification and security and robustness through immutability and their distributed
nature enable an election to take place with minimal interaction of a third party during the
process, thus preserving election integrity and removing the potential for bias. In simpler
terms, a blockchain is merely a novel data structure consisting of interconnected blocks
called nodes. Each node contains an archive of a transaction that must be committed by
the network of peer devices, called miners, via a consensus algorithm. The addition of
smart contracts to blockchain enabled the shift of blockchain utilization from solely for
cryptocurrency to DApps as well. Smart contracts are simply programs that contain the
business logic for the application and are stored on-chain [9–11]; it is these contracts that
enable the application to execute and enforce without the need for a central third party.

Despite the number of existing schemes that have been proposed, many still suffer
from several shortcomings such as lack of fairness and high computational and commu-
nication overheads to preserve privacy. This paper introduces a protocol for an e-voting
supporting score-voting system using blockchain technology. The paper addresses the
challenge between the open nature of Blockchain and privacy. To preserve privacy, voters
will send their votes encrypted to the Blockchain. However, a malicious voter may modify
the score value for a specific candidate to manipulate the elections result in favor of a
certain candidate. This is a serious problem, especially in the case of score voting compared
to the regular yes/no voting approach, because in score voting a voter is allowed to assign a
score from a defined range for each candidate. The proposed approach ensures the security
against that malicious behavior by leveraging the zero knowledge set membership proof
so that the voter shall prove first in a zero knowledge that the selected score lies in the
predefined set without allowing the Blockchain and/or eavesdroppers to know the score
value per candidate. In addition, the score value is masked to preserve privacy. Finally,
to obtain the election results, all participants including the election authority can tally the
election results in a decentralized manner. We also conduct an empirical evaluation of our
protocol on the Ethereum Blockchain, and find that it is able to sustain workloads up to
10,000 transactions sent at a rate of 200 per second before the system begins to experience
significant declines in performance metrics. Such results suggest that, if deployed on
the Ethereum network, our scheme is ideal for small and mid-sized elections and other
selection processes of under 10,000 participants.

The remainder of this paper is organized as follows. In Section 2, we discuss the most
recent related works. Section 3 outlines the preliminaries used in this research work. In
Section 4, the system/threat models, as well as the components of the proposed scheme
are presented. Section 5 lays out the detailed construction of the proposed scheme. Then,
Section 6 discusses the experiments and results to evaluate the scalability and efficiency of
the proposed scheme. Finally, Section 8 concludes the paper and the findings of this research.
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2. Related Work

In this section, we review existing works aimed at building a secure e-voting system.
A summary of the most recent e-voting protocols is given in Table 1.

Table 1. A summary of the most recent e-voting protocols.

Article Year Problem(s) Solved Main Approach Advantages (+) /
Limitations (−)

Electanon [12] 2022 Allows for multiple types of
ranked choice e-voting.

Implements libraries for
several RC voting
algorithms, Merkle trees for
voter registration, and
Semaphore for zkSNARK
implementation.

(+) Flexible system allows
for multiple ranked-choice
protocols. (−) Ranked
choice (RC) algorithms are
inefficient.

Score-based self-tallying
E-voting system [13] 2021

Incorporates the score-based
voting model without
compromising the security
of other Blockchain models.

Ledger-based model that
uses ElGamal encryption
and a novel dual-ZKP
method to validate
range-based score voting.

+) Voter privacy is not
compromised. (−) There is
no addressing of coercive
issues.

Self-Tallying E-voting
system [14] 2021

Does not require 100% voter
participation in order for a
tally to be conducted.

Blockchain system that uses
ElGamal and
non-interactive ZKP to
ensure verifiability. Uses an
algorithm that cancels out
all ballot-related random
numbers so that not each
one is required to vote in
order to tally the results.

(+) Does not require 100%
voter participation. (+)
Results can be tallied
independently of voter
participation. (−) There is
no addressing of adaptive
issues.

Blockchain-based or
cloud-server based
e-voting [15]

2021
Maintains usual privacy and
security standards on the
Blockchain.

Uses a Blockchain-based
approach or a centralized
model. Utilizes ZKP and
secure MPC to achieve
privacy during tally.

(+) Decentralized scheme
offers high security
measures. (−) Centralized
model vulnerable to DoS
and MITM attacks and
single-point-of failure
attacks.

A Blockchain-based
traceable self-tallying
e-voting protocol in the
AI era [16]

2020
Solves self-tallying and
voter privacy within an AI
context

Blockchain network
utilizing homomorphic
time-lock puzzles and
event-oriented linkable
group signatures.

(+) Successfully detaches
decryption time from being
proportional to the number
of voters (+) More efficient
for large electorates. (−)
System is expensive and
inefficient for small
electorates.

Self-tallying protocol for
decentralized IoT [3] 2020

Votes are obscured but
verifiable, Results hidden
until all votes are cast

Blockchain network
utilizing Distributed
ElGamal Encryption and
Sigma-Protocol ZKP to
ensure fairness and maximal
ballot secrecy.

(+) All voters have to
submit decryption keys in
order for the composite key
to be computed, preventing
early release of results. (−)
Requiring all voters to
submit partial keys is
computationally expensive
as the number of voters
increase. (−) The system
only allows for two
candidates.

E-voting in Industry. As early as 2008 several centralized online platforms were pro-
posed; Refs. [17,18] both proposed similar protocols for remote i-voting and direct recording
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electronic (DRE) systems, respectively. These systems were already attempting to provide
universal verifiability and coercion resistance, and both Refs. [17,18] used non-interactive
zero-knowledge proofs (NIZK) and homomorphic encryption schemes to accomplish these
goals; but because the architecture is client-server based, they are prone to a number of attacks
including denial-of-service (DoS) and man-in-the-middle (MITM). Voatz is the first mobile
e-voting application to be used in the United States [19]; however, a group of MIT researchers
discovered in Ref. [8] that Voatz, despite their claims of high security and privacy, had some
fundamental flaws that enabled several methods of attacks. These flaws are largely in part due
to the use of a server to communicate between the voter and the Blockchain. On the client side,
they discovered that an attacker who gained physical access to a voter’s device could, in the
area of the “Internet of Things”, with root privileges, disable Voatz’s host-based protections.
This was as simple as using four lines of code to prevent the third-party anti-malware service
from running [8]; once the anti-malware is disabled, the attacker has gained full control over
the user’s account and is able to steal authentication data as well as control the user’s vote.
The voter can also complete a Stealth UI Modification Attack that keeps the UI looking as
the user expects it too but then alters a vote or carries out other malicious behavior. The
researchers also found attacks that could be carried out server-side; the server is capable of
altering votes, violating privacy and exposing voter information, and controlling the election
outcome via MITM attacks [8].

Self-tallying E-voting Systems. In Ref. [3], the authors have proposed a scheme
that utilizes Distributed ElGamal Encryption and Sigma-protocol based Zero Knowledge
Proofs to ensure maximal ballot secrecy and fairness. Fairness within the system ensures
that a malicious user cannot collect other user’s votes and obtain partial results before
all voters have participated. The encryption scheme requires all voters to submit their
partial decryption keys before the result can be decrypted, thus eliminating the ability
for results to be determined without collusion amongst all the voters who are yet to cast
a ballot. However, to obtain the vote of a specific voter, all the voters should send their
partial decryption keys. This, therefore, makes the system inefficient because such a process
requires too much computation and communication overhead, especially when the number
of voters increases significantly. The work in Ref. [20] proposed a scheme for a self-tallying
system for IoT software updates, similar to the scheme proposed in Ref. [3], which uses
commitments, ZKP, blind signatures, and mix-nets to accomplish advanced security and
privacy features. The commitments are an important feature that deals with abortive
issues that allow for a vote to be “recovered” even if the vote is lost or fails to be cast [20].
However, this system and all self-tallying systems require everyone to vote in order to
tabulate results, because when they vote their private decryption keys are used to compute
the aggregate decryption key. As such, the system requires a consensus of all remaining
voters so that the vote can be released, and it could be an avenue of attack on the system
if a malicious coalition were formed. In Ref. [14], another scheme similar to Refs. [3,20]
is proposed; however, this scheme seems to be the first to not require all voters to vote in
order to tabulate the result (voters can abstain from voting and not obstruct the release
of results) by generating random numbers amongst those who are abstaining, which will
cancel each other during the tabulation of the ballots. This lends more practicality to the
system; however, the adaptive issues fail to be addressed. The proposed approach in
Ref. [16] gives a scheme different from the ones proposed above. This scheme proposes
different solutions to the same security issues; they leveraged homomorphic time-lock
puzzles to implement the self-tally and a new event-oriented linkable group signature to
protect voter’s privacy and prevent double voting. This enables the decryption time to
remain independent of the number of voters; however, the cost is still expensive in terms of
communication and computational overhead.

Score Voting. In Ref. [13], a voting system that utilizes score-based voting in a privacy-
preserving manner is proposed. The concept of a dual zero-knowledge proof (dual-ZKP)
is introduced, as well as the use of ElGamal Encryption. The dual-ZKP guarantees that
two constraint conditions on one set of elements can be proven to the verifier. This enables
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the voter to prove that (a) their score for each candidate falls within a predefined range,
and (b) that the sum of the scores given by the voter is equal to a predefined constant.
Additionally, ElGamal encryption was used a lot, as in Ref. [3], to ensure maximal-ballot
secrecy, and commitments to deal with abortive issues; in this way, the selection of a voter
can be retrieved from their commitment even if they decide to abort their actual vote. This
prevents them from “locking” the ballot results and ensures that the results can always
be tabulated. However, the scheme fails to deal with coercive issues, meaning it is unable
to detect and handle the situation of an impostor using someone’s account to alter their
vote by casting it in their place. Another scheme was proposed in Ref. [21], which provides
a secure e-voting protocol where an independent tallier provides the tabulation. This
protocol takes advantage of D-out-of-D sharing and multiparty computations to provide
security, while manipulating vectors to provide five types of score-based voting. However,
the protocol suffers from a high computation and communication overhead due to some of
the score-based algorithms as well as the MPC-based tally scheme.

Blockchain-based E-voting Systems. The proposed approach in Ref. [12] is a scheme
that allows for ranked choice voting over a Blockchain network; the scheme achieves
security and privacy goals in a similar manner as contemporary research, primarily through
a tool Semaphore, which helps implement zkSNARKS, a type of ZKP. The scheme also
utilizes Merkle trees for voter registration, and uses libraries to be able to support several
RCV methods, including Borda, Majority Rule, and Condorcet. Ref. [22] also proposed a
scheme for Borda RCV over Blockchain, but failed to allow the tally to be computed should
users abstain from voting. Ref. [12] requires all candidates to be ranked on each ballot,
which can be burdensome for the user. In Ref. [15], another scheme is proposed, which
can alternatively use a cloud server instead of Blockchain to store the data. Both methods
use ZKP and secure MCP to protect voter privacy and enhance system security. Finally,
in Ref. [23], a system using Elliptic curve cryptography (ECC) for key and authentication
data encryption is used; however, the protocol fails to encrypt the vote itself, resulting in a
severe loss of privacy for the voters and the potential for severe election consequences.

3. Background

In this section, we discuss the background of Blockchain technology and some of the
cryptosystems that are used in this paper. The primary notations used in this paper are
given in Table 2.

Table 2. Key notations.

Notation Definition

EA The Election Administrator
Vi, Cj Denotes a Voter or a Candidate
Vi,j Denotes a voter’s ballot
Ci,j Denotes a commitment to a ballot
g The generator of the elliptic curve group G of prime order q

xi, yi The private/public key pair for voter i where yi = gxi

nv, nc The number of voters and candidates in the election
[nv], [nc] The set of all voters and all candidates

pi,j The score assigned to candidate j by voter i
Pj The aggregate score for candidate j
Yi The composite public key
xi,j The private voting key for each voter i where j ∈ [nc]

3.1. Score Voting

Score-based score voting is a special type of election procedure that allows voters to
assign a score to each candidate. This method has started to become more widely used
in various elections, such as the election for the Secretary General of the United Nations
and the election of Green Party of Utah [24]. In this method, each voter has the ability to
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score each individual candidate within a specified range, such as 0 to 5. After all candidates
on a ballot have been scored, the sum of the scores should be exactly equal to a number
predefined by the election authority. The result is tabulated by obtaining a summation of
the scores for each candidate, with the candidate receiving the highest score being declared
the winner. Score voting allows the voters to express preferences of varying degrees for
different candidates and has been shown to be more advantageous than plurality voting
and ranked choice voting (RCV). According to Ref. [25], score voting eliminates split votes
(where no winner receives a majority) and reduces the number of spoiled ballots (ballots that have
been marked or tabulated incorrectly) as compared to plurality and ranked systems. Moreover,
score voting enables a more accurate measure of support amongst losing candidates and
is easy to implement on current election systems because it does not require the complex
tallying algorithms that normal ranked-choice voting needs. Figure 1 gives an example
of a score-based ballot in comparison with a plurality system. Each candidate receives a
score from each of the three voters; the candidate who receives the highest score on a single
vote is assumed to have won the point in a plurality system. It can be seen that here Tom
Hanks received the highest score twice, making him the winner in a traditional plurality
system; however, Tom Cruise aggregated the highest score, giving him the victory in a
score-based election.

31 20Tom Hanks

31 20Johnny Depp

31 20Tom Cruise

Please fill out the ballot.
Plurality Score

31 20Tom Hanks

31 20Johnny Depp

31 20Tom Cruise

Please fill out the ballot.
Plurality Score

31 20Tom Hanks

31 20Johnny Depp

31 20Tom Cruise

Please fill out the ballot.
Plurality Score

Ballot A Ballot B Ballot C

(a)

Johnny Depp 40

Results
Plurality Score

Tom Hanks

Tom Cruise

2

1 6

5

Results

(b)
Figure 1. Illustration of a score-based election with three voters and three candidates (a). In (b), the
corresponding plurality vote is visible on the left of each ballot. Notice how plurality voting yields a
deceptive result when compared to the score-based result. (a) Example of three different votes in a
score-based election. The ballot includes three candidates namely Tom Hanks, Johnny Depp, and
Tom Cruise. The ballot includes a score of four per candidate. The voter has to select one score per
each candidate. (b) The results of the score-based and regular elections.
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3.2. Blockchain and Smart Contracts

A Blockchain is a data structure that maintains unique properties that make it a public
and transparent ledger. This ledger is comprised of a sequence of blocks that archive
transactions that occur on the Blockchain [26]. Each new transaction is approved by nodes
within the chain, called miners, by means of a consensus algorithm. Only new transactions
can be added; existing ones cannot be altered or removed, giving the network an immutable,
append-only quality. Another key characteristic of Blockchain is its transparency because
every detail about a transaction is stored on the Blockchain in such a manner that it is
visible to all network peers [27]. Originally, Blockchain was constrained to be used for
cryptocurrencies, but smart contracts have enabled Blockchain’s use to be expanded to
almost any application. Such a Blockchain-enabled application is called a decentralized
application (DApp). The smart contract can be considered a program that contains the
business rules and logic for the application [28]. Each node within the chain runs the smart
contract in order to maintain and update their local copies of the Blockchain, according to
the execution results of the smart contract [29]. The smart contract, which is stored within
the Blockchain, eliminates the need for a third party to execute or manage the network,
lending the Blockchain its decentralized quality [30].

3.3. Zero-Knowledge Proof of Set Membership

A set membership proof enables a prover to prove that a secret value lies within a
given public set. This proof is done in a zero-knowledge manner such that no information
about the value is made public. This proves particularly useful in e-voting, particularly
score-based since a voter is required to prove (a) that their vote belongs to the set of
approved candidates; (b) that the score they give to a candidate falls within the valid range
(a set); and (c) that they are indeed a member of the set of registered voters eligible to
vote in the active election. Using the Camenisch and Stadler [31] notation for proofs of
knowledge (PoK):

PK(δ, γ) : Y = gδhγ ∧ (γ ∈ φ)

where Y = gδhγ is a Pedersen commitment of the integer more symbols using randomness
γ. This proof convinces the verifier that the secret committed in Y lies in the set φ without
explicitly revealing φ in the proof. The set φ can be an input that is common both to the
verifier and the prover. The proof can also be made non-interactive by implementing with
the Fiat-Shamir heuristic.

This type of proof has three security guarantees: (i) Soundness. An honest verifier
cannot be convinced by any prover if that prover did not compute the results correctly.
(ii) Completeness. The honest prover will always convince an honest verifier that a true
statement is indeed valid. (iii) Zero-knowledge. The verifier learns nothing during the proof
distribution other than the fact a statement is true (or false).

4. System and Security Models

This section discusses the network and security models of the proposed scheme.

4.1. Network Model

The following entities are considered in the network as illustrated in Figure 2.

• Blockchain. The Blockchain network is the cornerstone element of our system. The
Blockchain is responsible for handling all voting transactions. All business logic is
stored and executed on-chain in the system smart contracts;

• Election Authority. The election authority can be any entity conducting an election or
holding a decision-making vote; this entity is not required to have political goals. An
election authority could be a small non-profit seeking to make an important decision
amongst its board-members, or it could be a candidate participating in an federal
election, or it could be anywhere in between. The election authority is responsible
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for publishing an election contract to the Blockchain. They are also responsible for
maintaining the list of candidates and the list of eligible voters;

• Voter. The voter is an entity that is making and submitting a selection in the election.
The voter must be authorized (i.e., registered) in order to cast a vote. Users who cannot
present sufficient proof of registration or authorization must be denied access to the
system. The voter is able to verify their ballot and the overall results of the election.

1.

2

3.

Pre-vote comm.
In-vote comm.
Post-vote comm.

voters

3.

Election authority 

Figure 2. System architecture: (1) An organization publishes an election contract to the Blockchain.
(2) The voter casts his/her vote to the Blockchain. (3) The Blockchain computes the results of the
election and publishes the results to the candidates and voters.

4.2. Threat Model

We follow the standard Blockchain threat model presented in Ref. [32], where the
Blockchain is trusted for execution correctness and availability, but not for privacy. Two
types of adverse attackers are considered: passive attackers and active attackers. The
passive adversaries are not actively engaged in the process of voting, but instead are
trying to gain knowledge of the election proceedings by eavesdropping on communication
channels and the Blockchain. Active adversaries, on the other hand, are actively involved
in the proceedings, attempting to manipulate the election process. The smart-contract
code is visible and checkable by anyone once it is deployed and is guaranteed to work as
specified, free from tampering. Likewise, any data submitted and stored to the contract
can be directly read by all parties of the system as well as any external curious users. In
addition, the following threats are also considered:

• Global eavesdroppers can read all transactions recorded on the Blockchain to learn
their voting records;

• A voter may cheat by using a score value that is not included in the ballot to increase
the chances for one candidate to win the elections.

A self-tallying score voting system must satisfy the following security requirements.
All four requirements are assumed to be fulfilled for partial collusion only, meaning that in
a case of full collusion against one voter, that voter’s privacy will be breached.

• Maximum ballot secrecy . Any colluding attackers can only learn the partial tally with
the consent of remaining voters;

• Self-tallying. The final tally can be computed once the voting phase is finished. Any
voter or third-party auditor/observer may compute the election results;

• Fairness. Strongly related to the first requirement, fairness states that no single user
should have a priority to obtain a partial tally before the results are ready to be
computed. Fairness issues stem from active adversaries who carry out attacks by
exploiting abortive or adaptive issues. An abortive voter refuses to reveal their vote
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and hence obstructs the tally; an adaptive exploiter uses the fact they are the last
voter to obtain a final tally before casting their ballot, leading to interference or
abortive measures.

5. The Proposed Voting Scheme

In this section, a decentralized and self-tallying score voting system is proposed.
At the start of an election cycle, the election administrator EA publishes a candidate
list {C1, · · · , Cnc} and defines a fixed number P as the maximum evaluation score each
candidate can receive. It is a necessary condition that the score assigned to each candidate
should be no less than zero and no greater than P ; likewise the sum of each score on the
ballot must be equal to P . Our scheme, inspired by the Open Vote Network protocol [33],
consists of three phases as follows. The Setup phase generates the parameters for the
system where the EA is the entity that provides the candidate list as well as a list of eligible
voters that they must authenticate. Each voter Vi generates their secret and public key pair
xi, y = gxi . Then, during the Vote phase, each voter Vi sends his/her encrypted vote to the
Blockchain as well as a proof that the submitted score falls within a publicly defined range
[0, P]. To do this, we use a ZKP to prove that this condition is met. In order to accomplish
this, we utilize a zero-knowledge set membership proof for each score to show that the
score falls within the range without disclosing the assigned score. Finally, in the Tally phase,
all the ballots Vi,i∈[nv ] are tallied without the need for any entity’s secret key, effectively
enabling any entity to compute the results.

5.1. Setup Phase

The EA produces the list of candidates and eligible votes as well as the system
parameters. Each voter V i produces his/her private/public key pair xi, yi = gxi for i ∈ [nv]
during the Register algorithm. The EA randomly selects a value S and divides it into n
values and secretly sends each eligible voter, vi, Svi . Then, the EA selects an elliptic curve
group (G, g), where g is the generator of the elliptic curve group G of prime order q, and
Zq is the integer set {0, 1, · · · , q− 1} and Z∗q = {1, · · · , q1}. The EA also selects a value
P that represents the sum of the evaluation scores given to each candidate on the ballot;
thus the EA is also defining a set φ where φ = [0, 1, 2, · · · , P]. The public parameters PP
are hence (G, g,P). Finally, the election authority needs to initialize the ZKSM as follows.

1. Defines a set φ of k scores where φ = {p1, · · · , pk};
2. Picks a random number x ∈R Zp and computes a corresponding public y ∈ gx, where

g is the generator of the order −q subgroup of Zp;
3. Computes for every element i ∈ φ the corresponding signature using g and x: where,

Ai = g
1

(x+i) ;
4. Publishes a new smart-contract with the φ.

Finally, the EA also publishes a list of candidates (C1, · · · , C[nc ]) and list of eligible
voters (V1, · · · ,V[nv ]) to the Blockchain.

Each voter Vi randomly selects their private key xi ∈ Z∗q and computes their public
key yi = gxi , with i ∈ [nv]. Subsequently, Vi generates a non-interactive zero-knowledge
proof to show that they properly computed their keys: ZKPoK1{(xi) : yi = gxi}. The prover
(Vi) knows the secret key x and public key y = gx, but needs to prove that they know
x. The prover selects another random wi ∈R Zq and calculates ai = gwi . Using the Fiat–
Shamir heuristic, a challenge c is issued via a secure cryptographic hash function so that
ci = H(g, yi, ai) = H(g, gxi , gwi ). The user then computes ri = wi− xici and sends the proof
to the Blockchain. If ai can be verified to be equal to gri yi

ci , then the proof is accepted. In
addition to their decryption keys, each voter also needs a nc keys (xi,1, xi,2, · · · , xi,nc). Each
voter Vi submits the corresponding public keys (yi,1, yi,2, · · · , yi,nc) = (gxi,1 , gxi,2 , · · · , gxi,j)
and a corresponding ZKP πi,j for each key.
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5.2. Voting Phase

During the Vote phase, each voter Vi sends his/her encrypted vote to the Blockchain
as well as a proof that the submitted score falls within a publicly defined range [0, P]. To
do this, we use a ZKP to prove that this condition is met. In order to accomplish this, we
utilize a zero-knowledge set membership proof for each score to show that the score falls
within the range without disclosing the assigned score.

Before submitting the vote to the Blockchain, the voter first authenticates each element
in φ by using the election authority’s public key. The main goal of this phase is to allow
voters to verify that their votes will be submitted to the elections they belong to. This
verification is useful especially when elections are held on different states and each state
has a corresponding election authority’s public key. In that case, the voter will verify that
his vote is added to the state where he belongs. The verification is done by checking the
following equality [34]:

e(Ai, y · gpi )
?
= e(g, g)

The voter needs to prove in zero-knowledge that the score he/she selected lies in the
set, as follow:

1. The voter picks v ∈R Zp and computes V =

(
A

p(r)o

)v
, where A

p(r)o
is the election

authority’ signature on p(r)o ;
2. The voter picks random numbers t, m ∈R Zp and computes

a = e(V, g)−se(g, g)t, and Q = gshm.

However, the underlying ZKSM [35] needs an interactive session between both the
prover and the verifier and thus will lead to extra communication overheads due
to multiple rounds of communication. Our solution is to leverage the Fiat–Shamir
heuristic [36], to convert the interactive zero-knowledge scheme to a non-interactive
protocol. Using the Fiat–Shamir heuristic, a challenge c can be calculated from public
parameters as follows

c = H(M)

where the (M) is the smart contract address that holds the election.
Then, he/she computes zp = s−

(
p(r)o

)
c, zv = t− vc and zι = m− ιc. Then, the proof

of ZKSM is denoted as π = C‖c‖a‖Q‖zp‖zv‖zι.
Then, the voter needs to send a vote for each candidate by using the committed value
and masks it with the shared secret Svi as follows.

V cj
vi = Svi − Pcj .c (1)

where c is the challenge, and Pcj is the score value. For example, assuming an election
with two candidates and a voter v1, selecting a score of 2 for the first candidate and a
score 4 for the second candidate, two votes will be submitted, as follows.

V c1
v1 = Sv1 − 2.c

V c1
v1 = Sv1 − 4.c

Finally, he/she sends π‖V cj
vi as a transaction to the Blockchain.

3. Once the contract T receives the proof π, the Blockchain checks if it is from the regis-
tered voters, and the time of receiving the proof lies in the election interval window.
The proof that C is a commitment to an element in φ can be validated by the following
statement [35].

PK
{
(p(r)o , ι, v) : C = gp(r)o hι ∧V = g

v

x+p(r)o

}
(2)
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Proving that the statement in (2) is done in the Blockchain by checking the following
conditions:

Q ?
= Cchzι gzp (3)

a ?
= e(V, y)c · e(V, g)−zp · e(g, g)zv (4)

Once the two conditions in 3 and 4 are verified by the Blockchain, the vote will be
added permanently to the Blockchain. The Blockchain will accept the authorized
voters’ vote if it is correctly constructed by the driver Due to the Soundness and
Completeness property of ZKSM [35].

5.3. Tally Phase

The goal of this phase is to get the total results for the elections. Once all the candidate
have submitted their votes and to get the summation of the scores for each candidate,
anyone including the election authority can get the total votes per candidate as follows:

∑ V
cj
vi = ∑ Svi −∑ Pcj .c

However, the ∑ Svi = 0, thus by dividing the ∑ V
cj
vi by c, the total score for a candidate

can be obtained.

6. Performance Analysis

The following section discusses the testing and evaluation of the proposed protocol
on the Ethereum Blockchain. We first describe the configuration of the testing environment,
Ethereum and Caliper, and define our key metrics for evaluating the performance of our
protocol. Finally, we discuss the results of the experiments.

6.1. Methodology/Experiment Setup

The testing environment is configured in an instance of Linux Ubuntu 64-bit v20.04.3
LTS within Oracle VM Virtual Box, hosted on a Lenovo IdeaPad Flex 5 running Windows
11 Home with a 2.40 GHz 11th Generation Intel Core i5 processor.

Ethereum Setup. The system’s smart contract is written in Solidity and the migration
file is written in JavaScript. The system is deployed to a local instance of a Blockchain using
Truffle. Truffle enables interactions with the smart contract and Blockchain by setting up a
Blockchain instance and Ethereum network using Ganache, and is used for compiling and
deploying the contract to the local Ganache Blockchain.

Hyperledger Caliper Setup. Hyperledger Caliper v0.4.2 is used to test the perfor-
mance of our protocol on the Ethereum Blockchain network [37]. A Caliper, a Blockchain
performance framework, is used to run tests on our protocol by using custom use cases that
are defined by benchmark configurations and workload modules. When executed, Caliper
produces standardized results that measure various metrics of the protocol’s performance.
These metrics are discussed in detail later. The benchmark configurations are used to
define and structure the execution of the workload modules, as well as the collection of
the test results. Each workload module defines the construction of a transaction and its
submission to the Blockchain. Finally, a network configuration file binds the Caliper tool to
our Ethereum network hosting our smart contract. The network is referred to as the SUT
(System Under Test). In our implementation, workloads were written for Register, Vote,
and Verify. Each benchmark is broken into different rounds, with each round allowing
for some type of variation from the previous round. In our case, each round executes a
different workload module (i.e., a different transaction); as such, each round specifies the
transaction to be executed, the total number of transactions to be submitted (txCount), and
the rate at which the transactions are to be executed (txRate). By manipulating these two
variables, we explore their impact on the overall performance of the Blockchain, while
keeping other factors such as the environment stable. The caliper records numerous metrics
while monitoring the transaction executions, including the number of successful and failed
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transactions, the send rate (tps), minimum, maximum, and average latency (seconds), and
throughput (tps). These metrics are written to a report that can be viewed both via console
and web browser.

6.2. Performance Metrics and Simulation Designs

Several metrics are used to evaluate the performance of the e-voting scheme, in the
following, we introduce these metrics.

• Throughput. Throughput is the rate at which valid transactions are being added to the
Blockchain. Throughput is measured in transactions per second (tps);

• Latency. Latency is the time between the issuance of a transaction and the receipt of a
response from the Blockchain, i.e., the time it takes for the transaction data to become
useful within the network. By measuring the average latency of a set of transactions,
we are able to obtain an evaluation that accurately reflects the true latency that a user
of the proposed protocol can expect;

• Error Rate. This metric is defined as the ratio of failed transactions to committed
transactions. This figure indicates how much stress operation stress the Blockchain
network is experiencing and how it should remain low to signify that the network is
able to manage the transaction load.

To consider different cases where voters interact with the Blockchain, we measure
the performance of the proposed protocol on the Blockchain network considering the
following scenarios.

• Case I. This case executes a fixed number of transactions (1000 tx) while varying the
transaction rate from 100 tps to 300 tps, and incrementing by a value of 50 tps. The
goal of this case is to find an optimal upper bound for the transaction rate without
producing significant negative impact on the network performance;

• Case II and Case III. These two cases bear the responsibility of investigating the impact
of varying transactions with the ideal transaction rate determined in Case I. We test
the total transaction amounts of 1000, 5000, 10,000, and 20,000 using a rate of 100 tps
found in Case I with the purpose of discovering the impact increasing the transaction
amounts on throughput and latency in Case II. Case III analyzes the impact on the
error rate;

• Case IV and Case V. These two cases investigate the impact of varying transaction
numbers and varying transaction rates on overall performance. Specifically, these tests
can give an insight in the impact of varying the transaction rates on performance as
the number of total transactions are increased. Case IV analyzes the impact on latency
and throughput while Case V examines the impact on error rate.

6.3. Results

This section analyzes the results of the conducted experiments. For simplicity, the
transactions are split into read transactions to represent transactions such as tally, which
are used to query the Blockchain and write transactions to represent the setup and Vote
algorithms.

Case I. The effect of increasing the transaction rates on the latency and throughputs is
illustrated in Figure 3. It can be seen that the read operations boast considerably higher
throughput than the write operations, and also modestly low latency. For example, at a
send rate of 200 tps, the read operation has a latency of around 10 s whereas the latency is
16 and 35 s for the transactions that are writing to the Blockchain. Latency appears to bear
a modest positive correlation to transaction send rate; the trend seems to be very modest
and appears to become more steady after 200 tps (disregarding the read transaction at
300 tps as an outlier, likely due to a hardware slowdown). Throughput appears to decline
as the transaction send rate increases, especially for the write transactions; the send rate
seems to have less of a correlation with the throughput of read transactions. Additionally,
throughput and latency appear to be negatively correlated, as many of the times a stark
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jump in latency is observed when a corresponding drop in throughput is recorded, and vice
versa. This leads uys to conclude the following: the transaction send rate does not have a
significant influence throughput; rather, a strong negative correlation between latency and
throughput is exhibited. The transaction send rate of 200 tps was selected as the optimal send
rate for the simulation of Case II and Case III (at this benchmark the observed send rate was
closest to the stipulated send rate of 200 tps).
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Figure 3. Impact of increasing transaction rates on latency and throughput.

Case II and Case III. Figure 4 illustrates how increasing the number of transactions
affects the throughput and latency of the SUT at a fixed transaction rate of 200 tps. It
becomes immediately obvious that latency significantly increases after 10,000 transactions
for both read and write transactions. Likewise, throughput experienced a significant
decline after 10,000 transactions after remaining relatively constants for all transactions.
It is interesting to note that despite a significant increase in latency at 20,000 transactions,
there is a slight decline in throughput; in fact, it appears to exhibit a slight upward trend,
signifying that it seems to increase as the number of transactions sent increases. This could
be attributed to the fact that the latency increases more linearly whereas it increases more
exponentially for the other transactions. In other words, it experiences less of a latency
increase relative to the increase that the other transactions exhibit and thus shows less of
a throughput decline relative to the other functions. This would then be expected given
the correlation between latency and throughput. The error rate for transactions submitted
at 200 tps remained at 0% regardless of the number of transactions, and remained at 0%
for other transaction send rates, as well. It is plausible to believe that this perfect success
rate on the Ethereum network negatively impacts the performance of the SUT and may be
partially responsible for the exponential increases in latency. In summary:

• At a rate of 200 transactions per second, the throughput experiences little change up
to 10,000 transactions. Beyond that, the throughput generally declines;

• Latency exponentially increases for read transactions. Latency increases in a more
linearly fashion for write transactions;

• Likely in a trade-off with performance, Ethereum is able to execute the proposed scheme
with a 0% error rate regardless of transaction send rates or the number of transactions.

To conclude, the proposed system is able to effectively handle transaction loads up to
10,000 at a rate of 200 tps.
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Figure 4. The impact of increasing the number of transactions on latency and throughput.

Case IV and Case V. The impact of increasing both the transaction send rate and
the number of transactions on latency and throughput can be seen in Figures 5 and 6,
respectively. Transactions of 5000 and 10,000 are each executed at 100, 200, and 300 tps. It
is clear that the read transactions experienced the lowest latency; additionally, it can be
noticed that in the case of 5000 transactions, increasing the transaction send rate has no
significant effect on the latency while in the case of 10,000 transaction, there is only a slight
increase in latency. The results for the write transactions were more diverse. Increasing
the number of transactions increases the latency more significantly for Register than for
Vote (by a factor of roughly 3); and the transaction rate had little discernible effect on the
throughput of the write transactions. It is interesting to note that across all three of the
four charts, the latency and throughput were best at 200 tps. This supports our earlier
conclusion that 200 tps was the best send rate with which to conduct the simulation of Case
II. Much as before, the error rate for transactions remained at 0% despite varying both the
transaction send rate and the number of transactions. To summarize:

• Varying the transaction send rates only has a marginal negative effect on the latency
for read transactions while it includes a positive effect on the throughput for read
transactions, most notably at a send rate of 200 tps;

• Increasing the transaction send rate (up to 200 tps) has no significant impact on the
throughput and latency of the read and write transactions;

• A transaction send rate of 200 tps produces the highest performance from the SUT
and regardless of the number of transactions or their send rate, Ethereum is able to
maintain a 0% error rate while executing the proposed scheme.

In conclusion, the proposed system is feasible with a transaction workload of up to
10,000 transactions before its performance starts to become compromised. This performance
is maximized if the transactions are sent at a rate of 200 tps.
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Figure 5. Impact of increasing the transaction rate and number of transactions on latency.
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Figure 6. The impact of increasing the number of transactions on latency and throughput.

7. Security and Privacy Analysis

In this section, we will discuss the security and privacy concerns and how the proposed
approach mitigates them.

Preposition 1. Our proposed scheme preserves the privacy of voters by masking their votes.

Proof. A voter in the proposed scheme interacts with a randomly generated one-request-
only Blockchain address, i.e., the corresponding public key. Then, the voter shall prove
their knowledge to the public key in a zero-knowledge before submitting their votes to the
Blockchain. The proposed scheme preserves the voters’ privacy by masking their votes
before it is submitted to the Blockchain.

Preposition 2. The proposed scheme ensures election fairness by mitigating malicious voters who
may manipulate the voting scores.

Proof. The yes/no voting approach requires an eligible voter to submit a yes/no for a
candidate, while the score voting requires the voter to submit a score in a predefined range
for each candidate. To preserve privacy, votes shall be encrypted before it is submitted to
the Blockchain, however, a malicious voter may falsely submit a score that is not in the
range to manipulate the election result in the favor of a certain candidate. The proposed
approach ensures the security against malicious behavior of these voters by leveraging
the zero-knowledge set membership proof such that the voter shall prove first in a zero-
knowledge that the score selected lies in the predefined set without allowing the Blockchain
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and/or eavesdroppers to know the score value per candidate. In the proposed scheme,
the Blockchain will accept the authorized voters’ vote if and only if the voter has correctly
selected a score value that is in the set defined by the election authority. This is due to
the Soundness and Completeness properties of ZKSM [35]. This ensures the fairness of
the elections.

Preposition 3. Our proposed scheme does not suffer from a single point of failure.

Proof. The underlying Blockchain is used to execute the proposed scheme and even if
51% of nodes are malicious, they cannot collude to obtain the election results because
the designed scheme requires the knowledge of all masked values shared by the election
authority. This is because the S is divided among all the voters so our tallying scheme is
secure against the 51% attack.

Preposition 4. Passive eavesdroppers can not infer any private information about the Ballot secrecy.

Proof. One of the threats is to protect the score voting scheme from passive adversaries
who are not actively engaged in the process of voting, but instead are trying to gain
knowledge of the election proceedings by eavesdropping on communication channels and
the Blockchain. This is done by masking the votes as well as using the ZKSM to prove
that the submitted score lies in the set in a zero-knowledge manner. Therefore, a passive
adversary cannot infer any sensitive information about the elections.

8. Conclusions

This paper proposes a privacy-preserving ledger-based e-voting system that supports
score-based ranked voting to ensure that the system maintains maximum ballot secrecy,
fairness, and self-tallying. The proposed scheme allows voters to cast their votes encrypted
to the Blockchain while allowing the voters to prove that the selected score lies in the
predefined range to ensure fairness. This verification is done in a zero-knowledge environ-
ment to preserve privacy. A set of experiments were set up to evaluate the performance
of the proposed system, and an analysis of the results revealed that the current scheme is
practical for both small and mid-sized elections where low latency is desired. Additionally,
no matter the size of the workload, the Ethereum network is able to maintain a 0% error
rate when executing the system’s transactions, proving that, if deployed on the Ethereum
network, our system has extremely high reliability. The proposed scheme is able to resolve
the issue of maintaining the privacy of the voter and the election results while keeping the
Blockchain transparent and verifiable through the use of zero-knowledge proofs.
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