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In recent years, advancements in nanotechnology have opened up new frontiers in
communication systems, bringing the dream of seamless communication at the nanoscale
level closer to reality. Among the most promising and cutting-edge areas in this field are
electromagnetic (EM) nanocommunication in the Terahertz (THz) band (0.1–10 THz) [1] and
molecular nanocommunication (MNC) [2]. The individual developments in these two disci-
plines and their fusion would lead to a revolutionary approach in communication technology,
enabling applications in various domains, from healthcare and biomedical [3,4] to the Internet
of Nano-Things (IoNT) [5,6] and on-chip communications [7–9]. The following editorial
delves into the goals, significance, and key research areas of THz and MNC, showcasing
their vast potential and the transformative impact they could have on nanonetworking.

The advantage of using the THz band is that THz waves offer unique characteris-
tics that make them ideal for nanoscale communication. Apart from possessing higher
bandwidths and shorter wavelengths, allowing for faster data transfer and more precise
localization, they can propagate as surface plasmon polaritons (SPP), a type of surface
wave [10]. On the other hand, MNC is inspired by nature, where information is exchanged
through chemical signals. By emulating natural processes, researchers are designing molec-
ular communication models, protocols, and algorithms to enable reliable, energy-efficient,
and biocompatible communication at the nanoscale [11–13].

Nanocommunication is a challenging field due to the need for nanoscale devices
that are energy-efficient and capable of operating in harsh environments. However, there
has been significant progress in recent years, primarily due to the discovery of graphene.
Graphene has excellent electrical properties, including high electron mobility at room
temperature, which enables the propagation of surface plasmon polariton (SPP) waves.
SPP waves are global oscillations of electrical charges at the interface of graphene and a
dielectric material. This property has motivated researchers to develop graphene-based
plasmonic nano-antennas that can radiate at frequencies in the THz band [14]. Similarly, we
could develop new nano-components capable of generating, radiating, and detecting THz
signals [15]. Regarding MNC, it is crucial to explore methods for constructing biocompatible
transmitter and receiver nanomachines. Recent progress in micro/nanomachines (MNMs)
research offers promising technologies for implementing MNMs in 6G application scenarios,
particularly in the IoBNT [6]. These advanced nano- and communication technologies
could connect biological cells inside the human body to the Internet [16]. The authors in [16]
comprehensively summarize possible technologies for constructing MNMs applicable to
MNC systems, including sensors, transmitters, and receivers.

Subsequently, the development of a comprehensive nanonetworking protocol stack is
essential. This stack should encompass physical, link, network, transport, and application
layers, tailored to the specific challenges and requirements of THz and MNC. Until now, for
the THz nanocommunication, schemes or protocols were only proposed for the network,
link, and physical layers [1]. However, networking protocols for higher layers are also
required. A major challenge in developing networking protocols is the scale, as some
applications require significantly larger numbers of nanonodes compared to traditional
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wireless sensor networks. Additionally, nanonodes are more susceptible to failures since
they would rely on harvesting energy from environmental sources. Regarding MNC, most
of the research has been focused on the physical layer, that is, modeling the channel and
developing modulation [17] and coding schemes [2]. However, after establishing the link,
other important aspects, such as network architecture and protocols, should be developed.

Integrating nanonetworks with existing networking infrastructures poses significant
challenges due to the fundamental differences in their communication methods. While
existing networks rely on carrier-based EM communication, nanonetworks utilize energy-
constrained pulse-based communication. Bridging the gap between these macro- and
nano-worlds requires specialized gateway nodes, but this aspect has not received suffi-
cient attention in the current literature. Addressing the issue of data acquisition from
nanonetworks presents two main challenges. Firstly, the disparity between the demands
of nanonetworks and the limited bandwidth of the backhaul link connecting them to the
macro-world hampers the overall efficiency. To mitigate this problem, a polling mechanism
has been proposed as a potential solution [18]. Various hierarchical network architectures
have also been suggested to facilitate body-centric communication and sensing-based
applications [6,19]. Secondly, the existing research primarily focuses on enabling uplink
communication from nanonetworks to the macro-world. However, to fully harness the po-
tential of envisioned applications, downlink communication, particularly for control-related
purposes, is essential. It is crucial for future investigations to concentrate on minimizing
the latency of such communication.

Nanocommunication security is an important but challenging topic. The security
goals of nanocommunication include confidentiality, integrity, and availability [20,21].
Achieving these goals poses several challenges, such as developing methods for establishing
shared encryption keys, minimizing the overhead of secure communication protocols,
and developing means for detecting and responding to malicious attacks [20]. Some
applications of MNC require secure communication, but very few works have considered
the problem of security over MNC links [20,22]. More research is needed to address the
security challenges of nanocommunication. This research should focus on developing
efficient and effective security mechanisms that are tailored to the unique characteristics of
nanocommunication systems.

The THz band is currently not regulated, and the responsibility for shaping its future
lies with the scientific community. The IEEE P1906.1 standard serves as a conceptual frame-
work for nanoscale communication networks’ development [23]. It defines a common data
model based on the YANG data modeling language, facilitating configuration, manage-
ment, and analysis of nanoscale communication systems. The data model includes several
core components, including devices, links, communication protocols, and applications. It
also includes a number of extensions that allow it to be used for specific applications, such
as molecular and quantum communications. Despite its merits, the standard has some
shortcomings. Firstly, it lacks a discussion on the characteristics and references powering
solutions for potential nanodevices, which is crucial considering the power consumption
challenges in nanoscale communication networks. Secondly, it does not provide specific
recommended values and ranges for the transmission power and signal-to-noise ratio for
reception, making it difficult to design efficient and reliable systems. Thirdly, the standard
does not cover techniques for OSI layers 2 and 3, hindering protocol interoperability with
existing communication networks like the Internet. To establish effective standardization
for THz-based nanocommunication, substantial research efforts are necessary. Addressing
the limitations of the IEEE P1906.1 standard and developing new techniques for nanoscale
communication are key focus areas. With further research and advancements, nanoscale
communication networks have the potential to revolutionize our interactions with the
world around us.

Altogether, the field of THz and MNC is still in its early stages, but it has the potential
to revolutionize the way we communicate. With continued research, these technologies
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will become more powerful and efficient, and they will find their way into a wide range
of applications.

Conflicts of Interest: The authors declare no conflict of interest.

References
1. Lemic, F.; Abadal, S.; Tavernier, W.; Stroobant, P.; Colle, D.; Alarcón, E.; Marquez-Barja, J.; Famaey, J. Survey on terahertz

nanocommunication and networking: A top-down perspective. IEEE J. Sel. Areas Commun. 2021, 39, 1506–1543. [CrossRef]
2. Farsad, N.; Yilmaz, H.B.; Eckford, A.; Chae, C.B.; Guo, W. A comprehensive survey of recent advancements in molecular

communication. IEEE Commun. Surv. Tutor. 2016, 18, 1887–1919. [CrossRef]
3. Rizwan, A.; Zoha, A.; Zhang, R.; Ahmad, W.; Arshad, K.; Ali, N.A.; Alomainy, A.; Imran, M.A.; Abbasi, Q.H. A review on the

role of nano-communication in future healthcare systems: A big data analytics perspective. IEEE Access 2018, 6, 41903–41920.
[CrossRef]

4. Abbasi, Q.H.; Yang, K.; Chopra, N.; Jornet, J.M.; Abuali, N.A.; Qaraqe, K.A.; Alomainy, A. Nano-communication for biomedical
applications: A review on the state-of-the-art from physical layers to novel networking concepts. IEEE Access 2016, 4, 3920–3935.
[CrossRef]

5. Akyildiz, I.F.; Jornet, J.M. The internet of nano-things. IEEE Wirel. Commun. 2010, 17, 58–63. [CrossRef]
6. Akyildiz, I.F.; Pierobon, M.; Balasubramaniam, S.; Koucheryavy, Y. The internet of bio-nano things. IEEE Commun. Mag. 2015,

53, 32–40. [CrossRef]
7. Farsad, N.; Eckford, A.W.; Hiyama, S.; Moritani, Y. On-chip molecular communication: Analysis and design. IEEE Trans.

Nanobiosci. 2012, 11, 304–314. [CrossRef]
8. Vien, Q.T.; Agyeman, M.O.; Le, T.A.; Mak, T. On the nanocommunications at THz band in graphene-enabled wireless network-

on-chip. Math. Probl. Eng. 2017, 2017, 9768604. [CrossRef]
9. Yang, Y.; Yamagami, Y.; Yu, X.; Pitchappa, P.; Webber, J.; Zhang, B.; Fujita, M.; Nagatsuma, T.; Singh, R. Terahertz topological

photonics for on-chip communication. Nat. Photonics 2020, 14, 446–451. [CrossRef]
10. He, M.D.; Wang, K.J.; Wang, L.; Li, J.B.; Liu, J.Q.; Huang, Z.R.; Wang, L.; Wang, L.; Hu, W.D.; Chen, X. Graphene-based terahertz

tunable plasmonic directional coupler. Appl. Phys. Lett. 2014, 105, 081903. [CrossRef]
11. Pierobon, M.; Akyildiz, I.F. A physical end-to-end model for molecular communication in nanonetworks. IEEE J. Sel. Areas

Commun. 2010, 28, 602–611. [CrossRef]
12. Nakano, T.; Okaie, Y.; Liu, J.Q. Channel model and capacity analysis of molecular communication with Brownian motion. IEEE

Commun. Lett. 2012, 16, 797–800. [CrossRef]
13. Chahibi, Y.; Pierobon, M.; Song, S.O.; Akyildiz, I.F. A molecular communication system model for particulate drug delivery

systems. IEEE Trans. Biomed. Eng. 2013, 60, 3468–3483. [CrossRef]
14. Jornet, J.M.; Akyildiz, I.F. Graphene-based plasmonic nano-transceiver for terahertz band communication. In Proceedings of the

8th European Conference on Antennas and Propagation (EuCAP 2014), Hague, The Netherlands, 6–11 April 2014; pp. 492–496.
15. Crabb, J.; Cantos-Roman, X.; Aizin, G.R.; Jornet, J.M. An on-chip amplitude and frequency modulating graphene-based plasmonic

terahertz signal nano-generator. In Proceedings of the Eight Annual ACM International Conference on Nanoscale Computing
and Communication, Virtual Event, Italy, 7–9 September 2021; pp. 1–6.

16. Kong, L.; Huang, L.; Lin, L.; Zheng, Z.; Li, Y.; Wang, Q.; Liu, G. A Survey for Possible Technologies of Micro/nanomachines Used
for Molecular Communication within 6G Application Scenarios. IEEE Int. Things J. 2023, 10, 11240–11263. [CrossRef]
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