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Abstract

:

In today’s world, private and government organizations are legally obligated to prioritize their information security. They need to provide proof that they are continually improving their cybersecurity compliance. One approach that can help organizations achieve this goal is implementing information security maturity models. These models provide a structured framework for measuring performance and implementing best practices. However, choosing a suitable model can be challenging, requiring cultural, process, and work practice changes. Implementing multiple models can be overwhelming, if possible. This article proposes a prioritization strategy for public institutions that want to improve their information security maturity. We thoroughly analyzed various sources through systematic mapping to identify critical similarities in information security maturity models. Our research led us to create the AIM (Awareness, Infrastructure, and Management) Triad. This triad is a practical guide for organizations to achieve maturity in information security practices.
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1. Introduction


Information security is a critical issue in organizational management and in government institutions. Public institutions associated with government entities often have access to a large amount of confidential information, including personal and financial data of citizens, national security information, and other sensitive information. Ensuring safeguarding citizens’ privacy and security, and mitigating the risk of sensitive information exposure, are of utmost importance. Therefore, treating data information security with the utmost seriousness and responsibility is imperative.



Government entities have made various efforts to improve the management and security of their information systems [1]. Information management in public institutions must ensure that sensitive data is collected, stored, processed, and shared securely and confidentially [2]. Hence, many government entities use information security maturity models as guidelines or roadmaps for cybersecurity issues [3].



Maturity models are helpful because they provide systematic frameworks for measuring the performance of organizations in specific areas of work, though with a stronger focus on the technological aspect [4]. A maturity model is perceived as a roadmap that guides the organization towards implementing best practices, hence offering a starting point [5] in a path of evolutionary improvement from an initial stage of inconsistent processes up to the most mature processes of the organization [6]. Hence, it allows evaluation of the state of a given organization or business process’s development while outlining improvement strategies to achieve desired objectives, as well as identifying areas on which the organization should focus to improve existing standards further and achieve some pre-defined goals [7].



Numerous authors have advocated Cybersecurity Maturity Models (CMMs) for diagnosing organizational progress and establishing measurement criteria in a broad spectrum of agencies: The tourism industry, health institutions, and e-government all rely on electronic processes, including public agencies and services, see [8,9,10,11,12,13]. However, the Oxford Cybersecurity Capacity Maturity Model (OC2M2) [14] stands out as one of the most comprehensive and widely adopted CMMs. Additionally, the Cybersecurity Capability Maturity Model (C2M2) developed by the United States Department of Energy [15], the NIST Cybersecurity Framework by the National Institute of Standards and Technology (NIST) [16], the Security and Privacy Capability Maturity Model (SP-CMM) created by the Carnegie Mellon Software Engineering Institute [17], and ISACA’s CMMI Cybermaturity Platform [18] are all noteworthy models in this regard.



These models play a crucial role in helping organizations evaluate their current cybersecurity capabilities, identify areas for improvement, and prioritize actions and investments to meet their targets. However, adapting or modifying these models can be challenging due to their unique structures and varying categories for assessing cybersecurity maturity.



Recently, it has become apparent that public government entities face significant challenges in effectively addressing information security. The existing maturity models need to provide comprehensive guidance, making it arduous to implement a cohesive framework incorporating relevant models and standards. This lack of clear direction hampers the establishment of robust security policies, safeguarding of data, and efficient handling of security risks. This realization has emerged only in recent times; see for example [3,8,19,20].



We notice that it can be challenging to evaluate the effectiveness of security measures without proper maturity models for information security. However, having a clear reference framework can make it easier to determine if governmental entities meet security requirements and safeguard sensitive information. Hence, they need to prioritize [21], choose and adapt a maturity model from the point of view of ensuring data protection, as well as facilitating the implementation of relevant standards and best practices [22].



We observe that complying with any information security model (or standard) means addressing different organizational dimensions, which in some cases, are beyond the focus of a security administrator. For example, the ISO/IEC 27000 family includes practices such as incorporating information security clauses into administrator contracts or continuous training of technical teams. Committing to an information security standard means having an organizational structure that supports political and top management roles and technical and operational roles.



Using a maturity model suggests that the organization is taking a structured approach to improving its processes, procedures, or practices. It means that stakeholders and actors recognize the relevance of developing specific actions or practices, establish standards and norms with which they guide and evaluate their actions, methods, and strategies, and generate adjustments, changes, and innovations that enable improvements in procedures, techniques, technologies, capabilities, and efficacy.



In the literature, there are various proposals and applications of maturity models aimed at improving the information security of computer systems in organizations, which implies the need for qualified personnel in security assurance and protection, as well as continuous training and education in security matters [8,20]. However, the latter is difficult to implement, and many organizations may easily fall victim to attacks that materialize without having the necessary control and knowledge to isolate and counter such attacks on information assets [3]. Deciding on a maturity model for an organization can be complicated due to its multifaceted nature. It covers various areas within the organization, making it difficult to determine where to begin implementing it [23]. The organization may have to deal with multiple models simultaneously, which can be overwhelming and hinder the identification of critical areas needing improvement [24]. Moreover, each maturity model has its requirements, which may require significant changes in the organizational culture, processes, and work practices [25]. Therefore, determining where to start an implementation process of maturity models can be a highly complex task [25,26].



This article explores some challenges public or government entities face while seeking to implement Information Security Maturity Models. We identify some critical areas that should be considered in any attempt at prioritization while developing a plan considering each organization’s specific resources and limitations. As a result, the maturity models implemented are relevant but also efficient and effective since prioritization for investment in information security resources, which supports improved decision-making at the institutional level, becomes an asset for those institutions.



A prioritization strategy that allows institutions to navigate the jungle of indicators associated with maturity models presents tangible benefits and adds value to the planning and design work in a subject as sensitive as Information Security. In order to propose a prioritization strategy regardless of a given maturity model, we adopted a procedure validated in the literature, in which we first consider the review of available maturity models through a systematic mapping, from which the common core elements specifically related to Information Security are extracted and grouped in a diagram to visualize the different possible paths in the process of improving the maturity levels.



The article is structured as follows: In Section 2, we explore some of the challenges that public or government entities face while seeking to implement Information Security Maturity Models. Section 3 presents some related work on maturity models for governmental institutions and presents relevant features of some internationally renowned maturity models. In Section 4, we adopt a general methodology for developing maturity models, which helps us identify the necessary characteristics for proposing the prioritization idea. In Section 5, we developed the stages defined in the methodology to generate our strategy. Finally, in Section 6, we describe our proposal for the prioritization strategy. We close this article with Section 7 in which we point out some of the limitations of our study, and in Section 8, we present our conclusions.




2. Background


Government entities are responsible for protecting the information they handle, as it often includes confidential data about citizens and government employees [27]. Information management must ensure that data is collected, stored, processed, and shared securely and confidentially [3,28], which is why organizations and government entities have adopted information security maturity models to ensure the adequate protection of data [24].



A maturity model is a roadmap that guides the organization in implementing good practices, providing a starting point [6,8], as well as providing systematic reference frameworks for measuring the performance of organizations in selected areas. They allow evaluating the state of development of a given organization or business process, identifying the areas in which the organization should focus to improve [29,30].




3. Maturity Models for Government Entities


In [31], the authors scrutinized the approaches used in evaluating information security and cybersecurity training and awareness programs for users with two objectives: First, to identify the measures used to evaluate the effectiveness of such programs, and second, to examine the use of maturity models for measuring their progress. While an extensive literature review was presented, a gap in the current literature regarding the evaluation of these programs was noticed, as only five articles and two maturity models focused on evaluation.



In [25], the authors aimed to conduct a comprehensive review of current cybersecurity capability maturity models through a systematic analysis of articles published from 2011 to 2019. They observed that most CMMs share similar elements, such as maturity levels and processes.



In another interesting analysis, the authors aimed to clarify the uncertainty reflected in the current information security maturity evaluation [20]. In this regard, a convergence to maturity has been assessed neither for a generic approach nor multiple specific approaches that would allow for a trend of adoption. Despite the existence of ISO 21827 standards, many security maturity models have been produced in the last decade that still need to be tested.



In [24], the authors aimed to identify the most widely used CMMs. For this purpose, they systematically reviewed studies published between 2012 and 2017, identifying 201 articles mentioning different maturity models. Of these, 12 primary articles identified the most used models, some specifically focused on cybersecurity.



In all these systematic reviews or mappings, the authors used rigorous methods to identify and analyze relevant scientific articles on information security maturity models for public institutions. Two common factors observed in these works are: (i) Evaluating information security and cybersecurity training and awareness programs for users is a field that needs more research, as only a few articles and maturity models are available in the current literature. (ii) Despite the existence of various information security and CMMs, there still needs to be validation in processes. Each model has a specific purpose and different organization sizes and application domains. There needs to be more consensus on the best way to evaluate information security maturity.



3.1. The Oxford Cybersecurity Capacity Maturity Model (OC2M2)


The OC2M2 was created in 2012 with stakeholders from the energy and cybersecurity industries, focusing on evaluating the electricity industry’s security posture. In 2014, it included three versions targeting users in the electricity, oil, and natural gas sectors, among others. In June 2022, the model was unified into a version adapted to include the energy sector and made significant updates to reflect changes in technology, threats, and security approaches [14].



The OC2M2, as explained by [32], is a valuable tool for evaluating the governance of cybersecurity capacity. The measurement encompasses five dimensions applicable for evaluating and establishing qualitative and quantitative benchmarks and improving cybersecurity awareness, which, in turn, helps institutions enhance their management and situational awareness of cybersecurity issues.



Indeed, OC2M2 proposes different levels of maturity of cybersecurity, which are expressed in the following five dimensions:




	–

	
Developing cybersecurity policy and strategy.




	–

	
Encouraging responsible cybersecurity culture within society.




	–

	
Building cybersecurity knowledge and capabilities.




	–

	
Creating effective legal and regulatory frameworks.




	–

	
Controlling risks through standards and technologies.









While these dimensions encompass essential areas that must be present for a comprehensive evaluation of cybersecurity capabilities, there are also various factors, aspects, stages of development, and indicators of cybersecurity capabilities within each dimension, together with some domains, as follows:



Dimension: A representation of the (different) frameworks through which an organization can self-determine its own cybersecurity maturity status. Hence they are the most important, or top-level, structure in a CMM. In turn, the dimensions are composed of factors.



Factor: They describe what each dimension of the maturity model implies or means concerning cybersecurity capabilities inside a dimension. These elements aim to improve the level of development of these capabilities, incorporating holistically all the features that make it possible to determine each level. On the other hand, factors are dynamic in that they should be continuously reviewed and updated based on the information gathered in the application of the model. Notice that most factors contain certain aspects that structure or detail them into more concise parts (indicators). However, there may be factors of a more limited scope that do not require these more specific aspects.



Aspect: They group or organize indicators for each factor into smaller, more easily understood classes. The number of aspects depends upon the context and complexity of the parent factor. Each aspect comprises a series of indicators within the five levels of development proposed by a CMM.



Stage: Stages map the organization’s progress against a given factor/aspect of the CMM. The model proposes five stages of development that serve as a snapshot or evidence of the level of cybersecurity achieved. This evidence helps, in turn, as a baseline to determine the impact of the measures adopted from this point onward. Each stage defines a set of indicators helping to visualize progress towards a higher state of maturity.



Indicator: An indicator represents an essential element of the structure of a Cybersecurity Maturity Model. The evaluation of an indicator makes it possible to describe the state of development within an aspect, factor, and dimension. In other words, compliance or non-compliance with each indicator is evidence of the organization’s status or degree of progress concerning maturity.




3.2. Cybersecurity Capability Maturity Model (C2M2)


The C2M2 uses a set of industry-vetted cybersecurity practices focused on both information technology (IT) and operations technology (OT) assets and environments that allow organizations to self-evaluate both their cybersecurity capabilities and their Security investments optimization strategies, see [15].



It contains about 350 cybersecurity practices, grouped by objectives into ten logical domains. Each of the practices has a maturity indicator level that indicates the progression of practices within a domain; these domains are:




	–

	
Asset, Change, and Configuration Management.




	–

	
Threat and Vulnerability Management.




	–

	
Risk Management.




	–

	
Identity and Access Management.




	–

	
Situational Awareness.




	–

	
Event and Incident Response, Continuity of Operations.




	–

	
Third-Party Risk Management.




	–

	
Workforce Management.




	–

	
Cybersecurity Architecture.




	–

	
Cybersecurity Program Management.










3.3. NIST Cybersecurity Framework (NIST-CSF)


The NIST-CSF defines a proposal of four categories and five maturity levels for the security assessment of organizations. This proposal seeks to support organizations continuously assessing and monitoring their security levels [16].



The categories guide assessors regarding the organization’s cybersecurity and operational risk performance to protect the organization, identify, detect, respond to threats, and recover from incidents. Furthermore, the maturity levels aim to evaluate the extent of progress the organization has made in these categories [33]. See Table 1.




3.4. Security and Privacy Capability Maturity Model (SP-CMM)


The SP-CMM is mainly oriented to the establishment of objective criteria for the evaluation of cybersecurity and privacy controls [17].



One of the main characteristics of this model is that it considers both cybersecurity and the privacy of information.



This proposal provides security advisors with support in three specific aspects:




	
Defining the expectations of a security and privacy program.



	
Planning and budgeting the activities of the security and privacy program.



	
Establishing minimum criteria for evaluating supplier controls.








The SP-CMM proposes six levels of maturity:




	–

	
CMM 0—Not Performed: This level is defined as “non-existence practices”.




	–

	
CMM 1—Performed Informally: This level is defined as “ad hoc practices”.




	–

	
CMM 2—Planned and Tracked: This level is defined as “requirements-driven practices”.




	–

	
CMM 3—Well-Defined: This level is defined as “enterprise-wide standardization”.




	–

	
CMM 4—Quantitatively Controlled: This level is defined as “metrics-driven practices”.




	–

	
CMM 5—Continuously Improving: This level is defined as “world-class practices”.









This model contemplates over 1000 cybersecurity and privacy controls grouped into 32 domains. These controls cover more than 100 legal, regulatory, and contractual frameworks. The domains considered by the model can be seen in Table 2:




3.5. ISACA’s CMMI Cybermaturity Platform


Companies must consider their people, processes, and technologies when implementing cybersecurity capabilities to ensure a comprehensive and reliable program. Many companies focus primarily on technology practices since they often provide tangible results and can be automated to simplify workflows [18].



ISACA’s CMMI cybersecurity platform is an industry-leading platform that seeks to assess, manage, and mitigate cybersecurity risk and build cyber enterprise maturity.



It offers a redefinition through practical recommendations on specific standards. Notable among its recommendations are: (i) Providing a single cybersecurity risk assessment framework to simplify security gap analysis. (ii) Suggesting a risk-based action plan to help prioritize projects and close cybersecurity gaps. (iii) Providing an evidence-based approach to assess, optimize and report on cyber capabilities. (iv) Helping to implement key frameworks and keep up with the cybersecurity landscape through regular updates.



The cybersecurity platform offered by CMMI identifies and prioritizes gaps between maturity objectives determined by the target industry profile and current capabilities determined by self-assessment. Its business model offers specific recommendations based on real-world differences and positions consumers on a comparative edge with the best practices.





4. A Methodology for Developing a Prioritization Strategy


We now focus on proposing a strategy that allows public institutions to implement an ad hoc maturity model that responds to the characteristics and goals of each organization.



For this, we needed to identify, classify, and prioritize the relevant variables of the information security context. However, most of these variables were already present in the maturity models discussed. Given that our objective was not to create a new maturity model but to integrate the available models and propose a prioritization scheme for their implementation. We followed an adaptation of Becker’s methodology [34], which proposes a process for designing and validating maturity models, specifically for information systems.



The methodology consists of two main phases: Generation and Transfer. Our work focused mainly on the Generation phase, which has four sub-phases: Problem Definition, Comparison of Existing Maturity Models, and Determination of a Development Strategy. Nonetheless, we did not consider the iterative maturity model development phase because it is at this stage that a maturity model comes in. Thus its development exceeds the purposes of this work.



Figure 1 depicts a simplified road map to developing a maturity model, as described in [8]. We used this for our design since, as already explained, it was not our intention to propose a new maturity model but rather to focus on an ad-hoc strategy that prioritizes the implementation of some of the elements of a maturity model. Hence we propose the application of the first three phases of the methodology for the identification, classification, and prioritization of these elements. The following section describes our approach to the development within these three sub-phases: Problem Definition, Comparision (of existing maturity models), and the Determination of a Development Strategy.




5. Towards an Information Security Roadmap


5.1. Problem Definition


According to Becker [34], establishing relevance also requires the exact definition of the problem, which—in our context—as been already identified: we address the difficulties of state institutions in implementing the necessary procedures and cultural changes that are relevant for the improvement of their information systems and associated information security.



These challenges gain further relevance when considering that public institutions or organizations often face the necessity of defining and implementing protective measures for their information assets due to the vulnerability of their IT infrastructure. However, these measures are proving insufficient in light of the increasing frequency of cyber-attacks globally. Consequently, it is imperative for organizations to systematically establish security policies that comprehensively address the wide array of threats they encounter [3].




5.2. Systematic Mapping


During this sub-phase, we examined maturity models within information security in government entities, similar to how we outlined related studies in the preceding section. As mentioned earlier, the purpose of a maturity model is to provide an organizational roadmap for implementing best practices, primarily focusing on the technological domain as a starting point [4]. Some disciplines use these models to diagnose and define measures of progress [7,9,10,13,35].



For establishing the principles for our systematic mapping procedure, the contributions of different authors [36,37,38] were considered as a reference in regard to their methodology for systematic mappings. The PRISMA’s systematic mapping study (SMS) technique [39] provides a means for validating, examining, and categorizing findings related to a specific subject or area of interest. This enables the determination of the research’s extent and the classification of the knowledge gained.



As Petersen [40] points out, the mapping merely verifies the abstract, results, and conclusions. Therefore, we followed the protocol for a systematic mapping defined by Petersen [40]. To carry out a systematic mapping study, the phases represented in Figure 2 were followed sequentially.



The approach used in systematic mapping is that the generated report has as its main objective to catalog and categorize the evidence found in the literature, pointing out areas where knowledge is lacking. At the same time, in addition to providing a full description of the articles [41]. The components of the systematic mapping process are detailed in the subsequent sections.



5.2.1. Goal and Research Questions


General guidelines: We aim to have a comprehensive view of related work on maturity models as tools to assess information security or cybersecurity. The objective of this proposal is to provide an updated guide to assist government entities in implementing information security maturity models in priority areas.



The second step of systematic mapping, as outlined by [38], involves defining the research question(s) (RQ). Table 3 presents each of the research questions and their rationale. These questions were used to select, analyze, and categorize the information found in the study area.




5.2.2. Generating a Search String


To generate a search string, the keywords of the research questions were identified, along with the objectives, and then concatenated with logical connectors. This search string was applied to search engines and validated by us. The resulting string was: (Cybersecurity OR “Information security”) AND (“maturity model”).




5.2.3. Data Extraction


For the data search and extraction process, databases and websites with access to digital libraries were included. These would contain search engines that would allow searches using search strings to download many related works. The selected data sources were WoS and Scopus. For both databases, two searches were applied: (i) included search in only titles and (ii) only in abstracts, both for the last five years.




5.2.4. Inclusion and Exclusion Criteria


The selection of the studies found through the aforementioned academic search engines was based on the following inclusion/exclusion criteria:



Inclusion criteria:




	–

	
Papers published in English from journals and conferences.




	–

	
Complete works related to maturity models to measure cybersecurity or information security.




	–

	
Works from 2017 onwards were included.









Exclusion Criteria:




	–

	
Technical reports, summaries, editor comments, states of the art.




	–

	
Studies before 2017.




	–

	
Studies without an author.




	–

	
Documents that do not include maturity models to measure cybersecurity or information security.




	–

	
Duplicate studies in different databases.




	–

	
Documents that do not come from traceable journals or procedures.










5.2.5. Search Execution


The search string was applied to the selected sources, and an initial quantity of 114 works was obtained. The information was extracted using export tools from each of the digital libraries. We then applied the exclusion criteria for double-indexed works, reducing the number of results to 83. The next stage was reading the titles and abstracts; the most relevant papers were selected, totaling 60 documents (see Figure 3).




5.2.6. Classification Scheme


Publications were classified into three dimensions: time, category, and type of proposal. The temporal dimension classified the works into bands by year of publication between 2017–2022.



We organized the publications into various groups: health, consumer data protection, training programs, organizations, e-services government, pymes, critical infrastructure, cybersecurity models, incident response and cyber-defense, IS management and cybersecurity governance, big data, and software industry. We assigned the works to different categories based on their similarities. Hence, some of the publications belong to more than one category. We classified the articles found into three types:



(i) Analysis: Studies or literature reviews of the field of maturity models information security.



(ii) Use: Works that apply maturity models to information security and evaluate their results.



(iii) Implementation: Works that propose a maturity model for and or information security for a specific context.




5.2.7. Map Construction


After categorizing and classifying the works, we summarized the information for more accessible representation and analysis, as is common practice in systematic mappings. See Figure A1 in Appendix A for details.




5.2.8. Results and Analysis


The following is a solution to the research questions posed above.



RQ1: How many studies address maturity models as tools for assessing information security or cybersecurity?



We found sixty papers discussing Information Security maturity models from 2017 to 2022. All sixty papers discuss the use of maturity models to evaluate cybersecurity or information security, with thirty-four proposing a maturity model for a specific context in cybersecurity or information security, twenty-three applying maturity models to evaluate cybersecurity or information security, and twenty-nine being studies or literature reviews of maturity models in cybersecurity or information security (see Figure 4). None of the papers provided prioritization strategies. Table A1 in Appendix A depicts and summarizes the articles selected for review.



RQ2: How many of them develop proposals in the field of governmental (public) institutions?



We have identified only three works that propose a maturity model for cybersecurity or information security in e-government services, which we review below.



In [42], the authors propose a maturity model for the existing e-services of Himachal Pradesh to provide a basis for developing improved electronic services for citizens to access. The authors present a classification of four maturity levels. However, the model lacks a clear description of the dimensions considered and indicators used to conceptualize maturity levels, indicating a need for improvement in terms of usability.



In [43], the authors propose a risk assessment framework and a related workflow that can be used semi-automatically in the organization to create an audit report and assess security risks. The proposed framework aims to use the ISO 27001 model and its technical implementations. The study’s objective is to analyze the vulnerability assessment methods in information security and propose an effective model after analyzing existing maturity models.



In [44], the authors present a CMM for the federal public administration agencies of Brazil, adapted from three internationally recognized maturity models: C2M2 [15], NIST SCF [16], and Community Cybersecurity Maturity Model (CCSMM) [45]. Their model proposes the following levels (N’s) and Domains (D’s):




	N0:

	
Does not present any practices for a domain.




	N1:

	
Presents a set of initial practices for a domain.




	N2:

	
Presents a level of institutionalization of activities.



	·

	
Documented practices.




	·

	
Stakeholders are identified and participate.




	·

	
Necessary resources are provided to support the processes.




	·

	
Guidelines guiding the application of practices are identified.








	N3:

	
Guidelines guiding the application of practices are identified.



	·

	
Governance exists to guide activities.




	·

	
Policies include compliance requirements.




	·

	
Activities are periodically reviewed.




	·

	
Responsibilities and authority to execute practices are defined.




	·

	
The team performing the practices has adequate skills and knowledge.













	D1.

	
Risk Management.




	D2.

	
Asset Management.




	D3.

	
Access Management.




	D4.

	
Threat and Vulnerability Management.




	D5.

	
Continuity Management.




	D6.

	
Information Exchange.




	D7.

	
Training, Awareness, and Culture.




	D8.

	
Technological Infrastructure.




	D9.

	
Cybersecurity Governance.







In summary, from the results of the systematic mapping, we conclude that only three articles meet the criteria for their inclusion in our study; however, of these, we decided that only the model proposed by Azambuja and Neto [44] was worth considering more closely, as it is the only one of the three that presents a detailed description of the domains and levels presented. Please note that our decision to analyze the Azambuja and Neto model solely does not indicate that the other models are not valuable or noteworthy. Instead, we determined that this particular model was better suited for achieving the specific objectives of our study.



As we examined the articles in the Systematic Mapping process and the Related Works section, we came across diverse maturity models that organizations, including government institutions, can choose. However, none of these options provides guidance that prioritizes their implementation according to the organization’s needs. Instead, it is the organizations themselves that must adjust to the structure of the model.



While it is true that this situation allows many organizations to organize and align themselves to a security structure proposed by the maturity model, it only sometimes lets organizations define their growth path according to their objectives, needs, or resources.



Table 4 summarises the domains the selected maturity models proposed and the number of maturity levels they present. Note that all of them (except [44]) can be considered general purpose, i.e., they are not designed to adapt to particular situations or the particular needs of specific organizations, making them less flexible and forcing organizations to adjust to the requirements of the models, which then require support in deciding how to achieve given levels of the information security maturity models. To ensure success, an implementation strategy should be developed that incorporates the elements from various maturity models. However, these elements should be prioritized based on the organization’s specific needs.






6. Development of a Prioritization Strategy


Our strategy for developing our approach to maturity models consists now of the integration of relevant features extracted from a set of maturity models into a new model that public institutions can adopt step-wise, taking into account the institution’s best practices, development time, and regulatory requirements, thus providing a basis for customization.



The models that form the basis for the definition of our proposal are OC2M2, C2M2, SP-CMM, NIST CSF, and the Azambuja and Neto models.



We consider 13 dimensions comprising the concepts defined in the reviewed proposals. Table 5 contains the dimensions proposed for the maturity model and their respective definitions. We included the five dimensions of the Cybersecurity Capability Maturity Model, as they cover the organization holistically, from the organization’s perspective, not only considering the technical perspective but also covering aspects such as organizational culture, risk management, and compliance.



However, some domains within information security are essential and hidden within the Oxford model. To give more importance to these domains, we defined eight other dimensions in our proposal. These integrate the dimensions proposed by the different approaches and must be detailed to better support organizations’ maturity analyses. Table A2 in the Appendix B summarize the domains found. The columns represent the domains of the proposed model, while the rows correspond to the domains defined in the models analyzed. Each mark indicates in which domain of our model the domains of the models studied in the systematic mapping are present.



It is important to remember that each organization has its own Information Security needs and challenges. Hence, assessing a wide range of dimensions is necessary to obtain a complete and accurate picture of its security maturity level. Selecting the correct dimensions ensures that the model is broad enough to cover all essential areas but, at the same time, specific enough to provide a detailed and accurate assessment.



Our proposal examines 13 dimensions of information security to assess an organization’s security maturity level fully. Including the dimensions proposed by the Oxford model and other additional dimensions can provide a more detailed and precise assessment to better support organizations’ maturity analyses.



Our proposal, which is illustrated in Figure 5, summarizes the dimensions and domains of the Oxford and C2M2 Information Security Maturity Models. This framework can be used by public institutions, particularly those with limited budgets, to prioritize their efforts and improve their maturity level in Information Security.



For instance, a public university or educational institution may need to prioritize Awareness in the CySec-AIM Triad. The process of achieving information security is a journey that begins with developing knowledge, capabilities, policies, strategies, and risk assessment. By allocating resources to improve in these areas, one can achieve a higher level of maturity in information security. Then, in the subsequent stage, the institution can focus on Incidence Detection and Response and compliance with Standards and Technology while advancing maturity in the Management and Infrastructure clusters. Finally, the institution can attain Awareness maturity by following the path towards Situational Awareness, along with the impact on Culture and Society. Thus, the model offers an ordered adaptation of maturity models that aligns more closely with the institution’s unique characteristics, which could differ from those of an entity focused on Infrastructure. If a public institution dealing with Critical Infrastructure needs to improve its maturity levels, it will follow a different path. Governmental institutions such as ministries would be more inclined toward the Management aspects of their mission, hence requiring a different prioritization.



As shown in Figure 5, our proposal provides a grouping of domains into three main groups: (i) Awareness, (ii) Infrastructure, and (iii) Management. This grouping allows the institution to have a first approximation of the domains it should emphasize, depending on its need to advance in any aspects defined by these three classifications. In other words, if the organization must or wishes to progress in Infrastructure according to its particular conditions, then the domains in this classification should be prioritized.



On the other hand, if the organization wishes to consider progress in more than one category, e.g., Awareness and Management, the domains at the intersection of the two classifications should be prioritized. Therefore, if the organization wishes to advance in an integrated way in all three classifications, the domains at the intersection of the three categories should be prioritized.



To apply our proposal, we present below a general approach to the process an organization should follow to prioritize its progress in achieving a Security Maturity Model. As shown in Figure 6, the proposal is presented as a process of continuous improvement, which is defined in three major stages in an iterative manner, in such a way as to generate partial progress, if necessary, until the overall goal established by the organization is achieved.



This iterative process can then be described as follows:




	–

	
Planning: At this stage, the organization must define a baseline regarding its current situation regarding its subscribed model. In addition, the organization needs to identify the goals they want to accomplish through the prioritization project. These objectives must be realistic and achievable, i.e., consistent with the characteristics and constraints to which the organization is subject. These objectives should reflect the organization’s goal, defining the areas or categories in which it wishes to progress. Similarly, the organization should identify its constraints in implementing the actions the maturity model recommends.



At this point, when the organization sets the expected objectives to be achieved, the categories of the AIM Triad must be prioritized, and the levels of importance or relative weights of each element to be considered in the subsequent analysis must be determined. This first prioritization approach should consider the organization’s particular characteristics and goals that should be considered for the following prioritization.




	–

	
Prioritization: In this stage, the prioritization model is determined to achieve the objectives described and consider the constraints and the organization’s current baseline. The model is supported by the definitions made in the previous stage, taking into account the first prioritization approach based on the selection of the elements of the AIM Triad. The construction of this model can be supported by quantitative mathematical prioritization techniques such as those proposed in [46]. This model reflects what the organization wants to achieve, and its resolution will determine the recommended priorities according to the conditions of the organization.



There are several quantitative mathematical techniques for dealing with a prioritization problem. Each method tackles issues with distinctive characteristics and applies to various contexts and problems. For this case, we propose maintaining the classification of prioritization scenarios proposed in [46]. As shown in Table 6, we detail the two possible scenarios that the organization may face. Each scenario establishes a prioritization model to be implemented and solved.



The first scenario is related to those cases in which the organization wishes to establish levels of prioritization of security elements without defining any restriction or limitation of resources. In this case, the cost of implementing the controls and the benefits reported by this implementation correspond to the sums of all the individual components without considering the synergies between them. In this case, the problem consists of classifying the security elements according to their characteristics to help the decision-maker choose the ones he wants to implement. Then, the classification problem is multidimensional because each control has several associated factors, such as investment, operational cost, duration and difficulty of implementation, and the resulting benefits.



The second scenario corresponds to a situation in which organizations not only wish to determine a prioritized ranking of security elements but also seek to determine a sequence of implementation. This second scenario can be divided into three possible situations: (i) In the first case, implementation is sequential, i.e., one security element at a time. In this case, the implementation time of each element is not relevant since the total time is independent of them, i.e., the total time will always be the same regardless of the order of implementation of the controls; (ii) A second case considers sequential implementation but now the implementation times are relevant, so the order of implementation is important; (iii) a third case considers parallel implementation, not sequential.




	–

	
Evaluation: Finally, the model is solved at this stage, and the prioritization recommendation is obtained. In addition, the answer received is reviewed, and the relevance of the recommendation about the proposed objectives is evaluated. If this answer is inconsistent with the goals, the model can be re-evaluated, and a new recommendation can be executed.
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Table 6. Prioritization scenarios and their solution methods.
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	Scenario
	Method
	Objective





	Multidimensional ranking of controls
	[47,48]
	Prioritization



	Sequencing of independent controls
	[49,50,51]
	Prioritization—Sequencing









7. Limitations of the Study


The approach presented in this study follows a well-established methodology in the literature for developing maturity models. Its objective was to create a validated procedure to establish a prioritization strategy for attaining Information Security maturity in Public Institutions. This strategy considers the unique characteristics of these institutions in terms of management and resources. However, it is important to acknowledge that the proposed procedure may have limitations as it might need to be more specific and address the specific challenges faced by individual public or governmental organizations.



The effectiveness of the suggested prioritization strategy may be affected by the variety of traits and individual situations in Public Institutions. While we have tried to account for variations in management and resources, it is crucial to identify any institutions that may require additional support or specific attention to fully address their needs within this proposal.



Our proposed strategy for information security may not cover all necessary aspects for evaluating a public organization, as a more thorough research and review process could have identified additional critical dimensions. Therefore, it is crucial to recognize the limitations of our proposal and continue exploring and updating it as new research and technologies emerge.



To ensure the accuracy and impartiality of our findings, we sought to minimize interpretation errors and biases in our study by adopting measures that involve multiple validation stages and criteria to identify potential inconsistencies or mistakes in the data.



Furthermore, we created visual aids to help analyze and comprehend the results. These aids allowed us to identify patterns and relationships that may have been missed during individual data reviews, eventually leading to the design of the AIM Triad.



In conclusion, we employed various methods to reduce errors in interpreting the data and study outcomes, including our research group’s individual assessments and visual aids to facilitate information analysis.




8. Conclusions and Future Work


Information security maturity, as assessed by any available maturity model, can be a hard target to reach since the needs and constraints of a given public institution can significantly differ from another, thus resulting in the need to follow different paths toward maturity. As a result, while maturity models provide snapshots of the information security status at a given moment, as well as identifying areas of improvement, the journey to maturity may vary substantially from one institution to another if the characteristics of the institution subject to evaluation is considered. Thus, the AIM Triad provides an overview of the possible paths that may be taken along this road. Since we did not introduce metrics for evaluating the impact of different choices, a comprehensive quality assessment cannot be derived yet at this stage. This aspect will be the subject of a forthcoming article that considers the use of quantitative mathematical models to support recommendations for prioritization.



In this sense, we intend to formalize a methodological proposal for prioritizing the implementation of an information security maturity model in the context of public organizations, by customizing this implementation according to their particular characteristics. This formalization will seek to systematize the prioritization strategy, detailing the artifacts, tools, actors, and products. Secondly, we expect to validate our proposal through quantitative and qualitative techniques, such as expert judgment and adoption studies. Finally, the applicability and effectiveness of the strategy will be tested through case studies in authentic contexts, with data from different public institutions.
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Figure A1. Representation of the systematic mapping. 
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Table A1. Articles used for analysis and results of systematic mapping.
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	Num.
	Article
	Cite
	Brief Description





	1
	A Big Data Maturity Model for Electronic Health Records in Hospitals
	[52]
	The article discusses the unique security risks of Electronic Health Record (EHR) systems and proposes a new maturity model to assess the security of EHR in hospitals. The proposed approach was evaluated through a case study and received positive results.



	2
	A Conceptual Consumer Data Protection Maturity Model for Government Adoption: South African Context
	[53]
	The article proposes a Consumer Data Protection Maturity Model (CDPMM) to help the South African government evaluate the progress of their Consumer Data Protection Framework (CDPF) implementation. The CDPF aims to improve Information Security (IS) compliance awareness among consumers through government-led training initiatives. The CDPMM was developed based on literature and evaluated through expert reviews. The article was published in 2021 by Springer Nature Switzerland AG.



	3
	A holistic cybersecurity maturity assessment framework for higher education institutions in the United Kingdom
	[54]
	The article suggests a cybersecurity assessment framework for Higher Education Institutes in the UK, which integrates all security and privacy regulations and best practices. The framework can be used for self-assessment or audit purposes and is web-based for benchmarking. Published by MDPI in 2020.



	4
	A Maturity Model for IT-Related Security Incident Management
	[55]
	In this study published by Springer Nature Switzerland AG in 2019, a maturity model is validated to measure an organization’s ability to escalate IT-related security incidents. Three Swedish health organizations use a self-assessment tool and incident managers are interviewed. The study finds that the model corresponded well with the organization’s ability to handle incidents for low and medium maturity levels.



	5
	A New Adaptive Cyber-security Capability Maturity Model
	[56]
	The article proposes a framework using maturity models to evaluate organizational performance and improve the level of security. Maturity models determine the level of maturity achieved using specific criteria and are commonly used to measure an organization’s security level. The proposed framework focuses on information security and technology maturity to help organizations achieve their desired state.



	6
	A proposed maturity model for Himachal Pradesh government e-Services
	[42]
	The paper proposes a maturity model for the e-services of the Himachal Pradesh government in India, with a focus on accessibility and functionality. It also addresses the major concerns of information security in the e-service portal and provides a proposed solution. The model and solution are intended to help the government improve its e-services and portal security.



	7
	A structured comparison of the corporate information security maturity level
	[57]
	This article suggests using a maturity model to measure the level of information security controls in organizations, as a direct measurement is not possible. The analytic hierarchy process (AHP) can be used to compare the level of maturity of information security controls and rank companies. Real data from a large international media and technology company was used to validate the approach.



	8
	A technological analysis of Colombia’s cybersecurity capacity: a systemic perspective from an organizational point of view
	[58]
	The paper examines Colombia’s cybersecurity capacity, specifically incident response and critical infrastructure protection, using a dynamics system paradigm and simulation model. It proposes policies for organizational sensitivity to cybersecurity risks and aims to assist decision-makers in investing in cybersecurity development. However, the study is limited to one organization.



	9
	Addressing SME Characteristics for Designing Information Security Maturity Models
	[59]
	The article proposes using maturity models to assess organizational performance and progress towards a desired state, specifically in the area of information security. It suggests a framework for evaluating organizational maturity based on information security and technology maturity. The aim is to help organizations improve their level of security.



	10
	Adopting security maturity model to the organizations’ capability model
	[60]
	The paper proposes a security maturity model that classifies organizations into five levels based on their technology and process capability. The model helps bridge cybersecurity gaps and assists auditors in measuring the organization’s security level and developing automated countermeasures. The authors applied the model in two case studies in Yemen.



	11
	Advanced approach to information security management system utilizing maturity models in critical infrastructure
	[61]
	The article proposes an information security maturity model for critical infrastructure, as current methods lack connectivity. The model was tested on the thermal power sector in the Republic of Korea and can provide useful insights for future research or practical application of infrastructure ISMSs.



	12
	An Analysis of Assessment Approaches and Maturity Scales Used for Evaluation of Information Security and Cybersecurity User Awareness and Training Programs: A Scoping Review
	[31]
	This study aims to identify the approaches used to assess information security and cybersecurity user awareness and training programs, with a focus on two objectives: identifying the measurements used to assess program effectiveness and studying the use of maturity models to measure program progress. A Scoping Literature Review was conducted, revealing a gap in the current literature on program assessment, with only five papers and two maturity models addressing the issue.



	13
	An explanatory review on cybersecurity capability maturity models
	[25]
	The article discusses the need for updated cybersecurity measures in public and private sectors due to growing cyber threats. CMMs are used to measure an organization’s cybersecurity readiness, but the review found that most models lack a validation process and are designed for specific purposes and organization sizes.



	14
	An extended digital forensic readiness and maturity model
	[62]
	The study develops a digital forensic maturity assessment model (DFMM) for enterprises by utilizing feedback from forensic experts. The DFMM model was validated through semi-structured interviews, and key changes were introduced to enhance the model. The study provides access to a non-proprietary DFMM maturity model for practitioners, academics, and organizations.



	15
	Application of a fuzzy analytic hierarchy process to select the level of a cyber resilient capability maturity model in digital supply chain systems
	[63]
	The study proposes a fuzzy analytic hierarchy process (AHP) approach to determine the cyber resilient capability maturity level in the digital supply chain. The proposed method is applied in 9 SME companies to test the assessments, and the result indicates that the identify factor is the most important, followed by protect, detect, respond, recover, and continuity.



	16
	Assessing information security performance of enterprise internal financial sharing in a cloud computing environment using analytic hierarchy process
	[64]
	The aim of this work is to improve enterprise efficiency by addressing issues such as high financial costs and low management efficiency. The study proposes an information security maturity model with four indicators: information security strategy, technology, organization, and operation.



	17
	Assessing the maturity of national cybersecurity and resilience
	[65]
	Article overview of maturity levels and assessment methodologies for evaluating cybersecurity and resilience. Different maturity models and assessment frameworks are compared and analyzed for their usefulness in designing national cybersecurity strategies and programs to achieve cyber resilience.



	18
	Assessment of national cybersecurity capacity for countries in a transitional phase: The spring land case study
	[66]
	The paper discusses the importance of cybersecurity capacity building and presents the results of two qualitative studies using the Cybersecurity Capacity Maturity Model (CCMM) for nations to analyze Spring Land’s cybersecurity capacity.



	19
	Building a Maturity Framework for Big Data Cybersecurity Analytics
	[67]
	The article proposes a maturity framework for big data cybersecurity analytics. This framework has seven dimensions across five stage levels: organization, human, infrastructure, data management, analytics application, governance, and security.



	20
	Comparative study of cybersecurity capability maturity models
	[68]
	The article discusses the common elements among these models and notes that each model has its own unique fields of application. This article aims to provide a comprehensive overview of the most widely used cybersecurity capability maturity models. © Springer International Publishing AG 2017.



	21
	CTI-SOC2M2-The quest for mature, intelligence-dr iven secur ity operations and incident response capabilities
	[69]
	This article discusses the importance of cyber threat intelligence (CTI) and its sharing to cope with advanced threats and strongly influence security capabilities.



	22
	Current cybersecurity maturity models: How effective in the healthcare cloud?
	[70]
	The study presents a literature review of maturity models for cloud security assessment in healthcare and argues the need for a cloud security maturity model for healthcare organizations.



	23
	Cyber Hygiene Maturity Assessment Framework for Smart Grid Scenarios
	[71]
	The article describes the Secure and PrivatE smArt gRid (SPEAR) Horizon 2020 project’s development of a Cyber Hygiene Maturity assessment Framework (CHMF) for Smart Grids. The CHMF is designed to evaluate the Cyber Hygiene Level (CHL) of Smart Grids against common and unexpected threats, and to provide a cyber-health check for Smart Grid operator organizations.



	24
	Cybercrimes and defense approaches in vehicular networks
	[72]
	The chapter focuses on the challenges of securing defense systems and identifying information leakage and sharing points. It discusses the expansion of defense networks, the resulting security challenges, and various cyberattacks commonly found in defense networks.



	25
	Cybercriminal approaches in big data models for automated heavy vehicles
	[73]
	The chapter provides a comparative analysis of cybersecurity maturity models and introduces major classes of automated heavy vehicles, recent trends, driver assistance facilities, wireless networks, and cyberattacks on vehicle infrastructure.



	26
	Cybersecurity for railways – A maturity model
	[74]
	The chapter highlights the increasing frequency and severity of cyber-attacks in various sectors, including railways, and the need to move towards advanced security analytics and automation to prevent security breaches.



	27
	Cybersecurity for the Smart Grid
	[75]
	This article provides an overview of cybersecurity principles for the smart grid, including cyber-physical security and specific models such as the Electricity Subsector Cybersecurity Capability Maturity Model.



	28
	Cybersecurity maturity assessment of a critical infrastructure organisation—approach and obsvervations
	[76]
	The paper presents an assessment approach that includes semi-structured interviews, NIST cybersecurity framework, responsibility assignment matrix, and maturity model to collect and analyze data on people, process, and technology aspects of cybersecurity.



	29
	Cybersecurity maturity model for providing services in the financial sector in Peru
	[77]
	The paper proposes a CMM for the financial sector, including cloud security and privacy capabilities, measured on a 5-level maturity scale. It was validated with pilot studies in two financial entities, showing an average acceptance level of 4.3 and maturity level of 3. Preliminary results were used to propose activities to eliminate gaps and improve capabilities.



	30
	Cybersecurity maturity model for the Brazilian Federal Government Agencies
	[44]
	This paper presents a CMM for Brazilian Federal Public Administration agencies. The model was developed through qualitative research analyzing existing models and using content analysis to set the model domains. An online questionnaire was used to apply the model to 35 agencies, revealing low cybersecurity maturity.



	31
	Cybersecurity workforce in railway: its maturity and awareness
	[78]
	This research paper evaluates cybersecurity maturity and awareness risk in railway transportation using two models: Railway-Cybersecurity Capability Maturity Model (R-C2M2) and Information Security Awareness Capability Model (ISACM).



	32
	Developing a cyber counterintelligence maturity model for developing countries
	[79]
	The paper proposes designing a cyber counterintelligence maturity model specifically for developing countries by discussing basic concepts of frameworks and maturity models and how they are utilized in developed countries for cybersecurity.



	33
	Development of Cyber Resilient Capability Maturity Model for Cloud Computing Services
	[80]
	This research aimed to develop a cyber resilient model and maturity model, as well as a self-assessment model for the cyber resilient capability of cloud computing services. The researchers used NIST cybersecurity concepts and conducted in-depth interviews, focus-group discussions with experts, and data collection from cloud service providers.



	34
	Evaluating the Use of Technology Readiness Levels (TRLs) for Cybersecurity Systems
	[81]
	This paper proposes a cybersecurity capability readiness level system to assess the readiness status of cybersecurity systems for use. It compares and contrasts the existing readiness level systems and the CMM and proposes a new system based on the Technology Readiness Level (TRL) system. The paper defines and discusses the new system’s levels.



	35
	Evaluation model of the access control domain of the ISO 27002 standard applied to the database management process
	[82]
	This study analyzed the vulnerabilities of the Database Management process in two institutions using the ISO 27002 access control domain and ISM3 maturity model. Four categories with 14 questions were established and evaluated through interviews, observations, and technical tests.



	36
	Incorporating Systems Thinking into a Cyber Resilience Maturity Model
	[83]
	The authors propose a systems thinking approach to cyber resilience, considering critical infrastructure and services as a system of systems.They suggest exploring cyber resilience as a system property and discuss dimensions of operation and domains of practice that are embedded in a sectoral cyber resilience maturity model.



	37
	Information and cybersecurity maturity models: a systematic literature review
	[20]
	This paper addresses the lack of maturity and convergence in information security maturity evaluation by using a systematic literature review to identify gaps in existing research. The authors highlight the influence of ISO/IEC 27001/27002 and the need for further investigation into ISO 21827.



	38
	Information security management systems—A maturity model based on ISO/IEC 27001
	[84]
	This paper proposes a maturity model for ISMS planning, implementation, monitoring, and improvement based on ISO/IEC 27001. The model is an assessment tool for organizations to determine their current ISMS maturity level and develop an improvement plan based on best practices to reach their target maturity level. The model’s effectiveness is evaluated through a multi-step perspective.



	39
	Information Security Maturity Model for Healthcare Organizations in the United States
	[85]
	This article presents a maturity model for improving information security in healthcare organizations in the US. The model includes specific performance metrics with relative importance measures to prioritize resources and mitigate the most significant security threats.



	40
	Information Security Multiprofile Maturity Model (ISM3)
	[86]
	This paper presents the Multiple Profile Model of Information Security Maturity (ISM3) which generates Individual Information Security Profiles (PISI). ISM3 is flexible and based on best practices and regulatory frameworks such as NIST, ISO, COBIT, and ITIL. The accompanying software tool generates PISIs for specific industries, entities, and subdivisions, with target values and specific metrics for criteria measurement.



	41
	Information Systems Maturity Level Assessment using the HISMM Framework: Case Study of State Hospital in Jakarta
	[87]
	This study evaluates the maturity level of the Information System in a hospital using the Healthcare Information System Maturity Model (HISMM) framework. The investigation was conducted by analyzing six relevant dimensions: Data Analysis, Strategy, People, Electronic Medical Records, Information Security, and IT Infrastructure System.



	42
	Internet financial security based on big data
	[88]
	The paper aims to analyze internet financial enterprises’ internal and external security challenges, identify information security risks and protection strategies to help improve information security construction. The authors use H Internet financial enterprises as a case study to assess the information security status and shortcomings and derive an optimization protection strategy.



	43
	ISFAM 2.0: Revisiting the information security assessment model
	[89]
	The paper discusses the importance of having an information security maturity model tailored to each organization’s organizational profile. It highlights the need for a well-fitted information security maturity model to support an organization fully.



	44
	Maturity Concept and Model Review
	[90]
	The paper discusses the importance of measuring and evaluating activities and processes to manage and improve them, particularly in information security management. It introduces the concept of a maturity model and briefly reviews existing models.



	45
	Maturity level assessments of information security controls: An empirical analysis of practitioners assessment capabilities
	[91]
	The use of maturity models to measure information security is widespread, but the quality of maturity level assessments has not been adequately investigated. This study aimed to analyze the accuracy of security managers’ ability to assess maturity levels of security controls using the COBIT maturity levels.



	46
	Maturity Model of Information Security for Software Developers
	[92]
	The paper discusses the need for software developers to protect their own information and their customers’ information. ISO 27001 is currently the most widely recognized standard for information security procedures. The paper presents an information security maturity model based on ISO 27001 designed for software developers.



	47
	Maturity models in cybersecurity: A systematic review [Modelos de Madurez en Ciberseguridad: una revisión sistemática]
	[24]
	Based on a systematic review of studies published from 2012 to 2017, this study aimed to determine the most commonly used CMM. Out of 201 articles found that mentioned different maturity models, 12 primary articles were selected to identify the most used models.



	48
	Maturity of information systems security in selected private Banks in Ethiopia
	[93]
	The paper discusses the importance of information system security in organizations and the need to determine the maturity level of information security governance. It focuses on a study to measure the information system security maturity level of private banks in Ethiopia using the SSE-CMM maturity model and ISO/IEC 27001 information security control areas.



	49
	Method for Designing Countermeasures for Crypto-Ransomware Based on the NIST CSF
	[94]
	This paper proposes a method for designing countermeasures to address the growing problem of crypto-ransomware attacks. The proposed model is based on the NIST 800-53 revision 4 standard and the Information Security Maturity Model published by ISACA in the COBIT Focus magazine.



	50
	Modelling adaptive information security for SMEs in a cluster
	[95]
	The paper presents a method for adapting an Information Security Focus Area Maturity (ISFAM) model to the organizational characteristics (OCs) of a small- and medium-sized enterprise (SME) cluster.



	51
	Novel Maturity Model for Cybersecurity Evaluation in Industry 4.0
	[96]
	This paper focuses on the need for adequate IT security measures in the manufacturing industry in the context of Industry 4.0. As networking in the production environment increases, the number of attack surfaces also increases, making cybersecurity a critical concern for companies.



	52
	Organisational Information Security Management Maturity Model
	[97]
	The paper discusses the importance of Information Security Management (ISM) in protecting the confidentiality, integrity, and availability of information in organizations. Despite compliance with ISM requirements, many organizations continue to suffer from security incidents, indicating low maturity levels in ISM implementation.



	53
	Personal data protection maturity model for the micro financial sector in Peru
	[98]
	The microfinance sector is crucial for the economic development of developing countries, as it promotes the integration and growth of all social classes. With the increasing volume of data generated by transactions and operations in this sector, it is important to manage personal data privacy policies effectively to comply with regulations, make informed decisions, and improve processes.



	54
	Security maturity model of web applications for cyber attacks
	[99]
	Given the projected increase in cyberattacks on the healthcare sector and the lack of widely available security maturity models with post-evaluation monitoring, there is a need to propose a simple and applicable security maturity model for web applications against cyberattacks in the healthcare sector. This proposed model will be based on the International Professional Practice Framework.



	55
	Semi-automated Information Security Risk Assessment Framework for Analyzing Enterprises Security Maturity Level
	[43]
	The weakness of employees in organizations remains a significant vulnerability despite millions spent on high-level security systems. Lack of training and expertise can result in cybercrime, and a shortage of qualified cyber-security staff further exacerbates the problem. A semi-automated risk assessment framework and security maturity model based on ISO 27001 and relevant standards are proposed to address this issue, which can help auditors, security officers and managers.



	56
	Smart Secure: A Novel Risk-based Maturity Model for Enterprise Risk Management during Global Pandemic
	[100]
	The authors propose a CMM called ’Smart Secure’ to guide security leaders in risk-based cybersecurity management. The model helps distribute resources based on the criticality of the application, resulting in efficient cybersecurity funding and improved overall cybersecurity posture for the organization.



	57
	Steps to design a maturity model with an agile framework for the implementation of IT security management systems aligned to the policies of the Colombian government for the public sector
	[101]
	Currently, public sector companies may struggle with implementing and measuring the maturity of their information security and privacy models, despite having them in place. This proposal offers guidelines and steps to design a maturity model based on an agile framework that can be adapted to their specific needs and resources. The process follows an exploratory methodology in phases to achieve the proposed outcome.



	58
	The cybersecurity governance in changing the security psychology and security posture: Insights into e-procurement
	[102]
	This study aims to identify effective practices for cybersecurity governance by examining and synthesizing existing CMMs and frameworks from the literature and industry. The study analyzed and compared prominent cybersecurity maturity models, such as the Cybersecurity Governance Maturity Model (CSGMM) and Cyber Preparedness (Cyber Prep) framework, and identified 12 practical measures for effective cybersecurity governance for manufacturing firms.



	59
	Towards a cyber counterintelligence maturity model
	[103]
	This paper argues for a new approach to cyber security that incorporates Cyber Counterintelligence (CCI) as a core component. The paper explores the need for CCI practices in both government and private business, and argues for the effectiveness of a multi-disciplinary and integrated CCI approach. It discusses the need for a CCI maturity model and proposes an appropriate CCI framework as the underlying basis for such a model.



	60
	Towards an information security awareness maturity model
	[104]
	The continuous improvement of Information Security Awareness (ISA) is important and can be assessed using Maturity Models (MM). The Integrated Behavioral Model (IBM), which includes knowledge, attitude, and habit, was used as a definition of ISA in a research project. A systematic literature review was conducted to determine if a MM based on the IBM can be defined to assess ISA maturity. However, no existing MM for information security considers all aspects of the IBM, unlike MM in other fields that deal with human factors.
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Table A2. Classification of the maturity models domains.
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Goal

	
Culture and Society

	
Situational Awareness

	
Standards and Technology

	
Architecture

	
Threat and Vulnerability

	
Program

	
Workforce

	
Asset, Change, and Configuration

	
Legal and Regulatory Framework

	
Incident Detection and Response

	
Policy and Strategy

	
Knowledge and Capabilities

	
Risk






	
SP-CMM

	
Secure Engineering and Architecture

	

	

	

	
✓

	

	

	

	

	

	

	

	

	




	
Asset Management

	

	

	
✓

	

	

	

	

	
✓

	

	

	

	

	




	
Business Continuity and Disaster Recovery

	

	

	

	
✓

	

	
✓

	

	

	

	
✓

	

	

	




	
Change Management

	

	

	

	

	

	

	

	
✓

	

	

	

	

	




	
Configuration Management

	

	

	

	

	

	

	

	
✓

	

	

	

	

	




	
Continuous Monitoring

	

	

	

	

	

	

	

	
✓

	

	
✓

	

	

	




	
Incident Response

	

	

	

	

	

	

	

	

	

	
✓

	

	

	




	
Compliance

	

	

	
✓

	

	

	

	

	

	
✓

	

	

	

	




	
Security and Privacy Governance

	

	

	
✓

	

	

	

	

	

	
✓

	

	
✓

	

	




	
Security Awareness and Training

	
✓

	
✓

	

	

	

	

	
✓

	

	

	

	

	
✓

	




	
Risk Management

	

	

	

	

	

	

	

	

	

	

	

	

	
✓




	
Vulnerability and Patch Management

	

	

	

	

	
✓

	

	

	

	

	
✓

	

	

	




	
Human Resources Security

	
✓

	
✓

	

	

	

	

	
✓

	

	

	

	

	

	




	
Assurance

	

	

	

	

	
✓

	

	

	
✓

	

	

	

	

	




	
Capacity and Performance Planning

	

	

	

	

	

	
✓

	

	

	

	

	

	

	




	
Cloud Security

	

	

	

	
✓

	

	

	

	

	

	

	

	

	




	
Cryptographic Protections

	

	

	

	

	
✓

	

	

	

	

	

	

	

	




	
Data Classification and Handling

	

	

	

	

	

	

	

	
✓

	

	

	

	

	




	
Embedded Technology

	

	

	
✓

	

	

	

	

	
✓

	

	

	

	

	




	
Endpoint Security

	

	

	

	

	
✓

	

	

	
✓

	

	

	

	

	




	
Identification and Authentication

	

	

	

	

	
✓

	

	
✓

	
✓

	

	

	

	

	




	
Maintenance

	

	

	

	

	

	
✓

	

	

	

	

	

	

	




	
Mobile Device Management

	

	

	

	

	

	

	

	
✓

	

	

	

	

	




	
Network Security

	

	

	

	

	
✓

	

	

	
✓

	

	

	

	

	




	
Physical and Environmental Security

	

	

	

	

	

	

	

	
✓

	
✓

	

	

	

	
✓




	
Privacy

	

	

	

	

	

	

	
✓

	

	
✓

	

	

	

	




	
Project and Resource Management

	

	

	

	

	

	
✓

	
✓

	
✓

	

	

	

	

	




	
Security Operations

	

	

	
✓

	

	

	
✓

	
✓

	
✓

	

	

	

	

	




	
Technology Development and Acquisition

	

	

	
✓

	

	

	

	

	
✓

	
✓

	

	

	

	




	
Threat Management

	

	

	

	

	
✓

	

	

	
✓

	

	

	

	

	




	
Third-Party Management

	

	

	

	

	
✓

	

	

	
✓

	
✓

	

	

	

	




	
Web Security

	

	

	

	
✓

	
✓

	

	

	
✓

	

	

	

	

	




	
OC2M2

	
Cybersecurity Policy and Strategy

	

	

	

	

	

	

	

	

	

	

	
✓

	

	




	
Cybersecurity Culture and Society

	
✓

	

	

	

	

	

	

	

	

	

	

	

	




	
Cybersecurity Knowledge and Capabilities

	

	

	

	

	

	

	

	

	

	

	

	

	
✓




	
Legal and Regulatory Frameworks

	

	

	

	

	

	

	

	

	
✓

	

	

	

	




	
Standards and Technologies

	

	

	
✓

	

	

	

	

	

	

	

	

	

	




	
C2M2

	
Cybersecurity Architecture

	

	

	

	
✓

	

	

	

	

	

	

	

	

	




	
Asset, Change and Configuration Management

	

	

	

	

	

	

	

	
✓

	

	

	

	

	




	
Event and Incident Response, Continuity of Operations

	

	

	

	

	

	

	

	

	

	
✓

	

	

	




	
Situational Awareness

	

	
✓

	

	

	

	

	

	

	

	

	

	

	




	
Risk Management

	

	

	

	

	

	

	

	

	

	

	

	

	
✓




	
Third-Party Risk Management

	

	

	

	

	

	

	

	

	

	

	

	

	
✓




	
Threat and Vulnerability Management

	

	

	

	

	
✓

	

	

	

	

	

	

	

	




	
Workforce Management

	

	

	

	

	

	

	
✓

	

	

	

	

	

	




	
Identity and Access Management

	

	

	

	

	
✓

	

	
✓

	
✓

	

	

	

	

	




	
Cybersecurity Program Management

	

	

	

	

	

	
✓

	

	

	

	

	

	

	




	
NIST CSF

	
Asset Management

	

	

	
✓

	

	

	

	

	

	

	

	

	

	




	
Governance

	

	

	

	

	

	
✓

	

	

	
✓

	

	
✓

	

	




	
Awareness and Training

	
✓

	
✓

	

	

	

	

	

	

	

	

	

	
✓

	




	
Risk Assessment

	

	

	

	

	

	

	

	

	

	

	

	

	
✓




	
Risk Management

	

	

	

	

	

	

	

	

	

	

	

	

	
✓




	
Access Control

	

	

	

	

	
✓

	

	
✓

	
✓

	

	

	

	

	




	
Business Environment

	

	

	

	

	

	

	

	

	
✓

	

	
✓

	

	




	
Data Security

	

	

	
✓

	

	
✓

	

	

	

	

	
✓

	

	
✓

	




	
Information Protection Processes and Procedures

	

	

	
✓

	
✓

	

	

	

	

	

	

	

	

	




	
[44]

	
Asset Management

	

	

	

	

	

	

	

	
✓

	

	

	

	

	




	
Continuity Management

	

	

	

	

	

	

	

	

	

	
✓

	

	

	




	
Cybersecurity Governance

	

	

	

	

	

	

	

	

	

	

	
✓

	

	




	
Training, Awareness, and Culture

	
✓

	
✓

	

	

	

	

	

	

	

	

	

	
✓

	




	
Risk Management

	

	

	

	

	

	

	

	

	

	

	

	

	
✓




	
Threat and Vulnerability Management

	

	

	

	

	
✓

	

	

	

	

	

	

	

	




	
Access Management

	

	

	

	

	
✓

	

	
✓

	
✓

	

	

	

	

	




	
Information exchange

	

	

	

	

	
✓

	

	

	

	
✓

	

	
✓

	

	




	
Technological Infrastructure

	

	

	
✓

	
✓
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Figure 1. Stages adopted from the methodology for developing maturity models [8]. 
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Figure 2. Stages of the systematic mapping. 
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Figure 3. Search execution and filtering summary. 
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Figure 4. Article classification into three types. 
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Figure 5. Awareness—Infrastructure—Management (AIM) Triad. 
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Figure 6. Prioritization cycle. 
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Table 1. Categories and Maturity labels of NIST-CSF.
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	Categories:
	Maturity Levels:





	– Identify.
	– Level 1—Initial.



	– Protect.
	– Level 2—Repeatable.



	– Detect.
	– Level 3—Defined.



	– Respond.
	– Level 4—Managed.



	– Recover.
	– Level 5—Optimized.
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Table 2. SP-CMM Domains.
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Domains






	
1. Security and Privacy Governance

	
17. Assurance




	
2. Asset Management

	
18. Maintenance




	
3. Business Continuity and Disaster Recovery

	
19. Mobile Device Management




	
4. Capacity and Performance Planning

	
20. Network Security




	
5. Change Management

	
21. Physical and Environmental Security




	
6. Cloud Security

	
22. Privacy




	
7. Compliance

	
23. Project and Resource Management




	
8. Configuration Management

	
24. Risk Management




	
9. Continuous Monitoring

	
25. Secure Engineering and Architecture




	
10. Cryptographic Protections

	
26. Security Operations




	
11. Data Classification and Handling

	
27. Security Awareness and Training




	
12. Embedded Technology

	
28. Technology Development and Acquisition




	
13. Endpoint Security

	
29. Third-Party Management




	
14. Human Resources Security

	
30. Threat Management




	
15. Identification and Authentication

	
31. Vulnerability and Patch Management




	
16. Incident Response

	
32. Web Security
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Table 3. Research question and motivating.
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	Research Question
	Motivating 2





	RQ1: How many studies focus on maturity models for evaluating information security or cybersecurity?
	Data



	RQ2: How many of those studies propose maturity models specifically for assessing information security or cybersecurity in governmental/public institutions?
	Data
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Table 4. Comparative table of revised maturity models.
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	Characteristics
	SP-CMM
	OC2M2
	C2M2
	NIST CSF
	[44]





	Purpose
	General
	General
	General
	General
	Specific



	Domains
	24
	6
	12
	10
	9



	Levels
	6
	5
	4
	5
	4
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Table 5. Dimensions and their definitions of the proposed Maturity Model.
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	Dimensions
	Description





	Culture and Society
	Refers to the culture and values of an organization and its impact on cyber security. It is about how an organization promotes and fosters cyber security awareness among its employees, suppliers, and customer.



	Situational Awareness
	Ability of an organization to detect, analyze and understand cybersecurity risks and threats in real-time and at different levels of the organization.



	Standards and Technology
	Use of established cybersecurity standards and technologies to protect an organization’s systems and data.



	Architecture
	Refers to designing and implementing a secure and robust technology infrastructure to protect an organization’s assets and data. Security architecture ranges from network and system protection to data and application security.



	Threat and Vulnerability
	An organization’s ability to identify, assess and mitigate the security risks associated with the threats and vulnerabilities it faces.



	Program
	Refers to an organization’s cybersecurity strategy and planning. An effective cyber security program should be aligned with the organization’s business objectives, identify critical assets and associated risks, and establish policies and procedures for cyber security management. It should also include the designation of a cybersecurity team and the assignment of clear roles and responsibilities.



	Workforce
	The set of employees and contractors of an organization who have access to systems and data critical to the operation of the business. This includes workers who handle information technology and security and employees who do not work directly in those areas but still have access to confidential systems and data.



	Asset, Change, and Configuration
	Refers to the management and control of an organization’s information technology assets, as well as the management of changes and configurations of these assets. Assets include all systems, applications, data, and network components critical to an organization’s business. Asset management involves the identification, classification, and prioritization of assets, as well as the ongoing monitoring and maintenance of assets. In addition, asset management also includes the safe disposal of assets at the end of their life cycle.



	Legal and regulatory Framework
	Refers to laws and regulations governing information security and data privacy in a particular jurisdiction. These laws and regulations may come from various sources, such as government, industry, or the private sector, and compliance with them is mandatory for organizations operating in that jurisdiction.



	Incident detection and response
	An organization’s ability to detect, respond to, and recover from cybersecurity incidents. This includes early identification of potential security threats, rapid and effective response to incidents, and recovery of affected systems and data.



	Policy and Strategy
	Refers to an organization’s ability to establish clear and effective policies and strategies for information security and cybersecurity management. This includes defining security objectives, identifying risks and threats, and creating policies and procedures to manage and mitigate these risks. The importance of “Policy and Strategy” in a CMM is that well-defined and communicated policies and strategies are the foundation for effective information security and cybersecurity management.



	Knowledge and capabilities
	Refers to an organization’s ability to have a thorough understanding of information security and cybersecurity and to develop and maintain the skills and capabilities necessary to protect the organization’s systems and data. The importance of “Knowledge and capabilities” in a CMM lies in the fact that an organization can only be as secure as its personnel’s cybersecurity skills and knowledge.



	Risk
	Refers to an organization’s ability to identify, assess and manage the risks associated with information security and cybersecurity. The importance of “Risk” in a CMM is that risk management is essential to ensure that the organization can adequately protect its information assets and minimize the impact of potential security breaches.
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