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Abstract: Vehicular ad hoc networks (VANETS) are used for vehicle to vehicle (V2V) and vehicle to
infrastructure (V2I) communications. They are a special type of mobile ad hoc networks (MANETs)
that can share useful information to improve road traffic and safety. In VANETs, vehicles are
interconnected through a wireless medium, making the network susceptible to various attacks, such
as Denial of Service (DoS), Distributed Denial of Service (DDoS), or even black hole attacks that
exploit the wireless medium to disrupt the network. These attacks degrade the network performance
of VANETs and prevent legitimate users from accessing resources. VANETs face unique challenges
due to the fast mobility of vehicles and dynamic changes in network topology. The high-speed
movement of vehicles results in frequent alterations in the network structure, posing difficulties
in establishing and maintaining stable communication. Moreover, the dynamic nature of VANETs,
with vehicles joining and leaving the network regularly, adds complexity to implementing effective
security measures. These inherent constraints necessitate the development of robust and efficient
solutions tailored to VANETS, ensuring secure and reliable communication in dynamic and rapidly
evolving environments. Therefore, securing communication in VANETs is a crucial requirement.
Traditional security countermeasures are not pertinent to autonomous vehicles. However, many
machine learning (ML) technologies are being utilized to classify malicious packet information and a
variety of solutions have been suggested to improve security in VANETs. In this paper, we propose
an enhanced intrusion detection framework for VANETs that leverages mutual information to select
the most relevant features for building an effective model and synthetic minority oversampling
(SMOTE) to deal with the class imbalance problem. Random Forest (RF) is applied as our classifier,
and the proposed method is compared with different ML techniques such as logistic regression (LR),
K-Nearest Neighbor (KNN), decision tree (DT), and Support Vector Machine (SVM). The model is
tested on three datasets, namely ToN-IoT, NSL-KDD, and CICIDS2017, addressing challenges such as
missing values, unbalanced data, and categorical values. Our model demonstrated great performance
in comparison to other models. It achieved high accuracy, precision, recall, and f1 score, with a
100% accuracy rate on the ToN-IoT dataset and 99.9% on both NSL-KDD and CICIDS2017 datasets.
Furthermore, the ROC curve analysis demonstrated our model’s exceptional performance, achieving
a 100% AUC score.

Keywords: attacks; intrusion detection; machine learning; security; VANET

1. Introduction

VANET is a subclass of MANET that enables wireless communication among vehicles
and infrastructure devices to improve traffic safety and efficiency [1,2]. VANET comprises

Appl. Sci. 2023, 13, 7488. https:/ /doi.org/10.3390/app13137488

https://www.mdpi.com/journal/applsci


https://doi.org/10.3390/app13137488
https://doi.org/10.3390/app13137488
https://creativecommons.org/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://www.mdpi.com/journal/applsci
https://www.mdpi.com
https://orcid.org/0000-0003-1575-8140
https://orcid.org/0000-0002-0993-2854
https://orcid.org/0000-0002-6511-1460
https://doi.org/10.3390/app13137488
https://www.mdpi.com/journal/applsci
https://www.mdpi.com/article/10.3390/app13137488?type=check_update&version=4

Appl. Sci. 2023,13, 7488

2 of 21

two types of nodes: on-board units (OBUs) that are installed in vehicles; and roadside units
(RSUs) that are deployed along the roads. The vehicular communication module (VCM)
is responsible for routing the traffic data from other VANET nodes to the vehicle devices,
facilitating effective vehicle monitoring and management [3].

Even though VANET has achieved significant improvements in its domain, the security
challenge still remains the biggest challenge. This problem is a direct threat to the quality of
human life and constitutes one of the major difficulties faced by VANETs. Various types of
attacks may impact VANETs as the vehicles are linked over a wireless medium. There are
many dangers, such as flooding, SQL injection, DoS, DDOS, Sybil, and Jamming attack [4,5],
which injects undesired traffic to a network and blocks the legitimate users from accessing
the resources. Furthermore, malicious software is a kind of code that takes control by
exploiting vulnerabilities in the network system [6]. Consequently, the security of vehicles
against intrusion became an important point, since traditional models of vehicles do not
include this aspect of safety. Since VANETs provide different forms of communication, as
V2V and V2I are linked to the Internet, they are vulnerable to different types of attacks,
which not only degrade the quality of traffic but also threaten human lives. Consequently,
the use of classical security mechanisms, such as encryption techniques or access control,
are not relevant to modern vehicles. Reactive systems, in particular intrusion detection
systems (IDSs), have been the subject of much attention these days, as they are able to
detect any possibility of cyberattacks on VANETs in order to improve their usability.

The objective of the present work is to develop and implement an intrusion detec-
tion model for VANETSs. To realize this model, we will use the RF classifier and several
techniques to improve the quality of the dataset usage and to have better results. Mainly,
the mutual information is used for the selection of the group of best features to build an
efficient model, the Synthetic Minority Over-sampling Technique (SMOTE) which is an
oversampling technique that helps to overcome the overfitting problem due to the random
oversampling. This technique is used in our case to deal with the imbalance problem be-
tween the classes and the one-hot encoding technique to convert the categorical information
into numerical data. We evaluated and compared the results obtained with the following
ML techniques: DT, KNN, LR, and SVM. The model was evaluated and compared using
three datasets—NSL-KDD, TON-IOT, and CICID2017—in order to validate the accuracy
and the efficiency of our system. These results confirm the performance and accuracy of
the proposed model.

The rest of the paper is structured as follows: Section 2 presents the background and
related work of VANETSs architecture, services, network security, and intrusion detection
methods. It also covers the relevant literature related to intrusion detection based on
machine learning, deep learning, and ensemble learning techniques. Section 3 details the
design of the proposed model. A discussion of the results and evaluation study of the
system is presented in Section 4. The conclusion and future work are presented in Section 5.

2. Background and Related works
2.1. Background

This section provides background and recent work that has focused on intrusion
detection approaches incorporating ML techniques for securing VANETs.

In VANET, vehicles are connected together using both V2V and V2I communication
through RSUs and mobile broadband such as 4G/LTE [7]. VANET services comprise
vehicular and road security services, efficiency and traffic control services, as well as info
services. The safety services for vehicles and roads are to reduce traffic accidents and the
death of vehicle users [8]. Efficiency and traffic control services focus on the improvement
of traffic flow, traffic management, as well as providing location and mapping information.
The objective of information services is to ensure the accessibility of the data, including the
transfer of multimedia data and the connection to the Internet [9,10]. The VANET commu-
nication architecture may be categorized as Wi-Fi-based ad hoc and hybrid wireless access
in vehicle environments (WAVE). In the Wi-Fi-based WAVE architecture, RSUs located
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along roadways are used as wireless access nodes which provide communication service to
vehicles in their area of coverage. In ad hoc architecture, a group of vehicles are forming
ad hoc networks by utilizing WAVE. Those networks work in an autonomous way, with
no infrastructure. For hybrid architecture, the cellular and ad hoc architectures employing
WAVE execute tasks in collaboration [11]. Initially, VANETSs utilized Dedicated Short Range
Communications (DSRC), using 75 MHz of bandwidth. The previous standards were not
adapted to the expected functions and uses of VANETs. Additional enabling communi-
cation is improving the reach of VANETs and enhancing connectivity to more types of
supporting technologies such as the Internet of Things (IoT) [12] and cloud computing [13].
Vehicular networks share the same characteristics as predictable ad hoc sensor networks,
such as self-structuring and lack of central control [14]. VANETs have some exclusive
challenges that force the design of the communication system and the security of its proto-
col [15]. VANETs constitute the technical basis for the visualization of Intelligent Transport
Systems (ITS). The vehicles are characterized by their V2V and V2I communication capa-
bilities [16]. The large number of nodes circulating inside the VANET network, with a
high degree of mobility and a high frequency of topological changes, constitute a major
challenge for this type of network as the nodes potentially move at high speed. In addition,
the challenge of the complexity of keeping the confidentiality of the information related to
the security is also a critical challenge, as the data contained in the messages exchanged in
the network are broadcasted to all the users of this network and must not be confidential.
Finally, vehicle communication capabilities can expose driver or user information such as
ID, speed, location, and mobility patterns, which poses a privacy issue. Regardless of the
need for message authentication and non-repudiation of safety messages, user and driver
privacy must be valued, especially location privacy and ambiguity [15]. Figure 1 presents
the architecture of VANET network, illustrating the different forms of communication.
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Figure 1. VANET Architecture.

VANETs have a direct connection to the Internet, which makes them susceptible to
many security problems. As a result, Intrusion Detection Systems IDSs are identified as
one of the leading strategies to address the challenges of VANET security. Specifically, IDSs
might be used to protect any network against attacks.

IDS is used to detect abnormal activities over a network [17-19]. IDSs are suggested to
detect attacks that are internal and not detectable by cryptographic systems. An IDS is gen-
erally implemented as the second layer of security following cryptography methods [20,21].
There are two different approaches of intrusion detection: the anomaly detection and the
misuse detection. The anomaly detection consists of defining and characterizing the right
static form or the correct dynamic behavior for the system and then the detection of changes
or illegal behaviors. It depends on being able to determine the wanted form or pattern of
the system and then discriminate whether that form or behavior are undesirable changes
or anomalies. The frontier between normal and abnormal form is definable because only
one different bit signals a failure. The frontier between normal and abnormal patterns
of behavior is harder to identify [22]. The second approach, misuse detection, consists
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of the identification of possible ways to access a system. Every one of these elements is
usually expressed as a model. The abuse detection system tracks the explicit patterns,
where the pattern could be either a string of bits or a sequence of suspicious actions [22]. In
various cases, both detection types are integrated in a combined and complementary form
in one system. Although, novel forms of pattern specification for abuse detection have
been created, and techniques designed for simple systems have been modified and adapted
to deal with intrusions in networks and distributed systems. System effectiveness and
monitoring have been enhanced, as have user interfaces, including those for specification
of new abuse patterns and interaction with the security administrator of the system. A
number of researchers have proposed IDS based on ML or DL methods. In vehicular
networks, IDSs examine traffic packets in the network to identify malicious activities. Two
different approaches to IDSs can be distinguished: for the first, the IDS is installed inside
the vehicle, and for the second, the IDS is installed on the RSU. LR [23] which is a modified
version of the linear regression method, is commonly used for classification issues. It is
helpful in applications like filtering spam and detecting intrusions. The probability of LR is
calculated according to Equation (1):

he = & (eTx) )

hg: the hypothesis function

X: the vector of feature input

0: the parameters of the LR

o: stands for the sigmoid function that defines the threshold o (r) = H%

DT [24], consisting of a tree graph composed of internal nodes representing the test on
an element, of branches showing the result of the test and of leaf nodes representing the
class label.

The Gini impurity is used as a dividing criterion, as presented in Equation (2):

G(D) = Y, (P(i) * (1 - P(i)) )

D: training dataset

C: class label collection

P(i): proportion with the label category I in C

KNN [25] is a non-parametric approach that does not anticipate the distribution of the
underlying data. It finds a group of k observations in the training ensemble that are most
similar to testing observation and attributes a label according to the common class of the
k neighbors.

Equation (3) represents the Euclidian distance which measures the difference between
two samples:

dloy) =\ 1 06 = %) ®)

d(x,y): Euclidian difference of two samples

x;: first observation

y;: second sampling

N: the observation

Reference [26] is a supervised ML approach that may be applied to solve classification
and regression problems. It belongs to the ensemble learning that couples multiple decision
trees to create a model to predict the class of a data with higher accuracy. SVM [27,28] is
a classification technique that deals with linear and non-liners datasets. This algorithm

consists in the identification of a hyperplane which enhances the distinction between
the classes.
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0: variance
||x — y||: Euclidean distance of two points.

2.2. Related Works

A number of researchers have proposed detection methods for IDS in VANET net-
works. Al-Jarrah et al. [29] combined the RF technique with a bidirectional feature selection
process of classification. The KDD-CUP99 was cleaned; duplicate data were eliminated;
and then, different techniques of preprocessing were applied, such as normalization and
discretization. RF-FSR gave excellent results of 99.90% classification, and RF/BER of 99.88%.
Ahmed [30] proposed an IDS for VANET using a dataset called ToN-IoT. They used several
techniques to resolve class imbalance, missing data, and encoding of categorical values. The
proposed model showed the following results: LR 60.9% of accuracy, NB 51.3%, DT 87%,
RF 87%, Adaboost 43.6%, KNN 97.1%, SVM 75.1%, and XGBoost 98%. In this paper, a ML-
based IDS was developed by the authors [31] in order to identify the intrusions in VANETs.
To guarantee the security of group leaders, they applied an artificial neural network (ANN),
and to detect abusive multipoint relays, they employed SVM. Compared with the preceding
ML-based approaches, the findings result indicated that the implemented approach had
higher robustness and reliability. Wahab et al. [32] provided a model for multi-decisional
intelligent detection named CEAP that conforms to one of the most important characteris-
tics of VANETs—that they are highly mobile with a high detection rate and low costs. They
used SVM for classifying intelligent vehicles as cooperating or misbehaving. The results
obtained by the model based on the density scenario of the network are 99.13% for linear
kernel, 99.04% for multilayer perception kernel, 99.13% for quadratic kernel, 99.35% for
polynomial kernel, and 99.67% gaussian radial basis function kernel. H. Bangui, M. Ge, and
B. Buhnova [33] have developed an application based on the RF to identify possible intru-
sions on the network. It is integrated with the post-detection phase by utilizing the benefits
of the coresets as well as the clustering algorithms. The proposed method had a maximum
accuracy of 96.93%, while the smallest accuracy was obtained with Bayesian-Coresets of
82.4%, CNN 95.14%, and SVM 85.2%. The authors in [34] developed a proposed framework
using a VANET system network and a multiple agent system of communication which
contributes to smart traffic management, helping to make it efficient. In this study [35], an
ML-based method is introduced to classify misbehaviors in VANETs. The authors propose
a security framework that utilizes packet manipulation to distinguish between malicious
and legitimate nodes. The classification process incorporates features like node speed devi-
ation, RSS, and packet delivery and drop counts. The evaluation includes both binary and
multi-class approaches, and experiments are conducted in the NCTUns-5.0 simulator using
various scenarios. The results demonstrate the effectiveness of the proposed framework in
accurately classifying misbehaviors in VANETs, with Random Forest and J-48 classifiers
exhibiting superior performance compared to other methods. A novel ECRDP approach of
routing has been put forward in [36]. The authors of [37] proposed a new routing protocol
based on clustering. Khattab M et al. [32], propose CEAP, a multi-decision intelligent
detection model tailored for VANETs. The model utilizes cooperative monitoring and SVM
learning to achieve higher detection rates with minimal overhead. To address the highly
mobile nature of VANETs, CEAP is implemented on top of the VANET QoS-OLSR proto-
col, which considers vehicle mobility metrics for stable clustering and extended network
lifetime. Additionally, a propagation algorithm is introduced to reduce the exchange of
redundant information and repeated detection steps. Simulation results demonstrate that
CEAP outperforms other detection techniques in terms of accuracy, attack detection rate,
false positive rate, and packet delivery ratio in high mobility scenarios. Omar A et al. [38]
introduce a probabilistic cross-layer Intrusion IDS that incorporates ML techniques. The
IDS demonstrates a detection accuracy exceeding 90% for spoofing attacks. The authors
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introduce a new metric named Position Verification using Relative Speed (PVRS), which
significantly influences the classification results. PVRS compares the observed distance
between communicating nodes, as captured by On-Board Units (OBU), with the estimated
distance obtained through the calculation of relative speed values using exchanged signals
in the Physical (PHY) layer. The proposed IDS presents an effective approach to detect
spoofing attacks in VANETs. D. Kosmanos et al. [39] emphasizes the implementation of
Software-Defined Network (SDN) in IoT networks to provide a more cost-effective solution
compared to traditional hardware components. The paper delves into the application
of IDS within SDN-based IoT networks, presenting a comprehensive analysis of various
studies and conducting comparisons. The primary objective of this survey is to introduce
innovative research avenues for SDN-based IoT networks. Additionally, the paper explores
the integration of blockchain technology as a means to enhance security in SDN-based
IoT networks. Abro et al. [40] examine recent advancements in electric vehicles (EVs)
and emerging technologies for e-mobility by 2030. It highlights the benefits of integrating
autonomous features in EVs to improve safety and fuel efficiency. The research addresses
research gaps and proposes solutions for intelligent vehicles, emphasizing the importance
of real-world data and exploring various EV-related fields. In this article [41], a novel
approach is introduced for the early and accurate detection of botnet attacks, utilizing
common network traffic patterns and temporal features. The study evaluates and compares
different ML algorithms, including DT, probabilistic neural network, sequential minimal
optimization, and Adaboost classifiers, against existing research. The findings demonstrate
the effectiveness of the proposed approach, achieving an impressive true positive rate of
99.7%, and emphasize the significance of incorporating temporal features to enhance botnet
detection efficiency. This article [42] introduces a unique simulation technique to create the
VANET network distributed DOS dataset, specifically designed for VANET. The dataset
captures essential aspects such as network architecture, traffic density, attack intensity, and
node mobility, offering comprehensive information on distributed denial of service attacks.
Comparisons with existing studies confirm the novelty of the dataset, while the evaluation
of various ML models demonstrates their high accuracy rates exceeding 99.5%, except for
the SVM achieving 97.3%.

After examining the recent work outlined in Table 1, we have identified numerous
challenges and limitations. VANETSs, characterized by high vehicle mobility, shared network
medium, and the absence of centralized security devices like firewalls and authentication
servers, are highly susceptible to attacks on wired networks. Managing the growing
volume of vehicular traffic in urban environments poses a significant challenge for IDS.
Additionally, VANET networks and their critical infrastructure interface face ongoing
security challenges in terms of rapidly transmitting, receiving, archiving, and retrieving
information across the network. To address these concerns, we propose an IDS based
on an RF classifier, aiming to enhance precision and accuracy. Our model’s robustness is
demonstrated by comparing it with various ML—DT, KNN, LR, and SVM techniques—and
testing it on different datasets—NSL-KDD, TON-IOT, and CICID2017.

Table 1. Classification and comparison studies of selected recent work.

Author Year Used Learning Method Accuracy (%) Attacks Covered
IBK 56.0
Random Forest 92.0
Grover et al. [19] 2011 J—48 42.0 Multiple Misbehaviors
Naive Bayes 92.0
AdaBoost1 92.0

Wahab et al. [16]

2016 SVM Multiple Misbehaviors
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Table 1. Cont.

Author Year Used Learning Method Accuracy (%) Attacks Covered
Logistic regression 60.9
Naive Bayes 51.3
K-nearest Neighbor 97.1
Abdalla and Ahmed [14] 2021 Decision tree 87.0 Multiple Misbehaviors
XGBoost 98.0
Support vector machine 87.0
Random forest AdaBoost 97.1
RF-FSR 99.90 . . .
Al-Jarrah et al. [13] 2014 RE-BER 99.88 Multiple Misbehaviors
Random Forest 96.93
. Bayesian-Coresets 82.40 . . .
H. Bangui et al. [17] 2021 SVM 85.20 Multiple Misbehaviors
CNN 95.14
Khattab M et al. [40] 2018 SVM Neural network 99.92 Grey hole Rushing attack
Omar A et al. [41] 2016 SVM 99.67 Multiple Misbehaviors
D. Kosmanos et al. [42] 2020 II?I:\IN 90 Multiple Misbehaviors

3. Proposed Methodology

This section enlightens the proposed work using RF classifier. We optimize the quality
of the data using mutual information for feature selection to reduce the consummation
of resources. To solve the problem of class imbalance, we apply the SMOTE technique.
Then, we train the RF classifier by considering fifteen features to create the proposed
intrusion detection system. The proposed model has three steps as shown in Figure 2: data
preprocessing, feature selection, and classification.

information

-

preprocessing

Data

Processed

RF
— ™ Classifier

Train the chosen ML methods

Evaluate and
compare results

Test the chosen ML methods

Figure 2. The components detail of our approach.

This section may be divided by subheadings. It should provide a concise and precise
description of the experimental results, their interpretation, as well as the experimental
conclusions that can be drawn.

3.1. Data Preprocessing

The most important step in the ML method is the preparation of the data to obtain
high performance. Initially, the data needs to be cleaned as it can have problems such
as missing values, conversion of categorical data to numerical, and imbalance classes.
Moreover, the unnecessary data must be removed, which can affect the performance and
results of using the ML method. The datasets must be processed properly in order to create
a useful analysis. In our case, our datasets contain many missing values, so we will replace
them with the most common values. Additionally, we have to convert the categorical
data of our datasets into numerical to better use our model. For this purpose, we used a
one-shot encoding. And finally, to address the issue of imbalance class, we use the SMOTE
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technique [16] which improves random oversampling by the supply of synthetic samples
of minority classes and fixes the overfitting issue which may result from simple random
oversampling since SMOTE generates new data items in place of duplicating the existing
data items.

Steps of oversampling method:

For every motif X in the minority class A:

Select one of its K nearest neighbors x"1 (also belong to the minority class).

Create a new motif S on a random point on the line segment linking the motif and the
selected neighbor, as shown in Equation (5):

The following formula is utilized to generate a new example for each x;) € A (i=1, 2,
3...N):

S=x-+rand (0, 1) x (x_x;) 5)

3.2. Feature Selection

The objective of feature selection is to eliminate unimportant and /or duplicate features
so as to select the optimal set of features to build efficient models of the studied phenomena.
The feature selection workflow consists of obtaining a score for each possible feature and
selecting the better features. A feature’s frequency is calculated in the training process
for each instance, both positive and negative individually, and a function of these two is
calculated. It is important to verify features in intrusion detection to identify the most
crucial ones that will help in eliminating unnecessary data. In this paper, we have used
mutual information [43] filtering method that measures the decrease in variance among
two variables, as presented in Equation (6).

10GY) = H(X) — H(X1Y) (6)

H(X): X’s entropy
H(X1Y): X’s conditional entropy given Y

3.3. Data Normalization and Classification

Normalization minimizes the complexity of models as it has a significant role in
reducing the overweight features having higher values in comparison with ones having
lower values. The normalization method used is Min-Max to scale the feature values
between [0:1] as defined in Equation (7).

Xnorm = 7 S [O/ 1] (7)

For the classification process, we will use the RF classifier, and we will compare the
results with the following ML techniques: LR, KNN, DT, and SVM. We will perform the
tests on the three datasets ToN-IoT, NSL-KDD, and CICIDS2017.

4. Results and Discussion

This section analyzes and compares the efficiency of our employed ML methods for
VANET by comparing the results of the three datasets ToN-IoT, NSL-KDD, and CICIDS2017.

4.1. Environment Description

NSL-KDD is a newer version of the existing KDD’99 dataset. It is an efficient reference
dataset that helps researchers in comparing various methods of intrusion detection. Every
single set of records has different characteristics of the flux with a label indicating whether
it is an attack or normal behavior. Because of the limited open data sets for the use
of IDS based on networks, NSL-KDD is actually the most effective dataset that can be
used to evaluate various intrusion detection approaches [44]. The CICIDS2017 dataset
includes benign attacks and the latest current attacks, resembling real-world data (PCAP).
In addition, it contains analysis results from network flow based on CICFlowMeter, having
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flows that are labeled by timestamp, the source and destination IPs, the protocols, and the
attacks (CSV files) [45]. ToN-IoT holds a collection of different information sources taken
from the whole IIoT system, as well as telemetry data, linux records, and also IoT system
network traffic. The ToN-IoT network is accessible on ToN-IoT repository [46]. In addition,
the datasets were displayed in CSV format with a column labeled that represents the attack
or the normal behavior, indicating the types of attacks.

We run our tests on an Intel(R) Core(TM) i7-8650U CPU @ 1.90 GHz 2.11 GHz, and
16 GB in RAM, with Windows 10 x 64-bit. We implemented our model and feature
engineering using Python v3.10.6.

TP: True positives define the amount of well identified intrusion.

FP: False positives represent the amount of badly classified intrusion.

TN: True negatives define the amount of correctly well normal occurrence.
FN: False negatives represent the amount of misclassified normal occurrence.

To evaluate our model we used the following metrics: accuracy, precision, recall, and
f1-score, and the equations to calculate these metrics are respectively (8), (9), and (10).
Those metrics are calculated based on the elements of the confusion matrix represented in

the Table 2.
TP + TN

Al :
Ay TP Y TN + FP 1 EN ®
. TP

Precision : T + TP 9)
Recall (True Positive Rate TPR) : L (10)

cati Lirue ros " TP+ FN
False Positive Rate (FPR) : P (11)

" FP+TN

Precision x Recall
F1- 12 12
score x Precision + Recall (12)

Table 2. The confusion matrix.

Predicted Normal Predicted Attack
Actual Normal TN FP
Actual Attack EN P

4.2. Result Discussion

In this section, we first present the results for our three datasets NSI-KDD, ToN-IoT
network, and CICIDS2017. A cross validation with 10 factors was used for all ML methods.
In summary, all the applied techniques obtained significant results due to the different
feature engineering methods that were employed on the datasets. First, we imputed
missing values and converted categorical values, solving the imbalanced data problem
with the SMOTE technique, and then applying the Min-Max normalization technique.

4.2.1. Using NSL-KDD Dataset

Figures 3 and 4 present the outcomes of applying SMOTE on the NSL-KDD dataset to
address the issue of imbalanced classes. Figure 3 displays the distribution percentages of
each class prior to employing the SMOTE technique, illustrating the initial class imbalance.
In contrast, Figure 4 showcases the outcomes after the implementation of SMOTE, revealing
a noticeable resolution of the imbalanced classes. The results demonstrate a more balanced
distribution among the classes, thereby indicating the effectiveness of the SMOTE technique
in mitigating class imbalance.
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Before applying Over Sampling

normal

attack_flag

attack

Figure 3. The amount of information in the attack class before applying the over sampling technique
(NSL-KDD dataset).

Over_sampling on NSL KDD dataset

0 Il Normal
Attack

9

attack fla

50.00

1
Figure 4. Attack class using SMOTE (NSL-KDD dataset).

The mutual information technique reveals the most influential features in the NSL-
KDD dataset, which we use for dimensionality reduction by selecting the columns with
the highest variance for improved prediction accuracy. Figure 5 displays the result of this
technique, where we choose the top 15 features for our model.

We utilized mutual information as a feature selection method, resulting in the identifi-
cation of 15 optimal features, as shown in Figure 5. To address the class imbalance issue in
the dataset, as depicted in Figure 3, we applied the SMOTE technique, which significantly
improved the distribution of the classes, as illustrated in Figure 4.

For the purpose of comparison, we employed the RF classifier alongside LR, DT,
KNN, and SVM techniques. The experiments were conducted using the NSL-KDD dataset.
Figure 6 displays the performance of our proposed model, exhibiting a satisfactory outcome
with a minimal number of FPR and FNR.
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Figure 5. Influential features of detection attack on NSL-KDD dataset.
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Figure 6. Confusion matrix of prediction for NSL-KDD dataset.

To further assess the performance of the techniques, we examined the ROC curve, as
shown in Figures 7 and 8. Our analysis reveals that we achieved good results, particularly
with a 99% accuracy for KNN. Moreover, Table 3 provides a comprehensive overview,
indicating that our model exhibits high accuracy (0.99), recall (0.97), precision (0.97), and F1
score (0.97) in terms of intrusion detection, with DT and KNN methods following closely.
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Figure 7. ROC curve of the applied techniques on the 15 best features (NSL-KDD Dataset).

Table 3. Experimentation result on NSL-KDD dataset.

Models Accuracy Precision Recall F1-Score
LR 97.6 97.5 97.5 97.5
KNN 99.8 99.8 99.8 99.8
DT 99.8 99.8 99.8 99.8
SVM 99.6 99.6 99.6 99.6
Proposed Model 99.9 99.7 99.7 99.7
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Figure 8. ROC curve for all applied techniques on the 15 best features (NSL-KDD).

4.2.2. Using TON-IOT Dataset

TON-IOT dataset has also the problem of class imbalance which is shown in Figure 9.
After using the SMOTE technique, this problem is solved as shown in Figure 10. The
influence features present in our TON-IOT dataset are shown in Figure 11. We have
selected the 15 best features to obtain better results.
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password
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Figure 9. Attack class before applying the over sampling technique by using TON-IOT dataset.
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Figure 10. Attack class after applying the over sampling technique by using TON-IOT dataset.
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(a) Logistic Regression

Receiver Operating Characteristic

We first applied mutual information to select the 15 best features, as depicted in
Figure 5. These features, including ts, src_ip, src_port, dst_ip, dst_port, service, dura-
tion, src_bytes, dst_bytes, conn_state, src_pkts, src_ip_bytes, and dst_pkts, were used in
subsequent analyses.

Furthermore, Figures 9 and 10 demonstrate the significant impact of employing the
SMOTE technique to address class imbalance in the dataset. The improvement in class
balance is evident, indicating the effectiveness of SMOTE in mitigating the issue.

For evaluating the performance of our RF classifier, we compared it with LR, DT,
KNN, and SVM techniques using the TON-IOT dataset. To provide a more comprehensive
analysis, we examined the confusion matrices in Figure 12. Notably, our model exhibited
outstanding performance with 0 FPR and FNR.

50,000 £0,000
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(b) Random Forest

Figure 12. Confusion matrix of prediction using TON-IOT dataset.

Additionally, Figures 13 and 14 illustrates the ROC curve for all the applied techniques
on the dataset. Our model achieved excellent results, attaining 100% AUC, which signifies
its robustness in distinguishing between normal and intrusive instances.
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Figure 13. ROC curve on the 15 best features using TON-IOT Dataset.

To provide a comprehensive assessment, we present the results in Table 4, which
showcases the performance metrics of accuracy, recall, precision, and F1 score. Our model
outperformed all other techniques, attaining 100% for each of these metrics. The second-best
technique, decision tree (DT), also achieved 100% in all metrics.
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Table 4. Experimentation result on TON-IOT dataset.

Classifier Accuracy Precision Recall F1-Score
LR 739 75.1 74.1 73.9
KNN 99.8 99.8 99.8 99.8
DT 100 100 100 100
SVM 50.0 249 49.9 66.6
Proposed Model 100 100 100 100

The SMOTE technique is also used on CICIDS2017 dataset to face the problem of class
imbalance. Figures 15 and 16 show the percentages before and after the use of SMOTE.

After applying Over Sampling

Benign

FTP-BruteForce

SSH-Bruteforce

Figure 15. Attack class before applying the over sampling technique using CICIDS2017 dataset.
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Figure 16. Attack class after applying the over sampling technique using CICIDS2017 dataset.

Figures 15 and 16 display the partitions of the attack class before and after applying the
SMOTE technique. As depicted in Figure 16, the problem of class imbalance is effectively

resolved, and the partitions are more balanced.

Figure 17 showcases the influential features on our dataset, specifically the CICIDS2017

dataset. These features play a significant role in the performance of our model.

[ IIRNIRT T e

CREVNVNEcCEEXUEXXNNDECODBEX Ny 8 D E MY EE XM EB DB B XD CE sl EEECEC XESEXDREEERLEDELLDDLDDYD
z£“§§33533§§22£§§:3355>§§§§§§::ggfzggzmmmfw3§mzugguuzzzagzgzgmmuvugu;ggg;;g;;;
Do EOEXTEEL - vEE gEC v = = EhcchkEEr b ofdoocccE g vgl0o00Oi o Tk goio o
Peadc 7} Seckeccoo ¥ ¥§ScopPfpoplZopEibak =558 22ESc2 $yvg 2233 LRev sgoe o Le
R EE R L s e R R S R L F I TR FEES
o 29 [ © ] il ] o-T0 2208 3L L2228 oxELYE= £ WwezazgFzas S xod
§ “3-vigzrosldfg gy ydcodEEr g ysE R iycciol3zasy sagaaa §%< “QBELESEcaz339:S

© gigprety gelaa v & &4u&Fe Z2%& -] @ 823 e 2T 352202280¢%
3 ot H g ¢ % B5%ge 2 8 58%e 35 o Z2 z Z L gFolglas3d
Z E £ & ALz a & 3" ag & z @ a &

Figure 17. Influential features of detection attack on CICIDS2017 dataset.

Furthermore, the confusion matrices presented in Figure 18 demonstrate the correct

implementation of our model, as indicated by the absence of FPR and FNR.

In terms of performance evaluation, Table 5 presents the results obtained by the RF
and SVM techniques. The RF technique yields satisfactory outcomes, with an accuracy,
recall, precision, and F1 score of 0.999. On the other hand, the SVM technique exhibits



Appl. Sci. 2023,13, 7488

18 of 21

Tue label

Benign

FTP-BruteForce

SSH-Bruteforce

lower performance, with an accuracy of 0.180, recall of 0.340, precision of 0.160, and F1
score of 0.340. The results obtained allow us to conclude that the proposed framework is
relevant and achieves significant performance.
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Figure 18. Confusion matrix of prediction for CICIDS2017 dataset.
Table 5. Experimentation result using CICIDS2017 dataset.
Classifier Accuracy Precision Recall F1-Score
LR 99.9 99.9 99.9 99.9
KNN 99.9 99.9 99.9 99.9
DT 99.9 99.9 99.9 99.9
SVM 18.0 16.0 34.0 34.0
Proposed Model  99.9 99.9 99.9 99.9

For the TON-IOT dataset, the performance evaluation results indicate that our RF
classifier achieves exceptional results. The model exhibits 0 FPR and FNR as shown in
the confusion matrices (Figure 12). The ROC curve (Figure 14) demonstrates that our
model achieves 100% AUC, indicating its strong discriminatory power. Moreover, the
results presented in Table 4 indicate that our RF classifier achieves the highest intrusion
detection performance, with 100% accuracy, recall, precision, and F1 score. Moving on to
the NSL-KDD dataset, the performance comparison reveals that our RF classifier continues
to excel. Figure 3 shows the class imbalance issue in the original dataset, which is effectively
addressed by applying the SMOTE technique (Figure 4). The confusion matrices (Figure 6)
demonstrate the satisfactory performance of our model, with a low number of FPR and
FNR. The ROC curve (Figure 8) exhibits good results, particularly with 99% accuracy
for the KNN technique. Table 3 presents the evaluation metrics, indicating that our RF
classifier achieves high accuracy (0.99), recall (0.97), precision (0.97), and F1 score (0.97) for
intrusion detection, surpassing the performance of other methods such as DT and KNN.
Regarding the CICIDS2017 dataset, our RF classifier once again demonstrates superior
performance. Figures 15 and 16 illustrate the difference between the partitions of the
attack class before and after applying the SMOTE technique, effectively resolving the class
imbalance issue. The confusion matrices (Figure 18) highlight the correct implementation
of our model, with 0 FPR and 0 FNR. In terms of evaluation metrics (Table 5), the RF
technique achieves outstanding results, with 0.999 accuracy, recall, precision, and F1 score.
In contrast, the SVM technique lags behind, with significantly lower values for these
metrics. Overall, the comparison of results across the TON-IOT, NSL-KDD, and CICIDS2017
datasets consistently demonstrates the superiority of our model based on the RF classifier.
It consistently achieves higher performance in terms of accuracy, recall, precision, and
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F1 score, outperforming other techniques such as SVM, DT, and KNN. These findings
highlight the robustness and effectiveness of our proposed model in intrusion detection
tasks across different datasets.

5. Conclusions

VANETs play a crucial role in ensuring the safety, security, and efficiency of trans-
portation systems. However, the interconnected and dynamic nature of VANETs presents
significant challenges and risks that require rigorous assessment and mitigation. In this
study, we addressed the problem of intrusion detection in VANETs by proposing a model
based on mutual information for feature selection and utilizing the SMOTE technique to
handle class imbalance. Our experimental evaluations on multiple datasets demonstrated
the effectiveness of the proposed model in enhancing the security of VANETs. The model
achieved commendable performance in terms of accuracy, precision, and F1 score, high-
lighting its potential for intrusion detection in VANETs. Additionally, we compared our
model with other machine learning techniques, further validating its superiority. However,
it is important to acknowledge certain limitations. The fast mobility of nodes in VANETs
and the dynamic changes in network typology pose challenges for intrusion detection.
The rapid movement of nodes and dynamic network conditions require adaptive and
dynamic intrusion detection mechanisms to ensure accurate and up-to-date threat detec-
tion. In conclusion, our study contributes to the field of VANET security by proposing
an effective intrusion detection model. The use of mutual information and the SMOTE
technique demonstrated promising results. Looking ahead, future research should focus on
developing adaptive intrusion detection approaches that can address the challenges posed
by the fast mobility of nodes and the dynamic network typology in VANETs. By doing so,
we can enhance the security and resilience of VANETS, ensuring safer and more reliable
transportation systems in the future.
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