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Abstract: In e-health systems, patients encrypt their personal health data for privacy purposes and
upload them to the cloud. There exists a need for sharing patient health data with doctors for healing
purposes in one’s own preferred order. To achieve this fine-gained access control to delegation
paths, some researchers have designed a new proxy re-encryption (PRE) scheme called autonomous
path proxy re-encryption (AP-PRE), where the delegator can control the whole delegation path in a
multi-hop delegation process. In this paper, we introduce a certificateless autonomous path proxy re-
encryption (CLAP-PRE) using multilinear maps, which holds both the properties (i.e., certificateless,
autonomous path) of certificateless encryption and autonomous path proxy re-encryption. In the
proposed scheme, (a) each user has two public keys (user’s identity and traditional public key)
with corresponding private keys, and (b) each ciphertext is first re-encrypted from a public key
encryption (PKE) scheme to an identity-based encryption (IBE) scheme and then transformed in the
IBE scheme. Our scheme is an IND-CPA secure CLAP-PRE scheme under the k-multilinear decisional
Diffie-Hellman (k-MDDH) assumption in the random oracle model.

Keywords: data sharing; autonomous path; proxy re-encryption; certificateless; multi-hop; IND-CPA

1. Introduction
1.1. Background

In recent years, the rapid development of electronic medicine has benefitted from
the development of Internet of Things and mobile communication equipment. Personal
health data can be collected in a comprehensive way by using wireless sensors. Through
the communication network, personal health data can be transmitted to the data center
and then transmitted to remote experts or doctors with some additional information for
healing purposes through the cloud server. By this way, the communication overhead of
the patient is reduced. With this benefit, an increasing number of patients outsource their
personal health data to data centers. However, the crux of the matter is data privacy. As
we all know, personal health data contains a lot of sensitive information, such as patients’
identity, case report and inspection report. Malicious users or data centers can easily access
this privacy data if stored in plaintext. To achieve privacy, these data must be stored in data
centers with encrypted forms. Due to the encrypted data, sharing data with the experts or
doctors would be a significant issue.

A common solution is that patients download and decrypt the encrypted data locally,
then encrypt the data with a corresponding public key. In contrast to inefficient methods,
proxy re-encryption (PRE) has been proposed as a better solution. The concept of proxy
re-encryption was introduced in 1998 by Blaze et al. [1]. Proxy re-encryption is used to deal
with the ciphertext transformation in the same data encryption system. Ateniese et al. [2]
classified PRE schemes into four different types. If the ciphertext can be transformed more
than once, i.e., from A to B, and then from B to C, we call this multi-hop; otherwise, it is
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a single-hop. If the ciphertext can be transformed from A to B, at the same time, from B
to A, we call this bidirectional; otherwise, it is unidirectional. In a proxy re-encryption
scheme, data are stored in encrypted form. In order to share the data with experts or
doctors, the patient generates a re-encryption key and sends it to the cloud server. With
the re-encryption key, the cloud server can transform the ciphertext under the patient’s
public key to that under the expert’s or doctor’s public key without knowing the plaintext.
Solutions for proxy re-encryption have been proposed in the literature [2-5]. In a multi-hop
proxy re-encryption scheme, the delegatee i may further delegates the decryption privilege
to another delegatee, say j. In this case, it is possible that there is no relation between
delegatee j and the delegator. This means, in a multi-hop proxy re-encryption scheme, the
ciphertext may be re-encrypted to a delegatee who is unknown to the delegator. This may
leak the privacy of the data, so a multi-hop PRE scheme is desired in which the delegator
can control all of the delegatees. A cryptographic solution to fulfill the above requirements
is autonomous path proxy re-encryption (AP-PRE) [6].

For a better understanding of the autonomous path proxy re-encryption, we illustrate
it with the Figure 1 in the following scenario: suppose that A is a patient who wants to make
an online treatment in hospital H. Making an online treatment requires some information
which is sensitive. Patient A just wants to share the information with his/her favourite
doctors, so A makes a list of his/her favourite doctors. For the privacy of the information,
A uses his/her public key to encrypt the information and generates the corresponding
re-encryption keys of his/her doctor list. Then, A uploads the encrypted information and
re-encryption keys to the proxy. We suppose that the priority of the doctors in the list are
from high to low. Therefore, the proxy re-encrypts the information from D; to D,,. If one
of the doctors has no time to deal with the online treatment, the process of re-encryption
continues; otherwise, the process of re-encryption stops.

o
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Figure 1. Electronic Health Records Sharing with Patient’s Preferred Doctors.

In this scenario, Cao et al. [6] constructed a flexible PRE scheme called autonomous
path proxy re-encryption (AP-PRE), where the delegator could control the next delegatee if
the previous delegatee of his choice could not complete the decryption. In Cao’s scheme [6],
(a) there must be a certificate authority (CA) which is fully trusted and responsible for
generating, distributing and managing certifications for users, and (b) Figure 2 shows that
the delegation path can be forked by a malicious data user when sharing data multiple
times with the same delegation path.
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Figure 2. Forked By Malicious Data User.
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Here, we show how to fork the delegation path. Recall the re-encryption key from
j—1— j, and the ciphertext for j, where j > 2, the re-encryption key, is formed as (g"/, X; -
e(g1, pkg), %) and the ciphertext is g", m - e(g", H(X;)), 8", X; - e(81, pk:]]) in [6]. User

o
j decrypts g1, X; - e(g1, pkg) to get X;, then decrypts m - e(g", H(X;)),&" to get message
m. When sharing data with the same delegation path, the malicious user j can generate
the re-encryption key using X;. For example, the re-encryption key from j — (j +1)’

oty ryy HX )
is (g (j+1) /X(j+1)/ : e(g1, Pki(/m, )/ CH(X)

delegation path when sharing data with the same delegation path.

). Thus, the malicious data user can fork the

1.2. Our Techniques

The main reason why the malicious data user can fork the delegation path is that the
re-encryption keys are irrelevant to the data owner’s private key apart from the first re-
encryption key. In our scheme, the re-encrypted ciphertext still maintains some secret value
(x in our scheme) that belongs to the data owner. Thus, in order to decrypt successfully, the
re-encryption keys must include the secret value. Anyone who does not know the secret
value can not generate a valid re-encryption key even if he is a valid data user.

1.3. Our Contributions

In this paper, we address the above challenge by proposing a certificateless au-
tonomous path proxy re-encryption (CLAP-PRE). So far as we know, this is the first
certificateless autonomous path proxy re-encryption scheme. Our CLAP-PRE scheme is
based on the AP-PRE scheme recently proposed by Cao et al. [6]. It is also worth showing
the following features of our constructions:

*  Certificateless. To achieve the goal of removing the certificate authority, we introduce
the certificateless public key cryptography to construct our CLAP-PRE scheme;

e  Stronger Autonomous Path. This is the most important contribution. We show how
to fork the delegation path in Section 1.1 and how to address it in Section 1.2. The
delegation path can not be forked by the malicious data user when sharing data with
the same delegation path;

*  Non-interactive. For CLAP-PRE, user A can generate re-encryption keys for delegatees
with only the delegatees’ identities. The process of generating re-encryption keys does
not need to interact with the delegatees.

1.4. Related Work

Since the concept of PRE was introduced by Blaze et al. [1], there have been many
papers that have proposed PRE schemes with different properties to meet various appli-
cation demands, and most of them focus on unidirectional PRE. The first CCA security
unidirectional PRE scheme without random oracle was proposed in 2008 by Libert and
Vergnaud [7]. Guo et al. [8] proposed a traceable unidirectional PRE scheme to prevent
the proxy from abusing its re-encryption keys. Green and Ateniese [5] proposed the first
identity-based PRE (IBPRE) scheme, in which the ciphertext can be re-encrypted from
one identity to another identity. Later, many solutions [9,10] were proposed to meet this
requirement. Xu et al. [11] introduced IBBE into IBE to construct an IBBE-based PRE scheme.
There also exist many other extensions of the PRE scheme, such as time-based PRE [12],
attribute-based PRE [13,14], function-based PRE [14], conditional PRE [15,16], etc.

Ciphertext only can be transformed in the same cryptosystem by deploying the above
schemes. In fact, there are many different cryptosystems that have been deployed. A cross-
domain re-encryption scheme is also a requirement. Deng et al. [17] linked the identity-
based encryption and the identity-based broadcast encryption by allowing the transforma-
tion of a ciphertext of the IBE system into a ciphertext of the IBBE system. Jiang et al. [18]
constructed a concrete CDSS protocol which allowed the ciphertext to transform from the
PKE scheme into an IBE scheme. Obviously, CDSS satisfies the cross-domain property. Dot-
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tling et al. [19] proposed a UPRE scheme. It is a general cross-domain proxy re-encryption
scheme from an existing PKE scheme to another existing PKE scheme, which does not care
about what the PKE scheme is.

However, these PRE schemes mainly provide ciphertext transformations, and the user
cannot fully control the delegation path in these multi-hop PRE schemes. To address this
problem, Cao et al. [6] constructed an autonomous path PRE scheme to enable a user to
designate a path of his preferred data users. However, the scheme needs certificates for the
user in the system (for more details, see [6]). All of the data users in the delegation path
are selected by the user, and no one can branch off the designated delegation path with
meaningful decryption. This paper aims to address autonomous path transformation in an
identity-based setting.

1.5. Paper Organization

The paper is organized as follows. In Section 2, we introduce the preliminary knowl-
edge of assumption which our CLAP-PRE scheme is based on. In Section 3, we describe
its system and security model. In Section 4, the construction of our CLAP-PRE scheme is
presented, followed by security proof and security analysis in Section 5. Finally, Section 6
contains the conclusion of this paper and future work.

2. Preliminaries
2.1. Autonomous Path Proxy Re-Encryption (AP-PRE)

An autonomous path proxy re-encryption is a new kind of proxy re-encryption scheme
where the delegator can fully control the delegation path. It is a unidirectional and multi-
hop proxy re-encryption. The delegator selects his preferred delegatees with different
privileges. The delegator generates re-encryption keys for these delegatees. In an au-
tonomous path proxy re-encryption scheme, the ciphertext under i’s public key can only be
transformed on the autonomous path Pa;, which is designated by the delegator i. No one
can branch off the delegation path with meaningful decryption. The original ciphertexts
can not be inserted into the delegation path which is not designated by the delegator.

2.2. Certificateless Signature

Certificateless cryptography was first proposed by Al-Riyami and Paterson in [20].
Certificateless cryptography is used to fill the gap between public key cryptosystems and
identity-based cryptosystems. Certificateless cryptography does not require a certificate
authority (CA) to ensure the authenticity of public keys and only relies on a trusted third
party (KGC) who has the master-key. In this paper, we use the certificateless signature
scheme to guarantee the authenticity of public keys. We use the certificateless signature
scheme proposed by Choi et al. [21], which satisfies the requirements of certificateless
signature schemes as defined in [20].

2.3. Bilinear Map

We briefly review the necessary facts about bilinear maps and bilinear map groups.
Let G and Gt be two cyclic multiplicative groups of the same prime order g > 2}, where
A is the security parameter, and let ¢ be the generator of the group G. We define that
e: G x G — Gris a bilinear or pairing map if it satisfies the following conditions:
e Bilinear: Foralla,b € Z;, ¢ € G, e(g”,gb) =e(g, g)”b;
*  Non-degenerate: e(g,g) # 1g,,ie,if G =< g >, then Gr =< e(g,8) >;
¢  Computable: The map e is efficiently computable.

Generally, the map e is obtained from Tate or Weil pairings.

2.4. Multilinear Maps

We briefly review multilinear maps and multilinear groups (for more details,
see [22-24]). Consider the following setting: given a security parameter A and prime
q > 2%, a k-multilinear map consists of k cyclic groups (G, ..., Gy) of prime order g, and g;
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is a generator of group G;. There exists a set of bilinear maps {e;; : G; x G; = Gjyj, |i,j >
1 Ni+j <k}. The k-multilinear map should satisfy the following conditions:
e Given thatg; and gj, then g;; = ¢;;(8i, &)
e Forallg,be Z;,ei]-(gf,g;’) = ei]-(gi,g]-)”b;
*  The map ¢;; is efficiently computable.
Since the multilinear maps is clear to us, we omit the indexes of pairing e; j, i.e.,

e(gh,8h) = ¢t

2.5. Complexity Assumptions
2.5.1. Computational Bilinear Diffie-Hellman Assumption

Consider two cyclic groups G x G — Gt of prime order g and a map e. The CBDH
problem states that, given a tuple (g, g% g, ¢¢), where g is a generator which is randomly
chosen and random a,b € {0, ..., g — 1}, it is computationally intractable to compute the
value e(g, g).

2.5.2. k-Multilinear Decisional Diffie-Hellman (k-MDDH) Assumption

The k-multilinear decisional Diffie-Hellman (k-MDDH) problem states the following:
a challenger runs PairGen(1*, k) to generate groups and generators of order g. Then, it
chooses b,ay,ay, ..., ay € Z; randomly.

The assumption then states that given g, g%, ¢" , ..., g%, it is hard to distinguish

bITE, a;
T=g, iz from a random group element in G with the non-negligible advantage € (in
the security parameter A).

3. System and Security Model
3.1. System Model
Here, we use Figure 3 to describe the system model for the proposed CLAP-PRE

scheme. The model contains three entities: the key generation center (KGC), the data owner
(the data user) and the proxy.

Proxy

Alice
(Data Owner)

Figure 3. Data Sharing in Cloud.

3.1.1. Key Generation Center

The KGC provides a partial private key for the data owner and data users. It is wholly
trusted. Different from the traditional certificateless encryption, we use the signature
generated by the user to demonstrate that the identity and the public parameters belong to
the same user.
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3.1.2. Proxy

The proxy is equipped with a database that stores the encrypted data and the re-
encryption keys for different data users generated by the different data owners. It performs
the data re-encryption with corresponding re-encryption keys on the delegation path. The
proxy is considered as honest but curious.

3.1.3. Data User/Data Owner

The data owner generates the delegation path along with the re-encryption keys and
encrypted data, then uploads them to the proxy. The data user first queries for data access,
then gets transformed encrypted data from the proxy. After receiving the encrypted data,
the data user only can decrypt the data and has no right to transform the encrypted data to
the user who is not in the delegation path. Note that in a multi-hop proxy re-encryption,
the data user can transform the encrypted data to his own delegatee.

3.2. Security Model

In this part, we give the definition of the security model to prove that our scheme is
an IND-CPA secure CLAP-PRE scheme under the k-multilinear decisional Diffie-Hellman
(k-MDDH) assumption in the random oracle model.

e SETUP: The challenger generates the system’s public parameters and gives them to
the adversary;

*  FIND PHASE: The adversary is allowed to make queries O (ID;), Os(ID;), Opa(I1D;),
O (I D; )}
- On Op(ID;), return Hy (1D;) and public parameters of ID;;
- On Og(ID;), return the decryption keys of ID;;
- On Ou(ID;), return the delegation path of ID;;
- On O (ID;), return the re-encryption keys of delegation path generated by ID;.

At the end of this phase, the adversary submits two equal length messages My, M;
and an identity ID. The adversary A is restricted to choices of ID such that the
decryption keys of ID has not been queried on Oy (ID;), and the adversary A cannot
translate the ciphertext from ID to ID’, for which A holds the decryption keys by
using re-encryption keys extracted during this phase;

e CHALLENGE: The challenger randomly choose a value y € {0,1} and returns the
ciphertext of M, under the delegator’s public key ID;

e GUESS: A makes queries as in the FIND phase with the same restrictions. At the end
of this phase, the adversary submits a guess, y’ € {0,1}, of u.

If ' = p, the A wins the game. A’s advantage in the above game, AdvilN D—CLAPPRE=CPA

is defined as |Pr[u’ = u] — 1/2|. We say that the certificateless autonomous path proxy re-
encryption scheme is IND-CLAPPRE-CPA-secure if for all probabilistic polynomial time
algorithms A, Ado! P~ CLAPPREZCPA < 4 ()),

4. CLAP-PRE Scheme
4.1. Definition

In this paper, we use A to denote the security parameter. A CLAP-PRE scheme is a
tuple of algorithms as follows.

e Setup(1!) — (par, msk): The algorithm’s input is the system’s security parameter A,
and the algorithm’s output are the public parameters par of the cryptosystem and the
master secret key msk of the cryptosystem;

*  PPKE(par,msk,ID;) — dip,: The algorithm’s inputs are the public parameters par of
the cryptosystem, the master secret key msk of the cryptosystem and a user’s identity
ID;, the key generation center (KGC) outputs the partial private key d;p, for the user
ID;;
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e UKG(par,dp,) — (PKip,, SKip,): The algorithm’s inputs are the public parameters
par of the cryptosystem and the partial private key d;p, generated by KGC, the user
outputs the public key PK;p, and private key SK;p,;

*  Proof(par,SKip,) — proof: The algorithm’s inputs are the public parameters par of
the crptosystem and the private key SKp,. The user outputs the proof to guarantee
the authenticity of public key;

e Verify(par, proof) — {0,1}: The algorithm’s inputs are the public parameters par of
the cryptosystem and the proof, as well as the algorithm outputs 0 or 1. With output
value 1, we say that proof is a valid proof. Additionally, this means that the identity
ID; and the corresponding public key PK;p, belong to the same user;

*  CreatePath(par,ID;) — (Pajp,,lip,): The algorithm’s inputs are the public parameters
par of the cryptosystem and the identity ID; of the delegator, and the algorithm’s
output are an autonomous delegation path Pa;p, of length [;p.. The autonomous
delegation path Pajp, = {IDg = ID;,IDy, ..., IDy,, } designated by the delegator
is a list of ordered /;p, different public keys. All of the keys in the sequence must be
unique;

*  RKGen(par,Paip,) — RKp,: The algorithm’s inputs are the public parameters par
of the cryptosystem and the delegation path Pa;p, designated by the delegator; the

Iip.—1=1ip,
algorithm outputs [p, re-encryption keys (rk?al, ootk I[g; ') and sends them

to the proxy in a secure way;

e Enc(par,ID;,m) — C?D, = (co0, €01, C02, Co3): The algorithm’s inputs are the public
parameters par of the crylptosystem, the delegator’s identity ID; and a message m from
the message space M, and the algorithm outputs the ciphertext C?Dl- = (00, o1, C02, C03)
encrypted with the delegator’s public key ID;.

=+l +1
*  ReEnc(par, P“IDirrkjlgi] ’C]ID,») - C]IDi = (€(j41)0- C(j+1)1, €(j+1)2, €(j+1)3): The algo-

rithm’s inputs are the public parameters par of the cryptosystem, the delegation path
Paip, = (IDg = ID;, 1Dy, ..., IDlmi)/ the re-encryption key rkéSfH from the delega-
tee j to the delegatee j + 1 and the ciphertext C]IDi sent to the delegatee j. It outputs
the ciphertext CES} sent to the delegatee j + 1 who is in the delegation path Pap..

e Dec(par, SK ID;s C]ID]_) — m: The algorithm’s inputs are the public parameters par of

the cryptosystem, a ciphertext C; p, and the corresponding secret key SKp ; it outputs
the plaintext m in the message space M.

4.2. System Flow

First, every user in the cryptosystem needs to send his own identity to KGC and
request KGC to generate a partial private key. The KGC runs the algorithm PPKE and
sends the partial private key to the user in a secure way. After receiving the partial private
key, the user runs the algorithm UKG to generate his own private key and public key. Then
the user generates the proof of his public key using the algorithm Proof. Everyone can
validate the proof using the algorithm Verify without interacting with others.

Second, when a data owner wants to share his data with others, the data owner
runs the algorithm CreatePath to create a delegation path in his preferred order. The data
owner generates the ciphertext and re-encryption keys using the algorithm Enc and the
algorithm RKGen. After that, the data owner sends the delegation path, the ciphertext and
the re-encryption keys to the proxy.

Third, the proxy recovers the identities from the delegation path and the re-encryption
keys from set RK|p,, then runs the algorithm ReEnc to re-encrypt the ciphertext. The proxy
needs to query the delegatee if he wants to deal with the encrypted data. If so, the proxy
sends the ciphertext to the delegatee; otherwise, the proxy finds the next delegatee along
with the corresponding re-encryption key and repeats until a delegatee wants to decrypt.



Appl. Sci. 2022,12, 4353

8of 13

4.3. Construction

Let PairGen(1") be an algorithm that, on input of a security parameter 1%, outputs a

tuple v = (g, G1, G2, G3, Ga, eij), where G1, Gy, Gz and Gy are the cyclic group with the same
prime order g and {e;; : G; X G; = Giyj, |i,j > 1 Ni+ j < 4} are efficient non-degenerate

multilinear maps such that for alla,b € Zg, e(g7, g]b) = e(8i, 8

)ab_

Setup(1*) — (par, msk): The algorithm runs the group generator algorithm PairGen (1*)
and gets the groups and the multilinear mapping description v = (g, Gy, G, G3, Gy, €;7),
G; =< g; >. The system’s parameters are generated as follows. We choose a master
secret key a € Z; randomly, set A = ¢5 € G, and choose random elements u; in Gy, B
in Gp. Let Hy : {0,1}* — Gy, Hy : {0,1}" — G, H3 : Go — Z;, Hy : {0, 1} — Z7
be four collision-resistant hash functions. Thus, we can get the public parameters
par = (q, Gy, Gy, Gs, Gy, €;j,u1, A, B, Hy, Hp, H3, Hy) and the master secret key msk = «,
which is kept secretly by the key generation center (KGC);

PPKE(par, msk,ID;) — dip,: Upon input of the public parameters par of the cryp-
tosystem, the system’s master secret key msk and a user’s identity ID;, the key genera-
tion center (KGC) computes the partial private key as follows. First, the KGC chooses
arandom value r € Z;. Then KGC computes g%, B*e(u1, Hi(ID;))" and H,(ID;)". The
partial private key of the user i with identity 1D; is formed as:

dip; = {B"e(u1, Hi(ID;))", 85, H2(ID;)" };

UKG(par,dip,) — (PKp,, SKip,): Upon input of the public parameters par of the
cryptosystem and the partial private key d;p, generated by KGC, the user computes
PKp, and SK|p, as follows. First, the user randomly chooses a secret value x € Z;
and sets PKIDZ' = {IDZ',X = gé,Y = Bx},' SKIDI' = {SK[DI.(), SKID;l/SKIDiZI SK]DI.:J,} =

o

{B%e(u1, H1(ID;))", 85, Hp(ID;) X, x}.

Proof (par, SKip,) — proof: Upon input of the public parameters par of the cryptosys-
tem and the private key SKp,, the user i randomly chooses a message p and a value s.
The proof is computed as follows:

U = Hy(ID;)*,V = (SKyp,p)*He (P,

proof = {p, PKip,, U, V};

Verify(par, proof) — {0,1}: Upon input of the public parameters par of the cryp-
tosystem and the proof, the algorithm outputs 1 if and only if:

e(V, XH:(X)) == o(uHspl) p),

and
e(X,B) ==-e(g2,Y);

CreatePath(par,ID;) — (Pajp,, Iip,): Upon input of the public parameters par of the
cryptosystem and the identity ID; of the delegator, it outputs an autonomous dele-
gation path Pajp, of length I;p.. The autonomous delegation path Pajp, = {IDy =
ID;,IDy, ..., IDy,, } designated by the delegator is a sequence of ordered I1p, differ-
ent public keys. All of the keys in the sequence must be unique;
RKGen(par, Parp,;) — RK|p,: Upon input of the public parameters par of the cryp-
tosystem and the delegation path Pa;p, designated by the delegator, the re-encryption
keys are computed as follows:
forj=1,

rkip," = Hi(ID1)%,



Appl. Sci. 2022,12, 4353

90f13

forj>2,
Hy(IDj41) |,

(i _
TID; ( Hy(ID;) "~

e Enc(par,ID;,m) — C?Di: To encrypt the message m € M, the algorithm selects
t <—g Z; and computes

t t
coo=m-e(AY) , con =B,
t t
Co2 = ul,Cog, = X,

ID;
Co " = (coo, co1, €02, €03)-

The second ciphertext can be transformed along with the delegation path;

*  ReEnc(par, rkjg,j H, C]iDv) — C]I‘g: To transform a ciphertext encrypted with the pub-

lic key ID; into the one encrypted with ID; in the delegation path Pajp,, the proxy

. . j—j+1
Computes as follows using the re-encryption key rk;
forj =0,
_ _ _ 0—1 _
€10 = €00, €11 = Co, €12 = e(coz, Tk ), €13 = o3
1

Cip, = (c10, €11, €12, €13)-

forj>1,

C(j+1)0 = s C(j+1)1 = Cj1s

_ j=i+1 _
C(jrr2 = ¢z -elejn, rhip, ), C(1)3 = G-
jH_ , 4 4 )
CID,- = (C(]+1)0rC(;+1)1rC(;+1)2rc(]+1)3)/
e Dec(par, SKID].,C) — m: For the original ciphertext formed as C?D]_ = (coo, Co1, Co2, €03 ),

the decryption is
00

SKip. ’
e(A ID]3,C01)

For the transformed ciphertext formed as C]ID, = (c]'o, Ci1,Cpa,s ng), the decryptiopn is

m =

e(SKipg, cj)
0 elejs, SKip0)

The proof of correctness can be found in Appendix A.

m==«c

5. Security
5.1. Security Proof

Our CLAP-PRE scheme in Section IV is IND-CLAPPRE-CPA secure under the -
MDDH assumption in the random oracle model.

Proof. Suppose A can break our CLAP-PRE scheme with the non-negligible advantage
€ in polynomial time in Section IV. There must another adversary B that can break the
k-MDDH assumption with a non-negligible advantage by interacting with A.

Adversary B accepts a tuple (g1, g1, g’l’, 8% gf, 8%, T) as input. We say that the tuple
(1,87, 8%, 45, ¢4, 85, g37°%) is a k-MDDH instance. B outputs 1 which indicates T = g4%°;
otherwise, BB outputs 0. In order to simplify the proof of the scheme, we use the techniques
proposed in [25,26] to construct our O, (ID;) and O (ID;). B interacts with adversary A
in the IND-CLAPPRE-CPA game as follows:

e SETUP. Bruns PairGen(1") and gives the system’s parameters par = (g, G1, Ga, G3, Gy,

eij, 8i, A = e(g%,8%) = ¢80, u1 = g1, B = e(u1,85), Hr), f €r Z; to the adversary A.
The master secret key is ab which is unknown to 5.;
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FIND PHASE. In this phase, adversary A issues some queries, and B answers these

queries as follows:

- First, B takes ID* <— {IDq,ID;, ..., ID,} at random. Adversary B guesses that
ID* would be challenged by adversary A in the following phase;

- On a O (ID;) query, B first randomly selects x;,y; € Z;. 1f ID; = ID*, B

sets H{(ID;) = g1 /f X = gdx’ = e(gl,gl)xl and ¥ = Bd"' = e(ul,gl)d"l =

e(g4,¢5)/%. In this case, the user’s private key is {B"e(u1, H1(ID;))", &5, dx;},
which is unknown to B. Otherwise, B sets H (ID;) = & g?"/f , X = g and
Y = B%i.In this case, B does not know the user’s private key;

- On a O, (ID;) query, for the initial query of identity ID;, B creates a delegation
path for ID; and gives it to the adversary. Otherwise, B returns L ;

- On a Oy (ID;) query, if ID; = ID*, BB aborts. Otherwise, B computes

e(u1, Hi(ID;))" = (Bgy')"
— Babeub(ngi)r
— BubAyi(Bg]/i)r—ab
B™(Bgy) " = A”¥ie(uy, Hy (ID;))"
g =gA!

and gives them and x; to the adversary;

- On a O (ID;) query, if ID; # ID*, this means adversary B knows the user’s
private key, and B runs RKGen(par, Pajp,) to generate re-encryption keys. If
ID; = ID*, this means adversary BB does not know the user’s private key, and 53
computes the re-encryption key rk!Pi as follows:
* Bselects Zy, ..., Z;,, <R Gi1;
* B sets rk‘l)al = Z;. Note that adversary A can not distinguish the real

view and simulated view, because rk(}al = Hy(ID;)%%Ps € Gy;

* B sets rk@B{jJrl = Z/Z—J]rl
Finally, B gives the re-encryption keys to the adversary;
CHALLENGE. Adversary B can end the QUERY phase at any time. .4 outputs a
delegator user with identity ID and two messages myg, m; € G4 of equal length. If
ID # ID*, B aborts. Otherwise, B selects y < {0,1} at random. Finally, B computes

the original challenge ciphertext and text as follows:

Clp = (my - e(A, B™)* = my - T/, B = e(gf, 85)/,

u§ =g, X* = g8% = e(g1,81)™ = e(gl, 85)")
CIB, = (my - e(A,B™)* = m, - T/%,

e X; d 1
e(ul,HluD)d ) = (g, g7y

uj = = 85" = elg1,81)™ = e(gf, 1))
CYp, is a valid original Clphertext and CIB is a valid re-encrypted ciphertext in the
system. At the end, B sends them to A as the challenge ciphertext;
GUESS. Adversary A can repeat the FIND phase with the same restrictions. At the
end of this phase, A returns a guess i/, where ' € {0,1}. If y = ', B returns 1, it
indicates that T = g'°%; otherwise, B3 returns 0, in which case it indicates that T is a
random element in Gy.

If B aborts in the simulation, B randomly returns 0 or 1. The adversary A can not

distinguish the real world and the simulation. Thus, the challenge B’s advantage in solving
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the k-MDDH problem is at least £ (1 — 7) where € is the non-negligible probability with
which A can break our CLAP—PRE scheme. O

5.2. Security Analysis

¢ We use the certificateless signature scheme to guarantee the authenticity of public
keys. If the signature published by the user is valid, the authenticity of public key
is verified. However, the certificateless signature scheme in [21] has only one public
key (X in our scheme), so we use another equation to guarantee the authenticity of
another public key (Y in our scheme). This equation demonstrates that X and Y have
the same power x.

* Anyone who wants to fork the delegation path with meaningful decryption (i.e.

from j — (j 4+ 1)’) must first compute rkéijH)l = (H1(IDj_1/H1(ID;)))* and then

H, (ID;
compute e(u!, rk]_>(]+1) ) =e(ul, (%gll))’))x) It is obvious that computing this is

the same dlfflculty as CBDH problem without knowing x. That means no one can

fork the delegation path with a meaningful decryption even if the data user is on the
delegation path.

6. Conclusions

In this paper, we have presented a certificateless autonomous path proxy re-encryption
scheme which combines the advantages of an autonomous path PRE and certificateless
encryption. We first put forward the concept of double public keys in the autonomous
path proxy re-encryption scheme. In order to fully control the delegation path, we only
transform the ciphertext under one of the public keys, and the transformed ciphertext still
includes the information of another public key, so that the ciphertext is still under control
of the data owner.
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Appendix A. Correctness of CLAP-PRE Scheme

In this section, we will demonstrate the correctness of the proposed CLAP-PRE Scheme,
including the verification of the proof and the decryption of the ciphertext.

. Verification:

e(V, XHX)) =e((SK pp)*Hpth), xHa(X))

e( (Ha(ID;) 50 )sHa(PU), (gx)Hs(X))
e(Hy(ID;)*Hs(Pt), g5)
(
(
(

e(Ha(ID )SH4(p’)82)
(A1) 00,
=e(U(P) A)
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e(X,B) =e(g3, B)
=e(82,B")

=e(g2,Y)

*  Decryption:
- Casel:

€00

SKip.
e(A ID]3,C01)

_m-e(A, BY)!
~ e(Ax,BY)
_m-e(A,B)*
= e(A, B

m =

- Case 2:

e(SKip;1,cp)
o e(gh, e(ur, Hy(IDj))*)
107 ¢(Xt, B¥e(uy, Hy (ID;))")
—ciy - e(g2,e(uy, Hy (ID;)))"™
jo e(A,B)~ -e(gp,e(uy, Hi (ID;))™t)

~m-e(A, B)*
~ oA, B
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