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Abstract

:

Information security and cybersecurity management play a key role in modern enterprises. There is a plethora of standards, frameworks, and tools, ISO 27000 and the NIST Cybersecurity Framework being two relevant families of international Information Security Management Standards (ISMSs). Globally, these standards are implemented by dedicated tools to collect and further analyze the information security auditing that is carried out in an enterprise. The overall goal of the auditing is to evaluate and mitigate the information security risk. The risk assessment is grounded by auditing processes, which examine and assess a list of predefined controls in a wide variety of subjects regarding cybersecurity and information security. For each control, a checklist of actions is applied and a set of corrective measures is proposed, in order to mitigate the flaws and to increase the level of compliance with the standard being used. The auditing process can apply different ISMSs in the same time frame. However, as these processes are time-consuming, involve on-site interventions, and imply specialized consulting teams, the methodology usually adopted by enterprises consists of applying a single ISMS and its existing tools and frameworks. This strategy brings overall less flexibility and diversity to the auditing process and, consequently, to the assessment results of the audited enterprise. In a broad sense, the auditing needs of Small and Medium-sized Enterprises (SMEs) are different from large companies and do not fit with all the existing ISMSs’ frameworks, that is a set of controls of a particular ISMS is not suitable to be applied in an auditing process, in an SME. In this paper, we propose a generic and client-centered web-integrated cybersecurity auditing information system. The proposed system can be widely used in a myriad of auditing processes, as it is flexible and it can load a set of predefined controls’ checklist assessment and their corresponding mitigation tasks’ list. It was designed to meet both SMEs’ and large enterprises’ requirements and stores auditing and intervention-related data in a relational database. The information system was tested within an ISO 27001:2013 information security auditing project, in which fifty SMEs participated. The overall architecture and design are depicted and the global results are detailed in this paper.
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1. Introduction


Information security and cybersecurity have gained enormous importance by enterprises’ management boards, as they are becoming more aware about the need to protect data and Information Technology (IT) infrastructure against cyberattacks [1,2]. Information security self-diagnosis, awareness sessions, investment in cybersecurity technology, and the hiring of more qualified technical human resources are among the most relevant actions adopted by enterprises to raise the IT protection and to reduce the risk of cyberattacks.



Micro- and Small and Medium-sized Enterprises (SMEs) contribute substantially to income, output, and employment, play an important role in the world economy, and represent a large slice of the wealth produced worldwide [3]. Micro- and SMEs are defined as non-subsidiary, independent organizations that have to meet the maximum values fixed by the national statistical systems, for the following two dimensions: number of employees and annual turnover [4]. In Europe, a micro-company has up to 10 employees, while small and medium-sized enterprises have up to 50 and 250 employees, respectively. The criteria for micro- and SMEs includes also annual turnover and balance sheet total [5]. Due to their intrinsic characteristics, namely the small dimension in the number of employees, the lack of resident IT infrastructure and staff, and the adoption of more traditional and familiar business models, the information security and cybersecurity management may usually be neglected and put in a second stage regarding what auditing and certification concerns are about [6].



Security auditing teams, which can be internal or external to the enterprise, bring the intervention and support in information security consulting, namely by regularly auditing the enterprises according to international standards, such as ISO 27001:2013, ISO 27009, and the NIST Cybersecurity Framework (NIST-CSF) [7,8]. Broadly speaking, the auditing process involves the whole organization, as the consulting team has to collect and evaluate a list of predefined controls, which is mostly derived from the standards and documentation and best practices procedures available. Besides the NIST-CSF and ISO 27000 series standards’ families, which are the most relevant and the best of breed in what cybersecurity and information security are about, some additional standards and frameworks could also be addressed, being however specific to the business area: ISO 22301:2012 [9] for business continuity management systems and the Health Insurance Portability and Accountability Act (HIPAA) [10] to protect the confidentiality and security of health care information and data.



As these standards have controls, auditing tasks’ lists, and mitigation measures, they could also be applied to the framework presented in this paper. However, our case study was the ISO 27001 standard and its adoption by SMEs.



Each auditing process is composed of various auditing interventions, in which the team evaluates the level of compliance of each security control, by applying to it a predefined checklist. For each control, a list of mitigation tasks is already defined and delivered to guide the auditor during the auditing interventions. After assessing all the controls, a global compliance score is calculated. For those controls that are not fully compliant with the standard that is being applied in the auditing, a list of countermeasures and mitigation tasks is proposed to the enterprise, as they can be implemented and further evaluated during the auditing process.



The auditing process can take several weeks or months, depending on several factors, such as the number of employees, the organizational complexity, the preparedness of the information system infrastructure, and the level of knowledge about the business and the technological infrastructure that supports it. During the auditing process, a considerable number of interventions may have to be made, mostly on-site, where physical validation of existing software and hardware takes place, as well as the identification of assets and of business processes.



Data are collected and stored in each auditing intervention for further analysis and reporting. The initial auditing implies an auto-diagnosis of the enterprise regarding cybersecurity. Depending on the score attained, several mitigation tasks may be proposed to be implemented. Each subsequent auditing intervention is essentially dedicated to the evaluation of the impact that each mitigation had on the overall security auditing, that is the aim of the several auditing interventions that may take place is to evaluate and assess the enhancements obtained with the countermeasures that were proposed by the auditing team. At the end, the compliance level of the enterprise regarding cybersecurity and information security issues should increase and may demonstrate the continuous readiness of the enterprise.



Each well-adopted information security, privacy, and cybersecurity international standard has its own set of tools and best practices, available elsewhere to be applied by the enterprises and auditing teams. However, these tools and the existing Information Systems (ISs) that support them to manage cybersecurity and information security auditing processes are mainly oriented toward a particular standard. The reasons are mainly the inflexibility of these tools to accommodate different standards and their corresponding structures and checklists. Some of the existing standards are also hard to apply in a set of heterogeneous enterprises, and in some cases, the supporting tools are shallow and fed by the information security auditing community, which gives less confidence about their adoption in wide auditing scenarios.



These auditing applications usually fall into two distinct groups: proprietary and oriented toward complex auditing processes in big companies; open source, usually free-of-charge, and mainly composed of spreadsheet-based toolkits delivered by the community. This notwithstanding, the various standards are based on assessment checklists; each one delivers its own toolkit to collect and process auditing data, limiting the use of the same IS platform for different enterprises and standards. This fact implies that a consulting team running auditing processes in different companies and using distinct information security and cybersecurity standards has to collect and analyze the resulting data with different toolkits.



This paper describes an IS to support and manage information security auditing processes, regardless of the standard that is being applied. The developed and ready-to-use web-based application was designed to load a predefined list of controls that were extracted from a standard, as well as their corresponding sets of checklists and countermeasure tasks. The IS is thus agnostic to the standard being used in the auditing; it stores the assessment made of the controls and calculates the global score attained by the auditing. The IS was tested in a cybersecurity auditing project, in which fifty SMEs were audited for the ISO 27001:2013 standard [11]. The IS’s level of independence regarding the standard being adopted allows the controls’ lists and corresponding checklists from other standards to be available. The proposed IS validates the methodology followed in this project, regarding the development of an agnostic tool, due to its possibility of incorporating different standards to be assessed and facilitating the benefits of the outcomes of having a structured and automatized tool to guide the auditing team, providing real feedback any time it is needed. The use of a tailored IS as a tool to facilitate the reporting and monitoring process of an audit team proved, in our scenario, that this is a major advantage of this type of approach.



The remainder of this paper is organized as follows. Section 2 describes the most relevant ISs, tools and applications that are available to support information security and cybersecurity auditing. Section 3 details the information system that was developed, namely its overall architecture, main technological components, and the data model used to store the data collected. Section 4 validates the information system presented in this paper, by depicting the results obtained with a case study, followed by their corresponding analysis. Finally, Section 5 states the main conclusions and delineates some future work.




2. Background


This section describes a subset of known tools available to support auditing interventions. ISO 27001:2013 is the most common and well-known information security standard, and its available tools were analyzed in depth. Table 1 enumerates the most relevant tools for ISO 27001:2013, which are classified into three dimensions: (i) type, which distinguishes the cloud-based tools and those that are based on spreadsheets and other documents; (ii) openness, as the tools can be commercial or supported by the community; and (iii) the technological maturity level.



The analysis was intended to ascertain if the tools require an existing organizational structure, as well as the technological maturity of the companies, that is if the applications can be easily applied to both SMEs and large enterprises. The classification also distinguishes the tools that support different standards or compliance regulations, from those that were only developed to implement ISO 27001:2013 guidelines.



As can be seen from Table 1, the available tools are mostly delivered as a Software-as-a-Service (SaaS) cloud applications. According to the documentation available, it is possible to infer that these applications are less suitable to SMEs or those with a low technological maturity. The cloud-based nature of these applications, such as the SaaS model, brings high flexibility to the end-users, as few technological requests are needed to setup an auditing process. These tools rely heavily on features that fit the organizational structure, such as the definition of strict responsibility assignments or documentation repositories that need to be referenced.



There are a few document-based toolkits available, which are basically composed of general guidelines derived from templates, policies, and spreadsheets, to collect the necessary information about assets when an auditing process is being prepared. The Opensource GRC—ISO 27001 package is open source; the documentation is fed by the ISO 27001 community; it is composed of a web application that can be used for several standards; for each clause and control of the standard, it provides a set of documentation, such as templates or data collection documents. However, it does not have easy support to record auditing interventions, as it is designed to be used internally by companies, to assess and evaluate their compliance with the standards.



Most of the solutions presented are not open source and require that the company has some level of technological maturity, which is not the common scenario in SMEs, if we think of those acting in the manufacturing industry. Those tools that are open source fail to support different standards, which gives less flexibility to the information security auditing and has a strong impact on the way an SME is able to choose and benchmark distinct standards.



Based on the limitations described above and the lack of tailored solutions that could be set for the context of an auditing process, in this paper, we propose a web-based open-source solution that is able to record the auditing activity with different and heterogeneous information security standards. It is possible to support different instances of information security standards and to benchmark the results obtained. Each standard can be easily configured, by importing a list of controls and associated checklist actions and mitigation strategies. Therefore, the software instance can be tailored to support different standards and allows the incorporation of controls that are more suitable to the context of the company.




3. Information System for Security Auditing


The Information System (IS) described in this paper was initially built and tested for ISO 27001:2013 auditing. However, it was designed to support other standard specifications, as the application can be customized to load any ISMS. The customizable approach under the web application was tailored to the following main presumptions:




	
A checklist for each control is available as a set of actions to be applied during the auditing.



	
These actions are specific elements to check by a “true/false” answer, and the result allows an auditor to better define an acceptable percentage for each control. In a first auditing intervention, the overall checklist is verified and the level of acceptance is calculated.



	
A list of mitigation actions is available for each control. Depending on the level of acceptance related to each control, after the first auditing, the team receives an automatically generated list of mitigation tasks to be applied, in order to decrease the risk of the control being evaluated and raise the acceptance level.



	
When a second intervention occurs, each control is re-evaluated, to assess the impact of the countermeasures that were identified and applied after the first intervention.








One of the main reasons behind this approach is to allow the IS to be used in companies of different sizes and with distinct technological maturities. The ability to split the objectives of each control into a set of actions to be performed in an audit has the main advantage of providing more flexibility to process the actions’ list. The standards are very strict and usually do not allow this kind of flexibility.



In our case study summarized in Section 4 and detailed in [24], it was possible to monitor and make a diagnosis about the cybersecurity and information security risks observed in the fifty intervened SMEs, according to the data collected during the auditing process, namely on both interventions.



The IS was designed as a web application for the benefit of being platform agnostic. This means that any auditor may use the application regardless of his/her own environment or that of the company being audited. As the auditor can define and customize the actions to be validated for each control, the proposed solution can be adjusted to fit the auditing process to the organizational context of each intervened company. The proposed solution can be tailored to the common auditing standards, namely the ISO-27000 family, which contrasts with the overall auditing solutions available (Section 2). The following subsections detail the architecture, the data model, and the reasons behind the choices made during the development.



The IS presented in this work was developed to support the auditing process applied to the fifty SMEs. Indeed, the aim in developing and proposing this tailored software was to allow all the authors to have constant access to the occurring process, making all data available when needed. The challenges and amount of data gathered in a process of this nature are known to be great. Therefore, the scope and aim are essentially to make all the data available when needed. This proof of concept allowed us to focus on and determine the best requirements for a system of this nature. The benefits of having a system that automates the registration and standardization of the data collection are some the key outputs.



3.1. Proposed Architecture


Figure 1 depicts the auditing process, namely the collection of evidence made by the auditing team, the automatic processing of auditing reports, and the results’ analysis. The web application is versatile and customizable, as it receives a predefined checklist of actions and a list of corrections to be applied. The whole auditing process is stored in a database, starting with the auditing and interventions’ records, going through the intermediate updates and reports’ delivery, and finishing with the global results’ analysis. This application enabled the achievement of three main goals: (1) to harmonize the auditing process; (2) to automatically generate auditing and intervention reports; (3) to process and analyze the aggregated results, at different stages of the auditing process.



The application is organized into three layers: web access through a web browser; an application layer developed in Laravel; and a data layer implemented in a MySQL database (described in Section 3.3). Three major profiles were defined, according to the roles in the auditing process, namely audited enterprise, auditing team, and project manager. In each auditing process, the auditor can carry on multiple interventions. Each intervention is essentially the annotation by the auditor of the results obtained at each visit to the enterprise. Mitigation measures associated with the controls that did not pass are also registered in the application. The report summarizes all the interventions made, the controls that passed and failed, as well as the mitigation actions to be applied to each control, to elevate its compliance level. This report may be generated when needed, therefore allowing the continuous monitoring of the auditing process. Nevertheless, the most common approach is to generate the final report at the end of each intervention (when supported in that scenario) and in the final stage of auditing process to visualize the final results.




3.2. Customization


One of the most exciting features of this application is the ability to easily take a standard, norm, or guideline document and create a way to audit a company, to not only make sure that the standard is met, but also to support the efforts to improve the situation if it is not. To make this process as simple as possible, we created a set of CSV files with the structure we required to populate the auditing system database. The components that are imported to the database are the structure of the standard, the list of controls, the checklist actions, and the mitigation measures that should be applied to each control.



In Figure 2, we can see the overall customization procedure. It starts with: (1) the processing of the standard that we want to apply. In our case study [24] the ISO 27001:2013 standard was used, but the system can support any standard or similar document. The next set (2) is to populate the CSV files with the results of the processing, and in (3), the final step is to import the CSV file into the application.



The more complex part is Step (1). In this step, we need to extract from the standard a set of controls that are usually well defined and add two sets: one for actions and another for mitigation tasks. An action in this context is something that an auditor can validate, for example a specific policy being in place or a technological component being present. A mitigation is a suggestion of measures that should be applied in the case of the control not being fully compliant. These mitigation tasks should either get it to pass or at least improve it in a particular security issue.



Using a standard such as ISO 27001:2013 enabled us to start with a set of well-defined controls, but then, through the creation of the action set for each control, allowed for the possibility of tailoring the process to encompass entities that would otherwise be outside the scope of such a standard. Small companies or businesses that do not have a highly evolved IT infrastructure can still reap benefits from auditing their existing systems in the context of information security or cybersecurity, without the burden of trying to discern for themselves what parts of the standard are relevant to them.



This process is not, nor should it be, a one-time action. In the conducted case study [24], the target was a set of fifty SMEs in the center of Portugal, but if we needed to support the auditing of large enterprises somewhere else, all that would be required is to reevaluate the set of actions and mitigation tasks for that particular scenario; no code changes on the platform are required.



One option set in (1) is to create a set of categories, which allows for aggregation in the final reporting and, for large standards, can be helpful in the analysis of the auditing process.



As can be seen in Figure 3, we could even combine multiple standards and create a sort of meta-auditing framework that could allow companies to audit their processes in a way that encompasses multiple levels of security analysis.




3.3. Technologies


The project was developed with two main purposes in mind. First was to have uniformization of the collected data, which is vital for the aim of the project. Second was to allow the automatic generation of reports during the process and, at the end, to assess the outcomes. The IS was implemented in the Laravel framework, since the aim was to have a web application that could be easily accessed by the auditors’ teams. Before starting a software implementation, it is important to ensure that all necessary prerequisites have been met or have at least progressed far enough to provide a solid foundation for the requirements that are needed. If the various prerequisites are not satisfied, then the software is likely to be unsatisfactory, even if it is complete. Therefore, the first phase was extremely important during the development phase, as it allowed fully understanding the users’ needs and the level of data that was necessary to collect.



The application has three architectural and conceptual layers: a data layer where the data model is defined; a logic layer defining the business processes that are implemented; and finally, a view layer, which implements the data reporting functionalities for the user. The Model–View–Controller (MVC) design pattern integrates well with this architecture and is one of the most used in software engineering. Defined in 1998 [25] in the then-revolutionary Smalltalk programming language, it is still being researched today [26]. This pattern implies the separation of responsibilities of the three architectural layers, by keeping each component easy to evolve, isolated, independent, and highly reusable.



There are several options in today’s web development to implement this kind of architecture. Some of them show great promise and interesting features, but this implies the downside of having a great deal of volatility in their ecosystem. PHP is among the most-used web languages, as it is very stable, and it has a few well-established frameworks that fit our architectural needs. PHP’s Laravel Framework was chosen for this project because of its strong relationship with the MVC design pattern and the maturity of its codebase [27,28].




3.4. Database Model


The data modeling design included the ISO 27001:2013 standard controls, lists of actions, and mitigation task lists, but not making them explicitly dependent. Therefore, by using this strategy, any other auditing standard can be loaded to the database without additional changes needed to the data model. The data model entities are represented in the database scheme depicted in Figure 4. As can be seen, there is only one direct dependency between the ISO 27001:2013 parts of the data model and the controls’ identification. This dependency can be easily assumed to be present in any standard, that is the entities Clauses, Categories, and Controls (upper left of Figure 4) are parts of the standards and are mapped in corresponding data tables of the data model.



The uniformization of the data collection process was initially performed by a “true/false” classification of the controls, which tends to make auditors perform round (and, in some way, binary) calculations during the control’s analysis. A better uniformization was performed by applying a “true/false” classification to specific actions (i.e., some specific element to be checked) and grouping a set of actions for each control. This change gave more dynamicity to the calculation of the acceptance criteria, as is inferred from the actions’ checklist, instead of the control itself. The mitigation tasks’ list related to each control, which should be applied to those that did not fully pass, is provided to the auditors. The application associates this list to the auditing, which enables the possibility to report the mitigation tasks to the management board, for further implementations that may increase the compliance level of the corresponding control.



The database mimics the overall concepts of an information security standard, namely its associated controls, actions’ checklists, and mitigation tasks’ list. The information system developed organizes the inputs by categories; each one is composed of controls, and each control has clauses. These entities represent the data template that will be presented to the auditors for a specific intervention.



The platform was developed to deliver a customizable way to import the data entities previously described. These automatization and parameterization features allow the automatic importing and ingestion of these data entities from well-known structured formats, such as CSV. This format is easily adjustable to the checklist used by the information standard, and it can be imported automatically and applied in different scenarios. Therefore, the platform can be set to support different types of standards that follow the same correlation between controls and actions.



Besides the standard entities imported from the CSV file, the data model incorporates other entities and their respective relationships, which are needed to store the auditing activity. As an example, the auditing interventions collect the controls validated by the auditor, which brings an additional management tool to evaluate and control the auditing as a whole. The entity Service Types addresses the two types of audits (Type 1 and Type 2) that were considered in our case study [24] and is described in Section 4.





4. Validation


The IS was successfully applied in a project that aimed to validate the global awareness of the cybersecurity infrastructure and organizational processes targeting the information security concerns of the fifty SMEs involved. The project used the ISO 27001:2013 standard and was led by a regional business association. From the 114 controls that are part of this standard, we may find a comprehensive list of controls that can be used to evaluate the awareness of the enterprise regarding cybersecurity in a particular subject and from a global perspective.



The results were fully described and analyzed in [24]. This section summarizes the results obtained, mainly the overall characterization of the auditing types and the order of magnitude regarding the number of interventions and controls that were analyzed.



Two types of intervention were defined: Type 1, which evaluated 30 out of the 114 controls, in predefined categories of the ISO 27001:2013; Type 2, which corresponds to a full assessment of the 114 controls, and a second validation (intervention) was considered, to assess the improvements attained with the implementation of the controls that did not fully pass in the first auditing. The data were stored in the MySQL database introduced previously (Section 3.4), and the reports can be generated throughout the auditing process. All the massive amount of data that supported the different audits was registered in the developed platform. The fact that the software was fully available to the audit team had great advantages for most of the roles in the project. Primary was the fact that all data were centered in a unique repository, allowing all the different players (roles) to assess the status of the overall process. The simplicity of the user interface, which aimed to facilitate the recording of the gathered data, in conjunction with the ability to monitor the amount of data being assessed is one of the advantages of using this type of technological solution. Its flexibility and the fact that it can be customized to support other needs in terms of different standards are major key points.



Information can be easily registered and retrieved from the web application that support the auditing process. Besides the speed and accuracy of the data gathered in the auditing process, it also allowed retrieving statistical and status data more quickly and with greater confidence in the accuracy. The adopted strategy brought improvements to the auditing productivity of all the people involved in the project. Although the application was designed to meet a specific purpose, its foundations were designed to allow it to be tailored to other standards that follow a similar structure. In the auditing process, from the 50 enterprises, 30 applied the Type 1 (standard) audit, and the remaining 20 enterprises applied the Type 2 (complete) audit, which considers a second intervention. Most enterprises were from the Industry sector (20), followed by Services (16) and Commerce (14).



Figure 5 resumes some of the characteristics of the audited enterprises. The majority of the enterprises (38%) had more than 60 workers, and in terms of age, they were well distributed, with the same number of companies having more than 36 years in business and others that were still young, with less then 17 years.



Regarding the amount of data stored in the database, the following values applied:




	
Total amount of controls: 114;



	
Total amount of actions: 607;



	
Total amount of mitigation tasks: 248;



	
Total amount of interventions: 146;



	
Total amount of auditing actions: 32,133.








The results from the audit showed the improvements that the enterprises achieved due to the auditing process. Assessing the checklist of all the controls allowed making a diagnosis of the status of the enterprise. Type 1 (see Figure 6) showed the global diagnosis of the controls that were assessed. The major benefits can be seen regarding Type 2 (see Figure 7), since it allowed making a comparison between the initial status and the second interventions.



In terms of software, the platform allows the auditor to see a list of all the controls considered in the auditing process. In Figure 8 is shown the interface that summarizes the current status if there are two controls (i.e., Control 6.1.1 and Control 5.1.1, from ISO27001:2013). Although the acceptance percentage is suggested by the platform, the auditor can change its value. The amount of visible information can be changed. The user can also drill down the information assessed of each control. It can also see the checklist items that were analyzed by the auditor and that were considered in the audit.



Figure 9 shows how it is possible to generate the report that summarizes the overall auditing process. The example shows a detailed description of all data stored for Control 9.2.5 (ISO27001:2013). The reports are generated in PDF format, allowing full support with all systems known today. For each control considered in the auditing process, the report includes a summary of the name of the control, the interventions it refers to, the acceptance percentage, a true/false clause stating if it has passed or failed in the auditing process, and a state control verification setting if the control is considered close or not. For each control, the generated report also includes a list of suggested mitigation procedures that can be addressed to mitigate the vulnerability.



The major advantage of the platform is the ability to generate a full report about each intervention, when needed. All the data can also be exported, and since it follows the same layout in all the auditing processes, in the future, it can be used to generate richer reports/dashboards about the auditing process. These reports are also pivotal for the management board, as they give strict directions about the cybersecurity level and the measures that should be taken to reduce the risk.




5. Conclusions


This paper presented a generic, open-source, and web-integrated information security auditing information system. The architecture of the IS and the data model were described. The implementation in an information security and cybersecurity project was summarized, as well as the results achieved and the corresponding analysis were given. Besides, the case study was related to the implementation of an ISO 27001:2013 audit, and only the predefined checklist and mitigation actions were loaded in the platform. The data model is flexible and accommodates agnostic checklists and mitigation lists, which could be based on other standards, such as NIST-CSF, ISO 27009, or ISO 22301:2012. The strength of this IS is the fact that distinct and radically different information security and cybersecurity standards can be used and their corresponding actions and mitigation lists can be uploaded.



In the case study used to validate the IS, the participating enterprises were solely SMEs, intervened by a consulting team. The auditing management was centralized, and the consulting team was able to track the auditors’ activities, the status of each auditing process, and the scoreboard with the global results. SMEs are a favorite target to use this type of IS to record the auditing activities, mainly due the fact that different standards can be adopted and benchmarked. Besides the IS possibly being a useful tool to the auditing teams, it could be also relevant to SMEs (and other types of enterprises) in cybersecurity self-assessment and self-auditing activities.



Additional features are being put forward in the IS, namely the development of a dashboard for an easy overview of the ongoing processes and a statistical analysis module to allow auditors to extract knowledge from the acquired datasets.
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Figure 1. The C4 Level 2 diagram of the application architecture. 
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Figure 2. The C4 Level 2 diagram of the customization process. 






Figure 2. The C4 Level 2 diagram of the customization process.



[image: Applsci 12 04102 g002]







[image: Applsci 12 04102 g003 550] 





Figure 3. The C4 Level 2 diagram: customization from multiple sources. 
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Figure 4. Data model. 
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Figure 5. Enterprises’ characterization. 
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Figure 6. Type 1 results summarizing all the controls assessed in the audit. 
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Figure 7. Results from the Type 2 audit, showing both interventions (the first and the second one). 
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Figure 8. An example of the user interface and the level of information available. 
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Figure 9. Example of the report generated for Control 9.2.5. 
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Table 1. ISO 27001 auditing support tools (links accessed on 29 March 2022).
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Flexibility

	
Software

	
Type

	
Open Source/

Open Access

	
Tech

Maturity






	
Supports

Other Standard

	
Mango—Limited Mango [12]

	
SaaS

	
No

	
Yes




	
ISO Manager—ISO Manager [13]

	
SaaS

	
No

	
Yes




	
Instant Management Systems B.V.—Instant 27001 [14]

	
SaaS

	
No

	
Yes




	
Resolver—IT Compliance [15]

	
SaaS

	
No

	
Yes




	
NIST—Cybersecurity Framework Reference Tool [8]

	
SaaS

	
Yes

	
No




	
OpensourceGRC—ISO 27001 Package [16]

	
SaaS and Doc based

	
Yes

	
No




	
Eramba—GRC Software [17]

	
SaaS

	
No

	
Yes




	
Does not support

other standards

	
SecuraStar—ISO 27001 Software [18]

	
SaaS

	
No

	
Yes




	
Advisera—Conformio [19]

	
SaaS

	
No

	
Yes




	
Netwrix—ISO IEC Compliance [20]

	
SaaS

	
No

	
Yes




	
Certikit—ISO 27001 ToolKit [21]

	
Doc based

	
No

	
Yes




	
IT Governance ISO 27001 Documentation Tool Kit [22]

	
Doc based

	
No

	
Yes




	
ISO 27K Forum—ISO 27001 ToolKit [7]

	
Doc based

	
Yes

	
No




	
Teramind—ISO 27001 Compliance [23]

	
SaaS

	
No

	
Yes
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