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Abstract: The Internet of Things (IoT) is an integrated environment as it merges physical smart
objects to the Internet via wireless technologies to share data. The global connectivity of IoT devices
brings the needs to ensure security and privacy for data owners and data users. In this paper,
an attribute-based access control scheme for IoT (AAC-IoT) using Hyperledger Fabric (HLF) blockchain
is proposed to address the security challenges. In the AAC-IoT scheme, data owners are registered and
authenticated using identities, certificates and signatures. Data users, however, are registered with
identities, certificates, signatures and physical unclonable function (PUF); then a credence score is
computed for users to predict the originality during authentication. For access control, attribute-based
access control (ABAC) is used, and the number of attributes is selected based on the sensitivity of the
data. In accordance with the attributes count, the access control policies are generated. The novel
concept of attribute count is determined from a fuzzy logic method using data type and preference.
Hyperledger Fabric (HLB) blockchain is presented to manage meta-data and security credentials
from data owners and data users, respectively, using a lightweight hashing algorithm. The AAC-IoT
model using HLF blockchain is developed with Java programming language and iFogSim simulator.
The performance metrics are measured based on latency, throughput and storage overhead, and the
results show better outcome than the previous research work.

Keywords: attribute based access control; authentication; Hyperledger Fabric; blockchain; Internet
of Things

1. Introduction

The Internet of Things (IoT) grows with the utilization of emerging technologies.
The IoT devices as sensors, actuators, CCTV cameras, etc., capture data from different
environments and pass it to the backend server. This enables IoT to associate with a variety
of smart applications including smart home, smart city and smart industry [1-4]. The IoT
data owners will collect data from the deployed IoT devices and grant access to users based
on the permission of the owner. The data from devices are collected at different sensitivity
levels; hence the security provisioning is a challenging process in IoT [5-7]. In general,
the devices operating in IoT are low-power constrained; thus, they are able to perform only
limited computations such as monitoring, transferring data and listening to channels.

The requirement for security is significant to assure privacy of data as well as user
credentials. Security is needed for the following reasons: (1) an illegitimate user enters
the system using credentials of legitimate users; (2) different types of attacker devices
are involved with the intention of spying and extracting sensitive data or modifying the
emergency data into normal data; (3) intruders the specialize in interrupting the process of
data transfer based on stealing the resources of the system; and (4) compromised users in
the system exhibit normal behavior while they operate selfishly for some benefits received
from the attackers.
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According to the major issues in IoT, the solutions for security are cryptographic
techniques, access control methods and hashing. However, there are massive numbers
devices in IoT , so a distributed security environment using blockchain is presented for
ensuring security [8-12].

Blockchain technology yields efficient results in privacy and security. In general,
the blockchain is designed as a major combination of users, regulators, ledgers, and smart
contracts. The potential of blockchain is that no one can modify the contents in each block
since the values are in hashes [13-15]. Artificial Intelligence (AI) methods are also incorpo-
rated into blockchain for data protection [16]. Blockchain is able to support the processes of
authenticating devices, storing data, and validating access control policies [17,18]. Access
control (AC) in IoT prefers to use lightweight methods due to the low computation ability
of IoT devices [19-22]. AC performs authentication and authorization based on previ-
ously defined policies. Attribute-based access control (ABAC) is one of the popular AC
mechanisms followed to ensure security in the designated system. The attributes in ABAC
depend on the device, its characteristics and the data it collects. For instance, the attributes
of a device can be identity, name, etc., In this way, values of attributes differ from device to
a device.

To improve security by ABAC, multiple attributes were taken into account, and
blockchain is introduced for this process. A signature is one of the significant attributes
that is unique for users, and it is verified in blockchain. In ABAC, the attributes are
protected using hashing or cryptography. Since the leakage of attributes leads to access for
illegitimate users, the attributes are hidden. On the other hand, the data from an owner
is stored encrypted based on the data attributes. Security and privacy play a vital role in
ensuring that the user’s data is protected in the storage. In this paper, the provisioning
of ABAC for IoT devices by using Hyperledger Fabric (HLF) blockchain is proposed.
The consideration of attributes in accordance with the device and the data it produces will
improve security.

1.1. Contributions of This Paper

The major contributions of the proposed attribute-based access control scheme for IoT
(AAC-IoT) system model are listed below.

* Develop a data owner and data user authentication system using unique security
credentials as well as transfer the element with the assurance that the credentials are
not leaked.

¢ Inan ABAC scheme, the number of attributes for each owner is defined independently
based on the data types and preferences. For this selection, a fuzzy logic method is
used and then attributes are taken into account for the generation of access policies.

e  HLF blockchain is presented to manage meta-data and security credentials from
data owners and data users, respectively. In addition, the authentication of multiple
incoming data users takes place by a neural network algorithm which can handle
many users at a time.

*  The data user is validated with identity, certificate, signature and Physical Unclonable
Function (PUF); then a credence score is computed for each user device for identifying
whether the device is legitimate or illegitimate.

1.2. Organization of This Paper

This paper is organized into the following sections. Section 2 details the background
of this access control and the use of Hyperledger Fabric blockchain. Section 3 discusses
the previous research work in attribute-based access control methods and their limitations
and gives the problem defined in the access control of IoT. Section 4 illustrates the proposed
access control scheme in the IoT environment. Section 5 demonstrates the experiments and
its results. Section 6 illustrates the conclusion of the access control scheme.



Appl. Sci. 2022,12, 8111

3 0f20

2. Background

In this section, the work nature, elements, and importance of access control and
HLF blockchain is discussed in two sub-sections. This provides an understanding of the
background of this research.

2.1. ABACIN IoT

ABAC is a process of extracting a set of attributes and defining a policy from it. These
policies were used to allow access for particular devices. If the device fails to pass the
generated access control policy, it will be restricted from the system. The attributes are
defined based on the specifications of the entities and their data [23-26]. Hence, attributes
differ for each data owner device.

The attributes are defined based on the subject, object, environment and permission.
Actually, an attribute consists of a name and its corresponding value. The main categories
of attributes are elaborated below.

*  Subject Attributes: The subject attributes define the type of data captured by the IoT
device.They include the characteristics of the device. For instance, in an IoT farm field,
sensors will capture temperature, pressure or humidity for the specified time interval,
but not all the devices can capture only a single datum; hence the subject attribute
dependd on the application used. Some of the subject attributes are time, location
coordinates, position, etc.

*  Object Attributes: Object attributes are illustrated as the attributes of the device
individuality, i.e., personal constraints belonging only to the particular type of device.
These attributes are defined by the manufacturer of the device which are unique for
each device. A few object attributes are identity, registration number, model type,
model name, and so on.

¢ Environment Attributes: The environment attributes are the application in which the
device is used, counts of data, etc.

*  Permission Attributes: This type of attributes defines the permission provided to a
particular user that can be read, written, edited, so on.

The preference of attributes for the access control policy is commonly performed by
taking into account all the attributes. At present, IoT devices are popular and used globally
for sharing data. The major challenges that exist in ABAC is scalability, resource utilization
and heterogeneity. Due to the increase in the number of devices in the IoT, the challenges
are critical. Designing an ABAC method, needs to concentrate on these challenges.

2.2. Hyperledger Fabric Blockchain

Blockchain technology is defined as a system that consists of recorded information in
terms of blocks. Each block stores information in hashes so that the specific information
is unable to be altered or hacked. The structure of HLF blockchain is shown in Figure 1.
The couch database (DB) is used to store binary values, whereas the level database (DB) is
used for storing key-value states that are involved in the peer process. The DB maintains
key, key range and key queries.

HLF blockchain is a private framework constructed for the purpose of security [27-29].
This HLF is constructed using the major elements as follows.

*  Peer: In blockchain technology, peers are the nodes that have records of transactions.
This is one of the fundamental elements, and it takes the roles as endorsing peer, leader
peer, anchor peer and committing peer. These peer nodes are responsible to host the
ledger as well as the smart contract.

e  Ledger: This is a collection of historical records in the blockchain maintained for all
states of transactions. It is composed of a sequence of transactions. The ledger in this
HLF is classified into two types: world state and level database (DB). One transaction
in the block is a chaincode in HLF that is a key-value pair.
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¢  Chaincode: The chaincode is defined as a program which is executed in HLF. It is
responsible for managing and modifying the instructions to write the transactions.
Whenever a transaction is initiated from a user, the chaincode is analyzed for decision
making, and then it is applied to the ledger.

*  Membership Services (MSP): The MSP in a blockchain consists of a set of identities
that are permissioned. This identity is created based on public and private keys.
The private key is kept secret, while the identity is validated without outsourcing the
private key. The certificate authority plays a significant role in generating identity,
and MSP occurs as local MSP and channel MSP.

*  Channel: The channel in HLF is a private “subnet” which is required to create com-
munication from one member to another. The transactions are considered to be
confidential; hence the channel is used for it. Each peer that needs to perform a
transaction joins a channel using its own identity provided by MSP.
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Figure 1. The Ledger in HLF blockchains.

3. Related Work

Prior research works in security provisioning of the IoT environment that perform
authentication and ABAC schemes using blockchain are investigated.

In [30], the authors have developed a lightweight and secure architecture that uses
a one-way hash function, an elliptic curve cryptography (ECC) and an XOR operation.
The unique identity and password were converted into hash at the registration phase and
submitted to a trusted server. Then the trusted server computes the challenges and stores it
in a database. During the authentication phase, the challenge was computed and delivered
to a server. Then the server checks the first challenge; then it computes the second challenge.
After verifying the challenge, a session key was generated, and then a communication
channel was established between the server and the device. The security credentials were
shared using the ECC algorithm. The issue in this work was lack of sufficient security due
to the consideration of simpler credentials for authentication which can be guessed easily.
In addition, the selection of a weak curve in the ECC tends to produce poor generation of
keys for encryption and decryption. The incorporated ECC algorithm was composed of
multiple complex computations, and it is not sufficient in providing confidentiality.

A blockchain-based architecture was designed to perform authentication using the po-
sition and identity of the user in accordance with the determined trust level [31]. The trust
level of each user depends on interactions. This work was called in short the Secure Path.
The users create multi-signatures and check one after the other; then it connects to the
blockchain for validation of the trust value which was dynamically determined. A de-
centralized security management system was proposed in this work that uses blockchain
technology [32]. The conventional design of a blockchain using a Merkle hash tree was
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involved for authentication. The gateway was responsible to check an IoT device, and the
entities used for authentication were signature, metadata and Merkle tree proof. The smart
contracts in the blockchain were presented for registration. According to the registered
devices, the blockchain authenticates each device. In this work, multi-signatures are used;
thus, there is a need to verify them one after the other which consumes time.

In [33], a blockchain-based authentication was proposed that uses a token mechanism.
Initially, the registration was handled by the identity and address information as the user
credentials. The signature generation was based on the elliptic curve digital signature func-
tion and hashing by SHA 256. According to this work, a token was generated with the hash
identity and address. If the credentials are true, the token is granted, otherwise, it is denied.
SHA 256 is a well performing hashing algorithm; however, it is comparatively poor with
lightweight hashing. user credentials were commonly not secured during the registration
process. To increase the efficiency of authentication, a decentralized blockchain-based
authentication (DBA) protocol was proposed that takes into account multiple factors [34,35].
The multiple factors in DBA were identity, password and location . For the purpose of
security, the lightweight SALSA algorithm was used. The issue of this work is the absence
of security provisioning during registration of the user credentials.

A decentralized secure access control for the IoT was proposed in this paper that
incorporates blockchain [36]. A hierarchical structure was developed that is composed
of four blockchain managers as cloud, core fog, fog and local. The signature plays a vital
role for verification of a user in blockchain. An authentication agent shares the secret key
in a secure way with the Diffie-Hellman key exchange algorithm. After verification of
identity by the authentication agent, the policy was checked by the authorization agent;
later, the data was hashed and updated in the blockchain. The key exchange algorithm
was not applicable to sign signatures; thus, it is vulnerable to a man-in-middle attack.
In [37], the authors proposed an ABAC with authorized search scheme (EACAS); then
an attribute-based encryption is used to ensure secure data. The major entities that are
involved in this system model are data owner, data user and cloud server. The EACAS
operates consecutively as system setup, key generation, encryption, trapdoor generation,
data search and reverse of encryption. The attributes were hidden based partially on the
conversion of the cipher text. Then the access trees were constructed using AND and OR
gates during which user access was provided. The increase in policies will also increase the
length of the tree.

A device access control scheme was proposed for the IoT, and it was known in short
as DACS-IoT [38]. A one-way cryptographic hash function, i.e., SHA-1 and ECC algorithm,
was proposed in this work. Initially, the user identity was verified followed by a certificate
check and then a signature verification check. This verification was carried out between two
smart devices, before data transmission. The ECC algorithm was weak in the selection of
the curve. An ABAC scheme was carried out by the following steps of system initialization,
registration, address creation, attribute request and access control [39]. The device has
a unique identity and an address. This address was created by hashing the public key
and identity using a concatenation operator. Then the hashed address was signed in
attribute authority which will be updated in a Merkle tree that is present in the blockchain.
During registration, identity-based cryptography is used to verify identities; however, this
is not sufficiently secure since identities are basic credentials that can be forged.

Two concepts of ABAC and identity-based signature (IBS) were presented in [40].
The designed architecture performs four steps as system setup, request control, point
decision point (PDP) and point enforcement point (PEP) execution. The PDP consists of an
identity device, a request number, a decision and a signature. On the other hand, PEP is
composed of the identity, decision and signed identity and signature. Based on the access
request, the access decision was evaluated for each user. However, the identity was not a
secure constraint; hence it can be eavesdropped on easily by attackers. A blockchain-aided
searchable attribute-based encryption (BC-SABE) that was decentralized using a blockchain
was proposed [41]. The designed coalition blockchain enables creation of partial tokens
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for users. This system model is composed of four main entities such as data owner, data
user, blockchain and cloud. The sequential processes are system initialization, registration,
revocation, key generation, encryption, token generation, search and decryption. The user
attribute set was validated with respect to the access structure, and then the search results
are returned. The access validation in blockchain was performed one after the other which
consumes time for processing.

A blockchain-enabled decentralized capability access control, i.e., BlendCAC was
discussed in this paper [42]. The BlendCAC architecture is comprised ofthe data user, the
data owner and the blockchain network. Initially, in registration, the public and private
keys were generated, and the identity was verified for authentication. A virtual identity
(VID) was also developed. Then, according to the process of access control, a capability
token was generated, and the policy decision was performed to give access to the user.
An attribute-based framework was proposed to provide access control and communication
control (ABAC-CC) [43]. Communication was established between the devices to the
gateway, gateway to gateway, gateway to cloud and cloud to cloud. The authentication
of the devices was performed using the cryptographic keys and then followed by the
access control based on the attributes. The development of virtual identities creates conflict
between the original identities and the virtual identities.

The major limitations in the existing research work for the process of authentication
and attribute-based access control with the assistance of blockchain is illustrated and solved
in this proposed work.

Problem Statement

The problems identified from previous research works are expanded in this section.
An access control scheme and a user credibility incentive mechanism was proposed in [44]
called LBAC. The designed Hyperledger Fabric operates in three parallel phases, and the
phases are execute, order and validate. The certificate authority (CA) initializes at first; then
the attribute authority (AA) submits the attribute to the blockchain. A further attribute
token was generated using the set of attributes of the user which is then allowed for storage
or access into the Cloud Service Provider (CSP). In this work, meta-data were stored in the
blockchain, whereas the whole data were stored in the CSP. The meta-data from the DO
consists of a symmetric key in cipher text and a hash value of data in cipher text. Hence,
it performs proxy re-encryption, i.e., pre-decryption in the blockchain and final decryption
for the CSP data.

In [45], Device Contract (DC), Policy Contract (PC) and Access Contract (AC) were
proposed. These three contracts define the development of an attribute-based access control
(ABAC) model, an ABAC policy and resource management. The defined policy can be
updated and deleted in the blockchain. The major problems stated in these works are
illustrated in the following,

e An IoT environment deals with a massive number of devices; hence data arrive
in a short time period. The decryption requires IoT devices, which are actually
computation-constrained devices, to utilize scarce resources.

e User data are not protected during storage that causes alteration of data, since the
data can be sensitive and data privacy is essential.

¢ In this work, the admin has rights to modify, add or delete the policy contract, but the
admin was not authenticated.If the admin is compromised, the contracts will be altered
in favor of the illegitimate user’s requirements.

¢ The blockchain technology uses the SHA-256 algorithm for hashing which is also
used in this work. It is not a lightweight hashing algorithm; hence it is difficult with
massive numbers of IoT devices.

In [46], an HLF Blockchain was proposed using the performance of local authentication
of client devices. A multi-layer architecture network is designed, and the layers are IoT
devices, cluster heads, base station and data storage (server). A client, i.e., an IoT device
and server communication, was established with a hello packet. It then exchanges a key
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using the Diffie-Hellman algorithm. The authentication takes place by exchanging the
challenge-response that was generated by the client itself, and during authentication,
the response was validated at the server side. The basic research issues in this proposed
work are,

¢ The performance of authentication using a challenge-response is generated by the
client; in case the client is not legitimate, it can interrupt the system. This is the only
validation that is performed to guarantee a client. The response computation at the
server side is simpler using a single predefined mathematical operator.

*  The local authentication between the client and server fails to consider the unique
security credential of the client.

In [47], an access tree was constructed and managed by the authority node (AN).
The access tree was created from the chaincode that defines the credentials of requesters.
The ECC algorithm was applied for key generation which is used as the identity of the
device. The device’s credentials such as identity, public key, access policy, IP address, group
identity, access history and attribute library are used for validation of device accounts.
Then the device creates an access policy which is further converted into a collaboration
access tree using the access for each device provided. The problems identified from this
work are illustrated below.

e Inthis work, if the request is not satisfied by the access tree in the authority node, then
the access tree is reconstructed. This increases time consumption due to re-construction
of trees.

*  The used ECC algorithm returns a large size of the encrypted data and also a complex
algorithm that requires a large amount of resources.

The overall problem in this research on the IoT environment for the authentication and
access control with a blockchain is the use of complex cryptography, hashing algorithms
and, on the other hand, the consideration of attributes for the construction of access policies.
The problems stated in this section are focused and solved by our proposed model.

4. The Proposed AAC-IoT System Model

In this section, the proposed AAC-IoT system model is detailed along with the de-
fined solutions. This section is divided into three parts: system model, registration and
authentication and ABAC scheme.

4.1. System Model

The proposed architecture is designed to assure secure data storage and attribute-
based access control using the assistance of a Hyperledger Fabric blockchain. This system
model consists of a data owner (DO), a data user (DU),Sity (CA), HLF blockchain and
cloud. The proposed AAC-IoT system model is depicted in Figure 2.

e Data Owner: The data owner first registers with the certificate authority and then
uploads meta-data (cipher text of asymmetric key and hash value of identity and
number of attributes) into the fabric blockchain followed by an upload of the remaining
data into the cloud storage. The data owner has to be authenticated each time to
upload the data in the cloud. Let N be the total number of DOs represented as
DNy =D1,Do,...... , Dn. Each owner has an individual identity that is received from
a certified authority.

*  Data User: The data user also registers with the certificate authority and then submits
an access request to the Hyperledger Fabric blockchain. The DUs are 7 in total number,
and they are denoted as U, = uq,up,...... ,Uy. The DUs are the mobile devices that
submit the query and receive the required response from the cloud. The data user’s
credentials are validate,d and the access policy is validated.

¢ Certificate Authority: This entity is the trusted one in the system, and it is responsible
for managing certificates of the DOs and the DUs. On the other hand, this entity
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computes the number of attributes to be considered later for identifying a device
account in the blockchain.

e Hyperledger Fabric Blockchain: This type of blockchain is open access, and it is used
for authentication of the DO and the DU. In addition, it verifies the access control
policy generated based on attribute and allows or denies access.

*  Cloud Server: This is a storage system that allows large size data to be stored according
to the permission provided. To protect the data, the original data is encrypted and
stored in the cloud server.

PRESENT Algotrithm

3. Upload Data c. Access data
>

uthenticate DUs by
Neural Network

QUARK Hashing

2.Upload attributes b. Request Data

& meta-data Access
Hyperledger Fabric Blockchain

(Attribute-Based Access Control
Policy)

Update InformationC 3

Data Owner of DO and DU

(—
Data Users

Certificate Authority

1. Registration (Identity) a. Registration (Identity | PUF)

Figure 2. The Proposed AAC-IoT system model.

4.2. Registration and Authentication

The entities in the network system begin with the process of registration. The DO and
the DU use different types of credentials for registration and authentication since the DO
submits only the data, whereas the DU uploads a request query and then receives data.
The registration procedure is illustrated in sequential steps.

4.2.1. DO Registration

Step 1: Let @1 be a DO. It initially sends a request to the CA with the unique identity and
timestamp. The registration of the DO is R1— {Idq,Ty}, where Id; is the owner’s identity,
Rj denotes the first request from the DO, and Tj is the initial timestamp.

Step 2: The CA receives Rj, and if Tp< AT, where AT is the timestamp for receiving
the request message, the identity is considered for registration. If the timestamp is not
validated, then the expired communication link of the owner and the CA will also be taken
in account for registration.

Step 2.1: Then the certificate is generated for each DO and transferred securely in
the form of encryption. For encryption, a lightweight PRESENT algorithm is used which
consumes limited computations [48].

Step 2.2: Using addRoundkey generation, the certificate is encrypted into cipher
text. The key lengths are 80-bit and 128-bit, and the block length of 64-bits is used. This
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block cipher algorithm is handled in 31 rounds. The key for each round is K;, where
1 <i < 32 and it uses an XOR operation. The sBoxLayer and pLayer state; hence it uses an
S/P network.

Step 2.3: Then, the CA sends Ry— E{Idy, E(Ct;),T; } to @7 with the encrypted certifi-
cate E(Ct;) and timestamp Tj.
Step 3: The D receives R, and checks timestamp (T;—Tp) < AT. If valid, the certificate is
decrypted and then sends signature SOy, generation requests to CA. The R3— {Id1,SOxy,T>}
where Rj3 is the request from owner, SOy, denotes the unknown signature, and T3 is
the timestamp.
Step 4: CA validates (T,—T;) < AT, then generates a signature for the D and sends it to
the owner. The security credentials generated for all Dy are updated in the HLF blockchain
of the system.

The designed DO registration workflow is depicted in Figure 3 which demonstrates
all the three entities involved during the registration using multiple security credentials.

3

OData Certificate ﬂ HLF )
wner Authority lockchain
Initial Request
{[dli TO}
J:I e No
Yes
E{ld;, E(Cty), Ty} B Discard Request
@ q
No
Discard Request Yes {1d;,50,,, T}

Creates a new
block and stores

. . the DO

Ready to Completed|DO Registration information
Upload data
using registered

Credentials

Figure 3. Workflow of the DO registration.

4.2.2. DU Registration

Step 1: Consider a DU, u; from U, that registers the same as a DO. We perform step 1 to
step 4 as in the DO registration.

Step 2: CA checks (T,—T;) < AT and submits a request for the PUF of the corresponding,
and the message is R3— {Id1,SU1,T3}.

Step 3: The u checks the timestamp validity as (T3—T) < AT, then gives a PUF that
consists of challenges (C1,Cy, ...,Cx) and the corresponding responses (Req,Rey, . .. ... ,Rey),
where k denotes the total number of challenges and the responses in the PUF of the u;.
The u; sends Ry— {1d1,5ul,(ck,R€k),T4} to CA.

Step 4: The CA receiving R4 from u4, extracts the message and checks timestamp

(T,—T5) < AT, and forwards the (C,Rey) pairs to the HLF blockchain.

Step 5: After submission of all the credentials from u; to CA, the process of registration is
successfully completed, and the user can access data from the cloud server based on the
access policy. The complete workflow of this registration is shown in Figure 4.
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Figure 4. Workflow of the DU registration.
4.2.3. DO Authentication

The authentication of the DO is based on the credentials identity, certificate and
signature. The sequential process followed in the DO authentication is represented in
Figure 5. The DO is authenticated whenever a data upload is needed. In this work, the DO
will upload meta-data into the HLF including the attributes for generating access control
policies. On the other hand, the main-data of the DO are stored in a cloud server using a
lightweight PRESENT block cipher algorithm. The steps followed for the DO authentication
are illustrated as follows.

Step 1: The DO D, submits the authentication request consisting of Ry— {H(Id,),To},
i.e., hashed identity with timestamp, to the CA. The hashing is performed using a QUARK
algorithm which is lightweight [49].

Step 1.1: Construction of sponge by padding at initialization until the specified length
is reached.

Step 1.2: An XOR operation is performed in the absorbing phase and returns permuta-
tion from this phase.

Step 1.3: Next, in the squeezing phase, the bits to be hashed are extracted, and the
process of extraction is completed.

Step 1.4: The hashed security credentials in the HLF are verified from the given
DO credentials.

Step 2: The CA checks timestamp, Ty< AT and then the hash identity in the HLF blockchain
is extracted from the block. and if valid, the signature and certificate are requested for the
DO as Ry— {H(SO1® h(Cty),T;) } to HLF blockchain via the CA.
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Step 3: The CA checks timestamp (T;—Tp) < AT. If valid it forwards the

DO — {H(SO1@® h(Cty)} to the HLF blockchain for validation. On completion of this
authentication, the DO can submit meta-data to the HLFE. The HLF blockchain sends
R3— {S,T>} to the DO, where S denotes successful authentication.

Step 4: The DO verifies the timestamp (T,—T;) < AT, and then the meta-data and at-
tributes for the data {ay,a2,a3, . ...} are uploaded to the HLF blockchain and the complete
data are uploaded into a cloud server using the S which assures the DO is legitimate.

Data Certificate HLF ‘
Owner Authority B |Biockchain

Authentication Request
<>,

fH{d,), To}
Yes
Discard Request

H(ld,)
Validate
Request {H(SO;©h(Cty), Ty)} D
No| ﬁ
Discard Request H(SO,®h(Ct;)
Validate
{S, T,} Signature &

@ q Certificate
No|
Discard Request Upload attributes and meta-data

Add
H:l information

& disconnect

Figure 5. Workflow of DO authentication.

4.2.4. DU Authentication

The authentication process of the DU is based on the neural network that is able to
tolerate all the arrived user devices. The neural network is enabled to consider multiple
user requests received at a time. The security credentials are transferred in hash format for
assuring security. Let ug represent the total number of DU authentication requests arrived
at time . The neural network consists of three layers: an input layer, a hidden layer and
an output layer. Initially, the requests are received at the input layer, and then security
credentials are extracted individually for each DU.

A set of nodes participates in each layer of the network. The layers and their work
process is illustrated below. The construction of an artificial neural network (ANN) for DU
authentication is depicted in Figure 6. The nodes in each layer of the ANN connect to the
nodes in the next layer. The operational functions that are used in the neural network are
the linear function or the activation function.

¢ Layer 1: Input Layer
This is the first layer of the ANN that receives the DU requests along with the iden-
tity, signature, certificate, successful access to policy and rating value. The entity’s
identity, signature and certificate are in hash values. The input security credentials are
independent variables; hence they are to be validated individually.

¢ Layer 2: Hidden Layers
The hidden layer can be constructed in multiple numbers. In this work, four layers
are created in a hidden layer. Each hidden layer extracts the particular credential and
validates the hash values. In the fourth hidden layer, the credence score for the DU is
computed, and then the decision is taken. The credence score is estimated from the
total number of counts of the successful access policy (Sp) and the behavior of the DU
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that gives a higher rating value or a low rating value (R,). The credence score CS is
given as,
CS =Sp+Ry, @

If the CS > CS(T), then the DU is legitimate; if the condition fails, then the DU access
will be denied as it is identified as illegitimate.

Layer 3: Output Layer

The validated security credentials are involved in decision making in this layer. If all

the credentials pass, then the result is positive, and the CA sends a challenge from the
PUFE.

The DU receiving a Cy will identify the corresponding Rey, and finally the authentica-

tion process of a DU has been successfully completed. After this, based on the given access
policies, the meta-data are extracted from the HLF blockchain and original data from cloud
in an encrypted format.
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Figure 6. Neural Network for DU Authentication.

4.3. Attribute-Based Access Control Scheme

The ABAC scheme is proposed to allow the DUs to access the DO’s uploaded data.

In general, a set of attributes are predefined, and they are used for the construction of each
access control policy. In this proposed ABAC scheme, the number of attributes is selected in
accordance with the importance of data, and then the access policy is created. For instance,
industrial data can be submitted with lesser attributes due to its non-sensitivity. In the same
way, healthcare data are required to be provided with a high number of attributes due to the
sensitivity of the data. The number of attributes for the access control policy is determined
from a fuzzy logic method by taking into account data type and data preference.

Data Type (Dt): The input data type is defined as the type of the data that can
be either sensitive or non-sensitive. The sensitive data represent the importance of
the data, i.e., if data are confidential, then they are sensitive; otherwise, they are
non-sensitive data.
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Data Preference(Dp): The preference of data is defined as the priority provided from
the DO. The DOs give a priority based on their requirement for the selection of the
number of attributes. If the DO decides to be more protected, then the preference is
higher, otherwise it is less.

The degree of truth is the key concept of fuzzy logic which is enabled to make a

decision according to the given input. The fuzzy logic method works on the basis of three
processes as follows,

Fuzzification: The two inputs Dt and Dp are in the form of crisp values which are con-
verted into a fuzzy set in the fuzzifier; then it moves to the next block after conversion.
Interference Engine: This engine is responsible for decision making, and the process
takes place based on the generated IF-THEN rules. A knowledge base is connected to
an interference engine which consists of a set of defined rules based on the considered
set of inputs.

Table 1 depicts the input and its corresponding output. The fuzzy sets are operated
using the membership function that is represented as pr: X —[0, 1]. The X is the input
that maps towards the membership function, and F is the fuzzy set. The term N(a)
represents the number of selected attributes, and #(T) is the total number of attributes.
The input follows the result as per the rule and gives the output to the next block.
De-Fuzzification: The fuzzy set output from the engine is converted into crisp values
in this defuzzifier. According to the obtained results, the number of attributes is used
for generation of policy.

Table 1. Fuzzy input and output.

Dt Dp Output Attributes
0 0 0 N(a)< n(T)
0 1 0 N(a)< n(T)
1 0 1 N(a)=n(T)
1 1 1 N(a)=n(T)
Condition

THEN (Action)
IF AND
Dr=1L Dp=1L Use few attributes
Dr=1L Dp=H Use few attributes
Dr=H Dp=1L Use all attributes
Dr=H Dp=H Use all attributes

A policy is defined based on the attributes that are based on subject attributes(As),

object attributes (Ap), environment attributes (Ar) and permission attributes (Ap). Ac-
cording to the four type of attributes, the access policy is generated, and then the DU that
passes the policy is allowed to access the DO’s data.

The fuzzy logic method in the selection of attributes is illustrated in Figure 7. While the

result is to consider a lesser number of attributes, then Ap and A will be taken into account
for the construction of the access policy. The fuzzy membership function is defined initiall,y
and it can be updated as per increases in input. This fuzzy logic method is operated for
each upload request from the DO. The attribute-based access control policies are generated
and updated into the HLF blockchain and used whenever the DU submits a request for
a data.
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Figure 7. Fuzzy logic method in ABAC.

5. Experiment and Comparison

The proposed AAC-IoT system is developed, and the results are evaluated for com-
parison. This section is organized in two parts: implementation environment and compara-
tive analysis.

5.1. Implementation Environment

The proposed AAC-IoT system is implemented using the Java Development Kit, and
the working model of this is designed by the ifogsim simulator. The tool and the other
specifications that are used in the development are illustrated in Table 2.

The topological structure that is designed for result evaluation is depicted in Figure 8.
The same configuration and parameters are used to evaluate the outcome of previous
LBAC. The lightweight algorithms PRESENT and QUARK are included; authentication is
performed using an ANN, and the selection of number of attributes are based on a fuzzy
logic method. The performance measurements are measured and analyzed.
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Figure 8. The AAC-IoT implementation model.



Appl. Sci. 2022,12, 8111

15 of 20

Table 2. Tools and parameters.

System Parameter Specification
Number of DOs 3

Number of DUs 3

Number of CA 1

Hardware / Software Used Version

Java Development Kit 1.8

NetBeans IDE 8.2

Windows 10 (64-bit)

RAM 2 GB (Min)
Processor Dual core & above

5.2. Comparative Analysis

In this comparative analysis, the proposed AA-IoT model is compared with the
previous LBAC in [44]. The previous work uses the same set of entities, and the HLF
blockchain is involved. However, in this work, the hashing was based on SHA-256, and the
storage of data was carried out twice. The DUs are IoT devices that have limited ability
to perform computations. On the other hand, the arrival of multiple requests from each
DU is required to be handled by the system. The processing of arrived requests one by one
consumes more time than the parallel processing of it. The efficiency of this attribute-based
access control scheme is determined by evaluating parameters such as latency, throughput
and storage overhead. Each parameter plays a vital role in predicting the performance of the
proposed access control scheme. The use of a blockchain assures successful security. On the
other hand, an authentication process restricts to allow illegitimate users into the system.

5.2.1. Efficiency of Latency

Latency is defined as the delay in processing the data after transmission. The increase
in latency represents poor construction and performance of the system. The latency is mea-
sured and plotted with respect to the increase in transaction number and transaction rate.

The proposed AAC-IoT incorporates authentication of the DO and the DU; then the
ABAC policy scheme is used. These processes take place with the assistance of the HLF
blockchain that enables the management of security credentials and is stronger against
multiple attacks. The comparison of latency is demonstrated in Figures 9 and 10, which
show the increase in transaction count and rate, respectively. From the results, the AAC-IoT
achieves less latency than the previous LBAC method. The decrease in latency is due to
the use of an ANN for authentication that is able to manage multiple requests based on
parallel processing. This aspect is not present in the LBAC method. On average, the latency
is 1.8 S and 2.0 S in the number of transactions; then it is 2.0 S and 2.5 S in the transaction
rate for AAC-IoT and LBAC, respectively. However, the difference is minor. It is large
when the transactions of users increases massively. The proposed work minimizes the
latency compared to the previously implemented LBAC algorithm by approximately 10%.
The reasons for the minimizing latency in the proposed AAC-IoT compared to the existing
LBAC are given below:

e Ability of the algorithm to validate the credentials in parallel that gives results for all
the users arrived at the time t.

*  The authentication of users also reflects on the minimization of latency, in the aspect
of restricted unnecessary requests from malicious or illegitimate users.
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*  The use of an HLF blockchain is decentralized which allows users to access from any
location using the registered credentials.
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Figure 9. Performance of latency plot against transaction number.
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Figure 10. Performance of latency plot against rate of transaction.

5.2.2. Efficiency of Throughput

The parameter throughput defines successful transmission of data appropriately.
The increase in throughput illustrates that the efficiency of the system is better. Hereby,
the measured throughput is marked across the transaction number, and the results are
depicted in Figure 11.

According to the increase in transaction count, the throughput also increases in the
AAC-IoT , where it is higher than the existing LBAC. The throughput increases because
of the parallel authentication process that allows users to submit a request and receive
a response. In contras,t the LBAC uses the HLF blockchain for access control policy,
whereas the authentication process is not efficient; hence it allows illegitimate user requests
that tend to minimize the throughput with the increase in transaction counts. In an
average estimation, the throughput is about 82 Mbps and 189 Mbps for LBAC and AAC-
IoT, respectively. There is a large difference between the proposed and existing works,
and this is due to the performance of the authentication and access control mechanism.
The proposed AAC-IoT achieves higher throughput compared to the previous LBAC
method. On average, 50% of the throughput has been increased in the proposed work.
The increase in throughput will improve with the increase in transaction number on a
large scale.
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Figure 11. Performance of throughput plot against number of transactions.

5.2.3. Efficiency of Storage Overhead

The storage overhead is the excessive usage of the capacity. As per this ABAC scheme,
the number of attributes used for the construction of policies for each data is predicted as
storage overhead. As per the increase in the number of attributes, the storage overhead
also increases; hence to solve this issue, the number of attributes are computed for the
generation of access control policy in the AAC-IoT. This selection of number of attributes is
not performed in LBAC, and hereby, the difference in the performance of storage overhead
is shown in Figure 12.

From the result outcome, storage overhead is evaluated, and the LBAC attains higher
storage overhead than the proposed AAC-IoT. This is because of the consideration of all
the attributes in LBAC for the generation of the access policy, whereas it is counted in
AAC-IoT using a fuzzy logic method. The designed AAC-IoT system with fuzzy logic takes
into account the data type and preference for the computation of the use of the number of
attributes to create an access control policy. From Figure 12, the storage overhead in the
proposed AAC-IoT is minimized by approximately 20% from the previously implemented
LBAC algorithm. This improvement of storage overhead enables the AAC-IoT to enhance
the arrival of data for storage.

BAAC-IoT m®mLBAC

—_ —_ [\ [\
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Storage Overhead (bytes)
(9]
(e}

3 5 7 10 13 15 17 20
Number of Attributes

Figure 12. Performance of storage overhead plot against number of attributes.
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Overall, the proposed AAC-IoT system model achieves better performances than
the existing LBAC. The increase in throughput and the reduction of latency and storage
overhead is efficient; hence this model can be used for sensitive applications.

6. Conclusions and Future Work

The proposed AAC-IoT system incorporates the HLF blockchain for the processing of
an authentication and attribute-based access control scheme. The authentication process
is constructed for the DO as well as the DU who uploads and accesses the data, respec-
tively. The security credentials are secured using the lightweight PRESENT block cipher
algorithm. The meta-data are uploaded to the HLF blockchain and the main data are
encrypted and stored on a cloud server. The HLF is responsible for the authentication of
the credentials that are in the form of hash values generated using a lightweight QUARK
algorithm. The authentication credentials include certificate, signature and PUF. In this
work, the number of attributes to be used in an access policy is determined using a fuzzy
logic method. According to the importance of the data, the access policy is defined to
minimize the matching access policy as it does not consider all the attributes for all types
of data. On the other hand, the DOs and the DUs are authenticated on each request.
To make it faster for multiple requests, an ANN is used for authentication of the DU.
As an outcome, this proposed AAC-IoT achieves better in terms of latency, throughput
and storage overhead than the previous method. In future, the designed AAC-IoT system
model is planned to be evaluated using two different datasets from healthcare and industry,
and the testing will be conducted in a large-scale environment.
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