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Abstract

:

Minutiae feature extraction and matching are not only two crucial tasks for identifying fingerprints, but also play an eminent role as core components of automated fingerprint recognition (AFR) systems, which first focus primarily on the identification and description of the salient minutiae points that impart individuality to each fingerprint and differentiate one fingerprint from another, and then matching their relative placement in a candidate fingerprint and previously stored fingerprint templates. In this paper, an automated minutiae extraction and matching framework is presented for identification and verification purposes, in which an adaptive scale-invariant feature transform (SIFT) detector is applied to high-contrast fingerprints preprocessed by means of denoising, binarization, thinning, dilation and enhancement to improve the quality of latent fingerprints. As a result, an optimized set of highly-reliable salient points discriminating fingerprint minutiae is identified and described accurately and quickly. Then, the SIFT descriptors of the local key-points in a given fingerprint are matched with those of the stored templates using a brute force algorithm, by assigning a score for each match based on the Euclidean distance between the SIFT descriptors of the two matched keypoints. Finally, a postprocessing dual-threshold filter is adaptively applied, which can potentially eliminate almost all the false matches, while discarding very few correct matches (less than 4%). The experimental evaluations on publicly available low-quality FVC2004 fingerprint datasets demonstrate that the proposed framework delivers comparable or superior performance to several state-of-the-art methods, achieving an average equal error rate (EER) value of 2.01%.
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1. Introduction


Biometrics is often identified as the science of recognizing an individual through his physical/behavioral traits in addition to physiological characteristics. The characteristics that can be used by biometric systems typically involve fingerprint recognition, facial identification, voice recognition and handwriting recognition systems. Among all biometric techniques, fingerprint recognition is the most widely used for personal identification systems, due to its relative permanence and uniqueness [1]. Due to the relatively high level of fingerprint accuracy among all the biometric traits, recent years have witnessed a fairly substantial upswing in the use of many digital fingerprint reading devices in our day-to-day lives. However, these modern devices are being used increasingly for a wide variety of purposes, e.g., for the attendance of the staff before and after their work as a login password in computers or the key to a locker, etc. Fingerprints are thought to be excellent individualizing evidence because they are permanent from birth to death and very unique for each individual (i.e., the probability of two fingerprints being the same is 64 billion to 1.2, according to mathematical assumptions). Furthermore, they are easy to verify and leave marks on every object a person touches. This makes fingerprint-based biometric security devices highly popular in sensitive high-security areas such as banks, correctional facilities, jewellers, prisons and military establishments [2].



Feature extraction is basically a dimensionality reduction process, whose ultimate goal is to gain the most relevant information from the original data in a high-dimensional space and represent that information in a lower dimensional space. When the input data to an algorithm are too large to be processed, and it is suspected to be excrescent (many data, but not much information), then the input data should be converted into a reduced set of representative features (also called feature vector). In other words, through the process of extracting features, the input high-dimensional data are converted to a small set of low-dimensional features to identify useful information [3]. If the extracted features are carefully selected, it is highly expected that the pertinent information will be extracted from the input data by the reduced feature set, so as to effectively perform a given task by utilizing this reduced representation rather than the full-size input data. A fingerprint recognition system is an automatic pattern recognition system that typically consists of three fundamental stages: image pre-processing, feature extraction and fingerprint matching [4]. A good feature set contains rich information that can effectively distinguish an object from other objects (i.e., being able to identify an object). At this stage, it is necessary as much as possible to prevent the creation of different feature codes for the objects in the same class [5]. Latent fingerprints are merely partial impressions of the finger’s ridge pattern inadvertently left after fingertips contact a surface, which involve ridges and valleys. In a fingerprint, ridges are presented as black lines, whereas the valleys are presented as a white area among the ridges [6]. Fingerprint features can be broadly divided into two categories:




	(1)

	
Global features: These features form a special pattern of ridge and valleys, called singularities or Singular Point (SP), and they can further be divided into three types: loop, delta, and whorl. The significant points are the core and the delta. The core is defined as the most points on the innermost ridges, and the delta is defined as the central point where three different trend flows converge (see Figure 1a). It can be argued that these features provide the most useful and crucial information for fingerprint classification, fingerprint matching, and fingerprint alignment [7,8].




	(2)

	
Local features: At the local level, ridge characteristics, collectively called minutia, represent the most widely used features to match fingerprints. There are several types of minutiae, but for practical purposes, just two types of minutiae [9,10] are considered as the two most prominent ridge characteristics: ridge ending (point where ridge ends abruptly) and ridge bifurcation (point where a ridge forks or diverges into branch ridges), as shown in Figure 1b,c.









The primary objective of this work is the development of a fully automated minutiae extraction and matching framework for fingerprint identification and verification purposes, in which an adaptive SIFT detector is applied to high-contrast fingerprints preprocessed by means of denoising, binarization, thinning, dilation and enhancement to improve the quality of latent fingerprints. As a result, an optimized set of highly-reliable salient points discriminating fingerprint minutiae is identified. The SIFT descriptors of the local keypoints in a given fingerprint are then matched with those of the stored templates using a brute force algorithm. Finally, a dual-threshold filter is adaptively applied, which can potentially eliminate almost all the false matches, while losing less than 4% of correct matches. The remainder of the paper is organized as follows: in Section 2, we briefly review closely related prior work on feature extraction and matching algorithms developed for fingerprint recognition. The details of the proposed methodology for fingerprint minutiae extraction and matching and its components and stages are elaborately described in Section 3. Section 4 provides the experimental results and discusses their implications. Finally, concluding remarks and avenues for future research are drawn in Section 5.




2. Prior Work


In the fingerprint recognition literature, a variety of feature extraction algorithms have been proposed for identifying remarkable features. For example, in [11], Bader and Sagheer developed two computer vision algorithms (i.e., FAST and Harris) to extract features (i.e., corner points) from the finger vein image, where the fingerprint patterns are matched based on the differences between corners represented in the form of points using the Manhattan distance. The false match rate (FMR) and false non-match rate (FNMR) are then minimized to get the optimum threshold that triggers the final decision. The results of the study confirmed that the use of two adaptive algorithms concurrently reduces the error rate and helps to build a reliable system of finger vein identification. In [12], an improved Harris–SIFT image matching algorithm is proposed. First, the feature points of the image are extracted by the Harris corner detection operator. Then, the 28-dimensional increasing homocentric square window is applied to describe the neighborhood information of key feature points. Euclidean distance is typically employed as a similarity measure function in the matching process. Finally, simulation results demonstrated the validity of the improved algorithm, igniting a new thought for the research into the image matching.



The fingerprint feature extraction process aims at finding various minutiae points in a fingerprint to use them further for fingerprint matching. However, the minutiae extraction process can be difficult and not accurate because a fingerprint image may be contaminated due to noise present in the fingerprint image. This results in a lot of minutiae point candidates. Thus, an optimal preprocessing technique is needed to minimize the number of key minutiae points and to get only those key points that can be further used to match the fingerprint [13]. In this direction, recently a study conducted by Singh and Kaurr [14] proposed a methodology for fingerprint minutia extraction using morphological operations, where the number of minutiae points is calculated by using three different methods, and the result is then analyzed. The original image is compared against two preprocessed images; one is obtained by using a dilation operation and the other is obtained by first applying hole filling, followed by a dilation.



In addition, Singh et al. [15] proposed a new fingerprint feature detection algorithm, where it has been found that the presence of artifacts or noise in fingerprint images leads to a lot of spurious minutiae. To tackle this problem, a good strategy for feature extraction has been devised to extract the valid minutiae points in fingerprints and at the same time avoid extracting spurious minutiae points. The presented method could effectively perform the template matching [16] to find out bifurcation and termination of ridges. A smoothing algorithm is developed to find ridges in the fingerprint images with the help of eight different masks. It is a process of making a binary image of ridges from the grayscale fingerprint image. The experimental results verified the validity and accuracy of the algorithm in terms of genuine acceptance rate (GAR), false acceptance rate (FAR), and false rejection rate (FRR).



Furthermore, in [17], an algorithm based on Harris corner detector was proposed for extracting fingerprint minutiae. At the beginning, the Harris corner detector is applied to detect minutiae points and extract high curvature dots from the enhanced fingerprint image. In the later postprocessing stage, false or spurious minutiae are removed, based on the space distribution of minutiae. The type of minutiae is judged using a neighboring gray level information. The exact orientation of minutiae is decided by initial orientation and style. Compared to typical minutiae extraction algorithms, the presented approach needs to not convert the fingerprint image to a binary image and submit the resultant binary image to a thinning process. Instead, the minutiae are directly extracted from the gray-level fingerprint image. This can reduce the processing time and promote efficiency. Experimental results on the FVC2002 latent fingerprint database demonstrated that the presented method is not only fast and fairly reliable, but also fit to use in reality.



In [18], a fingerprint-based authentication approach introduced, by means of fingerprint enhancement, feature extraction and matching techniques. Firstly, the contrast of the small tiles existing in the fingerprint image is enhanced by using an adaptive variant of histogram equalization called Contrast Limited Adaptive Histogram Equalization (CLAHE) along with a combination of Gabor filters [19] and fast Fourier transform (FFT). Then, the improved fingerprint is authenticated by picking a small amount of information from some local interest points—so-called ’minutiae features’. In order to render significantly improved feature detection results, a hybrid combination of SURF and Harris corner detection algorithms is applied to the thinned binary fingerprint image. For fingerprint matching, the Euclidean Distance between the SURF-Harris descriptors of two feature points is used as the similarity criterion of the two matched fingerprints. To automatically remove false matches and incorrect match points, the authors applied an iterative algorithm called RANdom SAmple Consensus (RANSAC). The extensive experiments conducted on the two publicly accessible FVC2002 DB1 and FVC2000 DB1 fingerprint databases demonstrated the efficiency and effectiveness of the proposed method in achieving average recognition rates of 95% and 92.5% for FVC2002 DB1 and FVC2000 DB1 databases, respectively.




3. Proposed Methodology


In this section, the proposed minutiae-based feature extraction and matching framework for robust fingerprint recognition is presented, detailing its major modules, including image preprocessing, minutiae feature extraction, and template matching. A block diagram depicting various modules and workflow within the presented framework is shown in Figure 2. Minutiae points are local descriptive features of a fingerprint image, which are heavily relied upon to match fingerprints accurately. These minutiae points are necessary and sufficient to determine the uniqueness of a fingerprint image. A good-quality fingerprint image typically has 25 to 80 minutiae, depending on the resolution of the fingerprint scanners and the finger position on the sensor [20].



3.1. Image Preprocessing


In fingerprint recognition, the performance of fingerprint minutiae extraction heavily depends upon the quality of the input fingerprint image. Typical preprocessing steps prior to fingerprint minutiae extraction involve binarization, noise removal, and fingerprint segmentation [20,21]. From a fingerprint image, good minutiae points can precisely be located from the thinned ridges. However, in practice, it is not yet possible to extract good minutiae points accurately from a fingerprint image, since a significant percentage of an acquired fingerprint image is of poor-quality due to several factors, including acquisition device conditions (e.g., dirtiness, humidity, pattern location, and orientation), individual artifacts (e.g., skin environment, age, skin tensility, and pressure), etc.



Moreover, the ridge structures in very low quality fingerprint image are completely corrupted or not always well-defined; therefore, they can not be correctly detected. This leads to a significant number of spurious minutiae and, at the same time, a large percentage of genuine minutiae may be ignored. Therefore, fingerprint image preprocessing for contrast enhancement and illumination correction is a crucial step in any scheme for automated minutiae extraction and matching [22]. In this work, the fingerprint image preprocessing stage that primarily aims at improving minutiae features in the fingerprint image through noise removal and contrast enhancement to reliably extract the minutiae features and potentially minimize the chances of false or spurious minutiae to be detected in the highly corrupted regions [1]. The procedure for image preprocessing is elucidated in some detail in the following subsections below.



3.1.1. Fingerprint Enhancement Using Contextual Filtering


In this work, an enhancement technique based on contextual iterative filters is designed for preprocessing the fingerprint images, which proceeds in four distinct steps: (i) ROI estimation (ii) ridge-visibility enhancement, (iii) ridge-pattern enhancement, and (iv) image binarization. In the first step, an algorithm based on the local standard deviation [23,24] is applied to the input fingerprint image for evaluating the local variance of the image intensity, followed by a thresholding operation for removing unwanted finger shadows. Finally, a mask binary image that reliably identifies the fingerprint ROI is obtained. The second step is performed based on a Homomorphic filtering technique, in which the background image   B I   is first estimated by applying a morphological opening operation with a mask s to the input image I. Then, the image   R I   representing the fingerprint ridges can readily be obtained as:    I R  = I −  B I   . In order to effectively suppress the noise present in the image, a nonlinear equalization is preformed by applying the logarithm to the ridge image   I R  , yielding an improved image    I L   ( x , y )  = log  (  I R   ( x , y )  )   . In the third step, the enhancement of the ridge pattern is performed, similarly to that described in [23], by computing ridge frequency and orientation maps, followed by the application of a bank of Gabor filters optimally tuned to the computed local ridge maps that result in an image   I E   containing a minimum amount of background texture details [25]. The fourth and last step in the preprocessing stage is an adaptive image binarization process, which permits effectively reducing the noise in the edges of the ridge pattern described in the image   I E  , and reliably estimating the potential minutiae points. For obtaining a uniform contrast between ridges and valleys, the logarithm of   I E   is taken as:   I  ( x , y )  = log (  I E   ( x , y )  )  . After establishing the histogram of the image   I I  , a binary image of the ridge pattern   I B   is obtained as follows:


   I B   ( x , y )  =      0      if   I I   ( x , y )  ≤  arg max i   ( H  ( i )  )        1     otherwise      



(1)




where H is the histogram of the image   I I  . A simplified outline of fingerprint image enhancement based on contextual filters is presented in Figure 3.



Additionally, some morphological operations (e.g., erosion and closing) are performed to fill out the holes by smoothening the ridges’ surface in the fingerprint image and merging the narrow gaps among the fingerprint ridges [1].




3.1.2. Thinning and Dilation


Erosion (or thinning) and dilation (or thickening) are two morphological operations applied to the fingerprint binary image. As the fingerprint ridges are relatively thick, it is desirable for subsequent minutiae feature extraction and analysis to thin the ridges, so that each is a single pixel thick [1]. The thinning algorithm essentially consists of removing contour points of connected components in a fingerprint image to produce their skeleton [26,27]. In order to extract a skeleton of the fingerprint, a skeletonization process is performed by applying the Zhang–Suen thinning algorithm developed by Zhang and Suen in [28] to the binary image. The Zhang–Suen thinning algorithm is a simple and efficient technique and is one of the most popular adaptive thinning algorithms in the literature, which maintains a   3 × 3   sized block and consists of two sub-iterations. It is an iterative algorithm that computes the skeleton of an image by removing all the contour points of the image except those belonging to the skeleton [29].



More formally, suppose black pixels are represented by 1’s and white pixels are represented by 0s. The algorithm finds connected components in a binary image by working on every dark pixel (e.g.,   p 1  ) that can have eight neighbors (see Figure 4). To preserve the connectivity of the skeleton, each iteration is further divided into two sub-iterations. In the first subiteration, the contour point   p 1   is removed from the digital pattern, if the following conditions are held:


  2 ≤ N ( p 1 ) ≤ 6 ,  M ( p 1 ) = 1 ,  p 2 × p 4 × p 6 = 0 ,  p 4 × p 6 × p 8 = 0 .  








where   N ( p 1 )   and   M ( p 1 )   denote the number of 0 to 1 transitions from   p 2   to   p 9   in a clockwise direction and the number of non-zero neighbors of   p 1  , respectively. That is,   N ( p 1 ) = p 2 + p 3 + … + p 8 + p 9  .



In the second subiteration, the contour point p1 is removed from the digital pattern, if the following conditions are met:


  2 ≤ N ( p 1 ) ≤ 6 ,  M ( p 1 ) = 1 ,  p 2 × p 4 × p 8 = 0 ,  p 2 × p 6 × p 8 = 0 .  











An example of fingerprint thinning is given in Figure 5a. Dilation is one of basic morphological operations, which is typically applied to binary images to enhance image features by enlarging the boundaries of the segmented image objects and fill in the holes within these objects. In this work, the dilation process is used to increase the width of the fingerprint ridges in a way such that, if there is a gap of one or two pixels between any two ridges, then they can be joined to form a single ridge. Such a gap of one or two pixels between fingerprint ridges can be due to any error of some sort [1]. For fingerprint dilation, we create a function that looks at every pixel of the binary image and, in the meantime, all the neighboring pixels of the pixel under consideration are checked as well. Consequently, when a pixel is selected, all of its neighbors are checked and, if any one of them is black, the value of that pixel is changed to black so that this results in removing small holes in the image and also joining ridges that have at most a 2-pixel gap [24]. A binary fingerprint image after the dilation operation is shown in Figure 5b. After performing thinning and dilation operations, the resultant image is almost well-suited for feature extraction by removing all noises present in the image. However, there still remains very small patterns in the fingerprint image that need to be eliminated in order to perform more robust minutiae feature extraction [1]. This can be performed simply by calculating the number of pixels in each ridge and any ridge having fewer than a certain number of pixels (e.g., ≤20 pixel) is removed from the fingerprint image (see Figure 5c).





3.2. Minutiae Feature Extraction


After finishing all the aforementioned preprocessing operations, the enhanced fingerprint image is obtained, in which the minutiae feature points can be easily located [1]. In this work, the robust minutiae feature points of the enhanced fingerprint image are determined by using an adaptive version of the SIFT detector [30] to obtain a sparse set of frames (or local keypoints) from the fingerprint image. The keypoints are viewed as oriented disks attached to blob-like structures of the fingerprint image under consideration [31]. As the image scales, rotates, and/or translates, these keypoints could help track image objects and thus the deformation. The effect of such deformation on the feature appearance is excluded by canonization, i.e., by mapping the keypoints to a canonical disk [32,33,34]. In order to search for fingerprint blobs on a multiple scale, the SIFT based detector constructs a scale space defined as a function   F ( x , σ )   of spatial and scale variables, where   x ∈  R 2    and   σ ∈  R +    are the spatial and scale coordinates, respectively. The domain of the scale-space variable  σ  is sampled at discretized steps in logarithmic values:


  σ  ( s , o )  =  σ 0   2  o + s / S   ,  o ∈ Z ,  s = 0 , … , S − 1  



(2)




where o, s,   S ∈ N   and    σ 0  ∈  R +    are the octave index, scale index, scale resolution and base scale offset, respectively. Notice that octaves of negative index are likely to be obtained. Then, a resolution defined as a function of the octave can be used for sampling the spatial coordinate x on a lattice, as follows:


  x =  2 o   x o  ,  o ∈ Z ,   x o  ∈  [ 0 , … ,  N o  − 1 ]  ×  [ 0 , … ,  M o  − 1 ]   



(3)




where   x o   and   (  N o  ,  M o  )   denote the spatial index and spatial resolution of octave o, respectively. The resolution of the octaves can be obtained from the resolution   (  M 0  ,  N 0  )   of the base octave   o = 0  , as follows:


   N o  =  ⌊   N 0   2 o   ⌋  ,   M o  =  ⌊   M 0   2 o   ⌋   



(4)







However, some scale levels can be usefully stored twice across different octaves, by allowing the parameter s to be negative or larger than S. More formally, let   [  s min  ,  s max  ]   and   [  o min  ,  o min  + O − 1 ]   be the ranges of s and o, respectively, where O denotes the number of octaves.



The SIFT detector and descriptor make use of two scale spaces, namely a Gaussian space and a Difference of Gaussian (DoG) space. The Gaussian scale-space of an image   I ( x )   can be obtained from the ‘zero-scale’ image by a Gaussian convolution:


  G  ( x , σ )  ≜  (  g σ  ∗ I )   ( x )   



(5)




where the scale  σ  is typically sampled a particular way to reduce redundancy. In practice, it is assumed that the fingerprint image is nominally pre-smoothed   σ n  , accordingly   G  ( x , σ )  =  (  g    σ 2  −  σ n 2     ∗ I )   ( x )   . As pointed out in [30], successive convolutions need to be performed by small Gaussian kernels to allow the pyramid to be incrementally computed. Another scale space that the detection algorithm makes use of is the difference of Gaussians which is progressively calculated from the scale derivative of   G ( x , σ )   along the scale coordinate  σ :


  D ( x , σ ( s , o ) ) ≜ G ( x , σ ( s + 1 , o ) ) − G ( x , σ ( s , o ) )  



(6)







For computing the octave   o = − 1  , the fingerprint image is enlarged by a factor of, e.g., 2 through bilinear interpolation (applied to the enlarged image    σ n  = 1  ). For scale space extrema detection at all scales, the DoG space possesses   s ∈ [ − 1 , S ]  . As the DoG space is derived from the differentiation of the Gaussian scale space, the latter has a scale index in the range of   s ∈ [ − 1 , S + 1 ]  . With regard to the parameter O, it should be set as high as possible to cover all octaves. Thus, keypoints are extracted by picking local-extremum points in 3D neighborhoods of   D ( x , σ )  , where the extrema are efficiently selected by looking at   9 × 9 × 9   neighborhoods of samples. Since the octave is represented by a 3D array, the index k is mapped to scale space indexes   (  x 1  ,  x 2  , s )  , as follows:


  k − 1 =  x 2  +  x 1   M o  +  ( s −  s min  )   M o   N o   



(7)







The index k can alternatively be mapped to a subscript   ( i , j , l )   by using:


   x 1  = j − 1 ,   x 2  = i − 1 ,  s = l − 1 +  s min   



(8)







The actual size of a spatial bin is   m σ  , where  σ  is the scale of the keypoint, and   m = 3.0   is a nominal factor (see Figure 6).



Due to the way such extrema are detected, the following inequality constraints are strictly satisfied:   1 ≤  x 2  ≤  M o  − 2 ,    1 ≤  x 1  ≤  N o  − 2   and    s min  + 1 ≤ s ≤  s max  − 1  . As the interest is in both local maxima and minima, the process is then repeated for   − G ( x , σ )  . For sub-pixel refinement, a test with a threshold on the intensity   D ( x , σ )   is simultaneously applied on the peakedness of the extremum to exclude weak points and/or edge points (see Figure 7).



The orientation  θ  of a detected keypoint   ( x , σ )   is obtained as a predominant orientation of the gradient around the keypoint calculated as a quadratically interpolated maximum of the histogram of gradient orientations   ∠ ∇ G (  x 1  ,  x 2  , σ )   around the keypoint. The histogram is then weighted by the magnitude of the gradient   | ∇ G (  x 1  ,  x 2  , σ ) |  , using a Gaussian window of standard deviation   1.5 σ   centered on the keypoint. After arranging data in bins, a moving average filter is applied to smooth the constructed histogram before computing the maximum. Besides the global maximum, there is also a need to retain all the local maximum of a value over 0.8% of the maximum. Hence, multiple SIFT frames would be obtained for each location and scale. Two examples of SIFT keypoint detection are shown in Figure 8 below.



The SIFT descriptor of a detected keypoint   ( x , σ )   is a local statistic of gradient orientations of   G ( · , σ )  , which is computed from a weighted 3D histogram of gradient orientations. More formally, the SIFT descriptor is expressed as a weighted and interpolated histogram of the gradient orientations and locations within a patch around the keypoint, where the histogram domain is represented in tuples:    ( x , θ )  ∈  R 2  × R / Z  . Moreover, the bins constitute a 3D lattice with    N p  = 4   spatial bins along each spatial direction,    N o  = 8   bins for the gradient orientation and a total of    N p 2   N o  = 128   components. The window   H ( x )   is a Gaussian with a deviation of    N p  / 2  , i.e., half of the spatial bin range.



For invariance purposes, the histogram is then projected on the image domain, based on the local reference frame around the keypoint. The spatial dimensions are then multiplied by a factor of   m σ  , where m and  σ  are a nominal factor (set to 3.0 by default) and the scale of the keypoint, respectively. The layout is rotated as well to ensure that   x 1   is aligned to the keypoint orientation  θ . The resultant histograms are further weighted by the gradient modulus, and the contributions of their gradient orientations are smoothly distributed using a trilinear interpolation into adjacent histogram bins to avoid boundary effects in which the descriptor changes abruptly as a sample orientation shifts smoothly from one bin to another.




3.3. Minutiae Feature Matching


From the above description of the feature extraction module, it is evident that the SIFT algorithm can generally be seen as a local image operator that takes a given image and transforms it into a large collection of local feature vectors. Hence, the feature matching procedure between feature descriptors of two fingerprint images essentially involves computing the Euclidean distance between each descriptor of the first image and each descriptor of the second image in Euclidean space [35]. To use this local operator for fingerprint recognition purposes, it is applied on two fingerprint images, i.e., a test and template image.



To find corresponding features between the two images, which could lead to fingerprint recognition, several feature matching approaches can be applied. Based on the Nearest Neighborhood (NN) procedure, for each feature   a i   in the feature set of the query fingerprint image, the entire reference database is queried to find the most similar stored feature   b i   with the smallest Euclidean distance to the feature   a i  . A pair of corresponding features   (  a i  ,  b i  )   is typically termed a match   M (  a i  ,  b i  )   [36]. To check if this match is positive or negative, a certain predefined threshold is considered. For matching, when the ratio of the Euclidean distance of the nearest-neighbor to the Euclidean distance of the next nearest-neighbor exceeds the predefined threshold, the matched feature is rejected. On the other hand, if the Euclidean distance between two feature vectors   a i   and   b i   does not exceed the value of the threshold, the match   M (  a i  ,  b i  )   is labelled as positive and stored as a valid match. As shown in [30], Euclidean distance refers to the distance of keypoints in the feature space.



The keypoints (i.e., features) in image space are transformed into a multi-dimensional space based on their characteristics such as gradients, orientations, magnitude, locations and brightness, where each feature is represented by a feature vector. Then, the Euclidean distance between the two feature vectors  a  and  b  is defined as:


  D  ( a , b )  =     (  a 1  −  b 1  )  2  +   (  a 2  −  b 2  )  2  + … +   (  a n  −  b n  )  2    =    ∑  i = 1  n    (  a i  −  b i  )  2     



(9)




where n denotes the number of features in the feature set. The value of   D ( a , b )   is then compared with a predefined threshold. If it is greater than the threshold, the matched keypoint will be discarded. However, the computation of the pairwise Euclidean distances between all feature points can be prohibitively expensive. As a result, it is very useful, especially for computational purposes, to find inner products of vectors in the feature spaces [37]. This will greatly reduce the computational burden and, in the meantime, retain the feature robustness. As the distance between feature vectors is probably going to be similar, mismatch might take place, but the angle is constantly different [38]. On the other hand, cosine similarity that measures the similarity between two vectors in the feature space can be obtained by the cosine of the angle between the two vectors. Formally, having computed the inner product of a pair of feature vectors, then it is straightforward to compute the inverse cosine between each pair of feature vectors as follows:


     a · b    =     ∑  i = 1  n   a i   b i  =  a 1   b 1  +  a 2   b 2  + … +  a n   b n       θ   =    arccos    a · b   ∥ a ∥ ∥ b ∥        



(10)







Then, the nearest neighbor is checked to see if it has an angle below the predefined threshold ratio, i.e.,   θ <  τ θ   . It is worth mentioning that, in the original SIFT matching algorithm, only the nearest neighbor distance is compared against other distances and the smallest distance value is selected, whereas, in this improved SIFT matching algorithm, angles between feature vectors are compared. Additionally, the ratio of descriptor distances is employed for outlier rejection to reduce the number of false positive matches (see Figure 9 below).



As can be seen in Figure 9, the improved SIFT algorithm gives prominently better results in terms of matching quality and robustness compared to the original SIFT matching algorithm, particularly when the fingerprint image contains much local similar characteristics. However, despite discarding a few correct matches, nearly all mismatches are removed.





4. Experimental Results and Analysis


In this section, the results of the experiments and simulations conducted to verify the validity and performance of the proposed framework for fingerprint identification are presented. The experiments were carried out independently on a publicly available fingerprint database, namely FVC2004 [39] from the Fingerprint Verification Competition (FVC); a series of competition organised by the University of Bologna (Italy) which aims at establishing benchmarks for evaluating the performance of fingerprint recognition systems. FVC2004 is basically a multi-database, where each component database was created from fingerprints captured with a different sensor technology. In FVC2004 fingerprint database, there are four distinct datasets (i.e., DB1, DB2, DB3, and DB4), each containing 110 different fingerprint images with eight impressions per finger (resulting in a total of   110 × 8 = 880   fingerprints). Each component database is further divided into two disjoint subsets (A and B), so that the subset A contains the first 100 fingers and eight impressions per finger (i.e., 800 impressions in total), which is commonly used for the performance evaluation of fingerprint verification systems, whereas set B that is made available to allow parameter tuning before the submission of the algorithms only has the last 10 fingers (80 impressions).



The fingerprints in FVC2004 database mainly depend upon image quality, size and the source sensor type used for acquiring the fingerprints. Fingerprint images are available in a TIFF format with 8-bit gray-level depth, and a resolution of about 500 dpi. The image size varies depending on the database. During performance evaluation, only homogeneous fingerprint images that belong to the same component database are matched to each other. Fingerprint samples taken from FVC2004 fingerprint database are shown in Figure 10.



Taking into account that the fingerprint data included in FVC2004 database were collected by using different fingerprint sensing technologies, including optical, semiconductor, thermal, and tactile, and also the variations in image size and resolution are particularly apparent in this database. In addition, in this database, fingerprints were not acquired in realistic settings according to a formal protocol, but instead primarily characterized by the presence of different distortions (e.g., rotations, scalings, translations, and poor quality in resolution) within fingerprints of the same person’s finger. Taking all these challenging aspects mentioned above into consideration, this dataset represents a great choice for the testing and validation of the proposed fingerprint matching framework in extreme conditions. Additionally, a publicly available fingerprint dataset presented in [40] was used for feature matching subsystem, where these fingerprint images acting as the fingerprint biometric data undergo minutiae points feature extraction.



The performance of the proposed framework is evaluated on the FVC2004 benchmark fingerprint database (described above) by the Equal Error Rate (EER) that can be simply attained from the ROC (Receiver Operating Characteristic) curve; a plot of FMR against FNMR. The EER refers to the point on the ROC curve where FMR and FNMR are equal; a lower EER value generally indicates a better performance of the fingerprint verification system. A plot of the ROC curve that quantitatively shows the performance of the proposed framework is presented in Figure 11. In real-world applications, a fingerprint recognition system usually operates away from the EER point by reducing the FMR in order to ensure a high level of security. Note that the FMR and FNMR are inversely related and there is a strict trade-off between them; therefore, it is of particular interest to evaluate how the FNMR is affected. Moreover, it could also be argued here that the matching performance (in terms of EER) can be greatly affected by a large variation in true matches against the false matches.



A comparison of the matching performance in terms of EER (%) between the proposed framework and some closely related works is presented in Table 1.



From the figures presented in Table 1, one can see that the proposed framework performs effectively in comparison with other techniques, achieving the best EER value of 2.01%. In addition, there is a close matching performance (in terms of EER) between our framework and those previously presented in [42,43,45,46]. The average execution time of the fingerprint recognition algorithm, including enhancement, feature extraction and matching, is about 674 ms, so that it can run sufficiently fast for real-time operation, since the additional computational costs for the fingerprint enrollment are negligible besides the realtime SIFT feature extraction and matching. The average recognition time taken by the proposed technique has been compared with that of several closely related techniques, as shown in Table 2.



The presented fingerprint recognition system is implemented for much of its framework using Microsoft Visual Studio 2017 development tools and OpenCV Vision Library to realize real-time digital image processing and automatic object recognition. All tests and evaluations were preformed on a PC with an Intel® Core(TM) i7 CPU—2.60 GHz with Turbo Boost Technology, 8 GB RAM, and running Windows 10 Pro (64-bit) as the operational system.




5. Conclusions


This paper has introduced an automated minutiae extraction and matching framework for fingerprint identification and verification purposes, The proposed framework has followed a stepwise procedure as follows: first, multiple preprocessing operations including denoising, binarization, thinning, dilation, and enhancement are performed on the input fingerprint image to obtain high accuracy minutiae data. An improved SIFT detector is then applied to high-contrast fingerprints to detect an optimized set of highly-reliable salient points discriminating fingerprint minutiae and describe them accurately and quickly. Then, the SIFT descriptors of the local key-points in a given fingerprint are matched with those of the stored templates using a brute force approach. Finally, an adaptive dual-threshold filter is applied to remove false matches, while preserving the correct one. Experimental results on the public FVC2004 fingerprint datasets have demonstrated that the presented framework admits highly competitive or even much better performance than several state-of-the-art methods in terms of EER and robustness. Furthermore, the results of the performance evaluation indicated that the framework is easy to perform, inexpensive, relatively fast, and can offer enough finger ridge detail to allow for excellent fingerprint comparison for identification and verification purposes, which can be deemed as the most important managerial implication emerging from this study. Nevertheless, a possible limitation of this study is that the validation process has been performed using a single database of a relatively small number of latent fingerprint images. Future work will be along two main axes. The first will be further extension of this framework by incorporating advanced deep learning paradigm for better recognition performance. The second will concentrate on conducting more experiments for testing and evaluation of our approach on challenging latent fingerprints unintentionally left by subjects at crime scenes.
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Figure 1. Typical Minutiae structures: (a) core and delta singularities; (b) ridge ending; and (c) ridge bifurcation. 
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Figure 2. A functional block diagram of the automated fingerprint recognizer. 
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Figure 3. Simplified outline of fingerprint enhancement based on contextual filters. 
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Figure 4. A   3 × 3   sized block. 
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Figure 5. Main steps of fingerprint preprocessing: (a) thinning, (b) dilation and (c) unwanted pattern removal. 
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Figure 6. SIFT descriptor layout for   4 × 4   sub-regions. 
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Figure 7. SIFT minutiae detection for various threshold values: (a) source image and detected frames at threshold values of (b) 5.0, (c) 7.5, and (d) 10.0. 






Figure 7. SIFT minutiae detection for various threshold values: (a) source image and detected frames at threshold values of (b) 5.0, (c) 7.5, and (d) 10.0.



[image: Applsci 12 06122 g007]







[image: Applsci 12 06122 g008 550] 





Figure 8. SIFT minutiae feature detection (a) original image, (b) binary image, (c) thinned image, and (d) detected SIFT minutiae keypoints (pixels shown in green color). 
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Figure 9. Fingerprint minutiae matching results using (a) original SIFT algorithm and (b) improved SIFT algorithm. 
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Figure 10. A sample of fingerprint images from the FVC2004 fingerprint database. 
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Figure 11. A plot of the ROC curve between FMR and FNMR for the FVC 2004 fingerprint database. 
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Table 1. A summary of the performance comparison between the proposed framework and most closely related techniques.
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	Work
	Techniques
	EER (%)





	Proposed method
	Improve SIFT Features
	02.01



	Ali and Prakash [41]
	Fingerprint Shell
	02.02



	Arunalatha et al. [42]
	Dictionary Learning
	02.04



	Francesco et al. [43]
	Orientation Extraction
	02.06



	Alam et al. [44]
	Fingerprint template
	02.07



	Jucheng et al. [45]
	Two-Stage Enhancement Scheme
	02.19



	Bartunek et al. [46]
	Pre-processing
	02.40



	Carsten  [47]
	Curved Gabor Filters
	11.97
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Table 2. Average time taken comparison of various closely related techniques.
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	Techniques
	Elapsed Time (ms)





	Proposed Technique
	674



	Ali and Prakash [41]
	632



	Arunalatha et al. [42]
	745



	Francesco et al. [43]
	957



	Alam et al. [44]
	1075



	Jucheng et al. [45]
	1119



	Carsten  [47]
	1149
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