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Abstract: Multi-band communication technology allocates the same data to different frequency bands,
improving both performance and propagation efficiency. However, since the performance loss in
a particular band affects the entire band, the multi-band structure may have worse performance
than the single-band one. To avoid performance degradation, this paper proposed estimated coded
bit error rates (EC-BER) algorithm. EC-BER algorithm is a method of analyzing the reliability of
the received data based on the performance difference between demodulated and decoded data.
It analyzes the performance of each band and allocates lower weighting values to inferior bands.
Furthermore, an iterative turbo-coded equalization algorithm, which iteratively exchanges prob-
abilistic information between the equalizer and turbo decoder, is applied. By employing a direct
sequence spread spectrum (DSSS) with frequency shift keying (FSK) and multi-band techniques for
reliable underwater communications, a lake trial was conducted. Experimental results show that the
performance is improved as the number of spreading factors and turbo iterations increase. Especially
the addition of the EC-BER algorithm dramatically improved the reliability of the system, resulting
in minimal to zero errors.

Keywords: underwater communications; direct sequence spread spectrum; multi-band; estimated
coded BER; turbo equalizer

1. Introduction

For reliable communications, covertness in military security has recently received
much attention in the field of air and underwater environments [1,2]. Nowadays, Unnamed
Air Vehicles (UAVs) are playing an important role in global society due to their ability to
carry a payload [3]. In respect to underwater acoustic communications, a covert underwater
communication system designed for the purpose of transmission signals is not intercepted
by other unintended receivers. Typically, covert communication systems use a spread
spectrum technique called the direct sequence spread spectrum (DSSS) [4]. DSSS involves
increasing the system’s symbol rate by a factor of chips. The larger bandwidth helps
mitigate performance degradation due to the narrowband interference. The problem of
the DSSS technique in an underwater acoustic channel involves extreme inter-symbol
interferences (ISI) caused by multi-path, propagation loss, and Doppler effects [5,6]. These
are the main factors that degrade performance in underwater channel with a low SNR.
Therefore, multi-band technology with forward error correction (FEC) are essential for
reliable underwater communications. For the purpose of achieving high reliability, a
turbo-coded frequency shift keying (FSK) method was employed in the paper [7]. Multi-
band technology, where a larger carrier spacing for the same data helps to improve the
robustness of frequency variation was also used [8]. To apply the multi-band turbo-coded
FSK technology, the available bandwidth needs to be divided into specific bands, and the
turbo-coded FSK symbols allocate the different specific bands. It overcomes frequency-
selective fading due to a large delay spread and sparse channel impulse responses and

Appl. Sci. 2022, 12, 4883. https:/ /doi.org/10.3390/app12104883

https://www.mdpi.com/journal/applsci


https://doi.org/10.3390/app12104883
https://doi.org/10.3390/app12104883
https://creativecommons.org/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://www.mdpi.com/journal/applsci
https://www.mdpi.com
https://orcid.org/0000-0002-4955-2856
https://orcid.org/0000-0002-9467-2478
https://doi.org/10.3390/app12104883
https://www.mdpi.com/journal/applsci
https://www.mdpi.com/article/10.3390/app12104883?type=check_update&version=2

Appl. Sci. 2022,12, 4883

20f11

noise. However, since the performance loss in a particular band affects the entire band,
the multi-band structure may have worse performance than the single-band one. This
problem can be solved by using a receiving end that analyzes the receiver power of each
band and allocates the lower weights to inferior bands. Therefore, it is very important to
find which band is inferior one. There are two conventional methods of deciding inferior
band [9,10]. The first is the Effective Signal to Noise Ratio (ESNR) estimation. To estimate a
receiving SNR, this method uses a pilot signal or preamble data, which are already known
between the receiving and transmitting ends. The relation between the estimated SNR, and
the coded error rate of a channel decoding algorithm is utilized to set a weighting value
that satisfies the Quasi-Error-Free (QEF) condition of the channel-coding algorithm. The
second is the Post-Equalization SNR (PES) estimation. The PES method measures an error
element, which is the difference in output between an equalizer and a received signal, at the
equalizer that applies Least Mean Square (LMS) or Recursive Least Square (RLS) types to
the receiving end [11,12]. Due to various multi-paths, the measured values using the ESNR
and the PES methods in receiving end of each band are not much different between bands.
We cannot distinguish which band is inferior by using these conventional methods [13].
Therefore, this paper proposed an estimated coded bit error rates (EC-BER) algorithm,
which analyzes the performance of each band and allocates lower weighting values to
inferior bands. Since the demodulation error rate and the decoded error rate have a close
relationship, the demodulation error rate must be low to satisfy the QEF condition after
channel decoding. By using this point, the EC-BER algorithm is a method for measuring
the reliability of the received data by checking how many differences there are between
the demodulation and the decoded data. Because EC-BER curve falls sharply when the
decoded BER is perfectly corrected, we decide optimal weighting values in the range of the
lowest error rate of the EC-BER. Finally, the turbo-coded equalization algorithm, which
improves the performance by receiver-based iteration, is also used [14]. For the analysis,
an underwater experiment was conducted in a lake by using spread 4-FSK, turbo codes
with one-third coding rates, and four bands.

Through the lake trial tests, the performance was improved as the number of spreading
factors and turbo iterations increased. Furthermore, the multi-band performance improved
when the proposed EC-BER weighting algorithm was applied.

This paper is arranged as follows: Section 2 presents system model of the multi-band
FSK with a DSSS is described in detail. In Section 3, the proposed EC-BER algorithm is
described, and showed how an optimal weighting value is assigned by simulation results.
Section 4 analyzes the performance of the proposed algorithm through lake experiments.
Concluding remarks are given at the end of Section 5.

2. System Model

Figure 1 shows the structure of the weighted multi-band FSK transceiver model
with a DSSS. The turbo encoder has a rate of one-third. Information bits, K, are passed
though the encoder. After encoding, N coded bits are generated, and they are input to the
interleaving block. The interleaving shuffles the input sequence to improve the performance
of the encoder against noisy burst errors [15]. The interleaving output is then packetized
with preamble. The packet has N,(= N + n) bits, consisting of N bits of turbo-coded
data, C = {co, c1,¢2- -+ ,cN—1}, and n bits of preamble data, P = {po, p1,p2 -, Pn-1}-
Preamble data are added to the encoded data to detect the start of the packet.



Appl. Sci. 2022,12, 4883

3o0f11

Chip bits Preamble bits
N, n

¢
Infor _ K Turbo N o N | l Tx Subband s(t) | underwater | T(t) CorreBILatlon
mation encoder P 9| processing #2 channel Frame sync

wy
DFE z() Rx Subband
Q)+ ) RAKE #1 )
equalizer #1 processing #1
w2
1 Z (t)
K e e 2
Turbo De C D DFE RAKE #: Rx Subband
decoder | interleaver 2 -I equalizer #2 ’" KE #2 processing #2

‘®b"— DFE e R Subband
equalizer #N), b processing #N,,
2oy ,—| i Weighting T
Interleaver
+

Figure 1. The structure of the multi-band FSK transceiver model with a DSSS.

After spreading by N chips, the Tx subband processing block in Figure 1 divides
the bit column of the packet data into a group, and frequencies are allocated according
to the group. In multi-band configurations, different N, bands are used to combine and
propagate M-FSK modulated signals. Orthogonal M-FSK modulation is a tone-based
communication method that uses a fraction of the available bandwidth at any given
time. Data are modulated at discrete subcarrier frequencies and one subcarrier f; ;, where
i=[1:M]and k = [1: Np], is transmitted at one moment in time for a specific duration,
and the symbol of time is T;. M is the number of subcarriers required and is known
as the modulator order. The transmitted multi-band M-FSK signal can be expressed by
Equation (1):

s() = ity Demexp(2nfiit)  0<t<T, M
where j = /=1, {fi;} represents the i-th tone at the k-th band. The received signal is
expressed by Equation (2):

r(t) = Yr s () + (1) @)

where I represents the I-th multi-path among a total of L multi-paths. ;(t) is the channel
response coefficient in path [, and #(t) is Gaussian noise. The transmitter sends a packet that
begins with a preamble sequence, and the receiver compares the received sequence with
the preamble sequence in order to locate the start of packet. The comparison is effectively
performed by correlating the received sequence with the preamble sequence [16].

When we correlate the received sequence with a reference preamble symbol, the
correlation function C(t) is shown in Equation (3) [17]:

C(ty=Y_ rp(t)*P 3)

where 7, (t) denotes the received preamble symbol, P denotes the reference preamble
symbol. When the preamble and received sequence exactly align with each other, the
correlation function, C(t), reaches the maximum value, and the start of the packet is located.
The Rx sub-band processing block is a non-coherent FSK demodulator. The non-coherent
receiver typically employs energy detection for each subcarrier. It separates the frequency
band by a bandpass filter and detects the highest energy by an envelope detector for
different frequencies. After Rx sub-band processing, due to reflections from multiple
obstacles in the underwater environment, a RAKE receiver is designed to counter the
effects of multi-path fading for spread spectrum communications. The RAKE receiver
consists of multiple correlators, in which the receive signal is multiplied by time-shifted
versions of a locally generated spreading code sequence. The delays in each received



Appl. Sci. 2022,12, 4883

40f11

signal are compensated and are fed to the combiner, integrator, and comparator, which
combines them suitably with different appropriate time delays. In particular, the RAKE
receiver architecture allows for an optimal combining of energy received over paths with
different [18]. The RAKE processing output includes the residual Doppler shift, which may
be expressed as Equation (4):

zZki = ) oo Gexp(jfax), 1 <i <N, 1<k <N, @)

where z; ; denotes the i-th RAKE output at the k-th band. ¢; denotes the i-th de-spreading
bit, and f; ; denotes the residual Doppler shift at the k-th band. After RAKE processing, a
decision feedback equalizer (DFE) removes multi-path interference from each band [19].
The output of the DFE at time f for k-th band, z,(t), is given by:

zi(t) = szzco_l Cilt)zii—i — Z;n:bo_l b;[t]z [t — f] 5)

where ¢;[t](i = 0,1, -+, m. — 1) are the forward equalizer taps at time t, b;[t](j = 0,1, -+, m;, — 1)
are the feedback taps at time t. The LMS updates the algorithm for the feedforward and
feedback filter taps [19].

In the multi-band configuration, the output signal of each band is combined, and they
are input into the decoder. In combining process, the multi-band configuration may have
worse performance than a single-band one. This is because the performance degradation in
a particular band affects the output from all bands [20]. This problem can be solved by the
proposed EC-BER algorithm, which analyzes the error rates of each band, sets threshold
values, and allocates lower weighting values to inferior bands. EC-BER algorithm is a
method of analyzing the reliability of the received data based on the performance difference
between demodulated and decoded data. Here, the input symbol of the decoder can be
expressed by Equation (6):

LD =Y Wiz(t) ©)

After threshold detection, a weighting value Wj for the k-th band is assigned. The
extrinsic value LP that calculates the post-probability is the error-correction term. The
re-interleaving of the computed value as L? — LP is input to DFE. Then, L! is updated to
compensate for the errors. As the number of iterations in turbo equalization increases, the
updated information may approach the original signal to be transmitted, thereby improving
the BER performance [14].

3. EC-BER Algorithm

Underwater channels have various performance degradation factors, such as multiple
paths and Doppler shifts. Particularly, it is possible to estimate the channel information
by preamble data, which are known on both the transmitter and receiver [10]. With the
estimated channel information, coded data are compensated. Because the underwater
communication channel is a time-varying channel, as it does fluctuate with time, we cannot
guarantee that the estimated channel information in the preamble data field is the same as
that of the coded data field. This makes the data field unable to be completely compensated.
As shown in Equation (4), a small amount of the remaining Doppler shift in the coded
data field can still have a large influence on system performance [21]. Since each band
has a different Doppler shift, the performance degradation in a particular band affects the
output from all bands. To overcome the performance loss of the multi-band configuration,
we propose an EC-BER algorithm in order to allocate lower weight to inferior band. The
EC-BER algorithm is a method that can estimate the reliability of received data by checking
how many differences there are between the demodulated and decoded symbols.

The detailed structure of the EC-BER block of Figure 1 is shown in Figure 2. The EC-
BER block counts how many differences there are between the re-encoded and
hard-decisioned demodulated symbols. We denote the hard decision of z(t) as
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Zy = {Zk1, Zk2,Zk3, -, ZkN | and the re-encoded bit as Zy = {251, 2k2,2k3, 2k -
The error counting processing is shown in Equations (7) and (8):
o 1 if zZj; #2zki 1<i<N %
ki = 0 otherwise
N
Nie = ) ki ®)
i=1

where ¢y ; is the index of error for the i-th bit at the k-th band, and N, is the total number of
errors for the k-th band. Thus, N, has a close relationship with the decoding performance.
If Ni, is low, the EC-BER would be also small because the errors input to the decoder

are small.
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o De
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Figure 2. Block diagram of EC-BER block.
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Figure 3 shows the relation between the EC-BER and decoded BER in a single-band
through the simulation. It shows that the EC-BER falls sharply when the decoded BER is
perfectly corrected. Therefore, the EC-BER has a close relationship with the performance of

each band.
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Figure 3. Relation of decoded BER and EC-BER.
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For the multi-band configuration to avoid performance loss induced from an inferior
band, a simulation was conducted to decide the optimal weighting value for each band
according to the EC-BER. Employing turbo-coded data with rate of one-third (N = 336 bits)
and 4-FSK, to avoid complexity, we used only two bands of f; and f; in the simulation.
As shown on Figure 4, fixing the error rate of the f; band to less than 10%, we changed
the error rate of the f, band from 10% to 50%. This is because a maximum demodulation
error rate of 10% may be perfectly decoded in the turbo code with a rate of one-third.
The weighting value of the f; band was fixed at 1, we tried the weighting value of the f,
band was changed from 0 to 1 in intervals of 0.1. Figure 4 shows the EC-BER according to
weighting values for two bands.

"ID':I F T T T T T T T T T
jm ==
I
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5 ! -
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Figure 4. EC-BER for various weighting values.

For example, less than EC-BER of 20%, the error was perfectly corrected regardless
of the weighting value. Less than EC-BER of 30 %, the error is perfectly corrected when
the weighting value is less than 0.6. Similarly, EC-BER weighting values less than 40% and
50% were allocated as less than 0.4 and 0.2, respectively. The results mean that the higher
the EC-BER is, the lower weight assigned. We confirmed that a higher EC-BER of lower
weight is assigned. Based on Figure 4, we optimized the weighting values as shown in
Table 1. To prove the efficiency of the weighting values as shown in Table 1, a simulation
was conducted with the parameters of a four-band FSK signal with turbo codes.

Table 1. Weighting value according to EC-BER.

EC-BER (%) Weighting Value
<20 1.0
<30 0.6
<40 0.4
<50 0.2
others 0
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In the simulation result of Figure 5a, to investigate how well the weighting algorithm
operates, the specific f, band is only set to high SNR and the EC-BER of the f, band
decreases rapidly, meaning the decoded error is perfectly corrected. Figure 5b shows the
performance gain when weighting is applied or not. When weighting is applied based
on Table 1, errors were corrected perfectly on an SNR of 3 [dB]; in the other case, errors
were corrected on an SNR of 6 [dB]. We knew 3 [dB] of performance gain was obtained by
applying the weighting algorithm.

—8— Weighling X
e Weighting O

80

Number of errors
Decoded BER

= = = Decoded error
60 =l [, Estimation error
f,, Estimation error

40 ¢ =g~ {, Estimation error i

— f, Estimation error
208~ |81, Patmatichemor .

" . i -— 102}

I 3 I i L
9 1 2 3 4 ) 8 L 1 15 2 25 3 35 4 45 65 55 6
SNR (dB) SNR(dB)

(a) (b)

Figure 5. BER performance of weighted multi-band: (a) number of errors for multi-band and

(b) performance comparison between weighting and non-weighting.

Finally, we confirmed the proposed method is effective to measure the performance
of each band and improved the performance of the multi-band transmission method in
underwater channel environments. With respect to the computational complexity compared
to the state-of -the art, such as ESNR and PES described in [13], in contrast to ESNR and PES
which need several complex operations (N squaring and divide operations), the EC-BER
algorithm only needs a shift register operation in the turbo re-encoding processing and to
compare logic. Furthermore, it can predict the reliability of the coded data field exactly in
time-varying underwater channels. However, in deciding the optimal weighting values
using EC-BER, the values listed in Table 1 are a little different depending on amount of
multi-path and Doppler spread.

4. Experiment Result

A lake trial was run in Munkyeong city, Korea, in March 2021. The goal was to
demonstrate the performance of EC-BER algorithms in controlled underwater acoustic
environmental conditions. Table 2 lists parameters of the underwater test as described in
Section 2. Five trials of the same packet were iteratively tested, and four bands with 4-FSK
modulation and turbo codes with a rate of one-third was tested by changing several chips
with 8 and 32. The center frequencies of 4 bands were 14 kHz, 18 kHz, 22 kHz, and 26 kHz.
The sampling frequency was 192 kHz, and the data rate was 20 bps. The iteration of the
turbo equalizer was set to five times.

A cross-section of the deployment in lake is shown in Figure 6. The transceiver
hydrophone was deployed at 20 m and 5 m in a maximum water depth of 50 m. We
collected data at the receiver anchored to the lakebed. Then, we transmitted data by
moving the boat in the range of 300 m to 500 m. To transmit the communication waveforms,
wave files were generated and saved in a database. The files were played using the transmit
laptop sound file, amplified to the appropriate level.
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Table 2. Experimental parameters.

Parameters Value
FEC Turbo code with rate of 1/3
(K=112, N =336)
Preamble bit (1) 255
Number of chips (N;) 8,32
Number of multi-bands (N) 4
Modulation 4-ary FSK
Equalizer LMS-DFE
Number of turbo equalization iteration 5
fi1=14kHz
Center frequencies of multi-band j;;z ;g tgz
fa=26 kHz
Sampling frequency 192 kHz
Data rate 20 bps
Distance 300~500 m
Water depth: 50 m
Depth Transmitter: 5 m

Receiver: 20 m

A

K = ; 1™
P ‘5m
20m |
P v
i Transmitter
i Receiver

50m:
i 300-~500m
¥

Bottom

Figure 6. Deployment of the lake trial.

A chirp sequence, called linear frequency modulation (LFM), is transmitted to char-
acterize the channel impulse response (CIR) in the presence of Doppler. It shows the
channel is affected by multi-path propagation caused by reflections from the surface and
the bottom. After processing, the CIR was obtained using an LFM, as shown in Figure 7a.
The multi-path delay spread is measured as a function of time and is approximately 0.3 s.
It can be seen that there are multi-path echoes following the end of transmission. The
frequency shift is also measured as a function of time, shown in Figure 7b. The frequency
shift can be caused by the relative motion from one platform to the other, and it can either
increase or decrease the frequency of the acoustic signal. Doppler spread occurs when
multiple signals are received with different frequency shifts. The effect of Doppler spread
is about 4 Hz. Specific objectives of the lake trial are to confirm the weighted multi-band
underwater acoustic communication configuration.
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Figure 7. Channel characteristic: (a) Channel impulse response and (b) Doppler spread.
Fixed on Nj = 4, Tables 3 and 4 show lake trial results for different numbers of chips
by applying a turbo equalization algorithm. We knew that two or three packets were

succeeded among five packets. The errors of the succeeded packets are close to zero as the
number of iterations increases.

Table 3. Performance analysis according to the number of Turbo iterations. (No = 8, Nj, = 4).

Turbo Iteration

Packet Number 1 3 5
1 10060 10-205 0
2 1070.51 1070.52 107054
3 107097 0 0
4 10—0.37 10—0.37 10—0.37
5 10-0-37 10-037 10-0-37

Table 4. Performance analysis according to the number of Turbo iterations. (N, = 32, N, = 4).

Turbo Iteration

Packet Number 1 3 5
1 1070.94 1071.09 0
2 107094 0 0
3 1070.43 1070.46 1070.56
4 0 0 0
5 1070.69 1070.77 1070.82

As shown in Tables 3 and 4, some packets still failed to decode. In the case of N. = 32,
the third and fifth packets still failed, even though the number of turbo equalization
iterations was 5. We applied optimized weighting values of EC-BER to the error occurrence
packets. After measuring the EC-BER, we assigned different weighting values to each
band based on Table 1. As a result, we successfully decoded the third and fifth packets, as
shown in Table 5. Regardless of applying the weighting algorithm to N, = 8, errors were
not corrected. This means that the more spreading there is, the better the performance is.
The addition of the EC-BER algorithm drastically improved the reliability of the system
resulting in minimal to zero errors.
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Table 5. Performance analysis according to weighting. (N, = 32, N, = 4).

Decoded BER According to
Packet Band of Estimation Weighting Number of Turbo Iterations

Number Frequency Error Rate (%) Value

1 3 5
f 45 0.2
49 0.2
3 f2 1071.01 1071.27 0
f3 6 1.0
£y 53 0.2
fi 42 04
2 38 0.4
5 f 10—2.05 0 0
f3 7 1.0
£y 6 1.0

5. Conclusions

Since underwater acoustic channels have severe ISI caused by multi-path, propagation
loss, and Doppler effects, multi-band techniques with spreading are essential in a low SNR
environment for reliable underwater communications. In multi-band configuration, the
performance loss occurs because specific inferior band affects to entire band. It is very
important to decide which band is the inferior one. In order to decide the inferior band,
we proposed the EC-BER algorithm which estimates the reliability of the received data
by checking the how many differences between re-encoded and demodulated symbols.
The EC-BER has a close relationship with the performance of each band. Therefore, we
can improve the performance as allocate lower weight to inferior band. The benefits of
the proposed EC-BER algorithm are low computational complexity and exact performance
prediction of coded data field for time-varying channel compared to state-of-the art such as
ESNR and PES.

Through the simulations, we optimized weighting values using the proposed EC-BER,
and we confirmed performance gain was obtained compared to conventional one. To prove
the effectiveness of the EC-BER algorithm, a lake trial was conducted by employing four
bands, a spread 4-FSK modulation, and turbo codes with rate of one-third. The experimental
results show that the performance was improved by increasing the number of chips and
iterations of the turbo equalization. However, some packets still failed to decode even
though the turbo equalization reached five times. We applied optimized weighting values
of the EC-BER to the failed packets. As a result, failed packets are successfully decoded, and
we confirmed that the EC-BER algorithm drastically improved the reliability of the system,
resulting in minimal to zero errors. Through the lake experimental results, the proposed
algorithm is a useful technology for reliable underwater channels. For future studies, based
on the proposed algorithm, we will apply it to the exact Doppler estimation. Finally, it will
be applied to long-range underwater communication that will further increase the distance
between the transceivers.
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