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Abstract: Within the rise of the fourth industrial revolution, the role of Big Data became increasingly
important for a successful digital transformation in the manufacturing environment. The acquisition,
analysis, and utilization of this key technology can be defined as a driver for decision-making
support, process and operation optimization, and therefore increase the efficiency and effectiveness
of a complete manufacturing site. Furthermore, if corresponding interfaces within the supply chain
can be connected within a reasonable effort, this technology can boost the competitive advantage
of all stakeholders involved. These developments face some barriers: especially SMEs have to be
able to be connected to typically more evolved IT systems of their bigger counterparts. To support
SMEs with the development of such a system, this paper provides an innovative approach for
the digitalization of the value chain of an aluminum component, from casting to the end-of-life
recycling, by especially taking into account the RAMI 4.0 model as fundament for a standardized
development to ensure compatibility within the complete production value chain. Furthermore, the
key role of Big Data within digitalized value chains consisting of SMEs is analytically highlighted,
demonstrating the importance of associated technologies in the future of metal processing and in
general, manufacturing.

Keywords: Big Data; Industry 4.0; Cyber-Physical Production System; Industrial Internet of Things;
digitalization; RAMI 4.0; digital manufacturing

1. Introduction

Since the fourth industrial revolution, the majority of industry sectors are compelled to
undergo a digital transformation. Besides industries that have the ability to accommodate
more rapidly, especially the heavy industry, and within this sector, metal processing
facilities have additional obstacles to overcome. This applies especially to small and
medium-sized enterprises (SMEs) in this specific industry segment. The required skills,
as well as the necessary budget for the implementation of a state-of the-art digitalization
solution are conditions that these companies often cannot fulfill, resulting in a reduction
of the velocity of the digital transformation [1-4]. Additionally, in-use machine systems
within this environment tend to have significantly longer life spans than other industry
segments, resulting in a higher amount of mostly more complex brownfield digitization
and digitalization approaches [4-6].

To utilize the full potential of the fourth industrial revolution, all enterprises within
a supply chain must be able to communicate with other involved entities. Therefore, a
common basis for communication is imperative, as this results in a holistic compatibility
and extensibility of such. For this purpose, the Reference Architecture Model Industry 4.0
(RAMI 4.0) supports a standardized technical communication within and between different
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layers which is necessary for a successful digital transformation [7-9]. Although the
utilization of such a methodological approach should result in a reduction of complexity, the
integration of relevant data into the value chain results in a significant increase of required
data processing technologies and database management systems (DBMS). Additionally,
the ongoing approaches to make internal data available to other stakeholders within a
value chain, Big Data and correlating technologies gain significant importance in the
manufacturing environment, as state-of-the-art research implies [10-14].

This paper aims to concretize the role of Big Data within this increasingly connected
environment by utilizing the RAMI 4.0 framework for the digitalization of a small-scale
value chain at the Montanuniversitidt Leoben, which emulates the integration of SMEs
within such a connected supply chain.

The paper is structured as follows: A state of the art literature research of the key
enablers of the fourth industrial revolution, namely, Smart Factories, Big Data, Cyber-
Physical Production Systems (CPPS), Industrial Internet of Things (IloT), Digital Twins
(DT), and Cloud Computing is presented in Section 2. In Section 3, the integration of
SMEs within such an environment is discussed in more detail. Furthermore, as part of the
MUL 4.0 project at the Montanuniversitdt Leoben, a small-scale digitalized value chain
that serves as a practical demonstration for the theoretical implications resulting from
Section 2, is discussed. In addition, machine learning modeling approaches for SMEs
and big enterprises with special emphasis on the process level and therefore CPPS are
addressed. The resulting value chain consists of several enterprises of different sizes and
with different equipment and processes. Based on these chapters, Section 4 demonstrates
and critically discusses the concretization of the RAMI 4.0 framework and the role of Big
Data for the MUL 4.0 value chain. Based on this analysis, generalizations for the metal
processing manufacturing environment are drawn. In the closing section, a brief conclusion
and outlook regarding this topic are given.

2. Theoretical Fundamentals and State of the Art

To successfully support a digital transformation and to achieve a better comprehen-
sion of the production processes, the first step is to assemble a large amount of data from
the production sites to understand the operational sequences and to initiate the digital
transformation within a company [15]. One of the key factors in this context promoting
this transformation is the utilization of the Big Data concept [16]. According to [17-23], Big
Data technologies have to fulfill the three criteria of Volume, Variety, and Velocity. These
three requirements can be extended by two further criteria, presented by [24,25] to five char-
acteristics, which are referred to as the 5Vs: volume, velocity, variety, veracity, and value.
As new technologies become established, new opportunities, challenges, and threats arise.
The opportunities originated up by Big Data initially lie in operational efficiency, leading
to a variety of advantages for businesses, and therefore, manufacturing operations [26]. At
the production level, this might lead to an improvement in production planning. At the
executive level, targeted data integration can support decision-making, strategy develop-
ment and execution as well as supply chain management [27,28]. All these improvements
can subsequently be used to augment customer service [26]. Difficulties occur in the ac-
quisition, transmission, storage, management, analysis, visualization, integration, privacy,
and security of data as well as risk management [26,29,30]. These difficulties can be traced
back to the 5Vs. The first V, volume, presents a major obstacle in two respects. According
to Zikopoulos [21], on the one hand, a large amount of data of at least one petabyte must
be processed. On the other hand, the corresponding infrastructure has to be available for
the intention to be able to process these data volumes in a reasonable amount of time,
leading to the next characteristic, velocity. Velocity is defined as the ability to generate,
process, analyze, and store data at high speeds continuously or discretely. The velocity
of this refers to the time it takes to get from source to destination including all necessary
operations. Variety arises from the different file structures that can be distinguished in
structured, semi-structured, and unstructured data sets. In more than 70% of cases, data
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is present in the unstructured form [26]. Veracity arises from the failure to provide data
of sufficient quality that cannot be used due to a lack of meaningfulness or uncertainty.
Since data analysis inevitably depends on the quality of data, low-quality data can lead
to an unintentional distortion of the result. Value describes the added value generated by
analyzing and linking data [24,25]. An additional threat is the privacy of data that could be
leaked through cyberattacks due to a lack of security. Other concerns arise from the data
itself, should one criterion of the 5Vs not be met [26,31-35].

One of the major challenges of Big Data analysis in the metal processing environment
is the high variety of processes regarding the geometry as well as material and the process-
ing steps concerning the application of the respective workpiece, especially for specialized
SMEs and in the metal forming sector. Considering the supply chain of a metal-based
product from casting to forming of semi-finished products up to component manufac-
turing, this variety increases even further. A typical supply chain for high-quality metal
components, e.g., the aerospace industry includes multiple specialized SMEs, resulting in
a processing chain consisting of a large number of different companies involved [2]. In
this case, digitalization solutions are often planned and implemented as stand-alone solu-
tions, especially taking into account the internal restrictions of these companies concerning
their confidentiality regulations. Taking a globalized and interconnected supply chain
approach into account, the role of standardized interfaces is therefore crucial for further
superordinate supply chain optimization.

To make use of new technologies and support the premises of Industry 4.0, indi-
vidualization, flexibility, decentralization, and resource efficiency, various technologies
have to be combined. When operating within the production site scale, this digitalization
development within such a facility are combined and defined as Smart Factory [36—40].
According to [40], a Smart Factory can be described as a compound of Cyber-Physical
Systems (CPS) connected by the Internet of Things (IoT), to support humans and machines
in their activities [34]. As stated by [2,35,41-44], key technologies, especially for the metal
forming industry, include a generic infrastructure, consisting of CPPSs, IloT, DTs, Big Data,
and Cloud Computing. Considering the already existing infrastructure within the heavy
industry segment focused in this work, the integration of already existing technology by
using a brownfield approach results in a mixed form of this theoretical construct: expensive
layer 0—4 solutions already implemented but not fulfilling these new requirements cannot
be exchanged without unreasonable investments. This statement is especially important for
SMEs, which tend to have a generally lower budget for innovation that usually amortize in
a medium to long-term period.

To be able to unite already existing structures with these Industry 4.0 (I 4.0) related
technologies, a generic infrastructure, serving as a standard for internal and external
technological communication must be implemented. To create a uniform understanding
of I 4.0 technologies and their standards, the RAMI 4.0 framework, based on the Smart
Grid Architecture Model (SGAM) [2,45-47], was developed. RAMI 4.0 can therefore be
understood as a structured approach to I 4.0 in order to enable uniform communication
between its users. The most important interrelationships between key aspects of I 4.0 are
visualized by three axes. For the success of a digitalized process chain, there must be a
holistic, corresponding vertical and horizontal integration along the life cycle and value
stream. As shown in Figure 1, the “Life Cycle and Value Stream” represents the life cycle of
physical entities, including the product, along the process chain over which the horizontal
and vertical integration takes place [2,45,46]. Horizontal integration, represented by the
hierarchy levels ensures cross-border communication with other entities, representing one
of the fundamental premises of 1 4.0 [2,45,46]. Vertical integration takes place across the
layers and is used for data integration and communication between those [2,45,46]. The
RAMI 4.0 model consists of the following layers (Figure 1):

e  The Asset layer describes the lowest layer in RAMI 4.0 and contains all physical
objects;
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e  The Integration layer is representative for the connection of physical objects with the
digital domain and contains the required hardware and software;

e  The Communication layer executes the digital connection and thus can be seen as an
Ilot equivalent;

e  The Information layer contains all process-relevant data and information in different
formats;

e  The Functional layer contains all functions of a value chain. Depending on their
determination, these functions can be of a logistical or data processing character;

e  The Business layer houses the business logic and deals with the optimization of
products and processes.

Layers
s
3

Figure 1. RAMI 4.0 serving as a structured approach for implementing I 4.0 by visualizing the horizontal and vertical

integration along the Life Cycle & Value Stream [46].

The hierarchy level is distinguished as follows (Figure 1):

Product describes the product to be manufactured;

Field Device includes entities for collecting data, such as sensors and data acquisition
(DAQ);

Control Device describes those operating elements that are used to control the system;
Station describes the machine or station used for the production step;

Work Center is to be understood as the production environment;

Enterprise describes the host enterprise itself.

As a digitalized supply chain in the metal processing industry usually consists of
multiple smart factories, often owned by different companies and in general delocalized,
smart factories include several CPPSs. A CPPS serves as an extension of a CPS, referring to a
system capable of acquiring, storing, analyzing data in real-time using Internet technologies,
and reintegrating information from the virtual to the physical world [48], partly dismantling
the classical automation pyramid [49]. The reintegration of information involves human-
machine interaction, which can be realized with Human Machine Interfaces (HMIs) as
shown in, e.g., [2,35]. Building upon the concept of the CPS, a CPPS is using automation
technology to a greater extend [2,48]. According to [48,50,51], the following characteristics
must be fulfilled: a CPPS: (i) consists of superordinate systems within systems; (ii) consists
of connected and cooperative elements acting situationally appropriate between all layers
of a production environment; (iii) enhances real-time decision making.
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A further extension of these criteria is proposed by [52], adding two additional condi-
tions to be met, especially considering SMEs: (iv) a user-centered CPPS consists of HMIs
that are tailored to the application and the respective end-user; (v) a user-centered CPPS
for SMEs is resilient and has a short amortization time.

Apparent assistance for the establishment of a CPPS of this kind can be the implemen-
tation of DTs, serving as a decision-making support system for the further optimization of
the respective production process.

According to [53], a common definition of a DT is a virtual representation of a physical
product. This definition can be further refined according to [2,53], depending on the
field of application. In the metal industry, a DT can be seen as a partial or complete
representation of a production chain, shifting the focus more onto production planning and
optimization, or as a representation of one or more process steps in the production chain for
the manufacturing of a semi-finished or finished product, whereby the focus shifts on the
simulation [2]. To generate advantage of a DT, data from physical space and the information
derived from it must be reintegrated from the digital back into physical space. This data
transfer between a physical and virtual entity leads to three differentiations depending on
its degree of automation [53]. The Digital Model (DM) includes data transfer between the
physical and digital space without automated data transfer from the digital to the physical
domain or vice versa [53]. A Digital Shadow (DS) consists of a unilateral automated data
transfer, in the sense that data is automatically transferred from one domain to the other,
while the reverse has to be executed manually [53]. The DT, on the other hand, includes an
automated bilateral data transfer, resulting in an algorithm-based process adaption and
can adapt the digital domain by utilizing near real-time process data [53]. The fundament
of a DM, DS or DT can be a White Box Model (WBM), Black Box Model (BBM) or a mixture
of both, defined as Grey Box Model (GBM) [2].

WBMs are based on real physical relationships build up upon known parameters
and mathematical correlations. Therefore, the output and how output-related results
are obtained are comprehensible [2,54-56]. BBM are often used where a mathematical
description based on real physical relationships is too complex [54,55,57] or not available in
the required depth and time. As a result, its logic and working methods are not transparent
in comparison to a WBM [54]. The output of a BBM has no real physical mechanisms
compared to the WBM and is based on stochastic approaches and the correlation of data [2].
The GBM represents the combination of a WBM and a BBM, aiming to merge the benefits of
both [2,54]. However, the results may vary depending on the modeling method used and so
the use of either a WB, GB or BB model has to be answered individually depending on the
given circumstances and resources [56,58]. Taking Machine Learning (ML) into account, the
models can be developed into White Box Machine Learning Models (WBMLMs), Grey Box
Machine Learning Models (GBMLMs), and Black Box Machine Learning Models (BBMLMs),
as demonstrated in [52,56]. In the case of SMEs, initial WBMs are especially important to
consider, as there may not be enough experimental investigations nor resources to generate
data from tests to meet the 5Vs of Big Data, leading to an unsatisfactory result. In the
further production process, data can be collected and fed into the initial WBM, which
transforms it into a GBMLM, as shown in [56]. Large enterprises, on the other hand, may
have already collected enough data to meet the 5Vs of Big Data and can implement a
BBM that is also fed with data collected in the process, transforming it into a BBMLM [52].
Nevertheless, in the event of limited access to sufficient data, a similar approach to SMEs
can be adopted. Data that can be used by the models has to be classified and, in the case
of an ML approach, supervised learning is recommended [23,54]. To obtain the necessary
data in the required quality, time and structure, IIoT solutions, despite classical level 2
automation schemes, are required to realize a true BBM or GBM as well as their further
advanced ML-based extensions.

Ilot is a derivative of the IoT, which describes the attempt to network smart devices
across the board, whereby this term is strongly consumer-related [59,60]. The architecture
associated with IoT has to be adopted when implemented in the context of an industrial
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environment, especially considering higher IT security and resilience requirements [60].
As concluded by [60], IIoT can be described as a superordinate system including con-
nected cyber-physical entities that enable in-situ data acquisition, analysis, and exchange
in an industrial environment leading to process and production optimization and thus
serving as a major enabler for a leaner production [60,61]. The resulting benefits are im-
proved productivity and efficiency, reduced cost and energy consumption as well as a
strengthened customer relationship [59,60,62]. A major challenge arises from the hetero-
geneous application of protocols [2,60]. The general term protocols can be divided into
data protocols (e.g., XMPP, MQTT), discovery protocols (e.g., mDNS) and infrastructure
protocols (e.g., IPv4, IPv6), enabling communication, whereby each of them exhibits their
individual advantages as well as disadvantages [60]. As stated by [2,60], Message Queue
Telemetry Transport (MQTT) offers itself for industrial use due to efficient data storage.
Furthermore, [2] pointed out the suitability of Extensible Messaging and Presence Protocol
(XMPP) for HMIs, which serve as a key component in a smart factory. The integration
of a large number of smart devices into the IIoT also poses several risks in terms of IT-
security and makes production sites particularly vulnerable to cyberattacks [63,64]. A
smart factory, consisting of a multitude of cyber-physical entities, offers attack points in
the areas of software (viruses, trojans), protocols (man-in-the-middle, denial-of-service),
and hardware [63,64]. This can not only paralyze production but also lead to data theft
or targeted manipulation of processes [32,59]. As stated by [32], WB(ML)Ms, GB(ML)Ms,
and BB(ML)Ms, when connected, e.g., as a DS or DT, can also be impacted by cyberattacks
due to manipulation of the general model, underlying ML algorithm or related data sets.
To be able to reduce or at best completely avert cyberattacks and the associated potential
intellectual and physical damage, the involvement of security experts should be considered
in any case when implementing a smart factory. As stated by [65-67], the IIoT furthermore
serves as a major enabler for Industry 5.0 focusing on a higher degree of Human-Machine
Interaction enabling a virtualized, costumer-driven manufacturing environment [68].

Considering the limited human and architectural IT resources within most SMEs,
cloud computing solutions can add significant economic benefits and therefore additionally
serve as an accelerator for the digital transformation of these entities [69]. The basic defi-
nition of cloud computing is given by the National Institute of Standard and Technology
(NIST): “a model for enabling convenient, on-demand network access to a shared pool configurable
computing resources (e.g., networks, servers, storage, application, and services) that can be rapidly
provisioned and released with minimal management effort or service provider interaction” [70].
A Service Level Agreement (SLA) regulates the services to be provided between the con-
sumer and the provider and the services to be provided [71]. Through the combination
of Ilot and cloud computing it is possible to implement decentralized, on-demand data
computation [59,72,73]. As stated by [59], with centralized cloud computation, the proba-
bility of potential delays in high-priority data in the event of high data traffic cannot be
neglected. However, there is a possibility that highly specialized SMEs, which already have
such an infrastructure and know-how, are not willing to outsource computing activities
to cloud services due to legal uncertainties regarding data protection and privacy due to
different jurisdictions. Despite this uncertainties, decentralized computing resources, in
combination with big data, make it possible to monitor and optimize entire process chains
in real-time [63].

As already mentioned, through the interaction of networked smart devices subordi-
nate to a CPPS and linked by an IloT, collected data can be processed through suitable
computing resources, such as cloud computing services. To enable regulated access,
availability and storage to data, suitable databases and corresponding DBMS must be
implemented [3,26]. When selecting a suitable DBMS, it is important to pay particular
attention to the system limits, as data to be processed can be too large for specific DBMSs
and thus impair performance [74]. Corresponding database models include relational,
object-orientated and document-based databases [75,76]. Two programming languages
capable of structuring and accessing the data of a database are Structured Query Language
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(SQL) and not-only Structured Query Language (noSQL) [76]. Relational databases store
the data in structured tables linked together by keys and can be accessed by SQL [75].
Due to the high amount of links between the tables, performance problems occur with
large amounts of data, as the relationship models become increasingly complicated [75].
The less commonly used object-oriented databases manage data in an object which inter-
nally takes over the data management [76,77]. Depending on the database model, data
can be accessed with suitable object-orientated languages. Document-oriented databases
follow a non-relational approach where data is stored in documents of different formats
by an identifier [76,78]. Data in a document can be accessed with key-value pairs using
noSQL [76-79]. As stated by [78], DBMS based on noSQL are suitable for a big amount of
data if the data does not demand a relational model, thus gaining popularity, especially
when dealing with unstructured data sets [79]. As stated by [79,80], which DBMS to use is
highly dependent on the use case, software, and requirements.

14.0 is also changing the security requirements for included systems [81,82]. With the
increased utilization of HMIs in the manufacturing environment, it is essential to verify the
validity of the input and trustworthiness of the operator to ensure operational safety [81].
This risk is further increased by principles such as Bring Your Own Device (BYOD) or Choose
Your Own Device (CYOD), which exposes networks to a higher risk of infiltration, e.g., due to
a lower level of standardization by a higher degree om heterogeneity of used devices [82].
Therefore, data should be classified according to their confidentiality, integrity and availability
(CIA) to prevent unauthorized access and data manipulation [60,81,83-85]. Manipulation
or corruption of data could lead to malfunctions, miscalculations, misinterpretation and
thus to wrong decisions in the upper two layers of the automation pyramid, the Manu-
facturing Execution System (MES), and the superordinate Enterprise Resource Planning
(ERP) system. As stated by [81], another security risk is the age of the infrastructure, as
there is a frequent replacement of equipment over time, making constant planning and
updating of security measures necessary. Therefore, a multi-layer architecture approach
with multiple safety layers should be implemented, dividing and analyzing the signal
flow of each CPPS and cross-validating the signals with those of corresponding CPPS [81].
Other security measures as stated by [81], such as Side-Channel Analysis [86,87] or Post-
Production Analysis, can further enhance operational security despite the challenges they
pose. A further approach, as mentioned by [88], would be a standardized certification into
embedded systems themselves letting those systems check for their security by themselves.
Furthermore, [89] proposes that RAMI 4.0 should take greater account of safety and human
factors. Another weakness in security planning was pointed out by [90], as stated that a lack
of recovery planning in the case of disaster is persistent in I 4.0. Other security measures,
as noted by [88,91], include the implementation of a firewall and a private network (VPN)
that can only be accessed by devices with authorized IP addresses.

Table 1 summarizes the most important key factors for the implementation of a
digitalized metal processing value chain.

Based on the theory elaborated, the authors propose the following hypothesis:

Hypothesis 1 (H1). When developing a digitalized supply chain within the metal processing
environment which is horizontally interconnectable, the 5V condition and therefore the existence of
Big Data is automatically fulfilled.
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Table 1. Key factors and corresponding key focus according to literature.

Key Technologies

Key Focus

Literature

Smart Factory

individualization; flexibility; decentralization; resource efficiency

[2,40-43,61]

connection and cooperation of layers; acquisition and analysis of

CPPS data in real-time using Internet technologies; human-machine [48-50]
interaction; enhance real-time decision making
decision making support; partial or complete representation of a
DT : . . : [53]
production chain/process steps; simulation
ML/ Artificial Intelligence (AI) supervised learning to enhance d'ec151on making within the [92-96]
production environment
oT enables in-situ data acquisition, analysgs .and. exchange for process [59,60,62,63,65]
and production optimization
Cloud computing on-demand data computation in combination with IIoT [71-73]
DBMS store data in structured tables linked together by keys [41,74-80,97]

IT-security

prevention of unauthorized access and data manipulation;
prevention of misinterpretation and corresponding inaccurate [81,82,84-86,89-91,98]
decisions of upper layers

3. Digitalization and Development of a Metal Processing Value Chain: Framework
and Corresponding Case Study for SMEs

The presence of SMEs in a value chain varies among the considered industry segment
and country. In the case of Austria, 99.7% of the industry consist of SMEs [99], whereas
18.1% of Austria’s industry concern the field of manufacturing [100]. Consequently, it
is most likely that SMEs are involved within a metal processing value chain. This is
particularly evident in the manufacturing sector of the automotive and aerospace industry,
where many specialized SMEs supply big enterprises with components that have to fulfill
high quality standards and require specific production related expertise [101-104].

To be able to support SMEs within this environment, this section describes the further
concretization of the RAMI 4.0 framework for the development of a simplified digitalized
value chain for the metal processing industry, that especially considers the additional
restrictions SMEs face. The resulting concretized framework is put into operation by a
smaller-scale use case at the Montanuniversitidt Leoben. This use case, which is part of the
MUL 4.0 project, does not only serves as a practical testing of the stated hypothesis but
pursues to contribute to as a fundament for the state-of-the-art engineering education for
future experts in the manufacturing field [105,106].

According to [105], the two main cooperating instances of MUL 4.0 can be character-
ized as follows: the Chair of Metal Forming (MF) with 15 employees represents a small
enterprise, whereas the Chair of Non-Ferrous Metallurgy (NFM) with 72 employees can be
seen as a medium enterprise. These chairs are able to provide the required infrastructure for
the development of an integrated I 4.0 standard value chain. As a result, by digitalizing and
connecting these entities under consideration of providing interfaces for state-of-the-art
software used in large enterprises, the steps undertaking to realize these objectives can be
utilized by other SMEs within the metal processing environment.

Depending on the product to be manufactured, the respective part has to pass various
steps according to RAMI 4.0 [89]. These process steps are carried out in production facilities
of various sizes, which, for the sake of simplicity, will be distinguished into SMEs and large
enterprises within this work, as visualized in Figure 2.
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Figure 2. Scheme of a simplified metal forming value chain with different enterprises (E).

To ensure the complete digital transformation of a value chain, both SMEs and large
enterprises have to meet the requirements of I 4.0. Disruptions caused by a failure to meet
this requirement, e.g., a lack of data to be integrated into the value chain, would lead to
an interruption in the processing route. SMEs in particular, often lacking the financial
resources and expertise to carry out a successful digital transformation process, pose a risk
of such a disruption. Appropriate software and hardware is often expensive and can be
a major financial barrier for some SMEs. To overcome this obstacle in terms of hardware
and the associated computing resources, an approach with cloud computing is a preferable
option. Another advantage would be that respective expertise does not have to be acquired
by SMEs themselves, but is already available from the provider of the cloud computing
service. Furthermore, providers offer additional solutions such as data processing and
can thus be outsourced. Software solutions, serving as another barricade, can be managed
with open or closed source products. The choice of whether to use open-source products
or closed source products has to be considered from several points of view. Once again,
internal know-how is a key factor for the application of open or closed source solutions.
If internal human resources with IT expertise are available to implement a customized
solution and the requirements and tasks are very specific, an open-source approach may
be appropriate. If the requirements are non-specific as they are common in the industry, it
would be preferable to use closed source products, pay license fees and thus have access
to support and updates. By closing gaps in the value chain, data from other stations or
companies can be accessed, depending on authorization, to enable more flexible supply
chain management and process planning in the downstream and upstream steps.

Figure 3 shows an exemplary supply chain network for the parallel operation of an
SME and larger enterprise.
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ERP Value
———————— hai
Layer 3
MES
Business .y Business
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-

Figure 3. Schematic of a sub-step in a metal processing value chain with two enterprises of different
sizes according to the principle of the automation pyramid and its layers.

Digitization and digitalization of both enterprises were based on the model of the
automation pyramid. Layer O covers all physical production processes. Layer 1 is the
DAQ level and contains sensors, actuators and programmable logic controllers (PLCs).
Layer 2 acts as the Supervisory Control and Data Acquisition (SCADA) level including
HMIs. Layer 3 contains the MES and layer 4 includes the ERP. The data of the respective
enterprises can be integrated into the higher-level system from layer 3 and thus act as
a lower layer in the higher-level layer system of the value chain. The network includes
several servers, which execute several services. If possible, the option of executing only one
service per server should be checked according to the “One server, one service” principle.
In the event of a server failure, instead of several services, only individual services would
be affected, which can be taken over by backup servers. Depending on the available
resources, different approaches regarding WBM, GBM, and BBM can be followed. In
the case of enterprise 4 (Figure 3, E4), an SME, an initial WBM was chosen using data
acquired from a Finite Element Analysis (FEA). Using the external computing resources
of a cloud computing service, the data obtained from FEA can be integrated into a WBM,
which in turn can be assimilated with further FEA data for refinement, resulting in a
WBMLM approach. Another possibility would be to continuously feed process data into
the initial WBM, resulting in a GBMLM, as shown in [56]. Enterprise 5 (Figure 3, E5), a
large enterprise that already has data that meets the 5Vs criteria, has a similar structure as
E4 (Figure 2). Due to the existing amount and value of data, an initial BBM approach is
applied within this example. The BBM can be fed and refined with further process data
recorded during production and thus establish BBMLM, as shown in [52]. If required
data cannot be obtained from the DAQ of the process and would require a WBM based
simulation, e.g., FEA for material models or microstructure models, a GBMLM approach



Appl. Sci. 2021, 11,9021 11 0f 22

would be followed. In any case, supervised ML should be pursued at the beginning of the
implementation to support a successful establishment of the system.

For this exemplary framework, the 5V criterium of Big Data is fulfilled, as demon-
strated in Table 2.

Table 2. Overview of the most important data sources and corresponding qualitative estimation for a digitalized metal

processing value chain.

Type of Data Volume Velocity Value Veracity Variety
Sensor/PLC (slge, (;cisr)ne series data, low high high high (unst?igc?ure d)
Process-r eg:.tgflglEOAC;eling data high low high medium-high (uns t?tif(;:ilur ed)
Ifil;et; ftel g.’fr:nllcﬁzsfgiiérr; 1]E;Ele”)d high high high high (unst?i%?ured)
WBML high Low high ~ medium-high (unst?;gc?ured)
GBML medium medium high medium-high high

(unstructured)
BBML low high high high (unst?i%?ured)
IIoT low high high high (unst?til%:?ured)

MES medium medium high high (structurec{r/l zgri;li—rr;tructured)
ERP high low high high (unst?i%?ured)

4. Results and Discussion

As part of the MUL 4.0 project, four machines were integrated into a value chain [107].
These are positioned at two different localizations. The continuous caster is located at the
NFM and is equipped as standard with sensors and DAQ by the manufacturer. The MF
houses the furnace, hydraulic press, and rolling mill, posing as the second production site
in the process. The rolling mill from 1954 was transformed into a CPPS utilizing low-cost
retrofitting and suitable sensors such as Linear Variable Differential Transformer (LVDT)
and load cells to be able to integrate required data into the process [52]. In cooperation
with the Chair of Industrial Logistics (IL), a cross-process database was set up to make data
available between the cooperating parties. Table 3 shows the technical specifications of the
sensors associated with the corresponding machines and their location.

As visualized in Figure 4, the process chain consists of continuous casting of the
aluminum specimens, followed by a variable operation of forming processes. At the MF,
the specimen can be cold-formed or rolled. In the hot forming process, the specimen
is preheated in the furnace before rolling or upsetting. Subsequently, the samples are
subjected to quality control and recycled in the final stage.
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Table 3. Machines and sensors with technical specifications [107].
Machine Sensor Measure Range Linearity
Furnace Thermocouple o According to DIN EN
(MF) (Type K) Temperature 0-1200 °C 60584-2
. . Load cell . .
R(’liﬁiﬁlu (Kern CR 20000-1Q1 + Rolling :"E;ed&e)ﬂ guide 0-200 kN 0.1% FSO
PR Electronics 2261) P
Load cell . .
(Kern CR 20000-1Q1 + R"lﬁ?c%efgrﬁgght 0-200 kN 0.1% FSO
PR Electronics 2261) 8 P
LVDT (Waycon LV-5-25-300-KA05-L10 + . o
Waycon LV-5-25-300-KA05-L10) Roll gap height 0-25 mm 0.1% FSO
Magnetic multiturn encoder (ASM Gear angle 31 x 360° +£(2°+ 0.015%) FSO
PH36)
Hydraulic Load cell Die force 0-1 MN 0.1% FSO
press (MF)
LVDT Die position 0-600 mm 0.1% FSO
o According to DIN EN
Pyrometer Temperature 0-1200 °C 60584-2
Continuous Thermocouple Crucible temperature 0-1200 °C According to DIN EN
caster (NFM) (Type K| Type S) P 0-1500 °C 60584-2
Thermocouple Die temperature 0-1200 °C According to DIN EN
(Type K| Type S) P 0-1500 °C 60584-2
LVDT Draw path 0.1-9.9 [mm] 0.1% FSO
LVDT Reversing draw path 0.0-9.8 [mm] 0.1% FSO
Load cell Draw force N/A [N] 0.1% FSO
— = =9 Data
— Specimen
Chair of Non-Ferrous Chair of Metal Forming (MF)
Metallurgy (NFM) Rolling mill
Contin Hn Furnace Quality control ecvdli
onunuous cas g (Dpﬁonal) :_b . _’ R‘Y ]J_Tlg
- . Hydraulic press '
o0 L L AN - &
e e >
T T T
1 1 1
1 1
! . N .
1 1 1 |
L e —— [ —— = ) e - — -
MariaDB
Process data
Production network | Database

Figure 4. Process chain within the MUL 4.0 project, consisting of the furnace, rolling mill and hydraulic press.

To transfer the data recorded by the sensors into the production network, DAQs
were implemented (Table 4). At the MF, a low-cost approach was pursued with DAQ
systems from Wago GmbH (Brunn am Gebirge, Austria) and the Wago e!Cockpit software.
In addition, data processing, creation and execution of GUIs used with the open-source
programming language Python [52].
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Table 4. Utilized machines and DAQ with technical specifications within the MUL 4.0 project.

Machine DAQ Protocol Resolution  Frequency
ROltiI\r/‘I%F)mm Wa%fll;gcri? dﬁgjzu Modbus TCP/IP 15 bit 500 Hz
F‘;ﬁ‘;‘;e Wa%fll;gci? dﬁgjzlz Modbus TCP/IP 15 bit 500 Hz
Hydr?;‘/[llif) press Wa%fll;FOCi(? dﬁgﬁzu Modbus TCP/IP 15 bit 500 Hz
C(;;’tre‘tr“(‘ggﬁ) Internal DAQ Modbus TCP/IP 15 bit >100 Hz

To pursue the low-cost and open-source approach, MariaDB was chosen as SQL-based
database, as deemed suitable for the amount of data generated. In the processing chain of
MUL 4.0, a distinction can be made between process-related time series data and logistical
data. Process-related time series data, e.g., sensor data, data obtained from a FEA or finite
volume analysis (FVA), photos and videos need to be accessed and computed in near
real-time to create appropriate process DTs. Not all raw data is stored in the database, but
selected, filtered data to keep the performance of the database optimal. Data stored in the
database can be accessed by authorized users for further data processing or investigation.
Furthermore, the MariaDB is linked to an MES and ERP to enable dynamic process chain
monitoring, planning and control.

As mentioned in Section 2, cyber security plays a key role in the context of I 4.0. For
this reason, an IT-layer architecture was designed and implemented as shown qualitatively
in Figure 5. The IIoT in layer 2 can be considered as a closed system, from which data
from a NodeRed server and the Maria DB are transferred to layer 3. Layer 3 contains the
remote admin host, webserver dashboard, the chosen low-cost ERP system ERP Next and
the file server in a virtual environment, which can be accessed by the client by authorized
workstations. To prevent unauthorized access and cyber-attacks, a firewall was installed
between layers 2 and 3, which only allows layer 3 to query layer 2.

Virtual environment

Layer 2 network

Firewall

Layer 3 network

1B

Client  Workstation

LER

Remote Webserver  ERP Next  Fileserver
Admin Host Dashboard

Figure 5. Qualitative illustration of the implemented IT layer system of the MUL 4.0 project.
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Figure 6 visualizes the resulting adapted architecture, based on the RAMI 4.0 concept.
Tables 5-10 concretizes the corresponding areas within this adapted model.

Figure 6. RAMI 4.0 framework adapted to the case of the MUL 4.0 project.
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Table 5. Asset layer fragments from Figure 6 and corresponding specifications.

Layer Fragment Specification
All Continuous casted specimen
Al2 Sensors of continuous caster according to Table 3
Al3 Tablet/PC
Al4 Continuous Caster
Al5 Center for Non-Ferrous Metallurgy
Al6 NFEM
A21 Heat treated specimen
A22 Sensors of furnace according to Table 3
A23 Tablet/PC
A24 Furnace
A25 Center for Metal Forming
A2.6 MF
A31 Formed specimen
A3.2 Sensors of rolling mill | hydraulic press according to Table 3
A33 Tablet/PC
A3.4 Rolling mill | Hydraulic press
A35 Center for Metal Forming
A3.6 MF
A4l Quality checked specimen | Recycled specimen
A42 Sensor of tensile test machine | recycling aggregate
A43 Tablet/PC
Ad4 Tensile test machine | Recycling aggregate
A45 Center for Metal Forming
A46 MF

Table 6. Integration layer fragments from Figure 6 and corresponding specifications.

Layer Fragment Specification
It1.1 RFID chip
It1.2 Continuous caster DAQ according to Table 4 + Internal Software
It1.3 GUI + Webserver Dashboard Server (DHCP)
It1.4 CPPS + IIoT
It1.5 MES Server + DHCP protocol
It1.6 ERP Next Server + DHCP protocol
It2.1 RFID chip
It2.2 Furnace DAQ according to Table 4 + Wago e!Cockpit Sofware
1t2.3 GUI + Webserver Dashboard Server (DHCP)
It2.4 CPPS + IIoT
It2.5 MES Server + DHCP protocol
It2.6 ERP Next Server + DHCP protocol
It3.1 RFID chip
3.2 Rolling mill | hydraulic press DAQ according to Table 4 + Wago e!Cockpit
’ Sofware
1t3.3 GUI + Webserver Dashboard Server (DHCP)
It3.4 CPPS + IloT
It3.5 MES Server + DHCP protocol
1t3.6 ERP Next Server + DHCP protocol
It4.1 RFID chip
1t4.2 Tensile test machine | Recycling aggregate DAQ + Software
1t4.3 GUI + Webserver Dashboard Server (DHCP)
It4.4 CPPS + IloT
1t4.5 MES Server + DHCP protocol

It4.6 ERP Next Server + DHCP protocol
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Table 7. Communication layer fragments from Figure 6 and corresponding specifications.

Layer Fragment Specification
Cl1 RFID protocol
Cl.2 Modbus TCP/IP
C13 DHCP
Cl4 DHCP
C15 DHCP
Cl.6 DHCP
Cc21 RFID protocol
C2.2 Modbus TCP/IP
C23 DHCP
C24 DHCP
C2.5 DHCP
C2.6 DHCP
C3.1 RFID protocol
C3.2 Modbus TCP/IP
C33 DHCP
C3.4 DHCP
C3.5 DHCP
C3.6 DHCP
C41 RFID protocol
C42 Modbus TCP/IP
C4.3 DHCP
C4.4 DHCP
C4.5 DHCP
C4.6 DHCP

Table 8. Information layer fragments from Figure 6 and corresponding specifications.

Layer Fragment

Specification

Inl.1
In1.2
In1.3
Inl.4
Inl1.5
Inl.6
In2.1
In2.2
In2.3
In2.4
In2.5
In2.6
In3.1
In3.2
In3.3
In3.4
In3.5
In3.6
Ind.1
In4.2
In4.3
Ind4.4
In4.5
In4.6

Location of specimen
Sensor data of continuous caster according to Table 3
User input from continuous caster GUI
Status of continuous caster

Process data acquired by data processing (e.g., utilization factor)
Economic data acquired by data processing (e.g., price per unit)

Location of specimen

Sensor data of furnace according to Table 3
User input from furnace GUI
Status of furnace

Process data acquired by data processing (e.g., utilization factor)
Economic data acquired by data processing (e.g., price per unit)

Location of specimen
Sensor data of rolling mill | hydraulic press according to Table 3

User input from rolling mill | hydraulic press GUI
Status of rolling mill | hydraulic press

Process data acquired by data processing (e.g., utilization factor)
Economic data acquired by data processing (e.g., price per unit)

Location of specimen

Sensor data of tensile test machine | recycling aggregate
User input from tensile test machine | recycling aggregate GUI
Status of tensile test machine | recycling aggregate

Process data acquired by data processing (e.g., utilization factor)
Economic data acquired by data processing (e.g., price per unit)
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Table 9. Functional layer fragments from Figure 6 and specifications.

Layer Fragment

Specification

F1.1
F1.2
F1.3
F14
F1.5
Fl.6
F2.1
F2.2
F2.3
F2.4
F2.5
F2.6
F3.1
F3.2
F3.3
F3.4
F3.5
F3.6
F4.1
F4.2
F4.3
F4.4
F4.5
F4.6

Statistical data by data processing
Statistical data by data processing
Statistical data by data processing
Machine status
MES data processing
ERP data processing
Statistical data by data processing
Statistical data by data processing
Statistical data by data processing
Machine status
MES data processing
ERP data processing
Statistical data by data processing
Statistical data by data processing
Statistical data by data processing
Machine status
MES data processing
ERP data processing
Statistical data by data processing
Statistical data by data processing
Statistical data by data processing
Machine status
MES data processing
ERP data processing

Table 10. Business layer fragments from Figure 6 and corresponding specifications.

Layer Fragment

Specification

B1.1
B1.2
B1.3
B1.4
B1.5
B1.6
B2.1
B2.2
B2.3
B2.4
B2.5
B2.6
B3.1
B3.2
B3.3
B3.4
B3.5
B3.6
B4.1
B4.2
B4.3
B4.4
B4.5
B4.6

Product optimization
Process optimization
Human resources optimization
Downtime risk minimization
Process chain optimization
Cost optimization
Product optimization
Process optimization
Human resources optimization
Downtime risk minimization
Process chain optimization
Cost optimization
Product optimization
Process optimization
Human resources optimization
Downtime risk minimization
Process chain optimization
Cost optimization
Product optimization
Process optimization
Human resources optimization
Downtime risk minimization
Process chain optimization
Cost optimization

According to state-of-the-art literature, Big Data analytics is an integral part of the
fourth industrial revolution. For the integration of SMEs within the metal processing value
chain, this technology can also be seen as an essential component of this process, as this
work demonstrates. Furthermore, by including the characteristics of Big Data within the
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initial planning phase of an interconnected metal processing supply chain project, the
risk of misplanning can be minimized. The combination of structured and standardized
planning, relying on the RAMI 4.0 model and the 5V definition of Big Data can thus support
SMEs and their stakeholders within the value chain for an accelerated integration approach.
The additional consideration of IT security, as well as cloud computing solutions, further
increase the resilience of a planned mixed enterprise size value chain integration. Due to
the financial and resource challenges especially SMEs have to overcome, the utilization
of low-cost but industry-standard solutions, as demonstrated in Section 3 can lead to a
significant boost within the digitalization, digital transformation, and finally value chain
integration of these company types. The fulfillment of the 5Vs of Big Data analytics,
however, is not mandatory for all types of SMEs. By focusing on the metal processing
environment, the required volume can easily be reached, as this industry segment heavily
relies on FEA-based WBM. For SMEs or even larger companies, operating in industry fields
where the process variety is low and/or the process parameters are stable and not complex,
volume, as well as variety is not necessarily high. Based on the results of the theory and case
study shown in this paper, it can be stated that a fully digitalized metal processing value
chain must always include the Big Data concept, therefore H1 cannot be neglected. Despite
this conclusion, using the RAMI 4.0 model as a fundament for further concretization for the
digital transformation of an SME can add value within all manufacturing-related industry
segments. Considering the broader perspective of international supply and value chains,
the authors argue that an additional focus on the legal aspect of international collaborations
and networks should be additionally focused within the RAMI 4.0 framework, especially
when considering legal differences in terms of responsibilities and liabilities in the event of
ML-involved accidents at the shopfloor level.

5. Conclusions and Outlook

In this paper, an approach for a systematic standardized digitalization of a value chain
is presented. For this purpose, key enablers for a digital transformation were identified
according to state-of-the-art literature. The utilization of these key technologies and systems
is then elaborated in more depth by applying possible configurations on the theoretical
integration of SMEs into a digitalized metal processing value chain, especially considering
the requirements of these enterprises operating with heterogeneous and complex processes.
Based on this further concretization, the resulting concept is further applied on a small-
scale value chain developed at the Montanuniversitiat Leoben for further analysis and
validation. By doing so, the authors state that Big Data is a core element of a fully digitalized
value chain within the metal processing environment. With increasing digitalization
among all involved stakeholders within the metal processing sector, digital transformation
and therefore, digitalized value chains will subsequently increase, leading to further
utilization of Big Data and corresponding technologies. As demonstrated within this
work, the use of a suitable digital transformation framework can furthermore contribute
to a more resilient digital transformation process and decrease the implementation and
optimization time required to fulfill the requirements of an I 4.0 compatible supply chain.
As already observable in other industry segments, technologies like blockchain can boost
this development even more, e.g., by increasing data security [108-110]. Furthermore,
the rise of quantum computing and expected utilization in the manufacturing context
can further boost the demand for Big Data technologies and required know-how, which
increases the importance of corresponding technologies and frameworks in the future even
more.

Author Contributions: Conceptualization, M.S. (Marcel Sorger), K.H., and B.J.R.; methodology, M.S.
(Marcel Sorger), K.H., and B.J.R.; software, M.S. (Marcel Sorger) and B.J.R.; validation, M.S. (Marcel
Sorger), K.H., and B.J.R.; investigation, M.S. (Marcel Sorger), K.H., and B.].R.; resources, M.S. (Martin
Stockinger); data curation, M.S. (Marcel Sorger) and B.].R.; writing—original draft preparation, M.S.
(Marcel Sorger), K.H., and B.J.R.; writing—review and editing, M.S. (Marcel Sorger), K.H., B.J.R., and
M.W.; visualization, M.S. (Marcel Sorger) and K.H.; supervision, M.W. and M.S. (Martin Stockinger);



Appl. Sci. 2021, 11,9021 19 of 22

project administration, M.S. (Marcel Sorger), K.H., and B.J.R. All authors have read and agreed to the
published version of the manuscript.

Funding: This work belongs to the project “SME 4.0—Industry 4.0 for SMEs” (funded in the European
Union’s Horizon 2020 R&I programme under the Marie Sklodowska-Curie grant agreement No.
734713).

Institutional Review Board Statement: Not applicable.
Informed Consent Statement: Not applicable.
Data Availability Statement: Data is available by request from the corresponding author.

Conflicts of Interest: The authors declare no conflict of interest.

References

1.  Reiman, A.; Kaivo-oja, J.; Parviainen, E.; Takala, E.-P.; Lauraeus, T. Human factors and ergonomics in manufacturing in the
industry 4.0 context—A scoping review. Technol. Soc. 2021, 65, 101572. [CrossRef]

2. Ralph, B.J.; Stockinger, M. Digitalization and Digital Transformation in Metal Forming: Key Technologies, Challenges and Current
Developments of Industry 4.0 Applications. In XXXIX Colloquium on Metal Forming 2020; Montanuniversitit: Leoben, Austria,
2020; pp- 13-23, ISBN 978-3-902078-26-1.

3. Ralph, BJ,; Sorger, M.; Schédinger, B.; Schmolzer, H.-].; Hartl, K.; Stockinger, M. Implementation of a Six-Layer Smart Factory
Architecture with Special Focus on Transdisciplinary Engineering Education. Sensors 2021, 21, 2944. [CrossRef]

4. Zhong, RY; Xu, X,; Klotz, E.; Newman, S.T. Intelligent Manufacturing in the Context of Industry 4.0: A Review. Engineering 2017,
3, 616-630. [CrossRef]

5. Sorensen, D.G.; Brunoe, T.D.; Nielsen, K. Brownfield Development of Platforms for Changeable Manufacturing. Procedia CIRP
2019, 81, 986-991. [CrossRef]

6. Enyoghasi, C.; Badurdeen, F. Industry 4.0 for sustainable manufacturing: Opportunities at the product, process, and system
levels. Resour. Conserv. Recycl. 2021, 166, 105362. [CrossRef]

7. Suri, K.; Cadavid, J.; Alferez, M.; Dhouib, S.; Tucci-Piergiovanni, S. Modeling business motivation and underlying processes for
RAMI 4.0-aligned cyber-physical production systems. In Proceedings of the 2017 22nd IEEE International Conference on Emerging
Technologies and Factory Automation (ETFA), Limassol, Cyprus, 12-15 September 2017; pp. 1-6, ISBN 978-1-5090-6505-9.

8.  DeMelo, PES.; Godoy, E.P. Controller Interface for Industry 4.0 based on RAMI 4.0 and OPC UA. In 2019 II Workshop on Metrology
for Industry 4.0 and IoT (Metrolnd4.0&10T); IEEE: Piscataway, NJ, USA, 2019.

9.  Flatt, H.; Schriegel, S.; Jasperneite, J.; Trsek, H.; Adamczyk, H. Analysis of the Cyber-Security of industry 4.0 technologies based
on RAMI 4.0 and identification of requirements. In Proceedings of the 2016 IEEE 21st International Conference on Emerging
Technologies and Factory Automation (ETFA), Berlin, Germany, 6-9 September 2016; pp. 1-4, ISBN 978-1-5090-1314-2.

10. Lee, ].; Lapira, E.; Bagheri, B.; Kao, H. Recent advances and trends in predictive manufacturing systems in big data environment.
Manuf. Lett. 2013, 1, 38—41. [CrossRef]

11.  O’Donovan, P; Leahy, K.; Bruton, K.; O’Sullivan, D.T.J. Big data in manufacturing: A systematic mapping study. J. Big Data 2015,
2,20. [CrossRef]

12. Mourtzis, D.; Vlachou, E.; Milas, N. Industrial Big Data as a Result of IoT Adoption in Manufacturing. Procedia CIRP 2016, 55,
290-295. [CrossRef]

13. Kusiak, A. Smart manufacturing must embrace big data. Nature 2017, 544, 23-25. [CrossRef]

14. Zhang, Y, Ren, S.; Liu, Y,; Si, S. A big data analytics architecture for cleaner manufacturing and maintenance processes of complex
products. . Clean. Prod. 2017, 142, 626-641. [CrossRef]

15.  Bordeleau, F-E.; Felden, C. Digitally Transforming Organisations: A Review of Change Models of Industry 4.0. In Proceedings of
the 27th European Conference on Information Systems (ECIS), Stockholm & Uppsala, Sweden, 8-14 June 2019; pp. 1-14, ISBN
978-1-7336325-0-8.

16. Hilbert, M. Big Data for Development: A Review of Promises and Challenges. Dev. Policy Rev. 2016, 34, 135-174. [CrossRef]

17.  Chen, J.; Chen, Y.; Du, X;; Li, C.; Lu, J.; Zhao, S.; Zhou, X. Big data challenge: A data management perspective. Front. Comput. Sci.
2013, 7, 157-164. [CrossRef]

18. Demchenko, Y.; de Laat, C.; Membrey, P. Defining architecture components of the Big Data Ecosystem. In Proceedings of the
2014 International Conference on Collaboration Technologies and Systems (CTS), Minneapolis, MN, USA, 19-23 May 2014; pp.
104-112, ISBN 978-1-4799-5158-1.

19. Sagiroglu, S.; Sinanc, D. Big data: A review. In Proceedings of the 2013 International Conference on Collaboration Technologies
and Systems (CTS), San Diego, CA, USA, 20-24 May 2013; pp. 42—47, ISBN 978-1-4673-6404-1.

20. Ghasemaghaei, M. Understanding the impact of big data on firm performance: The necessity of conceptually differentiating
among big data characteristics. Int. J. Inf. Manag. 2021, 57, 102055. [CrossRef]

21. Zikopoulos, P; Eaton, C. Understanding Big Data: Analytics for Enterprise Class Hadoop and Streaming Data; McGraw-Hill Osborne

Media: New York, NY, USA, 2011; ISBN 978-0-07-179053-6.


http://doi.org/10.1016/j.techsoc.2021.101572
http://doi.org/10.3390/s21092944
http://doi.org/10.1016/J.ENG.2017.05.015
http://doi.org/10.1016/j.procir.2019.03.239
http://doi.org/10.1016/j.resconrec.2020.105362
http://doi.org/10.1016/j.mfglet.2013.09.005
http://doi.org/10.1186/s40537-015-0028-x
http://doi.org/10.1016/j.procir.2016.07.038
http://doi.org/10.1038/544023a
http://doi.org/10.1016/j.jclepro.2016.07.123
http://doi.org/10.1111/dpr.12142
http://doi.org/10.1007/s11704-013-3903-7
http://doi.org/10.1016/j.ijinfomgt.2019.102055

Appl. Sci. 2021, 11,9021 20 of 22

22.
23.

24.

25.
26.

27.

28.

29.

30.

31.

32.

33.
34.

35.

36.

37.

38.

39.

40.

41.

42.
43.

44.

45.

46.

47.

48.

49.

50.

51.
52.

53.

54.

Klein, D.; Tran-Gia, P.; Hartmann, M. Big Data. Inform. Spektrum 2013, 36, 319-323. [CrossRef]

Matt, D.T.; Modrak, V.; Zsifkovits, H. Industry 4.0 for SMEs; Springer International Publishing: Cham, Switzerland, 2020; ISBN
978-3-030-25424-7.

Ishwarappa; Anuradha, J. A Brief Introduction on Big Data 5Vs Characteristics and Hadoop Technology. Procedia Comput. Sci.
2015, 48, 319-324. [CrossRef]

Younas, M. Research challenges of big data. Serv. Oriented Comput. Appl. 2019, 13, 105-107. [CrossRef]

Khan, N.; Yaqoob, I.; Hashem, I.A.T.; Inayat, Z.; Ali, WK.M.; Alam, M.; Shiraz, M.; Gani, A. Big data: Survey, technologies,
opportunities, and challenges. Sci. World ]. 2014, 2014, 712826. [CrossRef]

Bertoncel, T.; Erenda, I.; Bach, M.P,; Roblek, V.; Mesko, M. A Managerial Early Warning System at a Smart Factory: An Intuitive
Decision-making Perspective. Syst. Res 2018, 35, 406—416. [CrossRef]

Tjahjono, B.; Esplugues, C.; Ares, E.; Pelaez, G. What does Industry 4.0 mean to Supply Chain? Procedia Manuf. 2017, 13,
1175-1182. [CrossRef]

Tupa, J.; Simota, J.; Steiner, F. Aspects of Risk Management Implementation for Industry 4.0. Procedia Manuf. 2017, 11, 1223-1230.
[CrossRef]

Yang, C.; Huang, Q.; Li, Z.; Liu, K.; Hu, F. Big Data and cloud computing: Innovation opportunities and challenges. Int. J. Digit.
Earth 2017, 10, 13-53. [CrossRef]

Marjani, M.; Nasaruddin, F.; Gani, A.; Karim, A.; Hashem, I.A.T.; Siddiqa, A.; Yaqoob, I. Big IoT Data Analytics: Architecture,
Opportunities, and Open Research Challenges. IEEE Access 2017, 5, 5247-5261. [CrossRef]

Hongsong, C.; Yongpeng, Z.; Yongrui, C.; Bhargava, B. Security Threats and Defensive Approaches in Machine Learning System
Under Big Data Environment. Wirel. Pers. Commun. 2021, 117, 3505-3525. [CrossRef]

Mills, K.A. What are the threats and potentials of big data for qualitative research? Qual. Res. 2018, 18, 591-603. [CrossRef]
Héckel, B.; Hansch, F; Hertel, M.; Ubelhor, J. Assessing IT availability risks in smart factory networks. Bus. Res. 2019, 12, 523-558.
[CrossRef]

Herrmann, F. The Smart Factory and Its Risks. Systems 2018, 6, 38. [CrossRef]

Lasi, H.; Fettke, P.; Kemper, H.-G.; Feld, T.; Hoffmann, M. Industry 4.0. Bus. Inf. Syst. Eng. 2014, 6, 239-242. [CrossRef]

Strozzi, F.; Colicchia, C.; Creazza, A.; Nog, C. Literature review on the ‘Smart Factory” concept using bibliometric tools. Int. |.
Prod. Res. 2017, 55, 6572-6591. [CrossRef]

Osterrieder, P; Budde, L.; Friedli, T. The smart factory as a key construct of industry 4.0: A systematic literature review. Int. |.
Prod. Econ. 2020, 221, 107476. [CrossRef]

Forcina, A.; Introna, V.; Silvestri, A. Enabling technology for maintenance in a smart factory: A literature review. Procedia Comput.
Sci. 2021, 180, 430-435. [CrossRef]

Hermann, M.; Pentek, T.; Otto, B. Design Principles for Industrie 4.0 Scenarios. In Proceedings of the 2016 49th Hawaii
International Conference on System Sciences (HICSS), Koloa, HI, USA, 5-8 January 2016; pp. 3928-3937, ISBN 978-0-7695-5670-3.
Wang, S.; Wan, J.; Li, D.; Zhang, C. Implementing Smart Factory of Industrie 4.0: An Outlook. Int. J. Distrib. Sens. Netw. 2016, 12,
3159805. [CrossRef]

Chen, Y. Integrated and Intelligent Manufacturing: Perspectives and Enablers. Engineering 2017, 3, 588-595. [CrossRef]
Mabkhot, M.; Al-Ahmari, A.; Salah, B.; Alkhalefah, H. Requirements of the Smart Factory System: A Survey and Perspective.
Machines 2018, 6, 23. [CrossRef]

Beliatis, M.].; Jensen, K.; Ellegaard, L.; Aagaard, A.; Presser, M. Next Generation Industrial IoT Digitalization for Traceability in
Metal Manufacturing Industry: A Case Study of Industry 4.0. Electronics 2021, 10, 628. [CrossRef]

Resman, M.; Pipan, M.; Simic, M.; Herakovic, N. A new architecture model for smart manufacturing: A performance analysis and
comparison with the RAMI 4.0 reference model. Adv Prod. Eng. Manag 2019, 14, 153-165. [CrossRef]

Pisching, M.A.; Pessoa, M.A; Junqueira, F.; dos Santos Filho, D.J.; Miyagi, P.E. An architecture based on RAMI 4.0 to discover
equipment to process operations required by products. Comput. Ind. Eng. 2018, 125, 574-591. [CrossRef]

Weber, C.; Konigsberger, ].; Kassner, L.; Mitschang, B. M2DDM—A Maturity Model for Data-Driven Manufacturing. Procedia
CIRP 2017, 63, 173-178. [CrossRef]

Cardin, O. Classification of cyber-physical production systems applications: Proposition of an analysis framework. Comput. Ind.
2019, 104, 11-21. [CrossRef]

Monostori, L. Cyber-physical Production Systems: Roots, Expectations and R&D Challenges. Procedia CIRP 2014, 17, 9-13.
[CrossRef]

Wu, X.; Goepp, V.; Siadat, A. Concept and engineering development of cyber physical production systems: A systematic literature
review. Int. J. Adv. Manuf. Technol. 2020, 111, 243-261. [CrossRef]

Alur, R. Principles of Cyber-Physical Systems; The MIT Press: Philadelphia, PA, USA, 2015; ISBN 978-0-262-02911-7.

Ralph, B.J.; Sorger, M.; Hartl, K.; Schwarz, A.; Messner, E; Stockinger, M. Transformation of a Rolling Mill Aggregate to a Cyber
Physical Production System: From Sensor Retrofitting to Machine Learning. | Intell. Manuf. 2021, in press.

Kritzinger, W.; Karner, M.; Traar, G.; Henjes, J.; Sihn, W. Digital Twin in manufacturing: A categorical literature review and
classification. IFAC-Pap. 2018, 51, 1016-1022. [CrossRef]

Pintelas, E.; Livieris, L.E.; Pintelas, P. A Grey-Box Ensemble Model Exploiting Black-Box Accuracy and White-Box Intrinsic
Interpretability. Algorithms 2020, 13, 17. [CrossRef]


http://doi.org/10.1007/s00287-013-0702-3
http://doi.org/10.1016/j.procs.2015.04.188
http://doi.org/10.1007/s11761-019-00265-x
http://doi.org/10.1155/2014/712826
http://doi.org/10.1002/sres.2542
http://doi.org/10.1016/j.promfg.2017.09.191
http://doi.org/10.1016/j.promfg.2017.07.248
http://doi.org/10.1080/17538947.2016.1239771
http://doi.org/10.1109/ACCESS.2017.2689040
http://doi.org/10.1007/s11277-021-08284-8
http://doi.org/10.1177/1468794117743465
http://doi.org/10.1007/s40685-018-0071-5
http://doi.org/10.3390/systems6040038
http://doi.org/10.1007/s12599-014-0334-4
http://doi.org/10.1080/00207543.2017.1326643
http://doi.org/10.1016/j.ijpe.2019.08.011
http://doi.org/10.1016/j.procs.2021.01.259
http://doi.org/10.1155/2016/3159805
http://doi.org/10.1016/J.ENG.2017.04.009
http://doi.org/10.3390/machines6020023
http://doi.org/10.3390/electronics10050628
http://doi.org/10.14743/apem2019.2.318
http://doi.org/10.1016/j.cie.2017.12.029
http://doi.org/10.1016/j.procir.2017.03.309
http://doi.org/10.1016/j.compind.2018.10.002
http://doi.org/10.1016/j.procir.2014.03.115
http://doi.org/10.1007/s00170-020-06110-2
http://doi.org/10.1016/j.ifacol.2018.08.474
http://doi.org/10.3390/a13010017

Appl. Sci. 2021, 11,9021 21 0f 22

55.

56.

57.

58.

59.

60.

61.

62.

63.

64.

65.

66.
67.

68.

69.

70.
71.

72.
73.

74.
75.
76.

77.
78.

79.

80.

81.

82.

83.

84.

Loyola-Gonzalez, O. Black-Box vs. White-Box: Understanding Their Advantages and Weaknesses from a Practical Point of View.
IEEE Access 2019, 7, 154096-154113. [CrossRef]

Ralph, B.J.; Hartl, K.; Sorger, M.; Schwarz-Gsaxner, A.; Stockinger, M. Machine Learning Driven Prediction of Residual Stresses
for the Shot Peening Process Using a Finite Element Based Grey-Box Model Approach. J. Manuf. Mater. Process. 2021, 5, 39.
[CrossRef]

Rudin, C. Stop explaining black box machine learning models for high stakes decisions and use interpretable models instead. Nat.
Mach. Intell. 2019, 1, 206-215. [CrossRef]

Henard, C.; Papadakis, M.; Harman, M.; Jia, Y.; Le Traon, Y. Comparing white-box and black-box test prioritization. In Proceedings
of the ICSE “16: 38th International Conference on Software Engineering, Austin, TX, USA, 14-22 May 2016; Dillon, L., Visser, W.,
Williams, L., Eds.; ACM: New York, NY, USA, 2016; pp. 523-534, ISBN 9781450339001.

Xu, H.; Yu, W,; Griffith, D.; Golmie, N. A Survey on Industrial Internet of Things: A Cyber-Physical Systems Perspective. IEEE
Access 2018, 6, 78238-78259. [CrossRef]

Boyes, H.; Hallaq, B.; Cunningham, J.; Watson, T. The industrial internet of things (IloT): An analysis framework. Comput. Ind.
2018, 101, 1-12. [CrossRef]

Sanders, A.; Elangeswaran, C.; Wulfsberg, J. Industry 4.0 implies lean manufacturing: Research activities in industry 4.0 function
as enablers for lean manufacturing. [IEM 2016, 9, 811. [CrossRef]

ur Rehman, M.H.; Yaqoob, I; Salah, K.; Imran, M.; Jayaraman, P.P; Perera, C. The role of big data analytics in industrial Internet
of Things. Future Gener. Comput. Syst. 2019, 99, 247-259. [CrossRef]

Sadeghi, A.-R.; Wachsmann, C.; Waidner, M. Security and privacy challenges in industrial internet of things. In Proceedings of
the DAC “15: The 52nd Annual Design Automation Conference 2015, San Francisco, CA, USA, 7-11 June 2015; ACM: New York,
NY, USA, 2015; pp. 1-6, ISBN 9781450335201.

Hajjaji, Y.; Boulila, W.; Farah, I.R.; Romdhani, I.; Hussain, A. Big data and IoT-based applications in smart environments: A
systematic review. Comput. Sci. Rev. 2021, 39, 100318. [CrossRef]

Khan, W.Z,; Rehman, M.H.; Zangoti, H.M.; Afzal, M.K.; Armi, N.; Salah, K. Industrial internet of things: Recent advances,
enabling technologies and open challenges. Comput. Electr. Eng. 2020, 81, 106522. [CrossRef]

Nahavandi, S. Industry 5.0—A Human-Centric Solution. Sustainability 2019, 11, 4371. [CrossRef]

Ozdemir, V.; Hekim, N. Birth of Industry 5.0: Making Sense of Big Data with Artificial Intelligence, “The Internet of Things” and
Next-Generation Technology Policy. Omics 2018, 22, 65-76. [CrossRef]

Javaid, M.; Haleem, A.; Singh, R.P.; Haq, M.ILU; Raina, A.; Suman, R. Industry 5.0: Potential Applications in COVID-19. . Ind.
Integr. Manag. 2020, 5, 507-530. [CrossRef]

Eller, R.; Alford, P; Kallmiinzer, A.; Peters, M. Antecedents, consequences, and challenges of small and medium-sized enterprise
digitalization. J. Bus. Res. 2020, 112, 119-127. [CrossRef]

Mell, P; Grance, T. The NIST Definition of Cloud Computing; NIST: Gaithersburg, MD, USA, 2011.

Sheikh, A.; Munro, M.; Budgen, D. Systematic Literature Review (SLR) of Resource Scheduling and Security in Cloud Computing.
IJACSA 2019, 10. [CrossRef]

Xu, X. From cloud computing to cloud manufacturing. Robot. Comput.-Integr. Manuf. 2012, 28, 75-86. [CrossRef]

Repschldger, J.; Pannicke, D.; Zarnekow, R. Cloud Computing: Definitionen, Geschiftsmodelle und Entwicklungspotenziale.
HMD 2010, 47, 6-15. [CrossRef]

Madden, S. From Databases to Big Data. IEEE Internet Comput. 2012, 16, 4-6. [CrossRef]

Kunda, D.; Phiri, H. A Comparative Study of NoSQL and Relational Database. Zictjournal 2017, 1, 1-4. [CrossRef]

Cattell, R. Scalable SQL and NoSQL data stores. Sigmod Rec. 2011, 39, 12-27. [CrossRef]

Bertino, E.; Martino, L. Object-oriented database management systems: Concepts and issues. Computer 1991, 24, 33-47. [CrossRef]
Moniruzzaman, A.B.M.; Hossain, S.A. NoSQL Database: New Era of Databases for Big data Analytics—Classification, Character-
istics and Comparison. Int. |. Database Theory Appl. 2013, 6, 1-14. Available online: http://arxiv.org/pdf/1307.0191v1 (accessed
on 15 June 2021).

Li, Y.; Manoharan, S. A performance comparison of SQL and NoSQL databases. In Proceedings of the 2013 IEEE Pacific Rim
Conference on Communications, Computers and Signal Processing (PACRIM), Victoria, BC, Canada, 27-29 August 2013; pp.
15-19, ISBN 978-1-4799-1501-9.

van der Veen, ].S.; van der Waaij, B.; Meijer, R.J. Sensor Data Storage Performance: SQL or NoSQL, Physical or Virtual. In
Proceedings of the 2012 IEEE 5th International Conference on Cloud Computing (CLOUD), Honolulu, HI, USA, 24-29 June 2012;
pp. 431-438, ISBN 978-1-4673-2892-0.

Prinsloo, J.; Sinha, S.; von Solms, B. A Review of Industry 4.0 Manufacturing Process Security Risks. Appl. Sci. 2019, 9, 5105.
[CrossRef]

Pereira, T.; Barreto, L.; Amaral, A. Network and information security challenges within Industry 4.0 paradigm. Procedia Manuf.
2017, 13, 1253-1260. [CrossRef]

Qadir, S.; Quadri, S.M.K. Information Availability: An Insight into the Most Important Attribute of Information Security. J. Inf.
Secur. 2016, 7, 185-194. [CrossRef]

Chhetri, S.R.; Faezi, S.; Rashid, N.; Al Faruque, M.A. Manufacturing Supply Chain and Product Lifecycle Security in the Era of
Industry 4.0. J. Hardw. Syst. Secur. 2018, 2, 51-68. [CrossRef]


http://doi.org/10.1109/ACCESS.2019.2949286
http://doi.org/10.3390/jmmp5020039
http://doi.org/10.1038/s42256-019-0048-x
http://doi.org/10.1109/ACCESS.2018.2884906
http://doi.org/10.1016/j.compind.2018.04.015
http://doi.org/10.3926/jiem.1940
http://doi.org/10.1016/j.future.2019.04.020
http://doi.org/10.1016/j.cosrev.2020.100318
http://doi.org/10.1016/j.compeleceng.2019.106522
http://doi.org/10.3390/su11164371
http://doi.org/10.1089/omi.2017.0194
http://doi.org/10.1142/S2424862220500220
http://doi.org/10.1016/j.jbusres.2020.03.004
http://doi.org/10.14569/IJACSA.2019.0100404
http://doi.org/10.1016/j.rcim.2011.07.002
http://doi.org/10.1007/BF03340507
http://doi.org/10.1109/MIC.2012.50
http://doi.org/10.33260/zictjournal.v1i1.8
http://doi.org/10.1145/1978915.1978919
http://doi.org/10.1109/2.76261
http://arxiv.org/pdf/1307.0191v1
http://doi.org/10.3390/app9235105
http://doi.org/10.1016/j.promfg.2017.09.047
http://doi.org/10.4236/jis.2016.73014
http://doi.org/10.1007/s41635-017-0031-0

Appl. Sci. 2021, 11,9021 22 0f 22

85.
86.

87.

88.

89.

90.

91.

92.

93.

94.

95.

96.

97.

98.

99.

100.

101.

102.

103.

104.

105.

106.

107.

108.

109.
110.

Kiss, M.; Breda, G.; Muha, L. Information security aspects of Industry 4.0. Procedia Manuf. 2019, 32, 848-855. [CrossRef]

Bayens, C.; Le, T.; Garcia, L.; Beyah, T.; Javanmard, M.; Zonouz, S. See No Evil, Hear No Evil, Feel No Evil, Print No Evil?
Malicious Fill Patterns Detection in Additive Manufacturing. In Proceedings of the 26th USENIX Security Symposium, Vancouver,
BC, Canada, 16-18 August 2017; pp. 1181-1198, ISBN 978-1-931971-40-9.

Chhetri, S.R.; Canedo, A.; Faruque, M.A.A. KCAD. In Proceedings of the ICCAD ‘16: IEEE/ACM International Conference On
Computer-Aided Design, Austin, TX, USA, 7-10 November 2016; Liu, F,, Ed.; ACM: New York, NY, USA, 2016; pp. 1-8, ISBN
9781450344661.

Ervural, B.C.; Ervural, B. Overview of Cyber Security in the Industry 4.0 Era. In Industry 4.0: Managing the Digital Transformation;
Ustundag, A., Cevikcan, E., Eds.; Springer International Publishing: Cham, Switzerland, 2018; pp. 267-284, ISBN 978-3-319-57869-
9.

Sharpe, R.; van Lopik, K.; Neal, A.; Goodall, P.; Conway, P.P.; West, A.A. An industrial evaluation of an Industry 4.0 reference
architecture demonstrating the need for the inclusion of security and human components. Comput. Ind. 2019, 108, 37-44.
[CrossRef]

Radanliev, P.; Mantilla Montalvo, R.; Cannady, S.; Nicolescu, R.; de Roure, D.; Nurse, ].R.; Huth, M. Cyber Security Framework
for the Internet-of-Things in Industry 4.0. Preprints 2019, 2019030111. [CrossRef]

Khondoker, R.; Larbig, P.; Scheuermann, D.; Weber, F.; Bayarou, K. Addressing Industry 4.0 Security by Software-Defined
Networking. In Guide to Security in SDN and NFV; Zhu, S.Y., Scott-Hayward, S., Jacquin, L., Hill, R., Eds.; Springer International
Publishing: Cham, Switzerland, 2017; pp. 229-251, ISBN 978-3-319-64652-7.

Ayvaz, S.; Alpay, K. Predictive maintenance system for production lines in manufacturing: A machine learning approach using
IoT data in real-time. Expert Syst. Appl. 2021, 173, 114598. [CrossRef]

Wu, D.; Jennings, C.; Terpenny, J.; Gao, R.X.; Kumara, S. A Comparative Study on Machine Learning Algorithms for Smart
Manufacturing: Tool Wear Prediction Using Random Forests. J. Manuf. Sci. Eng. 2017, 139, 237. [CrossRef]

Sharp, M.; Ak, R.; Hedberg, T. A Survey of the Advancing Use and Development of Machine Learning in Smart Manufacturing. J.
Manuf. Syst. 2018, 48 Pt C, 170-179. [CrossRef]

Cavalcante, .M.; Frazzon, E.M.; Forcellini, EA.; Ivanov, D. A supervised machine learning approach to data-driven simulation of
resilient supplier selection in digital manufacturing. Int. J. Inf. Manag. 2019, 49, 86-97. [CrossRef]

Monostori, L.; Markus, A.; van Brussel, H.; Westkdampfer, E. Machine Learning Approaches to Manufacturing. CIRP Ann. 1996,
45, 675-712. [CrossRef]

Cui, Y,; Kara, S.; Chan, K.C. Manufacturing big data ecosystem: A systematic literature review. Robot. Comput.-Integr. Manuf.
2020, 62, 101861. [CrossRef]

Dawson, M. Cyber Security in Industry 4.0: The Pitfalls of Having Hyperconnected Systems. J. Strateg. Manag. Stud. 2018, 10,
19-28.

Statistik Austria. Anteil der Kleinen und Mittleren Unternehmen (KMU) an Allen Unternehmen in Osterreich von 2015 bis
2019. Available online: https://de.statista.com/statistik /daten/studie /1172003 /umfrage /unternehmensanteil-von-kleinen-
und-mittleren-unternehmen-kmu-in-oesterreich/ (accessed on 10 September 2021).

Statistik Austria. Anteil der Branche Bergbau und Herstellung von Waren an der Gesamten Bruttowertschopfung in Osterreich
von 2010 bis 2020. Available online: https://de.statista.com/statistik /daten/studie/1177726 /umfrage /wertschoepfungsanteil-
des-verarbeitenden-gewerbes-in-oesterreich/ (accessed on 10 September 2021).

Brodeur, J.; Pellerin, R.; Deschamps, I. Collaborative approach to digital transformation (CADT) model for manufacturing SMEs.
JMTM 2021. ahead-of-print. [CrossRef]

Garzoni, A.; de Turi, I.; Secundo, G.; Del Vecchio, P. Fostering digital transformation of SMEs: A four levels approach. Manag.
Decis. 2020, 58, 1543-1562. [CrossRef]

Philippi, C.; Bobek, V.; Horvat, T.; Macek, A.; Justinek, G. Internationalisation of an Austrian SME with a sales agent to Mexico
and the USA in the automotive sector. Int. J. Glob. Small Bus. 2020, 11, 39-64. [CrossRef]

Wagner, ].; Burggraf, P.; Dannapfel, M.; Folling, C. Assembly Disruptions—Empirical Evidence in the Manufacturing Industry of
Germany, Austria and Switzerland. Int. Refereed J. Eng. Sci. (IRJES) 2017, 6, 15-25.

Loecher, U. Small and medium-sized enterprises—delimitation and the European definition in the area of industrial business.
Eur. Bus. Rev. 2000, 12, 261-264. [CrossRef]

Ralph, B.J.; Pacher, C.; Woschank, M. Conceptualization of the Lecture ‘Digitalization and Digital Transformation in Metal
Forming’ based on Implications from Contemporary Teaching and Learning Theories. In Proceedings of the 2nd African
International Conference on Industrial Engineering and Operations Management, Harare, Zimbabwe, 7-10 December 2020; pp.
703-712.

Woschank, M.; Ralph, B.J.; Kaiblinger, A.; Miklautsch, P.; Pacher, C.; Sorger, M.; Zsifkovits, H.; Stockinger, M.; Pogatscher,
S.; Antretter, T.; et al. MUL 4.0—Digitalisierung der Wertschopfungskette vom Rohmaterial bis hin zum Recycling. Berg.
Huettenmaenn Mon. 2021, 166, 309-313. [CrossRef]

Prinz, W.; Rose, T.; Osterland, T.; Putschli, C. Blockchain. In Digitalisierung; Neugebauer, R., Ed.; Springer: Berlin/Heidelberg,
Germany, 2018; pp. 311-319, ISBN 978-3-662-55889-8.

Kaulartz, M.; Heckmann, J. Smart Contracts—Anwendungen der Blockchain-Technologie. Comput. Und Recht 2016, 32. [CrossRef]
Nofer, M.; Gomber, P.; Hinz, O.; Schiereck, D. Blockchain. Bus. Inf. Syst. Eng. 2017, 59, 183-187. [CrossRef]


http://doi.org/10.1016/j.promfg.2019.02.293
http://doi.org/10.1016/j.compind.2019.02.007
http://doi.org/10.20944/preprints201903.0111.v1
http://doi.org/10.1016/j.eswa.2021.114598
http://doi.org/10.1115/1.4036350
http://doi.org/10.1016/j.jmsy.2018.02.004
http://doi.org/10.1016/j.ijinfomgt.2019.03.004
http://doi.org/10.1016/S0007-8506(18)30216-6
http://doi.org/10.1016/j.rcim.2019.101861
https://de.statista.com/statistik/daten/studie/1172003/umfrage/unternehmensanteil-von-kleinen-und-mittleren-unternehmen-kmu-in-oesterreich/
https://de.statista.com/statistik/daten/studie/1172003/umfrage/unternehmensanteil-von-kleinen-und-mittleren-unternehmen-kmu-in-oesterreich/
https://de.statista.com/statistik/daten/studie/1177726/umfrage/wertschoepfungsanteil-des-verarbeitenden-gewerbes-in-oesterreich/
https://de.statista.com/statistik/daten/studie/1177726/umfrage/wertschoepfungsanteil-des-verarbeitenden-gewerbes-in-oesterreich/
http://doi.org/10.1108/JMTM-11-2020-0440
http://doi.org/10.1108/MD-07-2019-0939
http://doi.org/10.1504/IJGSB.2020.105582
http://doi.org/10.1108/09555340010373537
http://doi.org/10.1007/s00501-021-01119-w
http://doi.org/10.9785/cr-2016-0923
http://doi.org/10.1007/s12599-017-0467-3

	Introduction 
	Theoretical Fundamentals and State of the Art 
	Digitalization and Development of a Metal Processing Value Chain: Framework and Corresponding Case Study for SMEs 
	Results and Discussion 
	Conclusions and Outlook 
	References

