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Abstract: Blockchains play a crucial role in the digitalization of future supply chains (SCs). In this
study, we analyzed the major influences that blockchain-based digital business strategies may play
in SC operations. We conducted 18 interviews with international experts from different sectors and
analyzed the collected data using the grounded theory approach, identifying four major categories.
A set of three matrices is presented to address those elements that may support digital transition
procedures in SCs: (1) value of trust and automation, (2) transformative role for operations, and
(3) digital business strategy identification. As an additional result, a reference framework was
identified for the evaluation and detection of those aspects to be taken into consideration during
blockchain adoption in SCs. For use as a guide, this result comprises 22 recommendations and was
framed in four progressive steps as follows: (1) identify, (2) assess, (3) design, and (4) assure.

Keywords: blockchain; decentralized applications; digitalization; strategy; supply chain

1. Introduction

As an emerging technology, blockchain is still in its infancy in business applications [1-3].
However, in the last few years, the supply chain (SC) has been considered one of the
fields where blockchain technologies have been implemented with higher impact [4,5].
According to Saberi et al. [6], blockchain is a driver for digitalization in the SC, but the
resulting improvements in performance are difficult to predict [7]. The implementation of
blockchain-based SCs has been largely explored for the traceability and transparency of
products. Traceability and transparency, along with the development of an advanced level
of trust, were identified as the main drivers for blockchain adoption [6-9].

Nevertheless, there is a lack of experience, knowledge, and understanding regarding
blockchain [6]. Moreover, according to Courcelas et al. [10], there is a lack of education
programs focusing on blockchain and related skills. Thus, more education and research
are needed in this area for a better understanding of the impact of this technology and its
acquisition procedures. Additionally, as a software-based technology, blockchain should
be addressed in digitalization strategies and goals [11], but thus far, its impacts and digital
transitions are unclear [12]. However, information management and trust were identified as
factors for the implementation of blockchain-based SCs [13]. Nonetheless, further research
is necessary to explore how SC operations may be impacted with sufficient benefits, the
reward maximized, and a higher level of efficiency and effectiveness assured [7,14]. For
this purpose, digitalization and digital transition may play an essential role [5,15]. Thus,
this research aims to fill these research gaps, provide an insight into the body of knowledge
in this area, and explore which elements might play a relevant role for the identification
of those digital strategies that may assure operational efficiency and effectiveness in the
SC sector.
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Therefore, this study answers the following research question (RQ): Which are the
elements for designing blockchain-based digital strategies that might foster a reliable re-engineering
in SC operations?

Following an analysis of 18 interviews with international experts, and by applying
the grounded theory methodology, we were able to analyze the data obtained to address
the above-mentioned RQ and contribute to the body of knowledge in this research area.

As main contributions, this explorative research provides the following outcomes:
(I) a summary of key findings of previous research and a taxonomy of existing work; (II) a
presentation of findings emerged from the experts interviewed, divided into four major
categories; and (III) a set of elements and recommendations presented as matrices and
tables for a suitable adoption in SC applications.

The uniqueness of this explorative research is that it merges a qualitative approach
based on interviewing experts with an exhaustive and solid literature review to create a
scientific contribution that aims to answer the research question. As an interdisciplinary
work, it follows previous research in the blockchain field [3,5,6,11,13,15].

The remainder of this paper is structured as follows: Section 2 presents a literature
review of the most relevant research works for the study and a taxonomy, Section 3 details
the grounded theory methodology and analysis of the collected data, Section 4 elaborates
on the findings of the analysis, Section 5 offers a discussion and the research contributions,
and Section 6 presents the conclusions.

2. Literature Review and Taxonomy

This section reviews the most relevant previous works on blockchain-based SCs
and digitalization. Thus, this work is based on a solid literature review that creates the
needed state of the art to design this explorative research centered on expert interviews. A
taxonomy is presented at the end of this section.

2.1. Literature Review

In accordance with B. Kitchenham [16], we identified and designed a process for con-
ducting the literature review in three main phases: (I) planning the review, (II) conducting
the review, and (III) reporting the review. Moreover, a research question and a procedure
were defined for the study. Conducting the review, the databases/platforms used for the
exploration were the following: Scopus, Google Scholar, IEEE Xplore, and Taylor and Francis
Online. During the online search, several key works were applied in those platforms. The
review conducted was mainly aimed to explore blockchain-based supply chains and their
correlation with digitalization. Thus, some examples of the keyworks and acronyms that
have been used for the exploration are related with blockchain (BT), systematic literature
review (SLR), digital and digitization, SC and supply chain management (SCM), and other
words connected with the study. Therefore, mixing these words, we collected several
research works from the databases used.

At this stage, selecting a timeframe from 2019 to 2021 and applying the first screening
by abstracts, we selected the papers for the next stage. Consequently, the literature analysis
of these selected research works was performed, and the main findings were collected
as memos and notes. Hence, keeping in mind the aims of the study and the research
question, we extracted relevant data and presented them in a concise form. Additionally,
all bibliographies of these selected papers were analyzed, and a second iteration of literature
review performed. This supported the identification of relevant previous works from a
wider timeframe and consolidated the body of knowledge for these research lines.

Therefore, Table 1 summarizes findings of the most relevant previous studies linked
to this explorative research. Findings in Table 1 were used to enrich expert interviews’
outcomes in an attempt to bridge the gap in the existing body of knowledge and provide a
final comprehensive contribution (see Section 5).
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Table 1. Literature review.

Articles

Focus

Key Findings

Chang et al. [1]

Benefits of blockchain-based supply
chain (SC)

(1) streamline and harmonize information and process flow
across supply chain networks; (2) improve data quality; (3)
support the timely analysis of supply chain risks; (4)
develop efficient business processes between governments
and global supply chain stakeholders

Saberi et al. [3] and
Kouhizadeh et al. [17]

Motivators and barriers for
blockchain-based SC

(i) motivators: (1) pressures; (2) drivers
(ii) barriers: (1) organizational barriers; (2) supply
chain-related barriers; (3) technological barriers; (4) external
barriers

Kayikci et al. [4]

Interaction effects of blockchain to
strengthen relationships

At a micro level (people, process, technology, and
performance), blockchain technology will ensure: (1)
non-manipulation of data, (2) transparency, (3) security, and
(4) collaboration among the stakeholders

Fosso Wamba et al. [5]

Blockchain diffusion stages

(1) intention, (2) adoption, and (3) routinization

Bai et al. [7]

SC transparency types

(i) range of transparency; (ii) product transparency; (iii)
participant transparency

Hastig et al. [8]

Critical success factors for
blockchain-based SC

(1) companies’ capabilities; (2) collaboration; (3) technology
readiness; (4) supply chain practices; (5) leadership; (6)
governance of the traceability efforts

Kittipanya-Ngam et al. [9]

Dimensions to underpin the SC
digitalization

(1) efficiency, (2) transparency and traceability, (3)
environmental and social impacts, (4) legal liability, and (5)
e-market/supply accessibility

Seyedghorban et al. [12]

Five paths for digitalization in SC

(1) data science-enabled SC management, (2) SC agility, (3)

humanizing manufacturing through digital manufacturing

strategy, (4) omni-channel, and (5) resource-based view and
beyond

Cole et al. [18]

Characteristics of blockchain-based
SC

(1) distributed and synchronized across networks; (2) use of
smart contracts; (3) based on peer-to-peer networks; (4)
immutability of data

Babich et al. [19]

Strengths and weaknesses of
blockchain-based operations

(i) strengths: (1) visibility; (2) aggregation; (3) validation; (4)
automation; (5) resiliency
(ii) weaknesses: (1) lack of privacy; (2) lack of
standardization; (3) garbage in, garbage out; (4) black box
effect; (5) inefficiency

Ho et al. [20]

SC risks

(1) macro risk; (2) demand risk; (3) manufacturing risk; (4)
supply risk; (5) infrastructural risk

Biiytikdzkan et al. [21]

SC components for digitalization

(i) digitalization: (1) strategy; (2) organization and culture;
(3) operations; (4) products and services; (5) digital
customer experience
(ii) technology implementation: (6) project management; (7)
human and technology relationship; (8) formation of
technology infrastructure; (9) technology enablers
(iif) supply chain management: (10) integration; (11)
automation; (12) reconfiguration; (13) analytics; (14) process

Birkel et al. [22]

Risks for IoT in SC

(i) environmental risk: (1) economic; (2) social; (3)
technological; (4) political
(ii) network-related risk: (5) relational aspects; (6)
identification of trust
(iii) organizational risks: (7) internal aspects; (8) high
implementation barriers
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Articles

Focus Key Findings

Bharadwaj et al. [23]

Themes (45 Model) of digital business strategy: (1) scope
(effectiveness), (2) scale (profitability), (3) speed (time), and
(4) sources of business value creation and capture
(robustness)

Digital business strategy

Brown et al. [24]

Theory (4E Model) of digitalization: (1) expectations (people,

communities, and clients), (2) execution (organization and

delivery), (3) ecosystem (platforms and interfaces), and (4)
enablers (infrastructure and technology)

Digital transformation

Nandi et al. [25]

(i) SC capabilities: (1) information sharing, (2) coordination,
Capabilities and performances of (3) integration, (4) collaboration
supply chain (SC) (ii) SC performances: (1) quality, (2) process improvement,
(3) flexibility, (4) cost reduction, (5) process time reduction

WEEF [26]

(1) blockchain policy, regulation, and law; (2) tokenization
and digital assets; (3) blockchain security and
interoperability; (4) smart contracts and automation; (5)
blockchain and digital identity; (6) decentralized
governance and new models; (7) blockchain and leveraging
data

Blockchain key issues

Fosso Wamba et al. [27]

(1) operational; (2) managerial; (3) strategic; (4)

Benefits of blockchain in business .
infrastructure

Wang et al. [28]

(1) definition of the best entry point; (2) identification of
areas where blockchain adds value to all stakeholders; (3)
determination of a minimal number of actors and core
Design phases for blockchain-based members; (4) network orchestration and co-creation; (5)
SC on-chain and off-chain governance; (6) protection of
sensitive data; (7) careful consideration for sharing on-chain
data; (8) establishment of legal and regulatory
documentation

Accordingly, in the next part of this section, the literature review used analyses
the several works related to blockchain, SC, and the integration thereof. The selected
literature for blockchain-based SCs review is the following [1-11,13-15,17-19,25-32]. The
SC management were also researched in different scenarios where digitalization and digital
business strategies were considered as crucial factors. Thus, the selected literature for
digital strategies and SC digitalization is the following [12,20-24,33-37].

2.1.1. Blockchain-Based SC

Although the blockchain technology has its origins in the finance sector [29], it has
found a proper space for application in the SC. Blockchain is in its infancy [18]; however,
blockchain is described as a ‘trust machine’, leading to a data-driven economy [30]. As a
distributed database, the blockchain functions may level the value chain [31].

According to Koh et al. [29], more research is needed in multimodal transport and
logistics environments. In these sectors, blockchain may be a tool for enhancing the system
efficiency [32] and is defined as a driver for digitalization in the SC [3].

The implementation of blockchain in operations and SC management (SCM) [18] is
related to the fields of information and automation [19]. Assuming that blockchain is a
tool for information management [2], it mitigates the information asymmetry; reduces
the bullwhip effect; supports a lean, agile, and total-quality management and just-in-time
principles; and collaborates to enhance the internal and external SCM [19,29].

The challenge for future developments is blockchain interoperability [1]. Thus, for
blockchain development, organizations should address it within the existing problems
they have in their business [33]. However, a blockchain-based approach is cost-intensive
in terms of storage and computational requirements, and as computational costs have
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become a significant burden [34], new developments in alternative consensus protocols
are required.

According to Ho et al. [20], SC risk (SCR) is defined as ‘the likelihood and impact of unex-
pected macro- and/or micro-level events or conditions that adversely influence any part of a supply
chain leading to operational, tactical, or strategic level failures or irreqularities’. Ho et al. [20]
designed a framework to define risks and easily identify whether they are internal or
external risks (demand, manufacturing, supply), macro or micro risks (degree of impacts),
or risks related to different types of flow (information, transportation, financial).

According to Biiytikozkan et al. [21], the digital SC (DSC) is defined as ‘an intelligent
best-fit technological system that is based on the capability of massive data disposal and excellent
cooperation and communication for digital hardware, software, and networks to support and
synchronize interaction between organizations by making services more valuable, accessible, and
affordable with consistent, agile, and effective outcomes’. Consequently, the features of a fully
deployed DSC are speed, flexibility, global connectivity, real-time inventory, intelligence,
transparency, scalability, innovation, proactivity, and eco-friendliness [21].

In this instance, the decision support methods in SCM domains are required to be
proactive and reactive simultaneously [35]. This can be achieved with robustness reserves
(proactive: risk mitigation inventory, capacity flexibility, backup facilities and channels)
and the speed and scale of recovery actions (reactive: parametric recovery, process recovery,
and structural recovery).

Ben-Daya et al. [36] explored the role of the internet of things (IoT) and its impact
on SCM processes and applications. The IoT for SCM is still in its early stage of devel-
opment; in contrast, the IoT for logistics and manufacturing is more advanced [36]. The
IoT in blockchain-based solutions validates the identities of individuals and assets. Thus,
blockchain can be used in an SC to know who is performing what actions, and these
features facilitate a valid and effective measurement of outcomes and performance of key
SCM processes [14].

According to Kshetri [37], this combination offers an enhancement of security, given
that if the blockchain updates of one IoT device are breached, the system rejects it, and
if the network size increases exponentially, a blockchain structure is likely to provide
a more secure approach. Here, there are missing spaces for business models beyond
traceability-centric values and for the quantification of benefits from IoT in SCM [22].

2.1.2. Digitalization

In the last few years, the blockchain technology has been considered one of the
technologies that can change the way many industrial sectors and processes operate [11].
Furthermore, the new business model paradigms for blockchain may shift the society
toward a digital future [29].

According to Bharadwaj et al. [23], digital transformation is defined as a digital busi-
ness strategy (DBS), which is ‘a fusion between IT strategy and business strategy that creates a
fundamental driver of business value creation and capture’. Moreover, Bharadwaj et al. [23] pro-
vided the “4S Model’, which captures the key attributes of the DBS. This four-theme model
can support the development of specific intermediate metrics and criteria for tracking and
assessing the digital transformation.

Burkhart et al. [38] explored the relationship between the business model concept
and other concepts in the management literature, including business process models and
strategies. Business models are the ‘what’ the firm does to create and capture value, whereas
business process models focus on the ‘how’, or rather the day-by-day operationalization
and realization of the business model. According to Burkhart et al. [38], the distinctiveness
of business models and strategies is less clear, but they remain distinct. According to
Osterwalder et al. [39], the distinctiveness of the business model is that it provides the
‘missing link” between strategy and tactics. One of the conclusions they draw is that the
business model and strategy concepts are related but distinct. Moreover, the business
model must be highly focused on the interactions across organizational boundaries, and
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the notion of value is central to its conceptualization. In terms of value capture, the business
model is more concerned with the appropriation mechanisms, whereas in the strategy the
attention is directed toward threats to returns posed by current and potential entrants.
Additionally, according to Osterwalder et al. [39], there is a strong relationship between
the business models and the IT instructors applied by the stakeholders of a network.

For a better understanding of the digital transformation, Brown et al. [24] synthesized
a framework—the ‘4E Model’—that can be used for an understanding of the maturity
and transformational activities inside companies and governments. This model can also
support the development of specific intermediate metrics and criteria for tracking and
assessing digital transformation. Therefore, these four layers have different approaches
and insights that can support the identification of operational clusters to address digital
transformation concerns. In this instance, cultural, capability, and leadership improvements
must be addressed.

The 4E Model theory is a simple four-layer structure divided into (I) expectations—
including people, communities, and clients; (II) execution—for organization and delivery;
(I) ecosystem—containing data, capabilities, and interfaces; and (IV) enablers—involving
infrastructures and technology.

The first layer of the 4E Model, the expectation, sets the focus on the end customers
and into the requirements needed to satisfy needs and acquire feedback. The second
layer (execution) considers the impact of digital transformation on behavioral aspects,
organizational structures, and decision-making approaches. Brown et al. [24] highlights
that a simple implementation of digital technologies over traditional legacy processes and
IT practices will not work. Timing is an important factor for this layer. The third layer
(ecosystem) puts the focus on the technology components and business rules, whereas the
fourth layer (enablers) is oriented to a classification and assessment of those features that
may support the digital transformation.

2.2. Taxonomies of Existing Work

Conducting this literature review, we identified relevant previous studies and methods.
These outcomes support this research, providing valuable approaches for identifying those
assets for digitalization, and conveying them toward the identification of those elements to
design blockchain-based strategies. Thus, recognizing the elements of IT strategies and
business strategies, we can see the impact on how the operational clusters are managed
during the digital transition.

Therefore, in this paragraph, a taxonomy is presented as the outcome of the literature
review performed. Table 2 shows a classification in four groups of application. However,
we recognize the literature review may have some limitations and that we may have
not identified all the most relevant research or studies that were published in renowned
journals. However, the literature review methodology was performed in a rigorous manner
to assure a high level of research findings, and it may represent non-exhaustive research.

Table 2. Taxonomy.

References Class Description
This cluster collect the benefits, characteristics, and
[1,4,18,19,25,27] Features aspects about the implementation of blockchain in
supply chains

Several issues and recommendations are grouped
[5,7,12,28] Phases in this class to foster the digital transition in SC,
with and without blockchain

Digital transformations models and SC

[9,21,23,24,26] Digital dimensions components are gathered in this class

SC risks, barriers, and mitigation aspects

[3,8,17,20,22] Risks management are collected
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3. Methodology

In this section, the research methodology is presented. As an explorative study, quali-
tative methods as expert interviews were applied. With a specific focus on ethnographic
and grounded theory approaches, the selected literature is the following [40—48].

3.1. Design of the Study

According to Saberi et al. [3], the grounded theory approach can be used to expand the
features of blockchain and its practical implementation. Therefore, following Corbin and
Strauss [40], a dynamic approach was designed for this qualitative research. This dynamic
approach enables evolution in design as the study progresses [41]. As a form of qualitative
research, the grounded theory is used to construct a theory grounded in data [40,42—46].
By identifying general concepts, the development of theoretical explanations offers new
insights into the studied phenomena.

This study maintains an investigatory character and lays the foundation for this
research area. In accordance with Bogner et al. [47] and Bolger et al. [48], we established
flexible guidelines to run this ethnographic research and identified experts with a high
degree of interpretive faculty and extensive knowledge in their respective fields.

3.2. Experts Description

The pool of experts (Table 3) is composed of academics (AC), information and commu-
nication technology professionals working in renowned companies (ICT), and institutional
representatives (WO). The international experts are from EU and non-EU countries and
possess a proven knowledge of blockchain. In this instance, experts have different back-
grounds in academia, private companies, and institutions. They were studying and/or
working in blockchain technology from 2014, on average.

Table 3. Pool of experts interviewed.

# Respondent Provenance (Anonymized) Sector of Interest Gender Location

1 ICT_1_Logistics Handling M Belgium

2 ICT_2_Consulting Business models M New York

3 ICT_3_Consulting Business services M Spain

4 ICT_4_Consulting Financial flows M New York

5 ICT_5_Telecommunications Service provider M Spain

6 ICT_6_Technology Service provider M Ireland

7 ICT_7_Logistics Software architecture F United Kingdom
8 ICT_8_Manufacturing Industrial IoT M Italy

9 AC_1_Social science Innovation F United Kingdom
10 AC_2_Social science Economics M Australia

11 AC_3_Social science Information flows F United Kingdom
12 AC_4_Engineering Network technologies M Spain

13 AC_5_Engineering Network security M Belgium

14 AC_6_ Engineering Cryptography F Spain

15 AC_7_ Engineering Computer science M Switzerland
16 AC_8_Social science Digital economy F United Kingdom
17 WO_1_Law and regulation Policies M Belgium

18 WO_2_Computer-implemented invention Technicians M Germany
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To select these experts, we conducted networking actions and an exploration about
the level of activities performed in the last 5 years, in terms of blockchain, supply chain,
digital applications, Industry 4.0, and the interests in managing emerging technologies.
Thus, we selected over 20 experts to be contacted. Experts were contacted by structured
emails, following a formal format of presentations, connections with their activities, and
why we considered their involvement suitable for the study.

Only eight interviews were conducted in person, while the other 10 were conducted
virtually using video-conference software. Additionally, classified on the basis of gender,
72% of the interviewees were male experts, and the remaining 28% were female (5 out of
18). We tried to assure an equal value in this aspect, but the results were not as good as
we hoped.

The balance of their backgrounds varied and were correlated with supply chains and
logistics. As presented in Table 3, sectors of interest and expertise were from handling
to Industry 4.0, from business services to software architecture, from network security
to information flow, as well as financial flows, innovation, and digital economy. All
these sectors of interest were relevant for this study, and interviews were conducted by
keeping the focus on blockchain-based supply chains and their direct impact with supply
chain operations.

3.3. Data Collected

Data were collected through memos and notes. The interviews were recorded with
prior authorization, and the data collected followed a screening process to develop a
narrowed analysis for the study. Although the 18 interviews allowed us to collect a large
amount of data, other sources of knowledge were considered in this study.

3.4. Grounded Theory Assessment

As an explorative research, we recognize the potential limitations of this study. First,
the interviewees’ selection process may have overlooked several renowned experts who
may have brought additional perspectives in the analysis. Likewise, as a qualitative ap-
proach, the data collection and assessment might have been influenced by our personal
judgments. However, the grounded theory was applied in a meticulous manner to assure
the mitigation of possible misleading outcomes with respect to defined criteria. By con-
ducting the expert interviews, we collected a large variety of results, and the presented
results were not fully comprehensive but focused on answering the given RQ.

On the basis of a rigorous application of the grounded theory methodology, we identi-
fied the main concepts and categories that emerged from the analysis. While conducting
the grounded theory, the analysis was passed over three steps of code iterations, reducing
the complexity from 600 to 200 codes, and reducing it further to 50 codes in the second
iteration. In the third phase, four categories were identified and analyzed. These four
categories are presented in the next section.

4. Findings

In this section, the main results of the analysis are presented in a descriptive manner.
Each subsection clearly focuses on empirical findings, retaining the explorative character of
the research work; all outcomes are provided following a neutral and impartial approach.
Experts’ views have been collected, analyzed, and summarized in four major categories:
(i) benefits, (ii) concerns, (iii) digital transition, and (iv) digital business models.

4.1. Benefits

Interviewees have a common vision of the main blockchain benefits for SC applications.
Transparency, verifiable processes, immutability, traceability, and paperless procedures
are major benefits. By merging these benefits together, we would find an impact on the
platforms for providing event automation and combining the distribution processes within
the product lifecycle. Interviewees showed consensus about the crucial effect of these
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benefits for food SC operations, their optimization, and trust. Furthermore, a blockchain
system is suitable for ecosystem building in food SCs, and it can enable autonomous
generation of business ecosystems.

Another common vision of interviewees is the impact of blockchain on business
procedures. In this instance, blockchain may change many ways to run operations, support
digitalization strategies, play a fundamental role in digital assets, and also design some
changes in the traditional methods that people and governments are using to perform.

For accounting and public administration, a blockchain system can impact the IT units
with deep restructuring, reduction of intermediaries, and paperless operation. It may be an
adaptive change; in fact, interviewees emphasized that blockchain would have the power
to change behaviors for administrative tasks. With a sharp focus on purchases and sales
business units, digitalization is encouraging a cultural change for SC micro-companies. For
instance, considering smart-bids, new paradigms and methods are emerging alongside
the development of smart contracts for procurements. Interviewees remarked that this
implementation can bring to the market a new concept for business trust maintenance
and industrial trust, promoting behavioral and managerial changes in the future industry.
Accordingly, administrative tasks become lean and transparent for both companies and
governments. New ethical standards may emerge in the community as a result of new
negotiation procedures and higher levels of trust, and there will be a cultural change in tax
obligations and their related economic aspects. In this field of application, blockchain can
mitigate a range of problems related to money laundering, tax transparency, illegal labor,
black markets, and illegal international trade. In contrast, interviewees noted how ledger
(digital) identity is a beneficial technology feature for addressing administrative needs and
mitigating the previously cited problems.

Regarding education, interviewees also explained how blockchain can have a positive
impact in this sector. Supporting proof of qualifications, proof of training, and degrees at
an international level, new applications in the educational sector may play an important
role in the future, improving performance in several infrastructures. In this instance, the
European blockchain services infrastructure (EBSI) is developing good pilot applications.

In addition, interviewees also pointed out the financial and banking industry. Fi-
nancial services may lead to a structural chance in traditional operations, enhancing the
performance in both digital and security services. For harmonizing other technologies
with blockchain, interviewees explained that blockchain, as a secondary system, must be
integrated with running systems to exploit the entire efficiency potential, both regarding
performance and energy consumption. This may boost blockchain adoption, support new
digitalization strategies for business processes, and exchange value between international
financial services. However, interviewees remarked how blockchain adoption takes time,
and many regulations are still missing.

4.2. Concerns

Interviewees also underscored several risks related to blockchain implementation
in SCs. The main concern in SC operations is about the current designed systems; in
fact, a blockchain-based system in the SC is a centralized system, which reduces the
decentralization capacity.

Furthermore, interviewees have a clear consensus on energy issues for the implemen-
tation of these emerging systems. In this instance, blockchain technology might powerfully
impact industry applications, but it is not a green technology, and environmental issues
need to be considered in advance. Accordingly, innovation and research in this field may
help reduce energy consumption and increase performance. However, this would be a
responsibility issue for the whole research community that is working on energy-intensive
technologies such as blockchain.

Furthermore, common concerns highlighted by interviewees are related to the gov-
ernment, consortiums, share costs, legal implications, new technology lawyers, lack of
efficiency, expensive resources, and cost of computational power. In addition to these
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issues, interviewees mentioned the barriers regarding energy questions around the world,
the negative impacts of the technology on global warming, the high expectations from
potential implementation in the industry, and the concern about possible exit strategies
from blockchain data platforms. Other criticisms are more oriented to technical issues and
drawbacks such as energy use, low performance (slower than other platforms/systems in
use), migration paths, scale-up capability, and other core technology issues.

Interviewees pointed out that, at this stage, blockchain products are data platforms
centralized by one or more big companies. This design does not simplify the creation of any
value in a chain. Interviewees remarked that blockchain solves only the consortia building
process for value chains. In this instance, companies play in a centralized way, deploying
platforms as a tool to manage the complexity of stakeholders for international SCs.

Moreover, the common awareness among interviewees is about the infancy and com-
plexity of blockchain. Whereas blockchain does not represent an integrated solution thus far,
practitioners are struggling to determine how complex and how big the future blockchain
market will be. Even though start-ups would play a fundamental role in blockchain de-
velopment and innovation, interviewees are skeptical about blockchain applications for
small- and medium-sized enterprises (SMEs). This skepticism is related to the adoption of
international SCs for multinational companies, where the involved stakeholders would
implement the technology to increase a specific operational performance in a wide and
complex ecosystem. Thus, in this instance, start-ups would have difficulties finding the
right business space. However, interviewees remarked that highly relevant SMEs play in
this emerging market. SMEs have agility, dynamism, and openness to boost innovation at
a further stage, pushing faster digital transformations and new skills.

4.3. Digital Transition

After collecting the statements provided by interviewees, a possible framework of
analysis for blockchain digital transition—as an emerging technology—may be designed
to compare the capacity to transform a single operation with the number of systems in-
volved in that specific procedure. Additionally, to understand future technology /business
directions, it is essential to discover the critical performances that can be exploited with a
broader blockchain deployment.

Interviewees agreed that blockchain may support digital transition for SCs and that it
creates incremental changes and innovations to existing systems. The digitalization and
harmonization within other technologies may generate improvements, sustainability, and
effective growth for new practices in SCs. Interviewees remarked that blockchain may
represent a driver of digital transformation in businesses. In this instance, the growth rate
might be explained as a technology-push but shaped by the market. Conversely, regarding
marketing strategies, interviewees pointed out that there are also several market-driven
approaches for asset digitalization. Thus, blockchain may become a digital strategy in
which new business models will emerge to compete in digital spaces. This may represent a
value exchange in virtual environments, where exchanging value in a trustable way is a
key feature.

In SCs, stakeholders must communicate and share information in real time in an
efficient and effective manner. Interviewees highlighted that blockchain systems may
enhance communication and information management in SCs; however, other software
technologies must be used or connected to it.

Interviewees underscored that blockchain platforms have remarkable functional ap-
proaches to frame information and data, given that blockchain allows for the organization
of the logic of what data are collected in distributed databases. This enables the blockchain
data platform to become an optimization tool for business operations and to support the
value chain in managing data. Thus, a blockchain platform provides a new service for
data optimization.

As an example, interviewees pointed out SC event management (SCEM) systems as
existing solutions for data sharing in SCs. Although an SCEM system solves the same prob-



Appl. Sci. 2021, 11, 6523

11 of 18

lem as a blockchain, it is quite complex and has some limitations. In contrast, blockchain
adds layers to existing technologies and seems easier to deploy with higher flexibility.
In this instance, the blockchain adds layers for traceability and transparency by design-
ing incremental features upon existing systems. Therefore, the interviewees remarked
that blockchain systems bring incremental changes for SC applications, which result in
performance improvements.

Additionally, interviewees identified the identity issue as one of the potential digital
enablers that address blockchain in SCs. Digital identity may represent a technological
feature where assets, such as people, companies, public entities, machines, means of trans-
port, and objects moving along an SC, can be linked to blockchain systems. Interviewees
stated that this aspect could also solve ethical issues running inside international/illegal
SCs. Digital identity may be deployed in SCs to prevent fraudulent and illegal SCs, such
as those related to trading of wood from illicit deforestation, criminal and slavery mining
for minerals, counterfeit food products, and several other contexts of human rights viola-
tions and environmental abuses. However, the digital issues—for these above-mentioned
contexts—are related to information entry-point gateways and the way in which to set
up a safer and secure way to digitalize assets that are entering the chain. In this instance,
interviewees remarked that there are several barriers and risks in assuring trust for these
kinds of products, and it is extremely difficult to assure product provenance and ethi-
cal management for environmental and human rights. However, looking forward to a
broad blockchain deployment, some of the current problems may be solved in future/fully
transparent blockchain-based SCs.

4.4. Digital Business Models

Interviewees highlighted the relevance of industrial smart contract applications. These
industrial applications can lead to new levels of performance in operations, enabling new
negotiation procedures and generating new business models. Interviewees mentioned the
high impacts of some upcoming blockchain-based business models and how they may
improve operational efficiency and effectiveness in future digital procedures.

In contrast, the lack of regulations around this area may hamper the smart contract
mechanism to work properly, reducing its applicability to the market. However, intervie-
wees stated how smart contracts are powerful for both SCs and manufacturing operations,
but they need permissioned systems; otherwise, unexpected risks may emerge. Thus, the
interviewees’ consensus is that permissioned systems are more eligible for businesses.

Thus, smart contracts are identified by interviewees as powerful computer programs
for administrative automation; however, they have certain limitations and need permis-
sioned systems for implementation in business contexts. Coding smart contracts makes it
possible to establish business mechanisms in computer logic and ensure a straightforward
level of trust in business procedures. Therefore, distributed systems for ecosystem build-
ing employ a new degree of trust, where access control and authorization to invite new
members are defined from the beginning.

Regarding the bank and financial industry, interviewees pointed out that tokens have
the power to modify several operations and business processes, setting new standards
for the exchange of digital assets and value. Although cryptocurrencies and initial coin
offerings (ICOs) scared practitioners for their financial consequences and degree of spec-
ulation, ICOs have shown good results in the past few years. Interviewees positively
evaluated these new mechanisms, and highlighted that tokens have the chance to facilitate
transactions and change customers’ attitudes and behaviors. Furthermore, tokens may
support digital business models, opening new markets, new possibilities, new channels,
and providing easier access to technological developments and market strategies.

Additionally, the ISO/TC-307 is seen by interviewees as a standard for financial
transactions and human interactions. The ISO has impacts on business and society, and for
this reason, interviewees remarked that ISO standards are relevant to allow the sharing of
value in a standardized way. Other benefits and impacts include the mitigation of ethical
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issues, tax obligations, adoption by enterprise resource planning (ERP) systems in SCs, and
decentralized identifiers (DIDs) in digital identity. Therefore, the interviewees pointed out
that blockchain standardization might help harmonize different protocols and facilitate
interoperability issues. However, for distributed technologies, future standards should
be as simple as possible to generate new digital business models, produce lean and agile
procedures, and push the technology on the market.

5. Discussion

This section discusses the major considerations emerging from this exploratory study.
After a discussion of two main use cases emerged from interviewees, the main reflections
and results of this analysis are presented, answering to the RQ in an attempt to bridge
the gap in the existing body of knowledge. Therefore, collecting the outcomes of the four
categories described in the previous section with the literature review performed, we
present the elements for a suitable adoption in SC applications. Additionally, a list of rec-
ommendations for blockchain transition in SC operations is provided as a collective result.

5.1. Use Cases from Interviewees: Network and Ripple Effects

In this section, interviewees’ overviews about the differences for both network and
ripple effects in blockchain developments are summarized. Considering two examples in
logistics, two different cases are provided to explain two different effects (network/ripple)
and its impactful processes.

The network effect for blockchain can reduce costs and increase security. As the
Internet has taught us, when an increasing number of users are using a technology, the
network provides a set of additional utilization benefits. Therefore, the more the users in
the web, the more the generation of content, information, and power. Accordingly, in the
logistics sector, digital representatives for objects—digital twins—are already deployed in
certain digital ecosystems, managing events automation and a higher level of transparency
for many applications. In this field, blockchain platforms redistribute and combine value
in the value chain. Tokenization for objects—a blockchain-based digital representative—
corresponds to the lot management concept. If a predefined number of tokens are created in
line with lot production, each lot has a clear digital representative and, due to cutting-edge
SC platforms, the lot can be tracked and traced during the SC distribution. Thus, if the
number of tokens is equal to the number of products, the tokens will be used to combat
counterfeiting of products. This application may be deployed for high-value products and
assure product identity and originality. Due to the network effect, this kind of application
may bring social benefits and behavioral changes correlated with a higher level of trust
and higher production transparency.

Ripple effect is easier to identify at the first stage of development for blockchain
business communities. When a big market player—such as IBM-Maersk’s project (tradelens.
com)—decides to deploy a new technology, it forces stakeholders involved in the business
ecosystem to apply the same technology too. The ripple effect for blockchain businesses
started with big companies and consortiums, deploying the initial blockchain tests, and
this development appears discontinuously in groups or swarms. Consequently, it may
be compared to information flows along a SC. When a big market player deploys a new
technology system to manage information, this impact has a ripple effect along the chain
of stakeholders involved (manufacturers, insurance companies, institutions and governing
bodies, financial societies, and last-mile logistics companies) and they need to align their
communication and information platforms within the big player’s standards.
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5.2. Which Are the Elements for Designing Blockchain-Based Digital Strategies That Might Foster
a Reliable Re-Engineering in SC Operations?

According to the literature reviewed and experts’ concepts, blockchain is still in its
infancy for prompt adoption in SC operations. However, blockchain presents powerful
features for addressing the future evolution and digitalization of SCs.

The adoption pathway needs to be carefully assessed, and an intense commitment is
required to design proper functionalities and exploit blockchain benefits.

Therefore, it is fundamental to identify the value creation and capture that blockchain
may bring upon existing operations. Blockchain deployment must be supported by dig-
ital strategies to identify improvements in trust (for stakeholders) and automation (for
operations). In this instance, by addressing the results of expert interviews, traceability,
and transparency are key characteristics that should be evaluated for deployment. How-
ever, it will be relevant to analyze the processes and data that can be publicly available to
stakeholders in the business ecosystem. This increases the level of trust and can support
the detection of procedures where tokens and/or smart contracts generate value for criti-
cal performance. Moreover, this requires a reengineering of operations with blockchain
functionalities, and it must be focused on exploiting the critical performance of traditional
processes. To discover business operations where blockchain brings value, research may
center digital strategies on single operations, scaling down the complexity and supporting
a continuous incremental improvement.

To support the above-mentioned issues, Table 4 provides a matrix tool for placing the
first steps of the evaluations. Thus, following Cole et al. [18], Ganeriwalla et al. [49], and
Brown et al. [24], we adapted an assessment matrix to this study. Addressing the value
of trust and the value of automation from [18,49], we adopted an additional level from the
4E Model from Brown et al. described by [24]. Trust aligns the expectations where people,
communities, and clients are involved, whereas automation is involved in the execution for
the organization and delivery. As an outcome, the four quadrants were adapted to this scope
in Table 4 (traditional/existing systems, explore other technologies, niche application, and
blockchain makes sense).

Table 4. Value of trust and automation matrix for blockchain (adapted from [18,24,49]).

+ ) Explore other technologies Blockchain makes sense
Value of autpmatlon Traditional/existing systems Niche application
(execution) — Value of trust +
- (expectations)

In addition, for blockchain deployment, it is fundamental to recognize the techno-
logical levels of the ecosystem where blockchain will be developed. In this instance, it
is necessary to evaluate the internal technology level and identify technologies that can
be interconnected with blockchain. In a complementary manner, the required external
technologies must also be identified, understanding if they will be core—and hence, an
own investment is needed—or if they will be secondary technological solutions that may
be externalized in outsourcing.

For the integration between blockchain and SC processes, the logic of a distributed
data-platform must be defined to avoid excessive computational power consumption. It is
relevant to have a sharpening focus on single operations, their interactions, and optimization.

For technology management, risk analysis will be a key asset in understanding the
possible negative consequences and harmful impacts for other business units.

At this stage, it is fundamental to consider and carefully assess a performance com-
parison with other existing technologies or technological solutions. Exploring alternative
technological solutions may help organizations mitigate the risks of adoption. Higher
risk may result in an excessive effort without receiving real benefits from it. Additionally,
blockchain will generate radical changes in other business processes and the way they are
accomplished. Thus, a blockchain development plan must be supported by the top man-
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agement, and an accurate change management plan is required in organizations. Change
management should be introduced into digital strategies.

For the abovementioned challenges, it would be relevant to assess the transformative
role blockchain may have in operations. Therefore, Table 5 was designed in accordance
with Pérez [50], Brown et al. [24], and Wang et al. [15]. Addressing the capacity to transform
with the number of involved systems from [50], we adopted an additional level from the 4E
Model described by [24].

Table 5. Transformative role matrix for blockchain-based operations (adapted from [15,24,50]).

! Connecting EXp_lorf:lt.ion
Capacity to transform (Caplta.th.ng)
(ecosystem) Collaborating (E:Silgltiaztilr?g)

- Involved systems T

(enablers)

The capacity to transform refers to the business ecosystem where platforms and interfaces will
be deployed, whereas the number of involved systems refers to the internal/external enablers,
such as infrastructures and technologies, that blockchain needs. According to Wang et al. [15],
transformative roles were addressed in the four quadrants of Table 5, as follows: collaborating,
connecting, exploitation (capitalizing), and exploration (capitalizing).

Furthermore, according to the interviews and literature review, blockchain is an
energy-intensive technology and has high environmental impacts. These negative environ-
mental impacts must be considered during development.

Assessing the environmental consequences of blockchain deployment will support a
clear identification of environmental targets and good practices. It is necessary to recognize
that blockchain solutions should be implemented only if strictly necessary in operations
and only if their benefits are measurable.

With respect to sustainable development, it will be crucial to establish the logics and
methods of blockchain platforms that will be able to assure ethical behaviors with respect to
human and environmental rights. Corporate liability must also be addressed by this asset.

Moreover, the digital strategy must assure trust and avoid centralized systems. In this
respect, for acquiring data from a blockchain-based SC, the information gatekeepers must
be carefully designed, certifying the entry points and providing an additional level of trust
in the evidence (or events) that create the distributed ledger. For this purpose, identifying
the right DBS is a key aspect.

To encourage the DBS identification, we adapted a matrix from Lambert et al. [51]
and Bharadwaj et al. [23]. Table 6 compares the supply risk with the potential to add value
in SC operations [51], framing the business objectives by segments where a DBS may be
applied. Thus, in accordance with [23], the 4S5 Model was adopted within this segment to
exploit the more suitable digital strategy per business objective. As an outcome, Table 6
provides four quadrants to address the blockchain-based DBS that might foster a reliable
re-design in the SC, as follows: speed (efficiency), scope (effectiveness), scale (profitability),
and source (robustness).

Table 6. Digital business strategy identification matrix (adapted from [23,51]).

+ Scope (effectiveness) Source (robustness)
Supply risk Supply quality and continuity | Profitable long-term growth for parties

_ Speed (time) Scale (profitability)
Simplicity and efficiency Cost savings and value maximization

- Potential to add value +
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5.3. Recommendations for Re-Engineering of SC Operations

In this section, merging the outcomes from the taxonomy and the results from the
expert interviews, we present an additional contribution. Thus, a list of recommendations
is provided in an attempt to bridge the gap in the existing body of knowledge.

Summarizing the considerations described in the previous section (RQ), we have
framed the results in four steps recognized from the taxonomy: (1) identify, (2) assess,
(3) design, and (4) assure. As presented in Table 7, this framework is composed of 22 state-
ments that support both evaluations and detections of relevant aspects to be considered
during blockchain adoption in SCs. Therefore, all contributions presented in this section
are proposed as a guidance for blockchain-based digital transition in SC applications.

Table 7. Four steps framework for the evaluation and detection of relevant aspects.

IDENTIFY
1 business operations where blockchain brings value
2 which processes/data can be publicly available
3 which internal technologies can/must be linked with blockchain
4 which external technology can/must be acquired (outsourcing or investments)
5 digital strategies for creation and capture of value
6 operations where tokens and/or smart contracts generate value on critical performances
7 digital strategies for single operations, scaling down complexity for continuous incremental improvement
8 alternative technological solution to mitigate risks
ASSESS
9 how to exploit critical process performances
10 performance comparisons with other technology solutions
11 (carefully) the change management
12 the internal technology level for a blockchain adoption
13 environmental impacts of a blockchain development
14 the added value and value capture of blockchain-based operations (reengineering)
DESIGN
15 new procedures and processes for blockchain deployment
16 integrations with internal processes and technologies
17 the data platform logic for the optimization in single operations
18 (carefully) information gatekeepers, otherwise trust is not assured
ASSURE
19 avoid centralized systems
20 deploy blockchain solutions only if strictly necessary
21 carry out a risk analysis for the implementation
2 establish appropriate blockchain logics and methods that guarantee ethical behaviors with respect to human and

environmental rights

6. Conclusions

In this study, experts’ opinions on blockchain-based SCs were explored. Using an
explorative research approach, we conducted 18 interviews with international experts from
different countries. Applying the grounded theory methodology, we analyzed the collected
data and identified four categories.

This study lays the foundation for the development of digital business strategies
in blockchain-based SCs and ensures a reliable redesign of those SC operations that can
guarantee efficiency and effectiveness for future deployments. As major outcomes, this
explorative research provides a set of matrices and a reference framework that can support
the recognition of innovative pathways in this area of application.

Additionally, other research insights may be explored and connected with these
presented results. To enhance future investigations, future studies may be performed,
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designing quantitative approaches (i.e., [52]) and merging these two different perspectives,
generating comprehensive results.
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