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Abstract: This paper addresses the security issue of networked switched systems under two-channel
asynchronous denial-of-service (DoS) attacks, where the measurement channel and the control
channel are subject to DoS attacks independently. For the case of partial-state measurements, an
observer-based active control strategy is proposed to mitigate the negative impact on the control
performance and stability of the system caused by the attacks. In this strategy, a novel mode-
dependent finite-time observer is designed to estimate the system state rapidly and accurately, the
predictor and the buffer are designed to ensure that the control signals transmitted to the actuator
can be updated even when the control channel is blocked. Compared to the earlier results on
the active control strategy that only consider the case of full-state measurements and assume that
the DoS signals followed specific patterns, our work only limits the frequency and duration of
the DoS signals, which is more general and challenging. Furthermore, the switching signal is
designed to ensure the input-to-state stability (ISS) of the networked switched system with the
active control strategy under two-channel asynchronous DoS attacks and asynchronous switching
behaviors. Finally, the effectiveness and the merits of our work are validated through an example
and a comparative experiment.

Keywords: networked switched systems; denial-of-service; asynchronous switching; active control
strategy; finite-time observer

1. Introduction

With the combination and development of sensing, computing and communication
technologies, cyber-physical systems (CPSs), i.e., systems whose physical processes are
sensed and controlled by networks and remote computers [1,2], have found practical
applications in many fields, such as smart grids [3-5], autonomous driving and intelligent
industrial systems [6]. However, the security issue of CPSs has also attracted a lot of
attention due to the use of remote computers and networks, where the external attacks
introduced through the networked feedback channels may lead to deterioration of the
control performance or even lead to instability [7].

The main types of cyber attacks that have been studied against CPSs include deception
attacks and denial-of-service (DoS) attacks. Unlike deception attacks, DoS attacks are more
practical and common as they disrupt the control performance and stability of the physical
processes by blocking networked control channels and measurement channels without
model knowledge and disclosure information [8,9]. Many resilient control theories have
been proposed against DoS attacks on CPSs, such as DoS detection [10,11], secure state
estimation [12-16], stability analysis [17-20], robust design [21-23] and so on.
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Modelling of the DoS attacks is crucial for the analysis of resilience control. In [24], the
DoS attack pattern is assumed to obey the Bernoulli distribution. In [25,26], the Pulse-Width
Modulated DoS attacks have been studied. In [27], DoS signals with minimum sleeping
time have been studied. More generally, in [17], an average dwell time (ADT)-like method
is proposed to constrain the duration and frequency of DoS attacks without assuming
that the DoS signals obey a certain pattern. In this paper, we will follow this DoS signal
description and assume that the attack patterns employed by the adversaries are unknown.

In addition, DoS attacks against different networked channels have been widely stud-
ied. In [12,21,28,29], it is assumed that only the measurement channel is subject to DoS
attacks. In [17,30], it is assumed that DoS attacks synchronously affect both the measure-
ment and the control channels. In [31], CPSs with multiple transmission channels under
DoS attacks are studied. However, asynchronous DoS attacks on both the measurement
channel and the control channel are more challenging and have not received much attention.

On the other hand, as a special class of hybrid systems, networked switched systems,
have been systematically studied in recent years [32-34]. In [32], the stability analysis is
studied for the sampled-data switched systems with static quantizers by using the CLF
method. In [33], the issue of stabilizing the switched and hybrid system with an encoding
and control strategy is investigated. In [34], the adaptive tracking control problem of
uncertain hybrid switching Markovian systems is studied by using the SMPLF method.

Additionally, the security issues of the networked switched systems under DoS attacks
are studied in [35-38]. Specifically, in [35], the stability of networked switched systems with
a ZOH controller under two-channel synchronous DoS attacks is investigated. In [36], the
ISS problem of switched linear systems with unstabilizable modes is further investigated.
However, it is shown that the passive defense strategies proposed in the above works
lead to conservative results and strict constraints on DoS signals. In [37], the stability
of the discrete switched system based on an active control strategy under two-channel
asynchronous DoS attacks is investigated. This paper focuses on the scenario without
any disturbances. However, in practical applications, disturbances are prevalent and can
significantly impact the prediction accuracy in the active control strategy. This can, in
turn, undermine the assurance of system robustness. In [38], the active control strategy
is designed for switched systems suffering from disturbances and asynchronous attacks.
However, the ISS conditions of the system are still not investigated.

Furthermore, observer design has been extensively studied in both networked switched
systems [39,40] and CPSs [21,41,42]. Specifically, in [41], an observer-based ETC architec-
ture is proposed for CPSs under DoS attacks, which necessitates sensors and actuators
with specific computational capabilities. In [21], the robust design incorporating a finite-
time observer and a predictor is proposed to rapidly estimate the system state during
the sleeping periods of DoS attacks on the measurement channel. In [42], observer-based
event-triggered control is studied for the continuous networked system subject to DoS
attacks. In [39], a mode-dependent Luenberger-type observer is proposed for switched
systems in both continuous-time and discrete-time contexts. In [40], an adaptive neural
network observer is designed for networked switched systems via quantized output sig-
nals. However, to the best of our knowledge, the security issue for observer-based resilient
control of networked switched systems under two-channel asynchronous DoS attacks has
not been fully investigated, which motivates our work.

The main contributions of this paper are as follows:

*  Anobserver-based active control strategy is proposed for networked switched systems,
which exhibits resilience and robustness against two-channel asynchronous DoS
attacks and asynchronous switching behaviors. In addition, the buffer size design
approach is proposed.

*  The switching signals are designed to ensure the ISS of the networked switched
systems under active control strategy against two-channel asynchronous DoS attacks
and asynchronous switching behaviors, specifically, the quantitative relationship
between the frequency and duration of two-channel DoS attacks and the switching
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frequency is revealed under ISS conditions. The results can be degraded to the non-
switched system case.

e Unlike [26,37,38,43] that only consider the case of full-state measurements, the case
of partial-state measurements is studied, and a mode-dependent finite-time observer
is designed to rapidly and accurately estimate the system state. In addition, external
disturbances are also considered in our work.

e In the existing methods [37,38,43], the effectiveness of active control strategies often
relies on assuming that the DoS signals adhere to specific patterns. However, in our
work, the effectiveness of the active control strategy is only related to the frequency
and duration of DoS attacks, without making any assumptions about specific patterns
for DoS attacks, which is more general and challenging.

The remainder of the paper is organized as follows. In Section 2, the problem statement
and preliminaries are presented. The observer-based active control strategy is proposed
in Section 3. The ISS analysis of the networked switched systems under two-channel
asynchronous DoS attacks and asynchronous switching behaviors is given in Section 4.
Section 5 gives an example and a comparative experiment to validate the availability and
merits of our work. Section 6 concludes the work of this paper.

Notations: N and R denote the integer set and real number set, respectively. Given
an integer (real number) &, denote N> & (R>a) be the set of integers (reals) which are not
smaller than «. Given a vector v € R", || v || denotes its Euclidean norm. Given a matrix
M, || M || denotes its spectral norm. U \ V denotes the set of all elements belonging to set
U, but not to set V. I stands for the identity matrix. 4 denotes the logarithmic norm of
mitrix A. A(Q) and A(Q) represent the maximum and minimum eigenvalues of matrix Q,
respectively.

2. Problem Statement and Preliminaries
2.1. Networked Switched Linear System

The system to be investigated is a networked switched linear system described by
{x(t) = Ay(nyx(t) + Bygpyu(t) + w(t) @
y(t) = Copyx(t)

where x(t) € R", t € R>y, denotes the state vector, u(t) € R™ denotes the control input,
w(t) € RY stands for the unknown bounded external disturbance. o(t) : [tg,00) — M =
{1,2,..., m} denotes the switching signal which is a right-continuous piecewise constant
function and A;, B;, C; with i € M denote constant matrices with suitable dimensions. In
this paper, we assume that (A;, B;) is stabilizable, (C;, e4id) is u;-steps observable and that a
state-feedback matrix K; has been predesigned such that ®; = (A; + B;K;) is hurwitz. Atall
switching instants, there is no state jump.

In this paper, we assume that both the measurement channel and the control channel
are networked and adopt the same sampling scheme synchronously with a fixed sampling
period A. Let {t; };cn._, denote the sequence of sampling instants, i.e.,

ter1 — te = A, ke NZO' (2)

The system’s mode can switch at any ts(n) > to, where n € N> represents the nth
switching, then the sensor transmits the system’s mode to the observer at the first successful
transmission after ¢5(1). Next we introduce some assumptions used in this paper.

Assumption 1. [44] (switching frequency). Let ny(to,t), t > to be the number of switching
behaviors over the interval [to, t). If

t—ty
To

na(tO/t) < Ny + 3)
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with Ny > 1, then 1, > A is called the ADT. for t; € R<, If any two consecutive switching
instants ts(n) and ts(n + 1) satisfy ts(n + 1) — ts(n) > 14, then 1y < Ty is called the minimum
dwell time.

Remark 1. If 7, < A, then the switches occurring right after each sampling instant is allowed, the
closed-loop system will always be mismatched and the system will become unstable.

2.2. Two-Channel Asynchronous DoS Attacks

In this paper, we assume that both the measurement channel and the control channel
are subject to DoS attacks. Both the mode signal and the measurement/control signal can
be blocked by DoS attacks. Due to the unknown attack strategy applied by the attacker, we
only limit the frequency and duration of the two-channel attacks.

We define kY, as the sequence of DoS off/on transitions, and I'y, n > 0 as the nth DoS
interval on channel 0 € {m,c}. where “m” denotes the measurement channel and “c”
denotes the control channel. Given tg,t € R/, let

E(to,t) := |J Ta[)[to.1] 4)
nENzo
and let
®0<t01 t) = [t(), t} \E‘O<t01 t) (5)

denote the union of time intervals over [t), t| during which the o channel is subject to DoS
attacks and not subject to DoS attacks , respectively.

Assumption 2. [17] (DoS duration). There exist k5, € R>q and T, € R+ such that

t—tp
FO(tg, 1) | < x5 6
| (0 )|—KD+ TOD ()

fOl’ all ty,t € tho'
Remark 2. T, > 1 ensures that the DoS duration cannot be infinitely long.
Assumption 3. [17] (DoS frequency). Let n,(to,t), t > to be the number of DoS attacks over the

interval [to, t). If
t

—

n (to, £) < Ny + —- )
(%))

with Ny > 1and 5, > A.

2.3. Control Objective

Definition 1. [45] System under unknown bounded external disturbance w(t) is defined as input-
to-state stable (ISS) if there exist some x € KL-function and v € Keo-function such that

() 1< x (I x(to) [I, £) + v([ wt o) ®)

| w(s) I

holds for all t > to. || wt [|coi= ess Supgey 1)

The objective of our work is to design an observer-based active control strategy that
exhibits resilience against DoS attacks on both the measurement channel and the control
channel, thereby ensuring the ISS of the switched system.
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3. Observer-Based Active Control Strategy
3.1. Mode-Dependent Finite-Time Observer Design

Let {w]} j€Nso stand for the sequence of successful transmission attempts on measure-
ment channel and let {z;; } e, stand for the sequence of successful transmission attempts
preceded by i — 1 consecutive w; with the same mode i. the observer scheme is designed
as follows:

G(H) = Ag(uy) (1) + Bogu,yu(t), t# w 9
&(t) = &) + Loguy) (¥(D) = Couy ) S(0)), =1
where
g = g o
and

. -1, if Oty t) =0
j(t) = . ,
sup{j € Nxo | wj € O(to,t)},  otherwise

¢(t) in (9) represents the state of the finite-time observer, the initial condition is given by
¢(z_1) = 0. Without loss of generality, we assume that at fy, the observer’s mode may not
necessarily match the system’s mode, i.e., 0(w_1) = 0(z_1) can be any i € M. There exists
a state reconstruction matrix L; such that RIH * = 0 holds, where y; denotes the observability
index of (C;,e4i®) and R; = (I — L;C;)e 4.

3.2. Active Control Strategy

In the case of DoS attacks on the control channel, the existing works usually employ a
ZOH controller [17,35,36], where the actuator maintains the previous control signal when
the control channel is blocked by DoS. This paper proposes an observer-based active control
strategy for switched systems under two-channel asynchronous DoS attacks, ensuring that
the actuator can update the control signal at each sampling instant (cf. Figure 1).

W

Actuator

a(t)
AN EEG
Control channel Measurement
with DoS channel with DoS

ack

lu(zm—l)/ U(Zm)

A 4

U(zm) J

Mode-dependent Mode-dependent
Controller&Predictor E(zm) Observer

Figure 1. Observer-based active control strategy.

Denote {s, },cn., as the sequence of successful transmission attempts on the control
channel, and let {s;, },sen.,, denotes the sequence of the first s, following z;, (cf. Figure 2).
The algorithm of the active control strategy can be described as follows:

e Step 1: The observer resets the estimate of the system state ¢(z,,) when it receives y
consecutive measurement signals with the same mode i from the sensor, and then
sends it to the predictor.

e Step 2: Based on the estimate {(z,,), the system’s mode ¢(z;,) and the actual control
signals, the predictor predicts the system state £ and the controller generate the control
sequence U (z,,) and transmit it to the buffer at s, by using one data packet.
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e  Step 3: The buffer discards the outdated control signals and sequentially sends the
control signals to the actuator, one by one, at each sampling instant. The actuator
holds the control signal until the next sampling instant. Return to Step 1.

System mode: i (1;=2) ty(n) System mode: j (1;=3)

tO t1 t2 t3 t4 t5 1:6 t7 t8 t9 t10 t11 t12 t13 I:14 I:15 t16

Observer
Wo W, W, Wi W, Wy W w, Wg Wy
l | | | | l l l l | | l | l l
Zy  Z4 Z,
Predictor& l \

Controller L1 L1 | [ L1
Actuator | l l l l l l l 1 1 l l 1 l
So Sq S,

_ )
~N
U [z] Uz Uz,

DoS attacks on the control channel

DoS attacks on the measurement channel

Figure 2. The schematic diagram of the transmission policy under switching behaviors and two-
channel asynchronous DoS attacks. The solid arrows represent the successful transmissions.

The control sequence U (z,,) can be expressed by
U(zm) = {ulzm | zm), ulzm + B | zm], - u[zm + (H = DA | 2]} (11)

with ulzy +nA | zm] = Ky(z,)2(2m +nA | zm)n € [0,H — 1] for allm € N>¢. H represents
the buffer size that will be designed later. £(z, + nA | z,,) represents the prediction of
X(zm + nA) based on (z,,) and ¢(z;,), and can be calculated iteratively through

{f(fk +A|zy) = Ag(zm)ﬁ(tk | zm) + Bg(zm)u(tk)’ te € [Zm, Sma1) (12)

2(zm | zm) = &(zm)

where the actual control signal u(t;) can be described as

u(ty) = u[tk | mel] = Ka(zm,l)f(tk | Zm-1), tx € [Zmrsm)
ulty | zm] = K(r(zm)f(tk | Zm), te € [Sm Zm41)

forall m € {—1} UN>(, where Af = ¢4id and Bf = B; fOA e4i*ds. The initial condition is
given by J?(to | 271) = f(Z,1 | Z,1) = C(Zfl) =0.

After the buffer receives the new control sequence U (z;,), it sends an acknowledgment
(ack) signal back to the controller through the control channel. Upon receiving the ack
signal, the controller sends the new control sequence to the observer and the predictor to
ensure that the observer, the predictor and the system adopt the same control signal at all
sampling instants.

Remark 3. In the time interval [z, sy), the system applies the preceding control sequence
U(zy—1). Due to the uncertainty of the control channel’s availability, the prediction of the system
can only be generated one by one at each sampling instant. At sy, the remaining control signals of
the control sequence U(zy,) are generated all at once.



Actuators 2023, 12, 335

7 of 22

3.3. Buffer Size Design

In the measurement channel, both DoS attacks and the switching behaviors can disrupt
the estimation of the system state by the observer. Furthermore, in the control channel,
DoS attacks prevent the transmission of control sequences based on the latest estimate to
the buffer. Therefore, establishing the sufficient conditions for the control mechanism to
generate control signals and transmit them to the buffer within a finite time is crucial for
buffer size design and system ISS analysis.

First, the sufficient conditions are proposed for the mode-dependent finite-time ob-
server to estimate the system state under DoS attacks on the measurement channel and
switching behaviors.

Lemma 1. Consider the networked switched linear system (1) under the transmission policy (2)
and the active control strategy (9) and (11), consider the DoS signal satisfying (6) and (7), the
swicthing signal satisfying (3), the observer can necessarily estimate the system state within a finite
time if

1 ud A
R e ) (13)
D TD Tor

holds true, where p = max{p;},i € M. And {zp } yen., satisfies

Zmy1 —2zm < Q"+ A (14)
20 <to+ Q"+ (u—1)A
where Q™ = (ki + NBuA + Nepd) (1 — Tlf'g - % - %)71'

Proof. Define @™ (h™,t) as the time interval starting from 1™ during which the observer is
capable of generating {(z,) at each sampling instant. Prolonging each DoS interval and
each asynchronous switching interval by y samplings, we have

| ©" (', t) | =t —hy— [ E™(hy', £) | —np (!, ) uds — ne (hy, t)uds

S — e Iy o P A (4 B A

- n D Tlg D T]n; (% T,

> (E- W)~ B2 B2 i NA — Nopa (15)
D Tp To

| @™ (h™,t) |> 0 implies that within the time interval [k, t], there must be at least y con-
secutive successful transmissions with the same mode passing through the measurement
channel and being received by the observer. From (15) we can see that, if (13) holds true,
then there must exist a sufficiently large t such that | @™ (h”,t) |> 0 is satisfied.

Then, if switching signals or DoS attacks do not occur in [ty, fg + (4 — 1)A], then
zo < to+ Q™ + (¢ — 1)A holds trivially. If switching signals or DoS attacks occur in
[to, to + (1 — 1)A], we have u consecutive successful transmissions with the same mode no
later than t) + Q™ + (u — 1)A. Similarly, if switching signals or DoS attacks do not occur in
[Zm, zm + A], then z,, 11 — 2z < Q™ 4 A holds trivially. If switching signals or DoS attacks
occur in [z, zy + A], we have u consecutive successful transmissions with the same mode
no later than z,, + Q™ + A. O

Remark 4. In [21], sufficient conditions are proposed for the finite-time observer to estimate the
system state under DoS attacks on the measurement channel. In this paper, both DoS attacks
and switching behaviors can interrupt the estimation of system state by the finite-time observer.
Lemma 1 provides the limitation for DoS signals on the measurement channel and switching signals
in the worst-case scenario, under which the estimation of the system state can be achieved.
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Next, the sufficient conditions are proposed for the data packet of the control sequence
U(zy) to be transmitted to the buffer under DoS attacks on the control channel.

Lemma 2. Consider the transmission policy (2) and the DoS signal satisfying (6) and (7), the
control sequence U (z,,) can be transmitted to the buffer within a finite time if

1 A

1‘@‘%” (16)

holds true. Recall that we denote {s, },cn.,, as the sequence of successful transmission attempts on
the control channel and {s;},en., satisfies
Srp1— 8 X QA (17)
so <t + QF
C — (4C€ cCAV(] — Lc _ AC —1.
where Q (k5 + NHA)( T TD)
Proof. The proof of Lemma 2 is similar to the proof of Lemma 1 under the conditions of
u = 1 and swicthing-free. Therefore, it is omitted. [J

Finally, based on Lemma 1 and Lemma 2, the minimum buffer size in the worst-case
scenario is designed.

Lemma 3. Consider system (1) under the transmission policy (2) and the active control strategy (9)
and (11), consider the DoS signals on the measurement channel and the switching signals satisfying
(13) and the DoS signals on the control channel satisfying (16). The buffer size is designed to update
the control signal to the actuator at any sampling time under switching signals and two-channel
asynchronous DoS attacks if

Lo

" A

1 (18)
holds true.

Proof. Recall that we denote {s; } en., as the sequence of the first s, following z,,. At zy,
the controller needs to calculate the control sequence from u[zy, | zm| to u[s;+1 — A | zm)
based on the value of ¢(z,,). In the worst-case scenario, we assume that there are DoS
attacks on the control channel right at z,,41, then combining (14) and (17), we have

Sl —zZm < Q"+ Q°+ A (19)

Therefore, as long as the buffer size meets (18), it is guaranteed that the actuator can
update the control sequence U (z,,) at each sampling time before the next control sequence
U(zp+1) based on §(z,,41) is successfully transmitted to the buffer through the control
channel. O

Remark 5. Since the initial condition is given by ¢(z_1) = 0, the control sequence ulty | z_1] =
Koz )&(tx | z-1) = 0 for all ty. € [to, s0), the buffer outputs remain at 0 before so. Therefore,
when designing the buffer size, there is no need to consider the time interval [ty, So].

4. Input-to-State Stability Analysis
4.1. Dynamics under Two-Channel DoS Attacks without Asynchronous Switching

First, we consider the scenario without asynchronous switching. Denote £(t) as the
prediction of x(t) applied be the actuators. We define 6(t) = £(t) — x(t) as the prediction
error, and let e(t) = x(f;) — x(t) be the error between the state at the last sampling instant
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and the state at t. Then consider any interval [fy, f; 1], the dynamics of the switched system
can be rewritten as

%(t) = Pix(t) + B;K;(2(tx) — x(t)) + w(t)
= ®;x(t) + B;K; (®(t;) — x(tx) + x(tx) — x(t)) + w(t)
= ®;x () + B;K;0(f;) + B;K;e(t) + w(t). (20)

First, we find the upper bound of 6(f;). We denote ¢(t) = (t) — x(t) as the observa-
tion error. Considering the finite-time observer (9), we obtain

¢(zm) = (I = LiCi)p(z), (21)
combining with ¢(t) = A;¢(t) — w(t) and R!" = 0, we obtain
o) =1~ 1) (e43p(an =) = [ e Duo(rie)
—Ri(1 = LC)p((zn — 8)) = (1= LiC) [ eMen Duo(rde

=R = LiC)((zm — (1~ 1)A)7)

7717A

Hi—2 Zm—pA
—(-Lc) L R [ T
p=0 m
=RVe B ((zm — (i —1)A)7)
Hi—2 Zm—pA
—(I-LC) ¥ R /Z e K: (e —PA=T) (1) dr
p=0 m
Hi—2 Zm—pA
——(I-LC) Y R /Z . AT (), (22)
p:() m—pA—

Using the property that || e ||< et4f for all t € Ry, we have

Hi—2 1
| p(zm) I| I =LCo) | IR 1P — (4% = 1) || wy o (23)
p=0 yAi
<ol wt fleo (24)
where p1 =|| (I — L;C) || Z Il R; ||” (e”/‘ A _1), thus ¢(z,) is upper bounded. Recall

now that (z,,) = £(zp | zm) we then have
110Gz | 2m) [I=1 £(zm [ 2im) = x(zm) < 01 | Wi oo - (25)

During the time interval [z, 5,;+1], we further have

(t—zm) o pa (=)
| 0(te | zm) || < 4= 0(zm | 2m) H+/ !4k U (T)dT
Zm

1 HA
Lo —1>) I 0t o

< (meﬂ AT 4
HA;

<pllw e (26)
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pa,HA pa, HA

where p = m%c{ple + M% (e -1) } Note that the prediction error resets at each
e i

Sy. We finally have
10Ct) 1< p | wr oo - (27)

Furthermore, in the case where no switching occurs in interval [z,,_1, z5 ), by applying
the triangular inequality we have

I 2tk | 2m—1) = 2tk [ 2m) <20 | Wt [loo)  ti € [2im,5m)- (28)

Next, we find the upper bound of e(t).

Lemma 4. Consider system (1) under the transmission policy (2) and the active control strategy (9)
and (11), in the absence of switching, if the sampling rate is properly chosen by A =ty — t < A,

k € Nzo,
e 1
A= {(“@) max{[[&; [ LTAT} =0 (29)
' 1 o0 1
mrtos| (%) mmmiomamy e+ 1a > 0.
Then e(t) = x(t) — x(t) satisfies
[e(t) [[< el x(t) || +e(20+1) || wt [leo, (30)

where g is designed and used to describe the disparity between the state of the system at time t and
the state of the system at the most recent sampling instant before t.

Proof. Consider any interval [t, f; 1], the dynamics of e(t) satisfy

é(t) = —Apx(t) — BiKi®(t) —w(t)

= Aif(tx) — Aix(t) — Ai®(t) — BiKi®(t) — w(t)
= Ai(®(t) — x(tk> x(te) — x(t)) — p2(t) — w(t)
= Aif(t) + Aje(t) — () —w(t). (31)
Notice that e(t;) = 0,we then have
e(t) < N/t: AU 0k ||+ Il 2(t) || + || w () |)de (32)

where N = max{|| ®; ||,1, || A; ||}, we further have
e(t) S NF(t—ti) (| 0(t) | + | £(t) || + [ wr lleo) (33)
where F(t — t;) = f;{ eta(t=T)dt. From (27) we further have
12E) 1<l x(&) | +o | wr lleo (34)
then we have

e(t) SNF(t—t)(20+1) || wr [lo +NF(t = ti) (| x(£) | + [ e(t) )
NF(t—tg) NF(t—ty)

< m || x(t) || +m(2p+l) || wy ||oo (35)



Actuators 2023, 12, 335

11 0f 22

By letting % = o, notice that F(0) = 0 and that F (¢ — t;) is monotonically

increasing with t, the positive correlation between ¢ and A can be described as

1 0 ) 1
A= —Io +1 36
m g[(we max ([ %5 L, A 34 (3)

for special cases where 4 < 0, we have
F(A) <A (37)

Therefore, as long as A is chosen to be sufficiently small to satisfy (29), (30) is guaran-
teed to hold true. O

Based on (27) and Lemma 4, Given any symmetric positive definite matrix Q;, let P;
be the unique solution of the Lyapunov equation @;'-Pi + P®; = —Q;. Let Vj(x) = xTPx.
Substituting (20) into the derivative of V;(x) = x T P;x yields

Vi(x(t) = x(t) T (O] P, + P, )x(t) + 2e(t) TK;BT Px(t) + 260(t;) TK;B Px(t) 4 2x(t) T Pw(t)

< (=m+720) 1 x(8) [P + (7200 + 020+ 1) +3) | x(t) || o(t), (38)

where 71 = A(Qi), 72 = 2KiBTP; |, 73 =|| 2P; ||, o(t) = sup{|| w(t) ||, | wt [le}. By
selecting an appropriate sampling period A, we can obtain a sufficiently small ¢ to make
—v4 = (=71 + 720) negative according to Lemma 4. Using Young's inequality yields

V,(X(t)) < —% Il x(¢) HZ +(72(P+Q(Zp+1)) +73)202(t>

274
2
< —%Vl(x(t)) + (r2(p + Q(22P,Y:‘ 1) +73) Z)Z(t), (39)

finally we obtain

Vi(x (1) < eV (x(sm)) +a; || wr %

< e Vi (x(sm)) +a || we 1% (40)
20+1 2 .
where a; = 2{(7%)/ a; = (72(P+Qg£2i ))+73) a= ,»’Z}\’fl{"‘i}' 1= :f’é‘/l\ilf{ﬂi}-

4.2. Dynamics under Two-Channel DoS Attacks with Asynchronous Switching

Next, we consider the scenario with asynchronous switching. Based on the assump-
tions stated earlier, the system’s mode and &(z,,) are transmitted to the predictor at
zm. Therefore, if the system switches between [z, z,,+1], the mode of the control se-
quence will mismatch with the system’s mode throughout the interval [ts(n), s,11), where
ts(n) € [zm, zm+1)-

In the actual control process, the switching behaviors are not very frequent, so we
assume that the asynchronous switching intervals do not overlap, and for simplicity, we
assume that the minimum dwell time of the switching signal satisfies

7 2 2(Q" +A) (41)

Due to the negative impact of asynchronous switching on system performance and
stability, in the worst-case scenario, we maximize the duration of asynchronous switching
within interval [fo, t]; specifically, assuming that the system switches immediately after z,,
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each time. We denote I1(ty, t) as the union of asynchronous intervals within [t, t]. The
dynamics of the system under asynchronous switching can be described as

x(t) = ij(t) + BjKif(i’k) +w(t). (42)
Substituting it into the derivative of V;(x) = xTij yields

V(x(t))

xT(£) (AT P+ PA))x(t) +2xT () PiB;Ki£ (1) +2x () Pyuo(t)
<o () 112 oz | x(8) N2t | +7s [ x(8) || o(2) (43)
where 177 =|| A]TP]-—i—PjA]- I, 72 =l 2P;BiK; ||, 73 =|| 2P; ||. Notice that (34) does not

necessarily hold during asynchronous switching; a lemma is required to further describe
the energy function of the system under asynchronous switching.

Lemma 5. Consider the sampling scheme (2) satisfying (29) in Lemma 4, where —vy1 + Y20 < 0,
the switching signal satisfying (41), then X(ty) of the control sequence satisfying

| 2(t) IS T [ x(zm) [ +Y | we Jloo (44)
AP) v AP 0,A(P;
where T = AgPi;’Y = Agpigp%— 9112((133).

Proof. Please see Appendix A. [

By Lemma 5, (43) can be further rewritten as

V(x(t) < [l x() 1P 42D || x(8) ] x(zm) | +(2Y +113) | 2(8) | o(8).  (45)

It can be obtained

2100 1] o) 1 25 1500 12 + 225 a2 (46)
and
m 2 MY +13 5
21300 | o(6) < L x(0) 12 + 2 B, @)
Then,
V() < 2 | 20 12 42 | a2 1 U2 2y 48)
2m 2m
Thus,
2
V(1)) < Bymar(V(x(0),V(r(an)} + B | 49)

2 + (UZF)Z

where ;; = max{é(pj) 2mA(Py)

}. By iteration, we finally have

V(x(t)) < U2V (x(zm)) + P b || wy |3, € TL(zm Se1) (50)

_ Ap— (1pY+133)
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Remark 6. There are two reasons why switching after z, is the worst case; first, in this paper we
consider the system under asynchronous switching as an open-loop system with an upper bounded
input, and by Lemma 5 we show that the upper bound on the input is maximized when the switching
occurs exactly after z,,. Furthermore, when the switching occurs exactly after the z,,, the mode of
the system must wait until z,,, 1 to be corrected and until s, 1 to be applied to the actuator, thus
maximising the asynchronous switching duration.

Remark 7. For the case where z,, 1 belongs to (zm, Sm|, Sm coincides with s,,.1, and still assuming
that the system switches immediately after z,,. it is easy to obtain that the energy function of x(t)
within the asynchronous switching interval (z,, sy ) can still be described by (50). The duration of
the asynchronous switching is sy, — zy, < QF (this case is obviously not the worst-case-scenario).

Now it is ready to derive the sufficient conditions for ISS of the switched systems
under two-channel asynchronous DoS attacks.

4.3. Input-to-State Stability Analysis

Theorem 1. Consider the switched linear system (1) under sampling logic (29) and observer-based
active control strategy (9), (11), {V (t; (n)) > V(ts(n)) with { > 1. Consider the DoS signals
on the measurement channel and the switching signals satisfying (13) and the DoS signals on the
control channel satisfying (16). If T, in (3) satisfy

p (51)

o > Inl+(a+p)(Q"+Q°+A)
Tr > T4 > Z(Qm +A)

where w, B are in (40) and (50), Q™ and QF are in (14) and (17), then the system is ISS.

Proof. Recall that the initial condition is given by ¢(z_1) = 0, the control sequence
U(z_1) = 0 over the time interval [t, so]. From Lemma 5 it is easy to see that (44) holds
trivially and the energy function over [y, so| can be expressed as (50). Combining (40) and
(50), by iteration, the energy function over [y, t] can be derived as

V(x(t)) S é’nﬂ(tort)e_“(t_to)e(a'i'ﬁ)‘H(tO/t)‘V(x(to))
+ gno(to) =a(t=to) pat BTt 1) || 4, |2
ng(fo,t)

+ max{a,b} <1+2 Z gna(ts(i),t)ew(tts(i))e(Hﬁ)m(ts(i)ff)) | wr %, (52)
i=1

We first prove that the third term on the RHS of the inequality (52) is bounded.
Due to Assumption 1, the summation

”zr(t()rt)

Y. o (ts (i) ) g—alt—ts (1)) p(atB)TI(E: (1).1)] (53)
i=1

can be rewritten as

""(f’t) ot T —a(t=ts(0))+ o+ ) o (1 1))
i=1

o(to,t

< NolnH(a+B)NeHA " {L—O: )e[%ﬂwﬁ)%w}(ng(i))

i=1

ng(to,t)
< AT HRABINGHA Y peltts(), (54)

i=1
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where € = lf—f + (a+ ‘B)%l —a <0, from (3), we have
t—ts(i) > - N(ts(i), ) — 7 No, (55)
combining (54) and (55), the summation can be further rewritten as
N(tO/t) .
eNglnC+(uc+,B)Ng’HA—eNng Z T
i=1
NolnZ+(a+B)NoHA—eNgty €7
<ew v s (56)

thus the third term on the RHS of (52) is bounded.
Similarly, the first and the second terms on the RHS of the inequality (52) can be
respectively rewritten as

eNolnGt (et f) (N HA+ Q"+ Q%+ (u—1)A)+e(t—to) 7 (x (£))) (57)
and
eNolnl+(a+p) (Ne HA+Q"+Q+(n—1)A)+e(t—to) H w; ||go (58)

letting O = eNglnéJF(ﬂerﬁ)Ng‘HA, Q) = eNolnG+(a+p)(NeHA+ Q" +Q+(n—1)A) (52) can be rewrit-

ten as
V(x(1)) < QeI v (x(tg))

+ max{a,b}(1+ Q +2Qe Now ) I ws |3 (59)

1 — et

Let A(P;) and A(P;) respectively represent the maximum and minimum eigenvalues of
the positive-definite matrix P;, Vi € M. By Cauchy-Schwarz inequality, we finally obtain

1 [MP) e
x(8) ||<QY2 | 2220 5 (t=to) || (¢
[ x(t) [[< AP | x(to) |l
max{a,b _ el 1
)L(‘{I))}’(1+Q’+20e eNﬂvm)z | wt oo - (60)
A3 1

This completes the proof. [

Remark 8. In Section 5, we verify through simulation that p tends to be much larger than w, i.e.,
in (51), the average dwell time T, is much larger than the minimum dwell time 1. Therefore, it is
not out of generality to assume that the asynchronous switching intervals do not overlap.

In what follows, the sufficient conditions for ISS stability of non-switched systems
under the active control strategy against two-channel asynchronous DoS attacks is given.

Corollary 1. Consider a non-switched linear system

{x(t) = Ax(t) 4+ Bu(t) + w(t)

y(t) = Cx(t) 1
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under the active control strategy (9), (11). Consider the sampling rate chosen by sampling logic
(29), where ¢ is a positive constant satisfying —vy1 + Y20 < 0. Then the closed-loop system is ISS
for two-channel asynchronous DoS attacks satisfying

1 HA

1— % —4& >0
T Th

The buffer size is designed to update the control signal to the actuator at any sampling time
under two-channel asynchronous DoS attacks if

ym c
ZM_._l

" A

(62)

holds true. Where Q™ = (ks + NEuA) (1 — TW#DZ - %)_1.

)

Proof. The proof of this corollary is similar to the derivation in Section 4.1 in the absence
of switching behaviors, and is therefore omitted. [

5. Numerical Example
In this section, the main results of our work are verified by an example. Furthermore, a
comparative experiment is presented to verify the superiority of the active control strategy
over the existing ZOH controller proposed in [17,35,36] against two-channel DoS attacks.
Consider the networked switched system consisting of modes i and j

Ai:{l Pl],Bi:[l},Ci:[l 1],Li:{5'52},1<i:[_2 o,

0 0 —4.52
-1 1 0 18.08

By selecting different positive definite matrices Q;, Q;, the unique solution of the
Lyapunov equation is given as follows

10 05 0 1 —05 05 025
Qi = {o 1]’P"_ [0 0.5]’Qf_ {—0.5 1 ]'Pf_ [0.25 0.75}

L; is chosen to ensure that R? = 0 with R; = (I — L;C;)e%([46]). We know that
«=02,8=277u =2 ¢ < 0.4 must be satisfied in order for (40) to become a decreasing
energy equation, picking for ¢ = 0.2, Lemma 4 yields A = 0.12. We let A = 0.1, { = 2 and
the remaining variables can be easily calculated.

We assume that the DoS attacks applied to the measurement channel satisfy Tl—%, =0.15

and %1,,)1 = 0.05, the DoS attacks applied to the control channel satisfy % = 0.6 and

% = 0.4, By Theorem 1, a feasible solution 7, = 110 > 1; = 1.14 can be found and
the switching mode is presented in Figure 3. Figures 4 and 5 depict DoS attacks on the
measurement channel and the control channel, respectively. The state response of the
switched system with the active control strategy under the above-mentioned situations is
depicted in Figure 6.

The state response with a ZOH controller ([17,35,36]) under the same conditions is
depicted in Figure 7. Comparing Figures 6 and 7, it can be observed that thanks to the pre-
dictive control sequences, the active control strategy proposed in this paper exhibits better
resilience and robustness against two-channel DoS attacks and asynchronous switching
behaviors.

In addition, the state response of the non-switching subsystem j with the active control

strategy under the two-channel DoS attacks is depicted in Figure 8. The jamming rates
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applied to the control and the measurement channels are approximately 60% and 45%,
respectively, further validating Corollary 1.

In the Lyapunov method, the energy function of a system is divided into functions
associated with energy reduction and energy increase. When the overall energy of the
system decreases more than it increases, the system achieves stability.

In passive strategies [17,35,36], a system under DoS attacks, a system under asyn-
chronous switching and a system under both DoS attacks and asynchronous switching are
all described as functions associated with energy increase. However, in active control strate-
gies, thanks to the predictor and the buffer, a system under DoS attacks can be described
as function associated with energy reduction, while only system under asynchronous
switching is described as function associated with energy increase. Therefore, in the same
conditions, active control strategies exhibit greater energy reduction compared to passive
control strategies. This energy reduction contributes to higher stability, resulting in superior
robustness and resilience against DoS attacks and asynchronous switching behaviors.

Switching Mode

1 1 1 1 1 1 1 1 1
0 50 100 150 200 250 300 350 400 450 500
Time(s)

Figure 3. Switching mode with 7, = 110.

T T T T T T T T T

off

DoS Attacks on The Measurement Channel

1 1 1 1 1 1 1 1 1
0 50 100 150 200 250 300 350 400 450 500
Time(s)

Figure 4. DoS attacks on the measurement channel with approximately 15% of the jamming rate.
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on

DoS Attacks on The Control Channel

1 1 1 1 1 1 1 1 1
0 50 100 150 200 250 300 350 400 450 500
Time(s)

Figure 5. DoS attacks on the control channel with approximately 60% of the jamming rate.

3 T

x1
X2

State Response under Active Control Strategy
o

_3 1 1 1 1 1 1 1 1 1
0 50 100 150 200 250 300 350 400 450 500

Time(s)

Figure 6. State response under the active control strategy, set the initial state x(to) = [1, —1]T and the
disturbance magnitude to 0.01.

50 T T T T T T

IS
=]
T

wW
[=]
T

N
=
T

(=]
T

(=]
T

N
S
T

State Response under Sample-and-Hold Strategy
3 o
T
1

A
S
T
I

1 1 1 1 1 1
10 20 30 40 50 60 70 80 90 100
Time(s)

n
S
o

Figure 7. State response with a ZOH controller.
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State Response of The Non-switched Subsystem j under Active Control Strategy
)

3 1 1 1 1 1 1 1 1 1
0 50 100 150 200 250 300 350 400 450 500
Time(s)

Figure 8. State response of the non-switched subsystem j under the active control strategy.

6. Conclusions

In our work, the security issue of the networked switched systems under two-channel
DoS attacks has been studied. An observer-based active control strategy has been devised.
With this strategy, the ISS sufficient conditions for the networked switched system under
asynchronous DoS attacks have been derived. In particular, the coupling relationship
among the features of two-channel DoS attacks and the switching frequency is revealed.
Compared to the ZOH controller, the proposed active control strategy shows better ro-
bustness and resilience against two-channel asynchronous DoS attacks and asynchronous
switching behaviors. Based on the framework in this paper, event-triggered control and
nonlinear dynamics can be further investigated in the future, and the strategy can be further
optimized and extended to handle more complex and sophisticated cyber threats.
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Appendix A

Proof of Lemma 5. During the sampling interval [s,, 5;;,+1), the dynamics of £(¢ | z;;) can
be descibed as

£t 2m) = AiR(t] 2m) + BiKif (# | zm)
= ik (t | zm) + BiK;(2(tx | zm) — 2(t | 2m))
= CDiJ?(t ‘ Zm) + BlKlé(t) (Al)

Similar to the proof of Lemma 4, we have

le(t) [I< e || 2(¢ [ zm) |l (A2)
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if the sampling interval A = #; ;1 — t; < A ke N>,
o 1
A= <1+Q*) [[:]” pay <0 (A3)
: 1 0" 1
e tog| (v ) ddpea+1), ma >0

Substituting (A2) into the derivative of V;(%) = £T P;%, it can be obtained that

V(R(t ] zm)) < (120" = m0) 1 2(t [ zm) |2

Selecting the sampling interval A satisfying (29) in Lemma 4, where —1 + 7120 < 0,
based on the positive correlation between A and ¢, as well as the positive correlation
between A and ¢*, we have

Q" <o (A4)
further we have
—71+ 720 <0 (A5)
it is obtained that

V(R(E | zm)) < eV (2(sm | zm))
(A6)

* _ M—720"
where af = P

X i) —af(t—s - X i o
121 2m) 1 4/ Sepete 10500 1 26w 1200 1< o) T 1 86w L) 1. (A7)

we finally have

During the interval [z,,, s, ), the actuator applies control sequence U (z,,—1), we have

e ERVE O YT (A8)

Similarly, within interval [sy, s;,+1), the actuator applies control sequence U (zy,),

we have
AP
I 1 2m) 1\ Sep0 12w 20) | (A9)

Next, we find the relationship between || £(sy | zw) || and || £(zm | zm) ||. During the
interval [z, Sy ), the dynamics of || £(t | z,) || can be described as

X(t | zm) = AiR(t | zm) + BiKi(ty | Zpp—1)
= ®;%(t | zm) + BiK;0(t) + B;K;é(t) (A10)

where () = 2(tx | Zm_1) — 2(tx | zm), é(t) = 2(tx | zm) — £(t | zm). Since we assume that
the asynchronous switching intervals do not overlap, i.e., no switching occurs in [z,,_1, Zm],
then we have (28) holds true for all t; € [z, 5,) even if a switching behavior occurs after z,,
(U(zy—1) and U (z,, ) are independent of the switching signal after z,,). Similar to the Proof
of Lemma 4, we can derive that for the sampling interval A satisfying (29) in Lemma 4,
where —y1 + 720 < 0, we have



Actuators 2023, 12, 335 20 of 22

[e(t) I< o™ (1 2(t | zm) || +0™"4p || wt [|oo (A1)

where ¢** < g.
By Lyapunov method and young’s inequality, we further have
V(2(t] zm)) = 2(t | zm) (@] P; + P®;)R(t | zin) + 2¢(t) TK;BI P2 (t | zm)
+20(t) TK;B] PE(t | z)
m)

< (=71 +720™) H 2(t [ zm) * +720(2+40*) | 2(t [ zm) ||| wt |

720" 2[72p(1 +2¢*)]? 2
7V X(t|zm)) + Wy ||5% Al12
(e ) + 2RI (a2
then,
0
V(2(t | zm)) < eV (R(z0 | zm)) + 9*2 | we [I5% (A13)
1
_ M7 2[y p(1+2Q )2
where 0; = 12/\(123) ,0, = 202 i , thus,
N A(P; ~a
I 2(¢ 1 2n) || < E§ HO) | (e | 20) |4 oy o I
l
AR)
Ty 112 | zm) |+ g o D (A14)
forall t € [z, Sy+1). Combining (A9) and (A14), we have
. AR 02A(P;)
X(ty | z < X(zm | 2z + Wt ||oo Al5
I 260 z) 1 Sy 1 £Gn |2 |+ 225000 | (a15)
forall t € [z, s,,11)). By continuity of x(t) we have
{n e | 20-1)) <] x(z) |+ 0 16
| 2(zm | zm)) [|I<I| x(zm) | +p || we Jloo -
Combining (A8), (A14) and (A16), we finally have
. A(P:) AMP) 621 (P)
X(t < x + A= 00 - Al7
| 2(t) 1< AP | x(zm) || <A )" T\ 0,22(P) | we || (A17)

Then the proof is completed. []
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