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Abstract

:

AI predictive tools for migration management in the humanitarian field can significantly aid humanitarian actors in augmenting their decision-making capabilities and improving the lives and well-being of migrants. However, the use of AI predictive tools for migration management also poses several risks. Making humanitarian responses more effective using AI predictive tools cannot come at the expense of jeopardizing migrants’ rights, needs, and interests. Against this backdrop, embedding AI ethical principles into AI predictive tools for migration management becomes paramount. AI ethical principles must be imbued in the design, development, and deployment stages of these AI predictive tools to mitigate risks. Current guidelines to apply AI ethical frameworks contain high-level ethical principles which are not sufficiently specified for achievement. For AI ethical principles to have real impact, they must be translated into low-level technical and organizational measures to be adopted by those designing and developing AI tools. The context-specificity of AI tools implies that different contexts raise different ethical challenges to be considered. Therefore, the problem of how to operationalize AI ethical principles in AI predictive tools for migration management in the humanitarian field remains unresolved. To this end, eight ethical requirements are presented, with their corresponding safeguards to be implemented at the design and development stages of AI predictive tools for humanitarian action, with the aim of operationalizing AI ethical principles and mitigating the inherent risks.
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1. Introduction


According to the Global Humanitarian Overview 2022, 274 million people will need humanitarian assistance in 2022 (UN Office for the Coordination of Humanitarian Affairs 2021a). Managing humanitarian assistance in international migration demands the adoption of anticipatory and coordinated long-term actions, the improvement of data analysis, and the prioritization of people-centered responses by humanitarian actors (UN Office for the Coordination of Humanitarian Affairs 2021a). This must be conducted in full adherence to the humanitarian principles of humanity, neutrality, impartiality, and operational independence, which provide the foundations for humanitarian action (UN Office for the Coordination of Humanitarian Affairs 2012) and the humanitarian imperative of “do no harm.”



The development of AI predictive tools for humanitarian action can substantially help humanitarian actors to increase their decision-making capabilities based on anticipation, rather than reaction, to ensure effective migration governance (Beduschi 2021). However, the opportunity to make humanitarian responses more effective using AI predictive tools necessarily requires imbuing AI ethical principles in the design, development, and deployment stages of such tools. In the humanitarian context, embedding AI ethical principles into AI predictive tools for migration management preserves migrants’ fundamental rights, while also seeking to improve their lives and well-being.



Studies on the current landscape of AI tools for migration management illustrate the ethical challenges raised by the use of AI tools in humanitarian contexts, such as accuracy, non-discrimination, transparency, and accountability (Berditchevskaia et al. 2021; Blasi Casagran et al. 2021; Pizzi et al. 2021), which reveal the need to put AI ethical principles into practice. This requires scrutinizing how the AI ethical principles of human autonomy, prevention of harm, fairness, and explicability, formulated by the High-Level Expert Group on Artificial Intelligence of the European Commission, must be embedded into AI predictive tools in the specific context of humanitarian action for migration management purposes.



However, rather than striving for broad ethical values, a pragmatic exercise must be conducted to translate these principles into actionable measures that can be implemented for their operationalization, consequently minimizing the potential risks at stake.



This paper is a contribution to the operationalization of AI ethical principles in AI predictive tools for migration purposes in the humanitarian field. It builds upon AI ethical principles and their corresponding requirements and refines them to the specific context of migration management for humanitarian purposes. As such, it accounts for the specificities stemming from the deployment of AI predictive tools in the humanitarian sector and the ethical risks that an AI tool may pose to migrants’ fundamental rights. Therefore, AI predictive tools used for migration management purposes other than for humanitarian aid, such as border control, fall outside of the scope of this paper. The paper first identifies the AI ethical principles that must be embedded into any AI predictive tool deployed for migration management purposes in humanitarian action. AI ethical principles are then translated into practical requirements, whose content is tailored to the nature and specificities of using AI predictive tools in the humanitarian context and narrowly articulated into technical and organizational measures. This can be used as a practical guide for technical teams on how to design and develop ethical AI predictive tools for migration management in humanitarian action (Morley et al. 2020), and it can also serve those conducting impact assessments on these technologies to identify and evaluate risks and to implement appropriate safeguards to mitigate them.



This paper is based on the work conducted as part of the EU H2020-funded project ITFLOWS. It reflects the methodology followed for identifying, assessing, and mitigating risks posed by the design, development, and deployment of the ITFLOWS AI predictive tool, the EUMigraTool. This AI predictive tool is designed for first-line practitioners, second-level reception organizations, and municipalities and is meant to improve humanitarian assistance when managing EU migration flows in the phases of reception, relocation, settlement, and integration.



The structure of the paper is as follows: Section 2 outlines the risks highlighted by migration scholars and civil society actors regarding the use of data-driven technologies in the field of migration. Section 3 explores the ethical frameworks to be observed when designing and developing AI tools and discusses why current ethical frameworks are not specific enough to have a real impact, thus requiring operationalizing AI ethical principles. Section 4 presents the proposed procedure for the operationalization of AI ethical principles, and Section 5 examines the eight AI ethical requirements, along with actionable technical and organizational measures that enable the practical implementation of AI ethical principles into AI predictive tools for migration management in the humanitarian sector. Finally, in Section 6 conclusions are provided.




2. The Use of AI Predictive Tools in Migration Management: Risks and Opportunities


Regarding the use of AI tools to control migratory movements and manage border spaces, scholars and civil society actors have voiced concerns about the increasing reliance on AI driven technologies to solve the complex problem of migration governance (Molnar 2019b; Bircan and Korkmaz 2021; Nalbandian 2022).



Concerning the deployment and use of AI tools for humanitarian purposes, Beduschi (2022) stresses the risks that may arise from (i) “the dangers of surveillance humanitarianism” such as data collection practices by humanitarian actors without implementing appropriate safeguards; (ii) “the excesses of techno-solutionism,” which refers to the use of digital technologies as a solution for complex societal problems; and, (iii) “the problems related to techno-colonialism,” meaning the practices related to digital innovation that can perpetuate colonial relationships of dependency and inequality among different populations. These risks can have a severe impact on the rights of such vulnerable populations and expose them to additional harms.



From a human rights perspective, scholars and human rights advocates have highlighted the risks that the deployment and use of AI data-driven technologies by states, international organizations, and humanitarian actors involved in migration management may entail in terms of jeopardizing human rights (Molnar 2019b; Bircan and Korkmaz 2021; Beduschi 2021). Human rights of migrants, refugees, and asylum seekers, such as the right to life, liberty, equality and non-discrimination, and privacy and data protection, can be seriously impacted by the deployment and use of these tools in the domain of migration management (Molnar 2019b).



This article focuses on AI predictive tools for migration management in humanitarian contexts. The rationale behind this choice is that the debate is currently centered at the security domain, in particular, border control. At the same time, there is a growing deployment of data-driven technologies in the humanitarian sector, which also poses risks to be addressed. These may include: (i) a disconnect between the design and deployment stages that leads to a lack of contextual knowledge; (ii) a lack of end-user expertise and last-mile implementation challenges; (iii) the loss of privacy and control over the use of data; (iv) a lack of high-quality, representative, machine-readable data; (v) inequalities, discrimination, and bias; (vi) the undermining of trust in the outcomes generated by the AI tool due to proprietary models; (vii) a lack of transparency and explainability; and (viii) unclear accountability mechanisms, among others (Berditchevskaia et al. 2021; Pizzi et al. 2021).



The use of AI predictive tools in the humanitarian domain carries risks which must not be underestimated, and which should be properly addressed and mitigated, but it also brings significant opportunities for humanitarian actors by supporting them in providing effective people-centered and context-specific responses. In this regard, AI predictive tools for migration management in humanitarian actions can significantly help humanitarian actors in preparedness, as well as response and recovery situations, to augment their decision-making capabilities and improve the lives and well-being of migrants (Beduschi 2022).



Reaping the benefits of these technologies requires the implementation of safeguards that minimize the risks they may pose. To this end, the design, development, and deployment of AI predictive tools for migration management must be governed by the humanitarian imperative of “do no harm” and the human rights international framework. This can be achieved through the operationalization of current human-rights based AI ethical frameworks, as discussed in subsequent sections.




3. AI Ethical Frameworks: The Challenges of Highly Abstract Ethical Principles


In the past decade, several AI ethical frameworks have been developed by different actors, such as governments, companies, professional associations, and non-profit organizations (Future of Life Institute 2017), or multi-stakeholder initiatives to guide the ethical, right-respecting, and socially desirable development and use of AI technologies (Fjeld et al. 2020). All of these aim at mapping AI ethical principles from a rights-based approach. However, they differ in their purposes due to the differing nature of the actors behind them. For instance, the ethical frameworks of government and inter-governmental organizations are designed to support their governance strategies regarding AI; civil society’s and multi-stakeholders’ guidelines try to lay AI foundations for the design, development, and use of AI technologies, while the private sector seeks to govern its internal AI developments and uses.



From a technical perspective, the most significant AI ethical guidelines are the Ethics Guidelines for Trustworthy Artificial Intelligence of the High-Level Expert Group on Artificial Intelligence of the European Commission (AI HLEG) (High-Level Expert Group on Artificial Intelligence 2019), and the report of the IEEE on Ethically Aligned Design (The IEEE Global Initiative on Ethics of Autonomous and Intelligent Systems 2019).



These technical AI ethical frameworks developed by the AI HLEG and by the IEEE present AI ethical principles to be embedded into any AI tool. As highlighted by the AI HLEG, these principles are grounded in the protection of individuals’ fundamental rights as enshrined in EU Treaties, the Charter of Fundamental Rights, and International Human Rights Law (High-Level Expert Group on Artificial Intelligence 2019). Therefore, these ethical frameworks serve as general guidelines for the design, development, and deployment of AI tools. However, as acknowledged by the AI HLEG, due to the context-specificity of AI systems, different contexts present different ethical challenges (High-Level Expert Group on Artificial Intelligence 2019).



To fill this gap, specific ethical frameworks for the design, development, and deployment of AI tools for humanitarian purposes have also been developed. For instance, the UN Office for the Coordination of Humanitarian Affairs (UN Office for the Coordination of Humanitarian Affairs 2021b), Nesta (Berditchevskaia et al. 2021), and the Humanitarian Data Science and Ethics Group (Humanitarian Data Science and Ethics Group 2020) have developed AI ethical guidelines for humanitarian action.



While these efforts aimed at contextualizing AI ethical principles in the humanitarian sector are welcome, such specific ethical frameworks will have little real impact unless AI ethical principles are effectively operationalized in the design, development, and deployment of AI tools (Pizzi et al. 2021). Putting AI ethical principles into practice requires their translation into low-level requirements with specific technical and organizational measures that consider the context of the application of the AI tool and its purpose, as well as the features of the technology (Mittelstadt 2019). Therefore, rather than aiming for high-level ethical principles, a pragmatic exercise must be conducted to translate AI ethical principles into actionable measures that can be implemented to operationalize them, and consequently, to minimize the potential legal and ethical risks at stake. However, the problem of how to operationalize AI ethical principles in AI predictive tools for migration management in the humanitarian sector remains unresolved.



Several methodologies for the operationalization of ethical principles have been proposed. For instance, the VCIO (values, criteria, indicators, and observables) model aims at making AI ethical principles practicable, comparable, and measurable (Fetic et al. 2020) The VCIO approach is comprised of four levels: (i) identifying the ethical values at stake given the context in which the AI system will operate; (ii) specifying the criteria that defines the fulfilment or violation of the corresponding value; (iii) establishing indicators to monitor whether a criterion is met; and (iv) defining observables that quantify or qualify if and to what extent indicators are met. In a similar vein, Noriega et al. (2022) propose eleven heuristics as part of the process of making ethical values operational for online institutions.



Building on the AI ethical frameworks and the methodologies for the operationalization of ethical principles, the next section presents the steps to be taken for the operationalization of AI ethical principles in the specific context in which the AI tool operates.




4. From AI Ethical Principles to Actionable Measures


The steps proposed in this paper to translate AI ethical principles into practical guidance on how to operationalize them is depicted in Figure 1.



The first step is the identification of the AI ethical principles to be embedded into AI predictive tools for migration management. The proposed AI ethical framework mainly relies on the work conducted by the High-Level Expert Group on Artificial Intelligence of the European Commission (AI HLEG), which is grounded in the protection of individuals’ fundamental rights, and also on the guidelines provided by the IEEE on ethically aligned design.



The four AI ethical principles to be imbued are: (i) human autonomy; (ii) prevention of harms; (iii) fairness; and (iv) transparency/explicability. According to the definitions provided by the AI HLEG, the AI ethical principles can be succinctly described as follows. Human autonomy entails that AI systems should not be designed to subordinate, coerce, deceive, manipulate, condition, or herd humans, but to augment, complement, and empower humans. The principle of prevention of harms means that AI systems should neither cause harm to individuals or groups, nor exacerbate it, nor have detrimental effects for human beings. Fairness means that the design, development, and deployment of AI systems must be fair in the sense of avoiding unfair bias, discrimination, and stigmatization, while also granting the opportunity to contest and seek effective redress against decisions made by AI systems. Lastly, transparency/explicability requires the transparency of processes, communicating the AI system’s capabilities and purpose, and making the outcomes of the AI system explainable.



Secondly, the AI HLEG turns these principles into seven requirements for assessing risks. These requirements are: (i) human agency and oversight; (ii) technical robustness and safety; (iii) privacy and data governance; (iv) transparency; (v) diversity, non-discrimination, and fairness; (vi) environmental and societal well-being; and (vii) accountability. The AI ethical principles and their respective ethical requirements are listed in Table 1.



Similarly, the IEEE identifies the following eight principles for ethically aligned design: (i) human rights; (ii) well-being; (iii) data agency; (iv) effectiveness; (v) transparency; (vi) accountability; (vii) awareness of misuse; and (viii) competence.



Based on these approaches, the general AI ethical requirements presented by the AI HLEG and the requirement of awareness of misuse identified by the IEEE are assessed in this paper (Section 5). The awareness of misuse requirement must be included in the operationalization of AI ethical principles due to the potential ethical concerns that the misuse of a predictive tool for migration management may cause, e.g., the use of the AI tool for law enforcement purposes. As such, we propose to include this requirement as part of the AI ethical principle of prevention of harms.



The third step is to fine-tune these general ethical requirements to enable their operationalization by taking into account the purpose and context for which the AI predictive tool is deployed. As a result, specific AI ethical requirements are provided for each ethical requirement to facilitate the identification of technical and organizational measures required to make AI ethical principles actionable.



Lastly, technical and organizational measures are the actionable mechanisms to put AI principles into practice. Additionally, they serve as observables, as they can help in determining whether an ethical requirement is being properly embedded into the design, development, and deployment stages of the AI tool.



The specific AI ethical requirements for AI predictive design for migration management in humanitarian action and the respective safeguards are examined in the following Section.




5. Specific Ethical Requirements and Safeguards to Embed into AI Predictive Tools for Migration Management


AI predictive tools for migration management must respect and promote migrants’ human rights. Operationalizing AI ethical principles in AI predictive tools for migration management requires accounting for the specificities stemming from their application in the humanitarian field and the risks that AI tools may pose to migrants (Humanitarian Data Science and Ethics Group 2020).



This section delves into the eight ethical requirements that must be evaluated when designing and developing AI predictive tools for migration management in the humanitarian sector. Following the methodology provided in Figure 1 for the operationalization of AI ethical principles, the ethical requirements have been fine-tuned to adapt them to the purpose and context for which the AI predictive tool is deployed. As a result, several specific AI ethical requirements are provided under each of the eight ethical requirements to facilitate the identification of the safeguards required to operationalize them.



What follows below can serve as a practical guide for technical teams on how to design and develop ethical AI predictive tools for migration management (Morley et al. 2020). These eight ethical requirements and their respective organizational and technical measures, if implemented at the design and development stages, can have a real impact (Pizzi et al. 2021; Morley et al. 2020), significantly helping to mitigate risks. At the same time, it can aid those assessing the risks of the deployment of an AI predictive tool in migration management for humanitarian purposes. In this regard, the implementation (or lack thereof) of technical and organizational measures can help in determining whether an ethical principle is being properly imbued in the design, development, and deployment stages. For instance, if this evaluation is conducted via an impact assessment, the questions contained in the impact assessment questionnaire should aim at determining whether and to what extent such safeguards are implemented. This would enable the identification of risks posed by the AI predictive tool and the provision of mitigation measures to address them.



The eight general ethical requirements listed in Section 3 are presented below, with their corresponding specific ethical requirements. Technical and organizational measures are also included as examples of how to achieve the specific ethical requirements, thereby operationalizing the respective AI ethical principle.



Requirement 1: Human agency and oversight. AI predictive tools should be designed and deployed to respect and promote human rights. This is paramount, given the array of human rights that can be at stake, as shown in Section 2, and the common portrayal of migrants as security threats instead of human beings with rights (Bircan and Korkmaz 2021). Among other human rights, AI predictive tools must ensure human dignity and autonomy, which can be achieved through human agency and oversight. Human agency implies that AI predictive tools should aid humanitarian actors in making better and more informed choices when managing migration flows, while human oversight helps to prevent or minimize the potential risks of AI predictive tools (European Commission, Directorate-General for Migration and Home Affairs 2021). Human oversight and control mechanisms must be put in place in AI predictive tools deployed in humanitarian contexts to reduce inaccurate predictions of migration flows (Humanitarian Data Science and Ethics Group 2020).



Specific ethical requirements include embedding user-centric design principles that meet the needs of humanitarian actors to ensure human oversight and control and to prevent end-user overconfidence in, or overreliance on, the AI predictive tool (Bircan and Korkmaz 2021). Likewise, end-users must be clearly informed about the AI predictive tool’s functionalities, capabilities, and limitations.



Human agency and oversight can only be achieved if end-users have the expertise, competence, and authority to exercise human control effectively (Article 29 Data Protection Working Party 2018). End-user expertise and competence can be improved by adopting a collaborative approach to involve end-users in the design and development of the AI predictive tool. This can ensure that user-centric design principles are embedded into the tool, thus fulfilling end-users’ needs, and allowing end-users to learn about the tool. Close collaboration between technical teams, NGOs, migration scholars, legal and ethical experts, end-users, and other stakeholders is also key to engage in discussions that enable the identification of legal and ethical risks, as well as mitigation measures to address them (Bircan and Korkmaz 2021). In this regard, the involvement of migrants is highly encouraged (Molnar 2019a). This participatory approach can provide developers with the adequate contextual knowledge and political, societal, and cultural sensitivities they may lack (Pizzi et al. 2021). Raising awareness of some unique features of a migration route or a country of origin can also improve fairness, e.g., this knowledge can help developers to spot that some populations are underrepresented in a given dataset, thus ultimately leading to potential biases (Pizzi et al. 2021). Another organizational measure that enhances human agency and oversight is delivering training sessions for end-users that enable their understanding of the AI predictive tool’s functionalities, capabilities, and limitations. This can also prevent end-user overconfidence in or overreliance on the tool, as well as automation bias (Skitka et al. 2000), among other issues. From a technical perspective, human agency is preserved by designing AI predictive tools as decision-support systems that aid humanitarian actors in their decision-making processes, so that end-users can make informed and improved decisions based on the outcomes provided by the tool jointly with any other information or evidence they may have. Lastly, embedding reporting mechanisms into the tool is highly encouraged to allow end-users to flag errors, potential biases, and system malfunctions, thereby enhancing the AI predictive tool and its outcomes.



Requirement 2: Technical robustness and safety. AI predictive tools must be robust, resilient, secure, safe, accurate, reliable, and reproducible. Technical robustness and resilience should be ensured to prevent intentional harm, such as malicious attacks, as well as unintentional harm. Therefore, the existence of potential security risks must be evaluated at the design, development, and deployment phases, and mitigation measures must be implemented in accordance with the severity and likelihood of the risks. AI predictive tools must also provide accurate results, and the consequences of inaccurate outcomes must be evaluated. A thorough evaluation is required when the results of the AI predictive tool can affect human lives (High-Level Expert Group on Artificial Intelligence 2019).



Given that the AI predictive tools in question are deployed in the humanitarian sector for migration management purposes, accuracy rates should be high because their outcomes can have a direct impact on vulnerable individuals and groups. Among other consequences, inaccurate predictions could lead to miscalculations in the provision of critical aid, inefficient allocation of resources, or poor decisions regarding migrant placement. From a security perspective, the integrity and resilience of the AI predictive tool against malicious attacks must be ensured, and a fallback plan must be designed and tested. Lastly, humanitarian actors need to trust the tool to effectively use it. Therefore, reliability is a key aspect to ensure that end-users employ the technology and that those affected by the outcomes of the AI predictive tool are accepting of it (Fournier-Tombs 2021).



Accuracy thresholds or benchmarks must be determined and technically implemented. Below such a threshold, predictions should not be displayed to end-users. Instead, end-users must be warned that a prediction could not be made due to a low accuracy rate. Additionally, accuracy rates should be properly communicated to end-users of the tool. In case of low or medium accuracy rates for a prediction, a warning must be issued to alert humanitarian actors to the poor accuracy of the prediction. Technical measures should also be implemented to measure the frequency of the tool’s inaccurate predictions. Accuracy must be monitored on an ongoing basis, and procedures to improve accuracy rates must be implemented and reported. Security measures to be put in place include: SSL certificates; authentication and authorization of user access; two-factor authentication; secured servers, firewalls, and regular updates of the software, among other measures. In addition, the AI predictive tool should also be regularly backed up off-site to ensure that in case of an attack or any other event, the system can be back online quickly, with minimal to no data loss.



Requirement 3: Privacy and data governance. The rights to privacy and to the protection of personal data must be preserved and promoted, given the potential risks that AI predictive tools pose to fundamental rights through the processing of personal data. In the humanitarian sector, this also entails risks related to consent in order to ensure the voluntary participation of vulnerable people, the adoption of robust anonymization procedures, and the effective implementation of mechanisms that allow individuals to exercise their data protection rights (Humanitarian Data Science and Ethics Group 2020).



The lack of high-quality data has been highlighted as a challenge in the deployment of AI tools in the humanitarian context (Beduschi 2022; Berditchevskaia et al. 2021; Pizzi et al. 2021). In this field, datasets containing information to forecast migration flows are heterogeneous (European Commission, Directorate-General for Migration and Home Affairs 2021) and the need for more reliable, timely, and comparable statistical data on migration flows has been pointed out by several authors (Beduschi 2021; Singleton 2016). The lack of high-quality data increases the risks that AI predictive tools can produce biased and incorrect results, which can ultimately lead to rights-infringing outcomes (Molnar 2019a).



Therefore, overreliance on existing data sources must be prevented (Beduschi 2021). Technical measures to ensure the quality and integrity of the data used for the predictive tool must be implemented. Oversight mechanisms must be put in place to mitigate the risks of using biased, inaccurate, or compromised datasets to ensure data quality and integrity. This can be achieved through regular quality checks of the external data sources fed into the tool. Regular checks should also be aimed at assessing the type and scope of the data in the datasets—in particular, to determine whether they contain personal data. This is particularly important because even when these AI predictive tools are fed with publicly available datasets that contain aggregated data, privacy-preserving mechanisms must be established, since personal data can be inferred from aggregated data (Wachter and Mittelstadt 2019). Lastly, non-authorized access to datasets can be prevented through authorization and authentication mechanisms.



When processing personal data, compliance with the provisions laid down by the General Data Protection Regulation (GDPR) must be ensured. This includes relying on a lawful basis for personal data processing (Article 6), abiding by the principles of lawfulness, fairness, and transparency; purpose limitation; data minimization; accuracy; storage limitation; integrity and confidentiality; and accountability (Article 5), and embedding the principles of data protection using design and data protection by default (Article 25), among other obligations.



The GDPR also requires conducting a data protection impact assessment (DPIA) before processing data when it “is likely to result in a high risk to the rights and freedoms of natural persons” (Article 35(1)). As Beduschi (2022) notes, even if there is no legal obligation to perform a DPIA, DPIAs are highly encouraged because they serve as a robust protection tool. Although DPIAs are conceived as ex ante mechanisms to detect potential data protection harms and to identify appropriate measures to address and mitigate them, their scope is not limited to data protection risks. Given that Article 35(1) GDPR refers to “the rights and freedoms,” the DPIA is not circumscribed to data protection, as it may also involve the assessment of other human rights, such as non-discrimination (Article 29 Data Protection Working Party 2017). As such, DPIA questionnaires could include questions that help determining whether and to what extent technical and organizational measures are implemented, thereby also enabling the identification of legal and ethical risks posed by the AI predictive tool and the provision of additional safeguards to mitigate such risks. In addition, DPIAs should be understood as an ongoing process (Article 29 Data Protection Working Party 2017) which would allow for a regular assessment of the inputs, outputs and the logic of the system, as new data can be collected and processed, potentially leading to new or higher risks.



Requirement 4: Transparency. Transparency encompasses three elements: (i) traceability, (ii) explainability, and (iii) open communication about the limitations of the AI system. For systems to be transparent, traceability measures must be implemented. Traceability implies that the datasets and the technology underlying the AI predictive tool should be documented. Given that traceability allows for the identification of the reasons behind the tool’s predictions, it enables explainability, which is the ability to explain the predictions made by the AI tool intelligibly. To this end, the rationale behind the tool’s prediction should be understood and traced by end-users.



Transparency and explainability in decision making within the humanitarian sector become key to build trust, to improve coordinated efficient responses, and to provide evidence-based decision making for targeting and prioritizing humanitarian assistance (Humanitarian Data Science and Ethics Group 2020). Therefore, explainability features should be implemented to provide explanations on how the predictions are made to foster humanitarian actors’ views that the AI predictive tool is reliable (European Commission, Directorate-General for Migration and Home Affairs 2021). Lastly, communication channels must be established to raise awareness of the capabilities and limitations of the AI predictive tool. Consequently, end-users must be informed in a clear and understandable manner about the tool’s purpose, capabilities, and limitations (European Commission, Directorate-General for Migration and Home Affairs 2021).



Technical measures to ensure traceability should be implemented. This may include documenting all methods used for designing, developing, testing, and validating the AI predictive tool and its outcomes. Explainability and interpretability can be improved by performing analysis control over training and testing data used to develop the AI predictive tool. In this regard, end-users must have access to understandable information regarding the reasoning and criteria behind the AI predictive tool’s outcomes. This information should be provided in clear and plain language, free from technical jargon, and should be visible and easily accessible. From an end-user’s perspective, it is also crucial to implement a reporting mechanism that allows end-users to provide feedback on the performance of the AI predictive tool. Lastly, organizational measures include training sessions for end-users that enable their understanding of the functionalities, capabilities, and limitations of the AI predictive tool.



Requirement 5: Diversity, non-discrimination, and fairness. Diversity, fairness, and non-discrimination requirements must be put into practice by implementing monitoring and mitigation measures to tackle both the risks related to the validity and quality of the humanitarian data in terms of its representativeness, completeness, and inclusiveness; and algorithmic biases that influence the tool’s predictions (Humanitarian Data Science and Ethics Group 2020). Systems developers should ensure that the tool uses accurate AI models and that the data is not biased against attributes such as nationality, race, gender, age, religion, and sexual orientation. Otherwise, the algorithm would perpetuate discriminatory trends (Beduschi 2022; European Commission, Directorate-General for Migration and Home Affairs 2021). Fairness can also be at stake due to the common lack of transparency of AI tools (Pasquale 2015) and the risk of automation bias (Skitka et al. 2000). This produces significant power imbalances between decision makers and migrants, which must be addressed (Beduschi 2021). As highlighted by Fournier-Tombs (2021), building trust is one of the key challenges in ensuring the adoption of AI predictive tools by humanitarian actors and the acceptance of those that can be affected by their outcomes. This difficulty can only be overcome if transparency and fairness are enhanced.



Diversity, non-discrimination, and fairness can be achieved with oversight mechanisms that identify, examine, address, and test biases in the datasets and in the model at the design and development phases. Oversight mechanisms must also be implemented to ensure that the datasets used are not incomplete, outdated, or otherwise inadequate. Engagement with stakeholders with diverse backgrounds in the design, development, and deployment phases must be sought to enhance diversity and fairness (Access Now 2018).



From a design perspective, the technology should be understandable and accessible to all end-users, regardless of their age, abilities, or characteristics. In this regard, the active collaboration of relevant stakeholders with diverse backgrounds and viewpoints at different stages of technological development is highly encouraged to avoid discrimination and the perpetuation of existing inequalities (Molnar 2019b; Bircan and Korkmaz 2021). Such a participatory approach involving NGOs, other humanitarian actors, and migrant communities helps to embed fairness into the system. As mentioned above, close collaboration with end-users and other stakeholders can also equip developers with adequate contextual knowledge (Pizzi et al. 2021), which could sensitize them to potential inherent biases that could unconsciously be introduced into the AI tool. Lastly, a reporting mechanism would also enhance fairness, since end-users could flag errors and potentially biased results. End-users would be more likely to use the AI predictive tool if such a reporting mechanism were in place as a key element to build trust.



Requirement 6: Societal and environmental well-being. AI predictive tools for migration management should aim at benefitting migrants and society at large. Such predictive tools should be needs-based instead of technology-based (Humanitarian Data Science and Ethics Group 2020). They must be designed to strive for fairness and to prevent individual and societal harms, as well as with sustainability and environmental friendliness in mind.



Therefore, the social and ecological impact of the AI system should be regularly assessed. In this regard, risks must be identified and their likelihood or severity assessed to ultimately provide effective mitigation measures with the potential to mitigate or at least minimize such risks.



The societal impact of the AI predictive tool should be evaluated, both at the individual and societal level, through an integrated impact assessment that covers human rights, ethical, and societal aspects—the so-called human rights, ethical, and social impact assessment (Mantelero 2018). As part of this integrated impact assessment, the effective implementation of the AI ethical principles can be evaluated according to the level of compliance with the requirements and measures presented in this section. Crucially, impact assessments must be carried out before the AI tool is deployed to enable the identification of risks and their corresponding mitigation measures without affecting individuals’ rights. After the deployment of the AI tool, regular impact assessments are encouraged to identify new risks, to keep track of the effectiveness of the mitigation measures already in place, and to provide additional measures, if needed.



Likewise, the ecological impact of the system should be evaluated throughout the system’s lifecycle, and measures to reduce such impact should be encouraged. Additionally, AI tools should be user-centric and designed in a way that it is usable and accessible to all end-users, regardless of their personal characteristics.



Requirement 7: Accountability. Accountability requires the implementation of technical and organizational measures to report the tool’s performance and to provide adequate and accessible remedies and redress. Such measures include the assessment of design processes, the AI predictive models, the datasets used, and the predictions, which allows for the auditability of the system. In this sense, auditability involves reporting the negative impacts of the system, identifying appropriate mitigation measures, and feeding them into the system. As mentioned above, these negative impacts can be identified and evaluated through comprehensive impact assessments that must be conducted regularly.



Technical measures must be embedded into the AI predictive tool to allow end-users to report potential vulnerabilities, risks, or biases. Other technical mechanisms that must be implemented include: (i) the authentication and authorization of components; (ii) the definition of users’ roles and privileges; and, (iii) logging mechanisms to record when, where, how, by whom, and for what purpose the tool was used. Accountability also involves providing explanations of the tool’s predictions so that humanitarian subjects can have the opportunity to challenge the tool’s outcomes and to seek redress through judicial or extra-judicial mechanisms.



To this end, legal responsibility and liability must be clearly established (Humanitarian Data Science and Ethics Group 2020). Lastly, the design and development of open-source AI predictive tools is highly encouraged, since the availability of the code source enables public scrutiny of the AI system, allowing any third-party to audit it.



Requirement 8: Awareness of misuse. The risk of misuse refers to potential uses of the tool for unintended purposes.



Particularly, in the humanitarian context, AI predictive tools can be misused for non-intended purposes, such as border control. Therefore, the potential misuse of the AI predictive tool must be considered at the design and development stages.



When designing and developing AI predictive tools for migration management, the risk of misuse must be anticipated, and technical measures must be put in place to minimize it. Technical measures include: (i) implementing authorization and authentication components; (ii) recording all logging activities; (iii) defining users’ roles; and (iv) clearly stating its humanitarian purpose and its scope of application in the terms of use of the AI tool.




6. Conclusions


Humanitarian actors are increasingly adopting AI predictive tools for migration management. Migration scholars and civil society actors have voiced concerns about the multiple risks arising from the use of such tools. However, these tools also provide opportunities for humanitarian actors in different situations, including preparedness, response, and recovery (Beduschi 2022). AI predictive tools can improve the decision-making capabilities of human actors; however, to reap its benefits, the risks must be addressed and mitigated to the greatest extent possible. Thus, embedding AI ethical principles into AI predictive tools for migration management becomes paramount. Embedding AI ethical principles into such tools requires the effective implementation of safeguards that mitigate the risks.



Current AI ethical guidelines present high-level ethical principles that are not action-guided, thus curbing their practical implementation. This paper aims at addressing the question of how to imbue AI ethical principles into the design, development, and deployment of AI predictive tools for migration management in the humanitarian field, with the ultimate goal of minimizing the legal and ethical risks they pose. To this end, eight ethical requirements are presented, with their corresponding organizational and technical measures to be implemented at the design, development, and deployment stages of AI predictive tools for humanitarian action with the aim of operationalizing AI ethical principles and mitigating risks. These safeguards can be used as observables to determine whether and to what extent AI ethical principles are implemented. The implementation status of the principles enables, in turn, the identification of risks posed by the AI predictive tool. This can lead to the provision of additional safeguards that serve as mitigation measures to address these risks, operationalizing the respective AI ethical principle.



This paper is a first attempt to put AI ethical principles into practice in AI predictive tools for migration management in humanitarian action. It provides a starting point for the discussion on how the effective operationalization of AI ethical principles can be achieved. Embedding AI ethical principles in these tools is paramount, as the safeguards required to be implemented aim at reaping the benefits of this technology for humanitarian action while minimizing its risks.
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Figure 1. Steps for operationalizing AI ethical principles. 
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Table 1. AI ethical principles and the respective general AI ethical requirements.
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	AI Ethical Principles
	General AI Ethical Requirements





	Human autonomy
	Requirement 1: Human agency and oversight



	Prevention of harms
	Requirement 2: Technical robustness and safety

Requirement 3: Privacy and data governance

Requirement 6: Societal and environmental well-being



	Fairness
	Requirement 5: Diversity, non-discrimination and fairness

Requirement 6: Societal and environmental well-being

Requirement 7: Accountability



	Transparency/explicability
	Requirement 4: Transparency
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