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Abstract

:

The increase in the use of the Internet, strongly boosted by the spread of COVID-19, has amplified the risk of involvement in cyberbullying and online grooming among minors. To date, most research on these phenomena has focused on middle and high school students, with fewer studies on younger children. The present study aims to fill this knowledge gap by measuring the spread of cyberbullying and online grooming in a sample of 410 primary school students in the city of Rome and by identifying the main individual and environmental predictors associated with the involvement of children in these phenomena using factor analysis. Results indicate that both cyberbullying and online grooming are widespread among respondents, showing common traits within the four latent dimensions identified. Screen time is among the main predictors of children’s involvement, together with parental supervision, phubbing behaviours, prosocial tendencies and family socio-economic background. These findings highlight the need for further studies on representative samples of this age group, as well as for a greater cooperative effort among schools, parents and caregivers to keep children safe in the virtual world.
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1. Introduction


The shift from the offline world to the virtual sphere has faced an unpredictable acceleration over the last few years. The physical distancing experienced by most of the worldwide population to limit the spread of COVID-19, together with the increasing availability of digital devices, has made the Internet even more pervasive in everyone’s lives, especially for the youngest population. During the closure of most schools and with distance teaching, the Internet has played a crucial role in children’s lives as it was the only possible way to keep on studying and to maintain any kind of extra domestic relationship. In Italy, according to the Italian National Institute of Statistics (ISTAT), between 2019 and 2021, the percentage of children aged between 6 and 10 using the Internet has increased from 62.5% to 89.1%, with significant growth of almost 30% of Internet daily users [1]. This unprecedented use of digital devices among children, often without sufficient parental supervision, has magnified the risks arising from exposure to cyberspace [2,3]. Even though nowadays children become familiar with digital devices at a very early age, they often lack the skills and the cognitive abilities to recognise dangerous content and non-authoritative sources. According to the finding of a study coordinated by the Joint Research Centre of the European Commission, with data from eleven European countries collected between June and August 2020, Italy was among the highest ranked in terms of increase in cyberbullying victimisation rates and in the exposure of children to gory or violent content during the COVID-19 spring lockdown [4]. For this reason, in recent years, research interest in cyberbullying is growing and studies attempting to measure its spread [3,5], to identify the main risk and protective factors [6,7,8] and to study its psychophysical consequences compared to those of traditional bullying [9,10] have proliferated. However, the different definitions adopted by researchers and, consequently, the variety of measurement tools and research methodologies employed have often led to inconsistent results.



The scientific debate on the definition of cyberbullying is still open between those who consider it the virtual version of traditional bullying [11] and those who instead look at it as a completely distinct phenomenon, due to the peculiar characteristics of the virtual world [12]. Starting from the definition of traditional bullying that includes “aggressive, intentional acts carried out by a group or an individual repeatedly and overtime against a victim who cannot easily defend him or herself” [13], we can identify its main elements as follows: the intent to harm, the repetition, and the imbalance of power between the victim and the perpetrator [14]. However, these characteristics do not apply to cyberbullying in the same way, as the virtual sphere has different potentialities. To date, a widely accepted definition of cyberbullying is the one that describes it as “using information and communication technologies (ICT) to repeatedly and intentionally harm, harass, hurt and/or embarrass a target” [15]. First of all, the characteristic that distinguishes cyberbullying from bullying is the concept of repetition, which, in the virtual world, depends not only on the length of time during which texts, images or videos remain online but also on how many users they reach. In fact, web content can become viral if shared on social media platforms by popular profiles and its deletion can be very difficult. Secondly, the imbalance of power may exist in the availability of technologies, but it is minimised by the possibility of anonymity. This latter element encourages those perpetrators who would not adopt the same abusive behaviours in offline interactions, together with a lower perception of potential repercussions and punishment, and leads to the so-called online disinhibition effect [16,17]. For this reason, cyberspace offers more chances for overlapping between the roles of victims and actors than in the face-to-face sphere, as the Internet can be the perfect channel to take revenge for any abuse suffered offline. Thus, a focus on the bully–victim role is crucial in the analysis of the cyberbullying phenomenon. Indeed, children and adolescents belonging to this dual category are the most at risk of vulnerability since they are the most rejected by peers, suffering double negative consequences [18,19,20]. Finally, according to a large body of literature about the cyberbullying impacts, the potentially infinite audience and the anonymity of the virtual sphere make this phenomenon more harmful than traditional bullying in terms of consequences, including higher levels of depression, stress, anxiety, suicidal ideas and attempts, self-harm and worse physical health [21,22,23,24,25,26,27].



To better understand the complexity of the phenomena under observation, the adoption of a socio-ecological approach [28] is needed because it allows us to consider all the relevant factors related to both the individual sphere (such as sex, age, time spent in front of a screen, prosociality and perceived emotions) and the social context (socio-economic context, school climate, parental education and parental employment status) [29]. Concerning the gender differences in cyberbullying involvement, the results of the scientific literature are quite inconsistent: some studies have found that the prevalence rates of cyber victimisation are higher among girls than among boys [30,31,32], others suggest that boys have a higher probability of being perpetrators [33,34,35,36,37], while most of the studies have not found any significant correlation between gender and the prevalence rates of cyberbullying [38,39]. In a similar way, the relationship between the involvement in cyberbullying and sport practice, which has been investigated only by a few studies, shows inconclusive results. Although some studies have found that physical activity has a protective role in both cyber victimization and perpetration due to its positive effects on psychological well-being and self-esteem [40], others have not found any significant relationship between the phenomena [41,42,43]. In this regard, other studies reveal that in the absence of a specific teaching approach, sport practice does not protect young people from social conditioning or exclusion [44]. Moreover, exposure to violent video games has also been taken into account in several studies with ambivalent results. Many of these studies have found positive significant associations between prolonged exposure to video games with violent content and cyberbullying involvement [45,46,47], while others have not found meaningful correlations [48].



According to recent literature reviews, the main predictors associated with cyber victimisation are as follows: high levels of time spent online, scarce empathy and prosociality, low self-esteem, high levels of anxiety and loneliness, traditional bullying victimisation, low socio-economic status, scarce parental supervision on children’s online activities and negative school climate [49]. On the other hand, the main predictive factors of cyber perpetration are high levels of time spent online, low self-esteem, scarce empathy and prosociality, tendency to aggressive behaviours, high levels of anger, traditional bullying victimisation, peer rejection, scarce parental supervision on children’s online activities and negative school climate [7,8]. Thus, as the literature review shows, predictors of cyberbullying victimization and perpetration often overlap in identifying highly vulnerable groups, which should be the primary target of the intervention programs supporting youth well-being.



Along with the increase in cyberbullying, another dangerous consequence of the rise in the use of the Internet among children is the increasing risk of online grooming perpetrated by adult strangers. In Italy, this phenomenon has reached its highest levels during the last two years, particularly involving children under the age of 13 [50]. The considerable boost in complaints of child pornography and grooming that has been recorded is probably linked to the efficacy of the numerous awareness and information campaigns implemented regarding these issues, even if the real prevalence of this phenomenon is still unknown. The term “online grooming”, used for the first time by Salter [51], refers to a manipulative process in which the groomer, using online platforms, builds up a trusting and emotional relationship with a minor with the purpose of sexual abuse or exploitation. In recent years, due to the unprecedented rise in Internet use among children and adolescents mentioned above, this phenomenon has become a growing problem and studies on the main risk factors are proliferating [52,53,54]. As is widely reported by the literature, family support, especially in terms of parental monitoring of minors’ online activities, is a strong deterrent to involvement in this dangerous process, while time spent on the Internet increases the risk of victimisation [55,56,57].



Although most studies on cyberbullying and online grooming have been conducted on middle and high school students [8,54,58], the age of people involved in these phenomena is progressively decreasing [4]. For this reason, research on the spread of cyberbullying and online grooming among primary school children has become ever more urgent, considering also that involvement in these phenomena at an early age represents a serious risk of victimisation during adolescence and adulthood [59,60]. Furthermore, a deeper understanding of these phenomena through the collection of reliable data can allow policymakers to design and implement effective prevention programs for children’s online safety.



The present study, which is based on a survey carried out in Rome on primary school children, fits into this framework with the main purposes of assessing the spread of cyberbullying and online grooming among primary school students and identifying the main individual and environmental predictors associated with the involvement of children in these phenomena. Detecting the main predictive factors of children’s involvement in cyberbullying and online grooming allows us to confirm or reject the findings of the scientific literature mainly based on a sample of adolescents and pre-adolescents representing a crucial point for the implementation of preventive intervention programs.



Starting from the main findings of the scientific literature reviewed above, we formulate the following hypothesises:



H1. 

The involvement of children in cyberbullying increases as their age increases.





H2. 

Children most at risk of involvement in both cyberbullying perpetration and victimisation are those with high levels of screen time, low socio-economic family backgrounds, living in more disadvantaged social contexts, with scarce parental supervision on their online activities, along with those who prefer videogames with violent content, and children with scarce relational competencies and high levels of emotional discomfort.





H3. 

Children more at risk of involvement in online grooming victimisation are those with the highest level of screen time, high levels of emotional discomfort, low parental monitoring of their online activities, and those who belong to the most vulnerable categories from a socio-economic point of view.





H4. 

Sport practice is not a significant variable for the involvement in these phenomena.






2. Materials and Methods


2.1. Data Collection and Sample


This study shows the results of a survey carried out in Rome during the Spring of 2021, between April and May, on 410 children attending the last three years of primary school, aged 8–11. Eight primary schools, four located in the 6th district and the other four in the 8th districts 1, were involved in the study. The choice of these two territories, which differ in their socio-economic characteristics, allows the formulation of hypotheses that can be extended to other similar contexts and to verify the influence of the socioeconomic context on online behaviours. In particular, the 6th district of Rome, which is the most populated and the youngest in terms of demographic structure, is characterised by high levels of poverty from a socio-economic point of view, while the 8th district is less populated, the oldest of the city, and with better socio-economic conditions [61]. For each selected school, 3 classes—third, fourth and fifth grade—were randomly selected with cluster sampling to obtain a two-stage stratified sample with stratification of the first-stage units (schools) and random selection of the second-stage units (classes of students). Therefore, the sample is probabilistic and representative of the two involved districts, while it cannot be considered representative of the national territory. Interviews were conducted using a structured paper questionnaire with the assistance of two researchers in order to collect data as reliable as possible. In fact, the physical presence of researchers within the classrooms and their constant assistance to the participants ensured a better understanding of the questions among respondents, but it also minimised the interference of teachers and the school environment. Furthermore, due to the young age of the respondents, special attention was paid to the formulation of the questions and also to the type and the size of the font in designing the paper questionnaire. The main obstacle to the implementation of the survey was the physical access to the schools since the administration phase was carried out during the spread of the COVID-19 pandemic. However, it was overcome thanks to the awareness of the school administrations that recognised the importance and the urgency of the research.



In total, 410 children were interviewed. Of these, 46.3% (190) were females and 53.7% (220) were males, 35.4% (145) were attending the 3rd grade, 31.7% (130) the 4th grade and 32.9% (135) the 5th grade. Among the respondents, 86.1% (342) have parents with Italian citizenship, while 13.9% (55) have at least a parent with foreign citizenship (8.3% (33) have both foreign parents). Furthermore, 47.6% (195) attended a school located in the 6th district, while 52.4% (215) were in the 8th district. The questionnaire consists of 42 questions covering the following main topics: cyberbullying perpetration and victimisation, online grooming victimisation, time spent in front of a screen (screen time), quantity and quality of social interaction among peers, adherence to gender roles, emotional well-being and prosociality. Attached to the request for the consent, a short questionnaire on socio-demographic information about the respondents’ families was administered to each parent. In this way, we collected data about the number of family members, the number of cohabiting and non-cohabiting brothers and sisters of respondents, and also the citizenship, marital status, educational qualification, and employment status of their parents. These socio-demographic forms were associated with the children’s questionnaires through a numeric code, in order to guarantee the anonymity of the collected data.




2.2. Materials


To study cyberbullying victimisation, we included in the questionnaire a multiple-response question about actions suffered online during the year prior to the survey. It comprised the following list of actions: being insulted or mocked, being threatened, being excluded, being incited to injure themselves, and being a victim of the sharing of personal photos or videos without consent. In a similar way, to examine online grooming victimisation, respondents were asked if they had suffered at least one of the following online actions performed by adult strangers: receiving compliments, gifts offer, photos or videos, questions about their clothing, requests for personal photos or videos and requests for face-to-face meetings. Finally, to investigate cyberbullying perpetration, the same technique has been used and the multiple-response question included the following list of actions carried out online during the year prior to the survey: venting anger online, insulting someone, teasing someone, stimulating online quarrels, threatening someone, excluding someone from a group, sharing photos or videos of other people without their consent, inciting someone to injure him/herself. To assess the prevalence rates of these phenomena, we defined victims or actors of cyberbullying as those children who had suffered or carried out at least one of the proposed actions. In the same way, children who had suffered at least one of the proposed online grooming actions were defined as victims of online grooming.



To better understand the complex and multidimensional phenomena of cyberbullying and online grooming among children, other specific variables concerning the socio-economic family background in terms of parental educational level and employment status were also taken into account. The parental educational level indicator was built starting from the parents’ educational qualification collected through the family consent form filled out by the parents. Considering, simultaneously, the answers of both parents, these were synthesised in the indicator, identifying 2 levels of parental education: medium–low and medium–high. In the same way, the parental employment status indicator was built through a question about current employment situations. The outcome of the recording process was a 2-level employment status indicator: medium–low and medium–high.



To measure the time spent in front of a screen, two indicators were built starting from the time spent playing video games and that spent using social media and applications. The frequency of exposure was detected in days per week and hours per day. The outcomes of the recording process were the two screen-time indicators, one on videogames and one on social media and applications, which identify four levels of screen time: absent, low, medium and high. Respondents with high levels of screen time, or children spending at least two hours per day on videogames, social media and applications, were considered hyper-connected children.



With the aim to collect data about parental awareness of children’s online activities, respondents were asked if their parents knew the videogames, social media and applications that they commonly use. The results of the recording process are two indicators, one on the parental awareness about videogames and one on the parental awareness about social media and applications used by respondents, which identify the presence or absence of parental monitoring of children’s online activities.



Another indicator related to Internet addiction concerns the discomfort associated with the impossibility of using digital devices for a week; respondents were asked to indicate their potential reaction among the following list: anxiety, sadness, boredom, calm, isolation, and indifference. The collected answers were dichotomised between the presence and absence of discomfort.



To study the phenomenon of phubbing, which is literally the act of snubbing someone in a social environment by concentrating on one’s phone instead of talking to the person directly [62], children were asked to indicate how often they prefer to use their devices instead of enjoying the presence of other people on 4-point scales from “never” to “always”. The collected answers were dichotomised during the recording process between never/sometimes and often/always.



Finally, the present study also considered the prosociality of children, which is the tendency to adopt helping behaviours towards others without external rewards [63]. In this case, a specific indicator was built starting from the results of three questions about the utility of understanding the other’s feelings, the way to compliment a friend, and the way to understand how a friend feels. For each of these questions, respondents had four possible answers linked to the presence of prosocial tendencies, a neutral behaviour, a self-centred tendency, and indifference. Synthetising the scores, a single indicator was built with 3 levels of the tendency to adopt prosocial behaviours: low, medium, and high.



To study the emotional well-being of the respondents, a question about the frequency of the perception of specific negative primary emotions was included in the questionnaire. The emotions proposed were anger, sadness, loneliness, fear and anxiety. Respondents were asked to indicate the frequency in the perception of all the above emotions on a 4-point scale from “never” to “always”. The collected answers were dichotomised during the recording process between never/sometimes and often/always.




2.3. Data Analysis


The data analysis was carried out following two steps: a bivariate analysis and a factor analysis. The process started from a bivariate statistical analysis carried out using SPSS software (version 26 server) (IBM, Chicago, IL, USA) [64] to measure the prevalence rates of cyberbullying victimisation and perpetration and the online grooming victimisation among children, and also to explore the relationships between these phenomena and screen time. A second step concerned the implementation of the factor analysis technique using R software [65], with the aim of studying the latent dimensions of the phenomena covered by the survey and investigating the relationships between them and other individual and environmental variables to identify the main predictive factors associated with the involvement of children in cyberbullying and online grooming.



Factor Analysis


The factor analysis technique was implemented by using R software with the aim of studying cyberbullying and online grooming among children and identifying the latent dimensions of the data collected. The resulting factors can be considered as a set of indicators that allows us to explore the relationships between the phenomena and other individual and environmental variables starting from the main findings of the scientific literature reviewed above. This phase of data analysis started with the imputation of the missing values. In particular, Multivariate Imputation by Chained Equations [66,67,68] was used; the choice was made mainly due to two important reasons. On the one hand, mice imputation creates multiple imputations for multivariate missing data: in this way, it is possible to take into account the uncertainty due to missingness; in our analysis, for each missing value, we let the number of imputations be equal to 5 and then, in order to build the final imputed dataset, we kept the value that was the most frequent among those 5 imputed. On the other hand, mice imputation allows us to take into account most of the available information: indeed, it imputes every missing value in each specific column by using a separate model, which includes all the other variables in the dataset as covariates.



To carry out the factor analysis, we, firstly, selected the variables of interest: variables related to cyberbullying victimisation and perpetration, those related to online grooming victimisation perpetrated by adult strangers, and also the two indicators concerning the screen time on videogames and the screen time on social media and applications. Then, since those variables are either binary or categorical, we computed the polychoric correlation between each pair of variables using the hetcor function in the polychor R package [69,70], which allows us to compute correlations for these kinds of data.



By using the Kaiser–Meyer–Olkin and Bartlett’s tests (functions KMO and cortest.bartlett in the psych R package [71,72], we realized that factor analysis is well suited for our data. Indeed, the Kaiser–Meyer–Olkin tests returned an overall value of Measure of Sampling Adequacy (MSA) above 0.7, meaning that the variables are adequate for factor analysis [73]; moreover, Bartlett’s test result was significant, meaning that the correlation matrix has significant correlations among at least some of the variables in a dataset, a prerequisite for factor analysis to work. Given that factor analysis is well suited for our data, we implemented factor analysis (function factanal in the stats R package) [74], by letting the number of factors range in [2,10]. In this way, by using the scree plot (number of factors vs. resulting eigenvalue) and the elbow method, we realized that the optimal number of factors is seven; although, a better interpretation of the results is reached by using only four factors, which still achieve good performance in terms of explained variance. As Figure 1 shows, the elbow is observed when the number of factors is 7. However, by analysing the factor loadings, we observed that the results obtained by choosing 4 factors provide a deeper and better interpretation. In this way, the small loss in explained variance (from 86% to 76%) is fully compensated by the gain in statistical and sociological interpretability.



Once the factor analysis has been implemented, factor scores were studied in order to fully identify the four latent dimensions. To better understand what the four factors describe, we, firstly, considered the factor loadings to study to what extent each variable contributes to defining each factor. Moreover, we also considered additional individual and environmental variables, which will be listed in Section 3.2. By using these variables, we implemented two different analyses driven by two different motivations: on the one hand, to study how the distribution of factors’ scores changes according to the variables, we carried out the analysis of the variance (ANOVA). The ANOVA allowed us to study how the factor scores are distributed with respect to the structural, individual, and environmental variables. Among the most significant results, we will recall only some of them for each of the factor’s distribution in Section 3. On the other hand, to compare differences in relevant statistics of central tendency, we computed the summary statistics (i.e., mean, median, min, max, range) of each factor. In the present study, we will show only the mean scores for an easier presentation of the results. We highlight that, in order to make a comparison among the factor scores and to obtain a measure easier to understand at the individual level, the range was converted on a scale between 0 and 100; the value calculated for each child represents the individual measure of the latent dimension. Therefore, the average value of each factor represents the average of the individual measures. In this way, it is possible to calculate the average value of each latent factor within subgroups, identifying the characteristics of the respondents with higher scores. A detailed description of the four obtained factors, which considers the factor loadings and the mean scores per subgroups of categorical variables, is given in Section 3.






3. Results


3.1. Bivariate Analysis


Figure 2 shows the prevalence rates of cyberbullying among respondents, identifying cyberbullying victims, cyberbullying perpetrators and online-grooming victims. About three out of ten children have been actors of at least one cyberbullying action during the year prior to the survey without significant differences between boys and girls, while two out of ten respondents have been victims of at least one of these actions, especially boys. The online grooming perpetrated by adult strangers affected more than one in ten children during the year prior to the survey, with no significant differences between girls and boys.



To investigate the relationship between the involvement in both cyberbullying and online grooming and the time spent in front of a screen, it is important to look at the sample distribution among the levels of the indicators of screen time playing videogames and using social media and applications. According to the indicator of screen time on videogames, only 6.6% of children do not use videogames (9.6% of girls and 4.1% of boys), 37.1% shows a low level of screen time (45.7% of girls and 29.7% of boys), 30.0% a medium level (30.3% of girls and 29.7% of boys) and the remaining 26.3% of the sample shows a high level of screen time on videogames with a significant prevalence of boys (36.5% and 14.4% of girls). Concerning the screen time indicator on social media and applications, 15.7% of respondents do not use these platforms (14.3% of girls and 17.0 of boys), while 35.1% shows a low level of screen time (37.6% of girls and 33.0% of boys), 29.7% a medium level (32.8% of girls and 27.1% of boys) and the remaining 19.4% shows a high level of screen time on social media and applications (15.3% of girls and 22.9% of boys). As mentioned before, respondents with a high level of screen time were considered hyper-connected. Among these hyper-connected children, results show the highest percentages of involvement in cyberbullying as victims (36.4% and 38.0%) and actors (38.3% and 43.0%), as well as in online grooming as victims (21.5% and 24.1%).




3.2. Factor Analysis


In this paragraph, the four factors obtained through the factor analysis will be described considering the contribution of each variable to each factor (Table 1). Furthermore, the mean scores of the factors will be analysed in relation to the following structural variables: sex, grade, district, parental education, parental employment status and parental citizenship. Lastly, the mean scores related to the following variables and indicators will also be analysed: parental supervision of videogames, parental supervision on social media and applications, phubbing behaviours, the enjoinment in attending school, peer interaction, discomfort associated with the impossibility of using digital devices, prosociality, violent videogames, sport practice and negative emotions.



Factor 1: Hyperconnection and online grooming victimisation. As mentioned in the methodology, to better understand to what extent each variable has contributed to the definition of this latent dimension, we have considered the factor loadings related to all the input variables (Table 1). In this case, those related to screen time on videogames and on social media and applications showed the highest scores, as well as the loadings related to the following three variables regarding online grooming victimisation: receiving photos or videos from adult strangers, sending photos or videos to adult strangers, and receiving a request for a face-to-face meeting from adult strangers. As Table 2 shows, the mean score of this first factor is 50.29 and higher scores were recorded among boys compared to girls and in older children. Looking at the other structural variables, the data show slightly higher scores among children with Italian parents, with a medium–low parental educational level and a medium–low parental employment status. Furthermore, the analysis of other relevant variables and indicators shows that the children most involved in this phenomenon are those with scarce parental supervision on their online activities, especially on those related to social media and applications; those who prefer violent videogames; those with a higher tendency to adopt phubbing behaviours and to argue with friends; those who do not enjoy attending school; those who would feel discomfort without the possibility of using digital devices for a week; those with low and medium levels of prosociality; and those with higher frequency in the perception of anger and sadness (Table 3). These results are in line with the analysis carried out by using the ANOVA model. For example, we realized that there is a statistically significant difference in average factor scores (p < 0.01) according to gender. In particular, on average, the factor score for males is 0.18 higher than the one for females. Moreover, a statistically significance difference in the average factor scores is due to the children’s ages. Indeed, on average, the factor score of the children in the 5th grade is 0.18 higher than the one for those in the 3rd grade (p < 0.05), and the factor score of children in the 4th grade is 0.13 higher than the one for younger children (p < 0.1).



Factor 2: Direct cyberbullying perpetration and victimisation and online grooming victimisation. Looking at the factor loadings of each input variable, we can highlight that those related to the cyberbullying direct actions of sharing photos or videos without consent, excluding someone from a group and insulting or teasing someone, are the highest, as well as the loadings related to the variable “being insulted or mocked” and “receiving gifts offers by adult strangers”. As Table 2 shows, the mean score of this second factor is 51.65 and higher scores were recorded among boys compared to girls. Looking at the other structural variables, the data show slightly higher scores among children with Italian parents, attending schools located in the 8th district, with a medium–low parental educational level and medium–low parental employment status. Furthermore, the analysis of the other relevant variables and indicators shows that children most involved in this phenomenon are those with no parental supervision on their online activities, especially on those related to social media and applications; those who prefer violent videogames; those with a higher tendency to adopt phubbing behaviours and to argue with friends; those who do not enjoy attending school; those who would feel discomfort if prevented from the use of digital devices for a week; and those with a low level of prosociality; and those with higher frequency in the perception of anger and anxiety (Table 3). These results are in line with the analysis carried out by using the ANOVA model. For example, there exist statistically significant differences according to gender and to the attitude of playing violent videogames. Notably, a statistically significant difference in the average factor scores (p < 0.05) according to gender is observed. In particular, on average, the factor score for males is 0.1 higher than the one for females. Moreover, the child who does not prefer violent videogames has on average a factor score 0.17 lower than the one for the children who prefer violent videogames (p < 0.01).



Factor 3: Indirect cyberbullying victimisation and perpetration and online grooming victimisation. In this case, the highest factor loadings are those related to the cyberbullying indirect action of social exclusion (both suffered and carried out), to the action of venting anger online, and also the one related to the online grooming variable of receiving compliments from adult strangers (Table 1). As Table 2 shows, the mean score of this third factor is 56.92 and higher scores are observed among boys compared to girls and among older respondents. Looking at the other structural variables, in this case, the data also show slightly higher scores among children attending schools located in the 8th district, with a medium–low parental educational level and a medium–low parental employment status, with no difference in relation to parental citizenship. Furthermore, the analysis of the other relevant variables and indicators shows that children most involved in this phenomenon are those with no parental supervision on their online activities, both in relation to videogames and to social media and applications; those who prefer violent videogames; those with a higher tendency to adopt phubbing behaviours and to argue with friends; those who do not enjoy attending school; those who would feel discomfort without the possibility of using digital devices for a week; those with a low level of prosociality; those who practice sport; and those with higher frequency in the perception of anger and loneliness (Table 3). These results are in line with the analysis carried out by using the ANOVA model. For example, a significant difference in the factor distribution is observed. Indeed, on average, children who always or often feel angry have a factor score 0.37 higher than those who do not or rarely feel angry (p < 0.01).



Factor 4: Cyberbullying perpetration. According to the factor loadings of each variable, this latent dimension mainly describes cyberbullying perpetration. Indeed, the highest scores are those related to the cyberbullying actions of insulting, teasing and threatening someone (Table 1). As Table 2 shows, the mean score of this fourth factor is 35.87 with little differences related to sex, age, parental citizenship and school district. Looking at the other structural variables, in this case, the data show slightly higher scores among children with a medium–low parental educational level and a medium–low parental employment status. Furthermore, the analysis of the other relevant variables and indicators shows that children most involved in this phenomenon are those with lower parental supervision on their online activities, both in relation to videogames and to social media and applications; those who prefer violent videogames; those with a higher tendency to adopt phubbing behaviours and to argue with friends; those with high levels of prosociality; those who do not enjoy attending school; those who would feel discomfort without the possibility of using digital devices for a week; and those who practice sport. In relation to the perception of negative emotions, higher scores were found with higher frequency in the perception of anger, and with lower frequency in the perception of fear and loneliness (Table 3). These results are in line with the analysis carried out by using the ANOVA model. For example, the factor score is on average 0.09 higher in children who often or always feel angry than in those who do not or rarely do (p < 0.05), while it is on average 0.14 lower in children who often or always feel alone than in those who do not (p < 0.01).





4. Discussion


The results of the bivariate analysis on cyberbullying revealed that both perpetration and victimisation are widespread among the respondents, involving, respectively, three and two out of ten children. However, this finding cannot be easily compared with official statistics, since, as we mentioned in the introduction paragraph, most of the quantitative studies assessing the prevalence rates of cyberbullying perpetration and victimisation have been carried out on middle and high school students. Furthermore, according to a recent review of studies with a representative population sample, due to the different measurement tools used, the prevalence of cyberbullying victimization and perpetration in the European Union ranged between 2.8 and 31.5% and between 3.0 and 30.6%, respectively [75]. Concerning online grooming, whose prevalence rate ranges between 9% and 19% [76], more than one out of ten children were involved in these episodes during the year prior to the survey without any significant difference between boys and girls. Indeed, if among adolescents the risk of involvement in this phenomenon is higher for girls [77,78], among children under the age of 13 this gender difference is less significant [50].



Regarding gender differences in cyberbullying involvement, the hypotheses were set due to the inconsistencies in the scientific literature about its influence on the phenomenon. As the results show, in cyberbullying perpetration, there are no relevant differences between girls and boys, while the prevalence rate of cyberbullying victimisation is higher among boys than among girls. In this regard, we hypothesise that boys were more likely to be victims since they were more exposed to the Internet, showing higher levels of screen time than girls, both on social media and applications and on videogames. In fact, looking at the results of the bivariate analysis, among hyperconnected children, the share of actors and victims of cyberbullying and of online grooming victims is considerably higher than among children with lower levels of screen time. This result is in line with the findings of several studies and our hypothesis (H2 and H3), which include the high level of technology exposure among the main risk factors for the involvement in cyberbullying and online grooming [7,8].



For this reason, we chose to use the screen time indicators, alongside the variables on cyberbullying and online grooming episodes, to carry out the factor analysis and detect the latent dimensions of these phenomena. The four factors obtained identify, respectively, four different dimensions, as follows: the dimension of hyperconnection and online grooming victimisation, the dimension of direct forms of cyberbullying (both suffered and perpetrated) and of online grooming victimisation, the dimension of indirect forms of cyberbullying (both suffered and perpetrated) and of online grooming victimisation, and the dimension of cyberbullying perpetration.



The analysis of the factor scores by subgroups shows that most of the hypotheses, which were formulated starting from the findings in the scientific literature, have been validated (H1, H2 and H3). Indeed, there are recurrent characteristics that are transversal to the four factors, suggesting that cyberbullying victimisation and perpetration and online grooming victimisation have common traits. Thus, higher scores were recorded among older children (H1) with low levels of parental education and low parental employment status, as well as among respondents with scarce parental supervision of their online activities. Furthermore, the risk of involvement increases among children with a higher tendency to adopt phubbing behaviours and to argue with friends, among respondents who do not enjoy attending school and who would feel discomfort with the impossibility of using digital devices for a week, and among children with low levels of prosociality (except for the fourth factor where children involved showed a high level of prosociality).



Moreover, as was hypothesised (H4), sport practice is not a predictor of children’s involvement in these phenomena. This result confirms the findings of other studies that we have carried out in recent years, which shows that the idea that playing sport is always a protective factor for youth behaviours is a stereotype.



However, the hypothesis that a disadvantaged socio-economic context was a predictor for greater involvement in both cyberbullying and online grooming, which was part of the H2 and H3 hypotheses, has been falsified. In fact, the results show that the differences between the 8th and 6th districts, which are, respectively, an urban and a suburban area of Rome, are quite inconsistent. In this regard, there are some studies on the relationships between bullying and cyberbullying prevalence and the kind of geographical areas reporting higher rates of cyberbullying in urban areas and higher rates of bullying in suburban areas [79,80,81,82]. These different trends are usually attributed to the greater availability of digital devices and Internet access in urban areas. However, in our study, we did not find significant variations among children of the two districts in terms of screen time and availability of digital devices. To better understand these trends, further studies carried out on representative samples are needed.



Finally, as we hypothesised (H2 and H3), the emotional discomfort of children was also a predictor of involvement in these phenomena. Furthermore, the negative emotion perceived turned out to be the discriminating characteristic among the different dimensions identified with the factor analysis. In fact, the high frequency of anger was a common trait among all the factors; however, the dimension of cyberbullying perpetration, detected by the fourth factor, was characterised by low levels of loneliness and fear, in contrast with the other factors that identify simultaneously the dimensions of perpetration and victimisation. In this sense, it can be hypothesised that these children could have a leading role within their group of peers associated with aggressive behaviours that reinforce their need for control and domain.




5. Conclusions


The main contribution of the present study to the scientific literature is inherent to its quantitative and statistically representative nature—at a local level. Attitudes and behaviours of children are often analysed through qualitative tools and among small groups. Indeed, research using representative samples of this age group can give rise not only to high levels of complexity due to the young age of the respondents but also to the sensitivity of the topics of cyberbullying and online grooming, which is of utmost importance today. In our case, the methodologies and materials adopted, as well as the operationalisation phase, were crucial elements for the success of the study.



The complex research design involved an intense scouting activity with the primary schools, which was aimed at raising awareness about the importance of the research objectives. Although the research was carried out during the pandemic, facing strong restrictions to face-to-face contacts, the effectiveness of the scouting phase allowed the survey to be conducted within the classrooms and in the presence of two researchers, including the project coordinator, in order to guarantee the highest reliability of the collected data.



The need to measure and monitor the behaviour of primary school children through the quantitative method can no longer be postponed. The phenomenon of relational deviance concerns children more and more at a young age, and is amplified during growth. This is especially true looking at the problems that feed on the Internet, whose consumption, as demonstrated, increases with age. Furthermore, the physical distancing that occurred because of the spread of COVID-19 increased screen time, and therefore hyperconnection, intensifying the spread of the phenomena analysed by this study. The sudden growth in Internet use has also found both educators and families unprepared, especially in terms of knowledge of the control tools that can protect kids online.



The results of this study show a great prevalence of cyberbullying among children, especially among respondents with a high level of screen time. For this reason, it is important to monitor the trend towards social isolation and the use of cyberspace as the only means to interact with other people.



Furthermore, it is important to mention one of the distinctive elements of cyberbullying, which is the dual category of actor–victim. As the results of the factor analysis show, the dimensions of perpetration and victimisation often coexist in the same subjects, representing a further element of complexity in the recognition of the phenomenon by educators and parents.



Concerning online grooming victimisation, the relationship with the virtual world is highly dangerous, especially for children who do not have parental supervision on their online activities. In this case, the time spent in front of a screen, both on videogames and social media and applications, is the main predictor for the involvement of kids in online grooming.



These results confirm the need for further studies on this age group, and also for shared research tools and reliable indicators. This could be crucial to overcome the information gap on childhood behaviours, as well as to allow the standardisation of epistemological and methodological approaches. Only in this way will it be possible to clarify many of the current scientific controversies on the topics investigated and to produce reliable information based on representative samples. Although this study does not allow statistical inferences at a national level, due to the territoriality nature of the research on which it is based, the results are very helpful to deepen the knowledge of the phenomena’s trends, encouraging new research with wider samples. In this regard, to validate the results of the present study and to find other predictive factors, it will be important to investigate the following dimensions: the tendency to social isolation and the increasing transposition of social interaction to the virtual world, the effects of the exposure to violent video games and multimedia contents, the frequency and intensity of negative primary emotions, and the influence of the social context on the youth behaviours. The outcome of this study, however, suggests that it is necessary to devote the utmost attention to the problem of cyberbullying and online grooming spread, reinforcing the cooperation among schools, parents and caregivers in encouraging children to use digital devices in a safer way.
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Note


	
1

	

The city of Rome is divided into fifteen districts, which are called municipi. Each of these districts has different territorial extensions and population densities. The two selected areas represent, respectively, 9% and 5% of the resident population of Rome. The 6th and 8th districts are characterised by similar population densities (between 2000 and 3000 inhabitants per km2) and heterogenous demographic and economic profiles. Together they have almost 400,000 inhabitants, which is equivalent to the population of a large city.
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Figure 1. Scree plot. 
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Figure 2. Prevalence rates of cyberbullying perpetration and victimisation and online grooming victimisation by sex. 
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Table 1. Factor loadings for input variables.






Table 1. Factor loadings for input variables.












	
	Factor 1
	Factor 2
	Factor 3
	Factor 4





	Venting anger online
	−0.061
	−0.061
	0.862
	0.163



	Excluding someone from a group
	0.193
	0.548
	0.671
	0.12



	Teasing someone
	0.404
	0.476
	0.316
	0.568



	Insulting someone
	−0.063
	0.359
	0.324
	0.83



	Sharing photos or videos of other people without their consent
	0.29
	0.77
	0.155
	0.05



	Threatening someone
	−0.376
	0.517
	0.448
	0.534



	Inciting someone to injure him/herself
	−0.16
	0.025
	0.077
	−0.099



	Receiving gifts offered by adult strangers
	−0.534
	0.506
	0.349
	0.173



	Receiving compliments from adult strangers
	0.291
	0.038
	0.664
	0.24



	Receiving requests for face-to-face meetings from adult strangers
	0.887
	0.103
	0.042
	0.434



	Sending photos or videos to adult strangers
	0.867
	0.15
	0.208
	−0.278



	Receiving questions about your clothing from adult strangers
	−0.169
	−0.944
	0.141
	0.101



	Receiving photos or videos from adult strangers
	0.81
	0.146
	−0.221
	0.046



	Being incited to injure yourselves
	−0.16
	0.025
	0.077
	−0.099



	Being insulted or mocked
	0.331
	0.589
	0.342
	−0.062



	Being threatened
	−0.011
	0.319
	0.28
	−0.885



	Being excluded from a group
	0.277
	0.006
	0.487
	−0.153



	Being victim of the sharing of personal photos or videos without consent
	−0.127
	0.039
	−0.199
	−0.524



	Screen time on videogames
	0.494
	0.039
	0.15
	0.038



	Screen time on social media and applications
	0.657
	0.288
	0.126
	0.088
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Table 2. Factors’ mean scores for structural variables.
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Factor 1

	
Factor 2

	
Factor 3

	
Factor 4






	

	
Mean

	
50.29

	
51.65

	
56.92

	
35.87




	
Sex

	
Male

	
51.19

	
52.21

	
57.56

	
35.88




	
Female

	
49.25

	
51.02

	
56.17

	
35.85




	
Grade

	
III

	
49.23

	
50.67

	
56.37

	
35.42




	
IV

	
50.66

	
52.22

	
56.92

	
35.82




	
V

	
51.07

	
52.18

	
57.50

	
36.40




	
District

	
6th

	
50.18

	
51.35

	
56.43

	
36.06




	
8th

	
50.38

	
51.93

	
57.35

	
35.70




	
Parental education

	
Medium–low

	
51.12

	
52.35

	
57.45

	
36.45




	
Medium–high

	
49.04

	
50.67

	
55.76

	
35.06




	
Parental employment status

	
Medium–low

	
51.08

	
52.25

	
57.08

	
36.53




	
Medium–high

	
49.31

	
50.94

	
56.31

	
34.85




	
Parental citizenship

	
Italian

	
50.37

	
51.70

	
56.70

	
35.79




	
Foreign

	
49.52

	
51.25

	
56.99

	
36.32
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Table 3. Factors’ mean scores for individual and environmental variables.
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Factor 1

	
Factor 2

	
Factor 3

	
Factor 4






	

	
Mean

	
50.29

	
51.65

	
56.92

	
35.87




	
Parental supervision on videogames

	
Yes

	
50.29

	
51.49

	
56.70

	
35.57




	
Not

	
51.43

	
52.53

	
58.19

	
36.87




	
Parental supervision on social and apps

	
Yes

	
50.73

	
51.75

	
57.03

	
36.05




	
Not

	
53.02

	
53.84

	
59.89

	
37.03




	
Phubbing behaviours

	
Low frequency

	
49.19

	
51.13

	
56.25

	
35.38




	
High frequency

	
52.48

	
52.66

	
58.25

	
36.52




	
Enjoinment in attending school

	
Positive

	
49.55

	
50.96

	
56.24

	
35.43




	
Negative

	
53.18

	
54.40

	
59.42

	
37.48




	
Peer interaction

	
Positive

	
50.04

	
51.28

	
56.59

	
35.48




	
Negative

	
52.16

	
54.00

	
59.14

	
38.20




	
Discomfort caused by the absence of digital devices

	
Yes

	
52.03

	
52.75

	
58.29

	
37.01




	
Not

	
48.91

	
50.63

	
55.69

	
34.70




	
Prosociality

	
Low

	
50.90

	
53.86

	
58.49

	
35.30




	
Medium

	
50.85

	
51.62

	
57.03

	
35.73




	
High

	
49.58

	
50.90

	
56.25

	
36.20




	
Violent videogames

	
Yes

	
52.94

	
53.42

	
59.19

	
37.13




	
Not

	
49.63

	
51.22

	
56.35

	
35.56




	
Sport practice

	
Yes

	
50.32

	
51.75

	
57.20

	
36.17




	
Not

	
50.63

	
51.52

	
56.03

	
34.85




	
Anger

	
Low frequency

	
49.55

	
51.03

	
56.17

	
35.45




	
High frequency

	
53.90

	
54.61

	
60.36

	
37.73




	
Sadness

	
Low frequency

	
49.95

	
51.59

	
56.83

	
35.70




	
High frequency

	
51.78

	
52.11

	
57.41

	
36.36




	
Loneliness

	
Low frequency

	
50.23

	
51.58

	
56.79

	
36.38




	
High frequency

	
51.04

	
52.14

	
57.82

	
32.92




	
Fear

	
Low frequency

	
50.42

	
51.64

	
56.98

	
36.08




	
High frequency

	
50.12

	
51.89

	
56.82

	
34.49




	
Anxiety

	
Low frequency

	
50.33

	
51.41

	
56.76

	
35.91




	
High frequency

	
50.34

	
52.41

	
57.43

	
35.98
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