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Abstract: Automation in the industry can improve production efficiency and human safety when
performing complex and hazardous tasks. This paper presented an intelligent cyber-physical system
framework incorporating image processing and deep-learning techniques to facilitate real-time
operations. A convolutional neural network (CNN) is one of the most widely used deep-learning
techniques for image processing and object detection analysis. This paper used a variant of a CNN
known as the faster R-CNN (R stands for the region proposals) for improved efficiency in object
detection and real-time control analysis. The control action related to the detected object is exchanged
with the actuation system within the cyber-physical system using a real-time data exchange (RTDE)
protocol. We demonstrated the proposed intelligent CPS framework to perform object detection-
based pick-and-place operations in real time as they are one of the most widely performed operations
in quality control and industrial systems. The CPS consists of a camera system that is used for
object detection, and the results are transmitted to a universal robot (UR5), which then picks the
object and places it in the right location. Latency in communication is an important factor that can
impact the quality of real-time operations. This paper discussed a Bayesian approach for uncertainty
quantification of latency through the sampling–resampling approach, which can later be used to
design a reliable communication framework for real-time operations.

Keywords: cyber-physical system; deep learning; robotics; real time; industrial operations

1. Introduction

The fourth industrial revolution (Industry 4.0), which refers to the increased usage
of Internet-based applications and its digitization of processes in the industry [1], has
reorganized the control of the product life cycle [2]. This Internet-based digitization has
provided the opportunity for these applications to be implemented in real time [3] and also
to be self-learning [4]. The real-time and self-learning applications can connect different
fragments of the industry and improve overall functionalities in various stages of a product
life cycle [1]. In addition to increasing the efficiency in industrial operations, it is also
important to reduce wastage leading to sustainable operations. Sustainability is recognized
as a core factor for businesses by the United Nations (UN) Sustainability 2030 agenda [5].

For these reasons, the techniques emerging from Industry 4.0, such as the Internet of
Things (IoT) and cyber-physical systems (CPSs), offer key contributions to the sustainability
of businesses [6]. Cyber-physical systems refer to the integration of computing and physical
systems to satisfy desired functional operations. The Internet of Things refers to the
interconnection of several entities (both cyber and physical) over the Web that facilitates
the transmission of information across those entities, thereby enabling automation. Ref. [7]
developed an evaluation method to understand the impacts of Industry 4.0 on sustainability
and concluded that Industry 4.0 improved the sustainability dynamics of the industry. They
used UN sustainable development goals as metrics to derive a conclusion in their study.

The IoT and CPS combined have a promise for introducing improved operations
(both in terms of efficiency and sustainability) in a variety of domains such as smart
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production systems, smart transportation, and infrastructure systems [8]. In this paper,
we used a CPS to develop an intelligent framework to perform real-time operations in the
physical world [9,10]. The reason for using a CPS over IoT is more from the perspective
of reduction of cost. There are various industrial applications of this framework, and a
primary application is in quality control (identifying faulty parts moving on a conveyor
belt using machine vision and a robotic arm).

A cyber-physical system can be broadly decomposed into four components—a physi-
cal component, a cyber component, sensors, and an actuation component [11]. The physical
component refers to a physical entity that is being monitored and controlled by the cyber
component, which can be a single computing node or a collection of interconnected com-
puting nodes. Sensors collect data regarding the physical component (e.g., operational
characteristics), and the actuation component implements the appropriate control action on
the physical component as determined by the cyber component. According to [12], the idea
behind the use of IoT and CPS was the reduction in human interaction in data gathering
and processing and proposed the increased ability of cyber systems in data gathering and
communication among each other using the Web. In other words, different components of
a CPS operate in synchronization to achieve similar objectives with the assistance of data
transmission over the Web [13].

The three components of the CPS are selected for the paper in such a way that they
are capable of intelligent operations [14]. There is a wide range of actuation components
that can be included while developing a CPS [15,16]. In this paper, we used a robotic
system (specifically a collaborative robotic arm) as the primary actuation component.
Robotic systems have increasingly been used in the industry to perform repetitive tasks
for increased operational efficiency as repetitive manual operations can lead to operator
fatigue and can result in accidents.

Robots can perform a task on a repetitive basis over a specified period and can produce
similar outputs. Hence, robotic systems possess better repeatability when compared
against manual operations [17]. Therefore, robots working on repetitive tasks help in
improving the accuracy and precision of products, reduce defects, reduce human fatigue,
and increase workplace safety overall. Moreover, there could be variation across several
human operators when performing the same task [18,19]. Human fatigue varies in different
industries and depends upon the tasks. For example, a pick-and-place operation of a plastic
toy and an airplane wing is a significantly different operation. Human operators can easily
perform a pick-and-place operation of plastic toys; however, a pick-and-place operation
of an airplane wing increases safety concerns, as it is heavier to lift. Nevertheless, plastic
toys’ pick-and-place operation will cause human fatigue when performed for long working
periods. Due to weight and time considerations, robots have become a go-to solution for
industrial operations, which is one of the motivations for this paper.

However, one of the challenges of the manufacturing industry is variability. For
example, an automobile manufacturing plant will require the assembling of multiple
different models of an automobile. Different products and models suggest variability in
manufacturing operations. This variability will require highly automated plant operations
using robots to change robot codes. The amount of hard coding required to program a robot
for a task is time-consuming and expensive. In the IoT’s case, as the definition suggests,
the amount of devices and sensors that are connected to the Internet might increase the
inherent cost. These additional time delays and cost increment negatively affect the plant’s
ability to reduce costs and efficiently operate. Therefore, robots that possess intelligence
and that can handle variability are an important solution to the variability in industrial
operations [20].

Intelligent robotic systems can have a huge impact on the manufacturing industry.
Zhong et al. (2017) [21] stated that automation in manufacturing needs new technological
concepts to make it intelligent, which can be applied as a part of the design, production,
and management. The goal of this paper was to create an intelligent CPS framework, which
functions over the Web, performs real-time object detection, and implements appropriate
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control actions based on the detected objects. We detailed the proposed framework and
demonstrated it with real-world experiments using a universal robot (UR5) for pick-and-
place operations based on object detection. There are three main components of the
framework, namely object detection by a computer, a robot operating based on the gathered
and processed data, and updating the computer’s memory. The entire communication is
automated on the Internet by using TCP/IP standards between these three components
of the framework. The resulting system from integrating these framework components
requires certain intelligence. To be intelligent, the artificial (cyber and physical) systems
require extracting patterns from the available data in such a way that they can be used
as information.

Advanced intelligent systems extract patterns from the available data in such a way
that they can be used as information. Several machine-learning techniques have been
adopted in the literature such as linear regression, tree-based models (decision trees
and random forests), support vector machines, artificial neural networks (ANNs) to per-
form different types of analyses such as regression, classification, and pattern recogni-
tion [22,23]. Depending on the type of available data, some types of machine-learning
models are preferred to other types of models. In the case of image data, ANN-based
techniques are predominantly used for image processing, object detection, and pattern
recognition [23–25]. The recent advances in techniques based deep learning (DL) such as
convolutional neural networks (CNNs) have resulted in more sophisticated and accurate
models for classification.

In this paper, we demonstrated the proposed framework using image data obtained
through machine vision, and therefore, CNN-based methods were used. This paper
extended the working paper content of [26] and provided an applied approach of the frame-
work with results and latency considerations. A review of several ANN- and CNN-based
methods for image processing is later discussed in Section 2.2. The proposed algorithm for
the CPS framework operates on real-time data gathering and processing with detection in
a time frame of 0.2 s per image [27]. The proposed CPS works on real-time data exchange
(RTDE) [28], which is operating on the Internet using TCP/IP standards. The proposed
framework improves the operator’s safety and simplifies the operational process in general
by keeping the control in the hands of an operator.

Section 3 details a framework of concepts that are offered in the literature and defined
by its innovators and provides a conceptual CPS framework for object detection using ma-
chine vision and performing appropriate real-time control. Since the proposed framework
relies on communication between various entities over the Web, it is also essential to under-
stand and quantify the latency in communication and also in analysis. The quantification of
latency enables us to design reliable industrial control systems. The latency is not constant
but a variable value. For example, the communication time between the same entities for
repetition of the same tasks can be different.

This paper considered two types of latency—latency in the cyber system and latency
in the networking element for data gathering. The latency in a cyber system can be due to
the system’s computational capabilities (hardware capabilities). Moreover, the latency in
the cyber system can also be due to the deep-learning models that are being implemented
on them. The required computational capabilities increase with the complexity of the deep-
learning models (such as the number of layers). As the term DL itself suggests the depth of
the models, these multilayered models require higher computational capabilities. Ref. [28]
reviewed that the DL model latency varies based on the cyber system used. That is even
more crucial depending on the application. For example, in the case of self-driving cars,
the DL models require to operate with low latency as the traffic situations rapidly change
in small time frames. Due to this dynamic environment, latency is a crucial factor while
developing a model for these applications. Ref. [28] proposed a modeling design approach
for CNNs on FPGAs considering latency. They claimed big improvements because of
latency-driven optimization.
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Another important consideration for a CPS is latency in data gathering or due to the
networking element. Ref. [29] suggested that most system elements are focused on data
integrity, connection, and throughput without a temporal mechanism. The temporal seman-
tics are important when an application system requires a higher degree of control. They
provided models and methodology for these applications suggesting suitable solutions.
Ref. [30] proposed an incremental model-based approach for the temporal analysis of a CPS.
Their research focused on decreasing the reengineering aspect of a CPS when a high-level
latency specification can be performed. This helps in reducing costs over multiple media.
Ref. [31] studied the architecture analysis and design language (AADL) for a CPS, which is
a modeling language for CPS. The AADL is widely used in avionics and space programs.
Their focus was on flow latency in a model design of the CPS model. Their case study
was on a simulation. However, they claimed to have refined model performances for the
driverless aircraft with improved results on achieving the given objectives.

A few other notable research papers include probabilistic end-to-end path latency
in a wireless sensor network [32]. Ref. [32] proposed a model of providing an end-to-
end estimation of distribution functions from the system’s current state to intermediate
states by decreasing the computational requirements. One other emerging area where the
networking medium is used and has high usage, however peculiar for the research of a CPS,
is online cloud-based gaming. Ref. [33] studied the effects of latency on player performance
in cloud-based games. Therefore, this paper used a model-based approach to predict the
communication time; the parameters of the model are estimated through Bayesian inference
using the sampling–resampling algorithm [34]. In this way, a probabilistic prediction
(prediction and also the uncertainty associated with it) of the communication time can
be obtained, which can later be used for designing and analyzing real-time industrial
cyber-physical systems.

The key contributions of this paper are as follows: (1) an intelligent cyber-physical
system framework operating over the Internet and (2) a Bayesian model-based approach for
a probabilistic prediction of the latency in the proposed cyber-physical system framework.
The proposed methods are illustrated using real-world experiments of pick-and-place
operations using a collaborative robotic arm and machine vision system.

The rest of the paper is organized as follows. Section 2 provides a brief review about
robot programming, convolutional neural networks and its variants, and Bayesian inference
through the sampling–resampling approach. Section 3 discusses the proposed framework
along with real-world experimentation using a UR5 robot for pick-and-place operations.
Section 4 discusses the estimation of latency in the CPS framework followed by concluding
remarks in Section 5.

2. Background

The objective of the paper was to create an intelligent CPS that implements different
types of physical control actions [35,36]. We consider a classic pick-and-place operation
based on the detected objects using a vision system. For implementation, a conventional
robot operation, pick and place of parts is considered. The motivation behind the objective
is to improve the operator’s safety and simplify the operational process on the production
floor. There is a research scope in the existing literature for improvement using a deep-
learning-based CPS for better production fit [37–40].

Some background information on the terminologies and concepts used in the exper-
iment is explained in this section. The following subsections provide a comprehensive
review of each of the methods, which will be used in the methodology section. Furthermore,
there is a literature review provided for the networking element and protocol standards
as well.

2.1. Robot Programming

The robot used for the research is a UR5 robot from Universal Robotics. This is a
six-degree-of-freedom (DoF) robot with a payload capacity of 5 Kgs. The robot can be pro-
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grammed using its software called Polyscope or by using SCRIPT Language or Python [28].
Collaborative robot arms have applications in different industrial operations such as pick-
and-place, assembly, welding, quality inspection, and additive manufacturing [41–43].

Robot programming can be categorized into two types: (a) online programming and
(b) offline programming [44–46]. Online programming is when the robot is programmed
while functioning, and offline programming is when the robot is simulated in the program-
ming software before deploying the real program to the robot [45]. Offline programming
is a helpful way of avoiding malfunctions and dangerous incidents, which a programmer
may not have anticipated while building the solution approach [46]. However, offline
programming adds an extra step of simulation and testing the programs, which will then
be extended as online programming [19].

The usual robot-based manufacturing systems consider minimal variability in the
work environment. To counter any variability, manufacturing systems (e.g., robots) contain
sensors that are responsible for detecting variable actions in an environment. The use of
sensors in a system increases the cost of automation, which would be the case in imple-
menting the IoT. Therefore, to increase the speed of control actions (by directly deploying
the control actions via online programming) and decrease the costs (by decreasing the use
of sensors), the use of the Internet and DL processes is a welcome progress.

The Tensorflow and Keras toolboxes [47,48] available in the Python programming
language were used to implement the object detection and control algorithm (ODCA); this
is later used in Section 4. The Python code creates a socket communication to send SCRIPT
codes to control the motion of the robot as well as receive joint data from the robot. For
object detection, a webcam was used for collecting and processing image data.

2.2. Neural Networks

An artificial neural network (ANN) is one of the most widely used machine-learning
models for image processing and object detection [24,49]. Various deep-learning models
have been developed based on the ANN architecture. One of the widely used deep-learning
models is a convolutional neural network (CNN). A CNN is an artificial neural network
(ANN) paradigm for object detection where the detected objects are used as input to the
network [49]. Several variants of CNNs have also been developed to improve the efficiency
of model training. A brief review of CNNs and their variants such as R-CNN [50], fast
R-CNNs [51], and faster R-CNNs [27] are given below.

2.2.1. Convolutional Neural Networks (CNNs)

In a CNN, there are convolutional and pooling layers to extract data in metric form,
which then are fed to the fully connected (FC) layers as shown in Figure 1. The FC layers,
in the end, classify the data in the classified output [52].
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2.2.2. Proposed Region-Convolutional Neural Networks (R-CNNs)

To improve the computational speed and establish real-time object detection, a varia-
tion of a CNN called the R-CNN was developed, where R stands for the region proposals
(or proposed region). Proposed regions are the regions that have a higher probability of
containing an object within the image. Figure 2 below shows that CNNs are computed
for the proposed regions instead of classifying all the pixels in the image [50,53]. Ref. [53]
recorded 50 s per image for image classification.
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2.2.3. Fast Proposed Region-Convolutional Neural Networks (Fast R-CNNs)

Ref. [51] proposed another development in the R-CNN architecture to improve the
runtime of the algorithm. In a fast R-CNN, only one CNN is computed based on the
region of interest (RoI). Then the RoI pooling layers feed the data to the FC layers, and the
classification is performed as shown in Figure 3. The runtime for the fast R-CNN was 2 s
per image [51].
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Figure 3. Fast R-CNN architecture where CNN is computed only for the proposed regions followed
with similar FC layers classifying in the end. CNN is computed only for proposed regions followed
by similar FC layers classifying in the end.

2.2.4. Faster Proposed Region-Convolutional Neural Networks (Faster R-CNNs)

In the faster R-CNN architecture shown in Figure 4, there is only one CNN trained for
the image, which sends the data to the feature maps. Furthermore, region proposals are
created regarding the region of interest (RoI) [27]. The RoI provides an interesting area of
the image that requires classifying. This process significantly reduces the computational
time to 0.2 s per image [27], while the video feed is detecting objects.



Machines 2022, 10, 1001 7 of 17

Machines 2022, 10, x FOR PEER REVIEW 7 of 17 
 

 

2.2.4. Faster Proposed Region-Convolutional Neural Networks (Faster R-CNNs) 

In the faster R-CNN architecture shown in Figure 4, there is only one CNN trained 

for the image, which sends the data to the feature maps. Furthermore, region proposals 

are created regarding the region of interest (RoI) [27]. The RoI provides an interesting 

area of the image that requires classifying. This process significantly reduces the 

computational time to 0.2 s per image [27], while the video feed is detecting objects. 

 

Figure 4. Faster R-CNN architecture where CNN is computed only for proposed regions. This 

process is repeated in the form of feature maps and region proposals followed by similar FC layers 

classifying in the end. CNN is computed only for proposed regions. This process is repeated in the 

form of feature maps and region proposals followed by similar FC layers classifying in the end. 

2.3. Bayesian Model Development 

As stated in Section 1, we used a predictive model approach to estimate the total 

latency in both data transmission and analysis. In this paper, we defined Bayesian model 

development as the process of creating a predictive model whose parameters are inferred 

using Bayesian inference. Traditionally, the point values of model parameters are 

estimated using the maximum likelihood approach. In the case of Bayesian model 

development, we obtain the probability distributions of model parameters as opposed to 

pointing values, which result in a probabilistic prediction of the output. Consider the 

relationship 𝑦 =  𝑓(𝑥; 𝜃), where 𝑦, 𝑥, and 𝜃 represent the model output, inputs, and 

model parameters, respectively, and 𝑓(. )  represents the predictive model. If 𝐷 =

 {𝑥𝐷 , 𝑦𝐷} represents the dataset available on the input and output variables, then the 

model parameters can be estimated using Bayes theorem as 𝑓(𝜃|𝐷) ∝ 𝑓(𝐷|𝜃)𝑓(𝜃). 

In the paper, we used the sampling–resampling method to estimate the unknown 

parameters 𝜃 [11,54].  

3. Proposed Methodology and Experimentation 

The proposed framework components are provided in Figures 5 and 6. The 

framework consists of a UR5 (it can be any robotic or actuation system, however), data 

exchanges over networking elements, and a cyber system. The laptop is used, which 

represents the object detection processing phase and respective control action 

corresponding to the object detection. These control actions are transmitted to the robotic 

system through a real-time data exchange (RTDE) system operating on TCP/IP 

standards. The cyber system therefore operates on the Internet for data exchange with the 

physical system in contrast to other CPSs such as self-driving cars.  

 

Figure 4. Faster R-CNN architecture where CNN is computed only for proposed regions. This
process is repeated in the form of feature maps and region proposals followed by similar FC layers
classifying in the end. CNN is computed only for proposed regions. This process is repeated in the
form of feature maps and region proposals followed by similar FC layers classifying in the end.

2.3. Bayesian Model Development

As stated in Section 1, we used a predictive model approach to estimate the total
latency in both data transmission and analysis. In this paper, we defined Bayesian model
development as the process of creating a predictive model whose parameters are inferred
using Bayesian inference. Traditionally, the point values of model parameters are estimated
using the maximum likelihood approach. In the case of Bayesian model development,
we obtain the probability distributions of model parameters as opposed to pointing val-
ues, which result in a probabilistic prediction of the output. Consider the relationship
y = f (x; θ), where y, x, and θ represent the model output, inputs, and model parameters,
respectively, and f (.) represents the predictive model. If D = {xD, yD} represents the
dataset available on the input and output variables, then the model parameters can be
estimated using Bayes theorem as f (θ|D) ∝ f (D|θ) f (θ) .

In the paper, we used the sampling–resampling method to estimate the unknown
parameters θ [11,54].

3. Proposed Methodology and Experimentation

The proposed framework components are provided in Figures 5 and 6. The framework
consists of a UR5 (it can be any robotic or actuation system, however), data exchanges
over networking elements, and a cyber system. The laptop is used, which represents the
object detection processing phase and respective control action corresponding to the object
detection. These control actions are transmitted to the robotic system through a real-time
data exchange (RTDE) system operating on TCP/IP standards. The cyber system therefore
operates on the Internet for data exchange with the physical system in contrast to other
CPSs such as self-driving cars.

The proposed framework, provided in Figure 7, shows that the cyber system is trained
over a class of objects that are subject to detection. These detected classes are transferred
to the physical system—a robot in this case. The data transfer from the laptop is using
RTDE to the UR5 mini ITX computer in real time. In other words, RTDE is the socket
communication, in which the laptop is the client and UR5 is the server [28]. The server
is accessed by the controller’s (laptop’s) IP address. Therefore, the ODCA is operating in
such a way that it creates a control system that is intelligent to detect objects, gather and
process data, and send the data to the physical system to operate in real time.

In the experiment, we used the playing cards as objects to be detected for an important
reason. There are many robotic arms in the industry that do not have 3D high-resolution
cameras. We aimed to develop a framework that offers a solution to this problem. Moreover,
some operations require humans in the loop. Therefore, this system is letting humans show
a sign in the form of playing cards, which are the control signals to the physical systems.
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The ODCA operates on a faster R-CNN. We developed a dataset consisting of images of
playing cards.
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The Microsoft COCO (Common Objects in Context) dataset [55] is used, which has the
structured layout of the faster R-CNN model directory. The manual creation of objects is
carried out with the help of label image software. For example, there were 4 different classes
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(playing cards) that were added with 296 images of the playing cards. These 296 images
were taken in different environments with different backgrounds and positions in the
image. This process increased the likelihood of accurate object detection. After having set
the data directory, the programming is performed on Python. Python code is built with
the help of the Anaconda platform where various deep-learning toolboxes were used. The
major toolboxes were Tensorflow and Keras.

The dataset was trained with 296 mages for almost 3197 computational iterations. The
training process accounted for almost 9 h of training to achieve 0.05 root-mean-square
(RMS) error. In training, the optimization of the loss (or cost) function was performed by
using the gradient descent algorithm. The gradient descent algorithm finds the local or
global minima of a function by learning the appropriate gradient to reduce errors [56]. This
means the gradient descent enables the model to gradually converge toward the minimum
change in the parameter changes in the loss [57], in other words, a convergence of the
model. The optimization results are shown in Section 3. After training the faster R-CNN
model, the information was fed to the ODCA. Algorithm 1 (ODCA) is also explained in the
next section. In the testing process, the ODCA performed successful object detection of the
playing cards, showing more than 80% probability of correctly identifying the objects.

Dataset is structured in the famous Microsoft COCO dataset. We considered playing
cards as the classes in the algorithm. There were 4 classes on which the faster R-CNN
was trained. For training purposes, the dataset images were taken over varying degrees
of brightness and different camera angles. To provide a certain structure in training, we
used two brightness levels and 37 different angles for 4 playing cards (a jack, a queen, a
king, and a number 8). This combination yields 296 images (4 cards, 2 brightness levels,
37 angles). We used 216 images for training and 80 for testing to avoid overfitting. The
gradient descent algorithm was used for training to optimize the loss function. To improve
detection accuracy, the model was trained over 3197 iterations of the gradient descent
algorithm to achieve a root-mean-square (RMS) error of less than 5%. The RMS error is
shown in Section 3. In our training and testing approach, we observed a detection accuracy
of over 90%.

Algorithm 1 is broadly divided into 3 functions. The main functions include ‘get_data’
and ‘get_image_data’. The program’s primary function is to recognize the objects in the
image and command the robot through socket communication (following the TCP/IP
protocols), which performs a pick-and-place operation. For the experiment, three objects
were considered: an orange block, a thread reel, and a plastic bottle. All three objects
had two placing locations, one for picking and one for placing locations in the memory.
Based on the operation, the location is updated. Since the UR5 robot does not have an
inbuilt camera, the laptop webcam was used, which resulted in creating one more step
in which the playing cards were assigned as keys substituting for the object themselves.
Therefore, 4 playing cards were used as a human-controlled sign to command the robot for
an operation. Figure 8 shows the experimental setup.

The data received from the robot are used to ensure that it starts and ends the operation
from its home position. If the robot is already at the home position, it does not waste time
and proceeds further with other operations.

The UR5 robot allows us to communicate with it by creating a socket communication
with port no. 30003. This port sends data from the robot in the form of byte packets of
size 1108 bytes [58]. Each byte in the packet contains certain significant information about
the robot. A function called ‘get_data’ in the Python program was created to receive these
data. A laptop computer, in networking terms, works as the client, and the UR5 control
unit works as the server. This server can be accessed by the IP address of the controller
(the laptop). In data transfers, the control lies in the laptop and can be operated based on
the command options [58,59]. The pseudocode given below explains Algorithm 1 (ODCA)
developed for the proposed framework.
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Algorithm 1: ODCA for a robot pick and place operation operating on DL

start the robot operation;
Collect robot joint data by get_data to help plan robot motion;
if robot at home position

then initialize the variables
else move to the home position

then initialize the variables
end
Update the image data with get_image_data;
if the class matches with the image

then pick and place the part from the memory location
else stay at home position
Update the location in memory;
end

The histogram of the standard deviation of the weights of neural networks used in
Algorithm 1 over the number of iterations can be seen in Figure 9. The network generated
random weights in the training process, and from the histogram, it is visible that there
was a large standard deviation of the weights in the initial stages. The resulting histogram
provided in Figure 9 shows the training process of a DL neural network. Another im-
portant result is shown in Figure 10. Figure 10 shows the loss function optimization by
the gradient descent algorithm. At the end of the training process, the RMS error was
almost 0.05. The loss function graph in Figure 10 shows improvement in the accuracy
of Algorithm 1 (detecting correct cards) over time and with the number of iterations [60].
Therefore, the objects were successfully recognized, and the robot operated based on the
recognized objects, which can be seen in Figure 8. The use of playing cards in the research
was for demonstration of the framework shown in Figure 11. In the real world, image
processing and object detection analysis will be performed on industrial parts during
quality control operations.

One of the challenges of this proposed methodology is picking and placing of moving
objects. Moving objects here means the objects whose positions change with respect to time
(dynamically). One such example is picking and placing moving objects. This requires
the development of faster real-time object detection and also robust mechanics models to
predict the positions of moving objects.

The paper showed that DL-based models have latency, which affects the system per-
formance. In the paper, we successfully propagated the existing latency while performing
object detection. This latency will help develop better DL-based CPS models that can have
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applications in a dynamic setting. The future work is to propagate latency in data transfer
or networking in general.
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4. Latency in the CPS

To study latency in the CPS framework, we performed experiments and collected
data, which are later used to estimate overall latency in the computing and communication
systems to facilitate the design of effective real-time industrial systems. For the proposed
CPS framework, the important part of performing the physical operations will depend
on the cyber-system’s information processing and the networking element’s capability of
sending the control signals in real time such that the operations can be performed in a
dynamic setting. Therefore, the important areas to propagate latency are the time taken for
information processing by a cyber system and the time taken by a responsible networking
element between the cyber system and a physical component of the system. Data points
are collected using a built-in timer following Algorithm 2 given below.

Algorithm 2: Algorithm that is used for data collection for the sampling and resampling
algorithm to study latency in a CPS

start the time;
if algorithm 1 is running;
while true:

Collect activation time (x1)
Collect the detection time (x2)
Calculate the Total elapsed time (y)

break
end
print x1, x2, and y
end

The collected data points are used to build a model to predict the overall system latency
using the latency of individual components. A Bayesian model calibration approach is
used to train the model and estimate the model parameters. Using the Bayesian calibration
approach, we model the probability distributions of the model parameters and not just
deterministic (single-point) values of the model parameters; the distributions of the model
parameters are used to obtain probabilistic predictions of the overall latency. In this paper,
we demonstrated the use of sampling–resampling algorithm for Bayesian model calibration.
A brief review of the algorithm was provided in Section 2.3.

For model calibration, we collected 11 data points on different days and times to
avoid any biases and dependence in the data gathering process. We collected data on three
different variables—activation time, detection time, and the total elapsed time associated
with Algorithm 1 (pick-and-place operations). Activation time (x1) is the time between the
start of the operation and opening of the webcam. Detection time (x2) is the time taken by
the Web cam to detect the object. The collected data points are given below in Table 1.

Since the total latency depends on both the activation time and the object time, we
trained the model given below:

y = ax1 + bx2 + c + ε (1)

ε ∼ N(0, σ) (2)

In Equation (1), a, b, and c represent the model parameters, while ε represents the
measurement error, which is traditionally assumed to be a Gaussian distribution centered
at 0. A Gaussian distribution is assumed as it is symmetric about the mean resulting in an
equal likelihood of observing both the positive and negative measurement error values. In
Equation (2), σ represents the standard deviation of the measurement error ε, which is an
unknown and is therefore calibrated along with the model parameters. To perform Bayesian
model calibration, prior distributions need to be assumed for all the parameters (a, b, c,
and σ). The prior distributions represent our knowledge about the parameters before the
experimentation process. Since the total elapsed time is the combination of the activation
time and detection time, we assumed Gaussian distributions as prior distributions for
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parameters a and b with a mean of 1. We assumed 25% coefficient of variation resulting
in the standard deviation values of 0.25. Therefore, the prior distribution of parameters
a and b is N(1, 0.25). Since parameter c represents the intercept, we assumed a Gaussian
distribution centered at 0, and assumed a standard deviation of 1. Since any knowledge
regarding parameter σ was unavailable, we assumed a uniform distribution between 0 and
1 as the prior distribution.

Table 1. Experimental Data for the Operational Time.

# Activation Time (x1) Detection Time (x2) Total Elapsed Time (y)
1 1.56 24.38 26.38
2 2.13 24.45 27.03
3 1.57 24.10 26.14
4 2.25 24.46 27.18
5 1.53 25.06 27.13
6 2.10 24.19 26.43
7 2.07 24.16 26.28
8 2.07 24.43 26.56
9 1.58 24.08 26.19

10 2.06 24.16 26.26
11 2.02 24.22 26.27

Using these prior distributions and available eleven data points, we performed
Bayesian model calibration using the sampling–resampling algorithm. The steps of the
sampling–resampling algorithms are as follows:

1. Generate N samples from the prior distribution, f (θ). The samples are denoted as
θi, i = 1, 2 . . . N.

2. Compute the likelihood of observing the available data for each θi as L(θi) = f (yD|xD, θi) .

3. Compute a weight wi corresponding to each θi as wi =
L(θi)

∑N
i=1 L(θi)

.

4. Generate N samples of θi according to their weights wi.

The generated samples in step 4 above form the posterior distribution of θ, i.e., f (θ|D).
The continuous probability distribution of θi uses the generated N samples through kernel
density estimation [61].

We used 20,000 samples in the sampling–resampling algorithm. The mean and stan-
dard deviation values of the prior and posterior distributions of all the four parameters are
available in Table 2. The prior and posterior histograms are available in Figure 12. From
Table 2 and Figure 12, comparing the prior and posterior standard deviation values, we can
observe that the values associated with parameter b had the maximum change; therefore,
we can conclude that parameter b observed the maximum information gain through the
experimental data.

Table 2. Mean and standard deviation values of prior and posterior distributions of calibration
parameters.

Mean Standard Deviation

a
Prior 1 0.25

Posterior 0.689 0.208

b
Prior 1 0.25

Posterior 1.038 0.038

c
Prior 0 1

Posterior −0.062 0.906

σ
Prior 0.5 0.289

Posterior 0.207 0.067
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5. Conclusions

This paper discussed an intelligent cyber-physical system framework that operates
over collaborative UR5 robotic arms, machine vision, image processing, and object detec-
tion for real-time industrial applications. Proposed real-time object detection and control
algorithm (ODCA) suitably meets the practical requirements and can be used for various
industrial applications such as a pick-and-place operation, one of the most common indus-
trial applications using a collaborative robotic arm. An external Web camera that captures
real-time images is used, which is connected to a robotic arm for pick-and-place operations.
The research provides a concrete algorithmic setup to develop CPS for industrial operations
including real-time and real-life criteria such as latency. Latency can be a crucial factor
for real-time operations. This paper employed a model-based approach for the estimation
of the total latency; the paper employed Bayesian inference analysis using the Bayesian
sampling–resampling algorithm. Resulting latency propagation for the given framework
using sampling–resampling algorithm provides an increased reproducibility and repeata-
bility. However, a limitation of the experimental setup was that the robot did not have an
inbuilt camera.

Future work can consider implementing the proposed methodology for dynamic
systems such as picking and placing moving objects. This requires the development of
faster real-time object detection and also robust mechanics models to predict the positions
of moving objects.
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