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Abstract: In recent times, there has been a noticeable increase in the application of human biometrics
for user authentication in various domains, such as online banking. However, the use of biometric
systems poses security risks and the potential for misuse, primarily due to the storage of original
templates in databases. To tackle this issue, the concept of cancelable biometrics has emerged
as a reliable method utilizing one-way encryption. Several algorithms have been developed to
implement cancelable biometrics, incorporating visual representations of single or multiple biometrics.
This research proposes a cancelable biometric system that utilizes deep learning techniques to
generate two encrypted modalities, namely text and image, using facial and fingerprint biometrics
acquired from a smartphone. The system consists of two main stages: a visual encoder and a text
encoder. The visual encoder converts the fingerprint style into a facial representation, creating a
cancelable template to ensure the potential for cancelation. The resulting visual template is then
processed by the text encoder, which employs hashing techniques to generate a corresponding text
template. User authentication is automatically verified by utilizing the generated templates through
Siamese networks.

Keywords: cybersecurity; cancelable biometrics; user authentication; deep learning; similarity check;
biometric recognition

1. Introduction
1.1. Background Study

In the realm of recognition and identification methodologies, conventional approaches
rely on the utilization of passwords, identification (ID) cards, or possession tokens as a
means of granting access to systems. The underlying assumption is that an authorized
user consistently maintains possession of a unique personal information number (PIN),
cryptographic key, or password to facilitate authentication. Nevertheless, in practical terms,
the efficacy of these systems in accurately providing the required PIN or password for
authentication may be called into question.

With the advances in multimedia applications, biometric system technology has also
been employed in our daily life and expanded precipitously. Because of many biometric
features, it is essential to safeguard the biometrics confidentiality and manage access. The
technology of the biometric system verifies and identifies personal characteristics in a fast,
accurate, and expedient manner to manage the process of access to certain applications
or systems [1]. The biometrics are considered the unique physical (fingerprints, hand
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engineering, iris scan, retina, face position or recognition) or logical (keystroke pattern,
voice recognition, walking, and signature) measured traits or features of a human body that
are exploited to guarantee that only legal users have access to the offered applications [2].
In traditional systems, passwords are used to guarantee the cryptographic key privacy
for a certain service. Sometimes, the same password is utilized by many persons through
several applications and never adjusted to avert the difficulty of utilizing long, dissimilar
passwords for various applications. Consequently, there is a probability of a violation of
privacy for numerous applications due to the utilization of a single password that may be
easily compromised [3].

Over the years, authentication procedures like passwords and PINs have been em-
ployed in security systems. Lately, for improved safety and privacy, the magnetic card
has been utilized [4]. These conventional procedures of the security of information system
come with the following disadvantages [5]: (1) They can realize some of the characters
of a certain person instead of recognizing the actual person that produced these charac-
ters; (2) they can be lost, forgotten, or stolen; (3) they can be easily hacked or bypassed;
and (4) they are not accurate. Therefore, a biometric recognition system that is adopted
on the statistical evaluation of behavioral and physiological attributes of an individual
is considered as a substitutional mechanism to achieve the recognition of persons. The
biometric parameters that can be exploited and used to build an authentication system
based on biometric traits are the human face, iris, fingerprint, ear, signature, voice, and
other distinguishing characteristics. These biometrics are characterized by uniqueness
for everyone. Hence, they are more efficient in authenticating one’s identity than other
authentication mechanisms based on knowledge-based procedures and token methods.

On the other hand, the databases used to store biometric traits are insecure, as these
databases may be attacked by any hacker. If the database is compromised, this will result in
a serious perpetual identity loss, as the utilized biological attributes are irreplaceable and
irrevocable. Consequently, the biometric authentication systems need an effective solution
for this specific harmful case [6]. A cancelable biometrics approach is considered as a new
trend toward more secure biometrics. In cases of security issues, biometrics can be distorted
easily without any change to the whole system. Different template protection techniques to
generate a cancelable biometric template have been introduced. These techniques can be
applied to all biometric types. The cancelable approach that depends on the employment
of multiple biometrics represents a promising approach for achieving more secure systems.
These systems utilize two or more biometrics to develop the confidence level during the
authentication phase. Cancelable transformations, e.g., salting techniques, noninvertible
transformations, and biometric cryptosystems have been applied to safeguard the stored
biometric data in cloud databases [7].

1.2. Motivation, Contribution, and Organization of This Paper

The preceding discussion highlights certain limitations in the development of reliable
authentication methods. The main objective is to establish a unique encrypted template
for each user that can be used to verify their access to a system or platform. However, the
existing methods described in the available literature lack the required level of resilience to
prevent attacks. Therefore, the purpose of this research is to introduce a cancelable template
system that can generate a robust encrypted template, ensuring secure authentication while
remaining immune to attacks.

The proposed approach involves combining various biometric features, such as face
and fingerprint, into a single representation. Multiple encrypted forms are then generated,
encompassing both visual and text formats. To accomplish this goal, deep learning and
hashing techniques are employed in this study. The objectives of this research can be
summarized as follows:

(1) To utilize convolutional neural networks (CNNs) for extracting facial image features.
(2) To utilize convolutional neural networks (CNNs) for extracting unique features from
fingerprint images.
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(3) To train a model capable of transferring features from fingerprint images to face images.

(4) Toinvestigate a deep learning architecture that focuses on generating an encrypted
template based on the obtained feature map.

(5) To explore a loss function for the proposed system that produces an optimal template.

(6) To employ hashing algorithms for generating a textual representation of the
cancelable template.

The remainder of the paper is structured as follows. Recent associated cancelable
biometrics research is reviewed in Section 2. Section 3 introduces the proposed deep
learning-based cancelable biometric system. The simulation results as well as the com-
parative investigation are introduced in Section 4. The concluding remarks are given
in Section 5.

2. Related Work

The design of cancelable biometric transforms makes the recovery of the original
biometric data a computationally hard process [8,9]. Several studies have been presented
to generate cancelable biometrics [10-13]. Ratha et al. [14] proposed a method for identifi-
cation based on a cancelable geometric fingerprint framework. This framework provides
recommended performance and efficiency while achieving a high level of cancelability.
In [15], authors introduced an improved cancelable fingerprint identification algorithm
dependent on exploiting the fuzzy spiral curves. Their algorithm introduced a 1.17% equal
error rate (EER).

In [16], a palmprint identification scheme dependent on a lookup table and Gabor
filters was introduced. This scheme proved its success in presenting a recommended
recognition rate of up to 99.92%, achieving strong protection of palmprint templates from
attackers. In [17], authors introduced an efficient cancelable iris identification method
dependent on a joint methodology for noninvertible transformations and encryption. The
method accomplished a high and reliable recognition rate of 99.9%.

In [18], authors introduced an appreciated cancelable iris identification method depen-
dent on multiple levels of thresholding. Then, a random projection process was employed
for generating the encrypted iris templates utilized for user authentication. This method
presented an EER of 0.58% and a good accuracy value of 99.67%. In addition, the same
authors in [19] presented another efficient method dependent on employing a hybrid of
chaotic maps and Gabor filters. This method achieved a recommended EER of 1.17% with
99.08% accuracy. Moreover, the same authors in [20] introduced a cancelable multiple bio-
metric iris identification scheme dependent on combining several biometric data patterns.
So, in their proposed scheme, the feature vectors resulting from both the right and left iris of
the same individual were merged into a specific encrypted iris code. Then, the FrFt-based
double random phase encoding (DRPE) approach was employed. This approach attained
an accuracy of 99.75% and an EER of 0.63%. In [21], authors introduced a fingerprint identi-
fication system utilizing linear zone-based binary patterns. In this system, each fingerprint
template is split into nine equal zones, and in each zone, the linear patterns are utilized for
the identification process. This system reached 94.28% average identification accuracy.

Kaur and Khanna [3] suggested an efficient cancelable biometric system based on
Log-Gabor filters and a random projection technique to generate a cancelable feature vector
to access the user account. A cancelable face biometric adopted on bloom filters was
proposed by Butt et al. [22]. Their methodology is based on feature extraction from facial
images to be used as an efficient tool to produce a new distorted and encrypted template.
In the next step, a bloom filter is employed using the personal identification number to be
convolved with the feature matrix. Teoh et al. [23] introduced a bio-hashing scheme for the
face biometric, where the extracted low-dimension feature value is reprojected randomly
to create a binary bit string. Kho et al. [24] proposed a cancelable fingerprint system using
a partial local structure descriptor and permutated randomized nonnegative least square.
They applied the permutation to the PRNNLS dictionary and random projection scheme.
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Their approach successfully achieved cancelable templates that are uncorrelated with the
original fingerprint templates.

3. Proposed Approach

The primary goal of the proposed method is to generate a biometric image with the
least amount of correlation to the original biometric image. Based on the style transfer
technique, this paper proposes a multi-biometric cancelable system. Style transfer is utilized
in this paper to convert the features of an artwork image to a photograph. The artwork
image is considered as a texture image, such as a fingerprint biometric, and the photo
image is used as a face biometric. As a result, the proposed style transfer technique is
used to transfer the texture style of the fingerprint to the biometric face image. There are
many phases of collection and generation in the proposed cancelable system. Collecting
the necessary biometric images is the first step for the user. Then, the second phase uses
the style transfer approach to generate the cancelable biometric images. The collection
of the required biometric images can be handled by access control devices, whereas the
generation of the cancelable image is handled by a computer device that is best supported
by a GPU to reduce processing time. The image retrieval of the cancelable image is the
second state. The proposed method is unique in that it involves deep style transfer to the
security field. The main benefit is that the resulting image is regarded as the cancelable
biometric of both the input fingerprint and face biometric images. The resulting image
of traditional cancelable systems, on the other hand, is the cancelable image of only one
biometric image using a technique such as the DRPE encryption technique. Figure 1 depicts
the general framework of the proposed cancelable system.
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Figure 1. Block diagram of the proposed style transfer and bio-hash scheme.
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As a result, a style transfer is used to create a photo that is like the artwork’s style.
The VGG network [25] is used to extract features from an image of artwork. This method
has been selected for its efficiency in extracting features, as it is a widely used model in
various applications. Furthermore, due to the limited availability of images for training,
a pre-trained model was utilized for the feature extraction task. This feature extraction
network model has been trained. This paper extracts features from the VGG-19 network
model’s normalized version of 16 convolutional layers and 5 pooling layers. To normalize
the network, weights can be scaled. Scaling requires that the mean activation of each
convolutional filter be equal to one. It is possible to rescale the VGG network without
affecting its output. Because only linear activation functions (ReLU) are rectified, and
feature maps are not pooled or normalized, this is the case. The proposed model lacks
fully connected layers [26]. This model is applicable to anyone. In the proposed work,
pooling averages rather than maximums is proposed to achieve slightly recommended and
improved results. Furthermore, to ensure that the generated cancelable images cannot be
reversed, they are hashed with SHA-256 and SHA-512. This is done to reduce the amount
of storage required for biometrics.

3.1. Content Image Representation

The convolutional layer comes from several 2D digital filters, known as convolution
filters. Features from the original biometric image are extracted and mapped using digital
filters applied to the convolution of that data. The non-linear filter banks defined by each
network layer are in general non-convex. As the number of layers in a network increases,
the complexity of its filter bank also increases. Convolutional neural networks encode an
input image x by responding to filters at successive layers. Nj feature maps can be created
for a layer with Nj distinct filtering options. Nj, M is the height multiplied by the feature
map width on each map of this sizing type. Responses in layer 1 can be represented in the
matrix ¥ € RNP>Mi, where F.; indicates the activation of the ith filter in layer I at position j.

The value of the certain pixel p,,,,, is calculated as:

Pnew = Zies pi-wi 1

where p; is the summation of the old surrounding pixels and w; is the applied filter elements.
To execute gradient descent on a white noise image, one can visualize the encoded
information at different levels of the hierarchy. The goal is to create a new image with

response features identical to the previously processed one. It is important to note that p

and ¥ are the original and the produced picture, respectively; the feature representations at
the layer of layer I are P'. Then, the squared error loss between P and F' is given as follows.

~ o~ 1 2
L content (P, X, l) = Ezi;j (F,'l]' - Pil]‘) ()
The derivative Leoptent (}Nﬂ, X, l) at layer I, in terms of activations, is given as follows.

9Lcontent _ {Filrpfj if Fj>0 -
- i 1
aFin 0 if Pij<0’

Utilizing standard error back-propagation, it is possible to compute the gradient of
the image @%x initial random image %8x modified until it generates the same response as

(CNNs) build a representation of the data that becomes increasingly explicit as the process-

ing level increases. ¥ is translated into representations that are more and more accurate.
On the other hand, it becomes largely unchanging with respect to its certain form. Higher
layers of the network collect high-level material, but they do not have enough control over
pixel values to ensure a precise reconstruction of the input image with respect to objects
and their arrangement. Reconstructions from lower layers can be used to obtain the precise
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pixel values of the image. Consequently, the content representation refers to the feature
responses at the higher layers of the network.

3.2. Style Image Representation

A style representation for an input image can be provided by a feature space designed
to capture texture information. This feature space can be built using filter responses at any
network layer. It consists of the correlations between the various filter responses, where the
expectation is considered over the geographic area of the feature maps. For example, in
layer I of the Gram matrix, feature correlations between the inner product of the vectorized
feature maps can be found, G € RN*Mi,

I I ol
Gi; = ) FiFix 4)

With the texture information in the input image, a stationary multi-scale representation
of the image can be obtained, but not the overall layout of the image. It is possible to create
an image with the same style representation as an input image using these style feature
spaces created at various network levels and thus visualize the information acquired.
Gradient descents from a white noise image can be used to reduce the mean squared
distance between the image’s original Gram matrices and the image’s generated Gram
matrices. Let a and x represent the original and generated images, respectively, and A'.
and, G'. represent the style representations of those images at layer 1. In terms of overall
loss, layer I contributes:

_ 1 2 2)?
E = 4N12M12 Zi,j (Gij - Aij) ®)
And the total style loss function, Ly, is defined as:
- = L
Estyle ( a,x ) = 21:0 wE (6)

where wj represents the set of weighting factors of each layer contribution to the total loss.
The derivative of E; at layer ], in terms of the activations, is given as:

1 1T A1 4l ; I
aEl N2M2(F (G —A ))1] lf Fij>0

— [
ﬁilj =1 if Fj<0 )

Standard error back-propagation can be used to quickly compute the gradients of E;
with respect to the pixel values of the image x. We synthesize new data that matches both
the style representation of the artwork and the content representation of the photograph.
Using a convolutional neural network with multiple layers, we can reduce the distance
between a white noise feature representation of the image and those of a content image
and style. The main objective is to minimize the loss function:

- = =

Liotal (p, a, x) = &L content (_;;, ?) + ,Bﬁstyle (7, ?) (8)

In this equation, the weighting factors for style and content reconstruction are both the
same. The gradient pixel values can be utilized as an input for various numerical optimiza-
tion algorithms. L-BFGS can be utilized here, which was found to perform adequately in
picture synthesis [27]. Before computing feature representations, it is necessary to extract
picture information at comparable sizes to resize the style image to match the content
image. Finally, image priors are not necessary for synthesis results to be regularized. It is
possible to make the case that the texture features of lower network levels convey an image
that comes before the style image. Using different optimization algorithms and network
architecture is predicted to produce some changes in picture synthesis as well.
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4. Simulation Results

The proposed cancelable system is carried out on a dataset that consists of both face
and fingerprint biometric modalities. Each modality includes eighteen biometric images
from different individuals. Figures 2 and 3 show a sample dataset for each biometric
modality. Furthermore, this dataset is segmented into two segments; each one includes
nine images of both face and fingerprint biometrics. This segmentation is performed to
provide comparative analysis between the proposed approach and others in the literature.

Figure 3. Sample of fingerprint images from the dataset.

4.1. Evaluation Metrics

A different strategy for evaluation involves statistical analysis, encompassing both
qualitative and quantitative measurements. The qualitative element entails evaluating the
caliber of the cancelable template generated, while the quantitative aspect entails establish-
ing statistical indicators like correlation and signal-to-noise ratio (SNR) for the template.

4.1.1. Quantitative Analysis

The effectiveness of the MBCS scheme is assessed through the application of three
quantitative metrics: Number of Pixel Changes Rate (NPCR), Unified Average Changing
Intensity (UACI), and Peak Signal to Noise Ratio (PSNR). Equations (9)—(11) are employed
to compute NPCR, UACI, and PSNR for two images, namely I1 and I2. Here, M and N
symbolize the dimensions of the images, denoting their width and height, respectively.

o 1 M N 3 .
NPCR( /0) = m2i=l 2]-:1 Zk:l S(l,], k) X 100, (9)
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where
.. 1, Ii(i,j, k) = L(i,jk
5(i,j,k) _{ 0 e}éea]Jheie 2li) 1 (10)
o 1 M N 3 |L(i, k)= L] k)|
UACI( /D) — mzlzl Z]:l Zkzl 255 X 100 (11)

Imax ]
PSNR = 20lo —,
B10 [\/ MSE
where Ip1ax refers to the maximum possible pixel value, and MSE refers to mean square
error, defined as:

1 _ _ - ..
MSE = gyt Eiso lali, ) = TG 12

4.1.2. Qualitative Analysis

The qualitative evaluation process involves employing quality metrics to appraise
the system’s performance. In this particular scenario, the performance of the proposed
MBCS scheme is assessed by analyzing the spectral distribution (SD) and universal image
quality index (UIQ). These metrics are utilized to evaluate the cancelable template that has
been generated.

Spectral Distortion

The spectral distribution (SD) is a technique used to evaluate the likeness of spectral
data between two images in a qualitative manner [28]. It is generally acknowledged that
SD values can be used to determine the similarity of the images being compared [29]. The
mathematical definition of SD is as follows:

M N . . . .
X Y x(j) —y(ij)|
i=1j=1

SD — (13)

MN

Here, “M x N” denotes the total count of pixels present in the image, while the
variables “X” and “Y” refer to the original image and the encrypted image, respectively.

e  Universal image quality index

The Universal Image Quality Index (UIQ) is an additional measure utilized to evaluate
the structural similarity between two images [30]. Mathematically, UIQ is computed using
Equation (12), and the resulting values fall within the range of —1 to 1, with values closer
to 1 indicating a higher level of consistency between the images being compared [30].

COUi]‘. 2“1/11']/1]' ) 20’1‘0’]‘
Gi0; i+ oo

UQI(i,j) = (14)

The quantities referred to as “where and are the mean of i and j, variance i and j
and the covariance of i and j respectively” denote specific statistical measures, namely the
means, variances, and covariance of variables i and ;.

The quantitative and qualitative evaluation concludes with the tabular representation
of the defined metrics for our proposed MBCS scheme.

4.2. Results of Visual Cancelable Templates

The proposed system, which is based on style transfer, is run on the dataset that was
discussed in the previous subsection. To elucidate the impact of employing the suggested
deep learning and style transfer scheme for the introduced cancelable biometric model,
two sample datasets of faces and their corresponding fingerprint biometrics are tested. In
simulation tests, the face biometrics are used as content images, and fingerprint biometrics
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are used as style images. The original nine samples of the utilized content include faces
and style fingerprint biometrics.

The proposed cancelable biometric model based on a deep style transfer scheme is
compared to the DRPE ciphering technique [15]. Figures 4 and 5 show the results of the
ciphering step for the proposed deep learning and style transfer scheme compared to the
state-of-the-art DRPE technique for all analyzed biometrics. In contrast to the traditional
DRPE method, the results of the proposed hybrid scheme are being praised and advocated
for a more cost-effective cancelable biometric model. In all experiments, two biometric
images have been used for authentication. Second, a person who is not authorized to access
the information for the purposes of determining the level of system security is assumed to
have access to the correct key during the testing process. Tested biometric patterns and two
ciphered pictures are compared for their correlation coefficients.

§ Nt i

(b) Style Transfer
Figure 4. Cancelable biometrics generated by (a) DRPE and (b) style transfer for the first segment of
the dataset.

The results of the authentication phase for the suggested method, in comparison to the
related DRPE technique, are shown in Figures 6 and 7. These results include the receiver
operating characteristic (ROC), probability of false distribution (PFD), and probability of
true distribution (PTD) [31-34] for all the examined biometric patterns. In the authentication
phase, these results determine the error probability and threshold. The threshold, which
determines whether an input person is an authorized user, is obtained by analyzing the
intersection of the PFD and PTD curves. The proposed deep learning plus style transfer
scheme evaluates correlation values for nine biometric images in all datasets. The results
are presented in Tables 1 and 2, respectively, in comparison to the current state-of-the-art
DRPE method.
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f;& NS
(b) Style Transfer

Figure 5. Cancelable biometrics generated by (a) DRPE and (b) style transfer for the second segment
of the dataset.

Based on the correlation values obtained from the tested simulation cases, it can be
concluded that the proposed deep learning + style transfer scheme is a good candidate for
the cancelable biometric system to perform better than the traditional DRPE method.

Table 1 presents the results of the statistical analysis conducted on the proposed MBCS.
The analysis involved comparing the generated cancelable templates with the original
images using various metrics. The proposed MBCS was found to exhibit a high level of
efficiency based on the evaluated metrics, achieving an average NPCR of 99.26, PSNR of
23.28, SSIM of 0.0405, UIQ of 0.7492, SD of 60.442, and UACI of 24.268. The evaluation
metrics suggest that the proposed MBCS can be confidently employed for cybersecurity
applications that rely on human biometrics.
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images as content images and nine biometric fingerprint images as style images of sample 1 dataset.
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Figure 7. The ROC, PFD, and PTD results of the authentication stage output for the proposed deep
learning + style transfer scheme contrast to the DRPE scheme of the nine analyzed biometric face

images as content images and nine biometric fingerprint images as style images of sample 2 dataset.

Table 1. Quantitative and qualitative evaluation of proposed MBCS scheme.

Image NCRP (%) PSNR (dB) SSIM UIQ SD UACI
1 98.76 21.95 0.042 0.78 75.21 30.14
2 98.72 24.05 0.034 0.74 56.55 22.78
3 98.12 22.57 0.05 0.72 57.84 2443
4 98.19 22.45 0.04 0.77 58.89 25.29
5 98.28 23.83 0.034 0.73 57.24 26.33
6 98.98 22.88 0.032 0.71 59.06 26.54
7 99.25 22.35 0.039 0.75 56.92 24.96
8 98.31 21.61 0.057 0.79 57.49 23.19
9 99.28 23.71 0.031 0.79 60. 39 24.46
10 98.67 21.35 0.051 0.76 75.95 28.74
11 98.47 22.53 0.036 0.74 57.39 22.78
12 98.12 23.73 0.06 0.72 56.84 23.33
13 99. 29 21.58 0.033 0.77 60.99 26.81
14 98.23 2423 0.04 0.70 60.28 27.03
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Table 1. Cont.

Image NCRP (%) PSNR (dB) SSIM uIQ SD UACI
15 98.78 24.08 0.038 0.71 58.0688 26.54
16 98.71 22.34 0.031 0.76 57.2120 23. 69
17 98.91 22.08 0.059 0.78 56.4679 24.12
18 99.07 24.28 0.0315 0.72 61.7939 26.86

Table 2. Execution time (in seconds).

Method Total

IFL followed by Gaussian RP [35] 13.14
Homomorphic transform followed by Gaussian RP [35] 12.19
The proposed MBCS method 16.52

4.3. Results of Bio-Hash Templates

The current investigation proposes an alternative approach to cancelable templates by
employing hashing algorithms. This class of cancelable templates represents the hashed
representation of the input biometric data. These forms possess a limited storage capacity,
which is highly valuable in real-time applications that lack extensive storage resources,
such as those commonly found in Internet of Things (IoT) applications. The suggested
technique utilizes hashing algorithms on the visual templates produced by the style transfer
algorithm. To evaluate the effectiveness of this technique, pairwise distances, including
Hamming and correlation, are utilized. Figures 8 and 9 depict the Hamming distance and
correlation between the generated bio-hash templates and a hypothetical intruder who
attempts to compromise the system by generating a bio-hash. The findings demonstrate
that the proposed cancelable biometric system generates hashed templates with a Hamming
distance close to 1, indicating optimal performance, and correlation values close to zero,
which is also considered optimal performance.
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Figure 8. Cont.
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Figure 8. Hamming distance and correlation of the proposed bio-hash templates of the first segment
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5. More Analysis and Discussion
5.1. Robustness Justification

A good strategy for assessing the system’s robustness is to simulate a spoofing attack
and evaluate it by analyzing the autocorrelation and cross-correlation between the selected
spoofer and the other subjects.

In this context, subject number one is assumed to be the spoofer, and both its autocor-
relation and cross-correlation with the other subjects are measured. Figure 10 presents a
bar plot illustrating the correlation between the spoofer and all the subjects. Notably, the
correlation between the assumed spoofer and subject 1 is close to 1, indicating a strong
correlation. Conversely, the correlation between the assumed spoofer and the other subjects
is close to 0, suggesting minimal correlation. Consequently, these findings support the
conclusion that the proposed system serves as a robust solution against spoofing attacks.

Correlation Score for Genuine

1 T T T T T T T T

correlation

_02 1 1 1 1 1 1 1 1 1 1
0 2 4 6 8 10 12 14 16 18

face index

Figure 10. Correlations among a spoofer and the subjects included in the dataset.

5.2. Time Complexity and Execution Time

The assessment of an algorithm’s complexity involves evaluating the interactions and
resources necessary for its implementation. In this study, we measure the effectiveness of
the proposed MBCS scheme by analyzing its execution time and its inherent constraining
aspect, namely, the big O analysis.

The computation of the implementation time for our MBCS scheme, measured in
seconds, is determined based on the execution steps needed for each user, with each user’s
biometric being represented as an M by N image, as outlined in the following enumeration.
Steps performed for each user are given below:

1-  (O(1)) operations to register current biometrics of the user.

2- (O(n x (M x N)) operations to perform feature extraction on an M x N image, where
n is an integer.

3- (02 x n x (M x N))) operations to fuse the features.

4- (O(M x N)) operations to reconstruct the fused image.

5- (O(5 x n x M x N)) operations to perform the deep dream (where 5 is the number
of steps).

6- (O(n x (M x N))) operations to perform the authentication process to accept or reject
the user.
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Furthermore, the time required to execute the proposed scheme is tabulated in Table 2.
The reported time is considered acceptable since generation of the cancelable template is
an off-line process [35].

5.3. Discussion and Comparisons

To confirm the productivity of the proposed reliable cancelable biometric approach
based on a hybrid deep learning and style transfer scheme, a comparison was made
with the results of recent previous schemes [8,18,29,31,36-38]. The performance of the
proposed hybrid deep learning plus style transfer scheme-based cancelable biometric
model was evaluated in terms of false acceptance rate (FAR), equal error rate (EER), area
under the receiver operating characteristic curve (AROC), and false rejection rate (FRR),
and compared with other ciphering-based cancelable biometric related systems in the
literature. The results of the comparison are presented in Table 3, which shows that the
proposed hybrid deep learning and style transfer scheme-based cancelable biometric system
performed favorably in terms of EER, FAR, AROC, and FRR, compared to other systems
published in the literature.

Table 3. Statistical analysis (EER, FAR, FRR, and AROC) of the proposed method and other methods
in the literature.

Method EER FAR FRR AROC
Proposed (Style Transfer)  7.6842 x 10713 2.1573 x 1071 1.0295 x 10~ 0.9999
Ref. [18] 0.0058 0.0985 1.6822 x 10~ 0.8630
Ref. [31] 9.5647 x 10~° 0.0056 25216 x 1073 0.8684
Ref. [36] 0.0046 2.3550 x 10~4 0.9292 0.8837
Ref. [8] 0.0178 0.0017 0.8769 0.8967
Ref. [29] 5.6942 x 10710 3,0414 x 1077 0.9671 0.9076
Ref. [37] 0.0016 0.1955 45354 x 10~* 0.8737
Ref. [38] 8.7546 x 10~ 0.0435 6.1101 x 1073 0.7187

6. Conclusions

This study introduces a novel approach for developing a cancelable biometric system,
suitable for IoT applications, that combines deep learning and style transfer techniques.
The primary contribution of this research lies in the integration of deep learning with the
style transfer scheme, resulting in a robust biometric model that can effectively withstand
potential attacks from hackers. By incorporating both deep learning and style transfer,
the proposed approach enhances the security and introduces distortion to the original
biometric patterns, leading to the generation of altered biometric patterns. The effectiveness
of the hybrid deep learning and style transfer scheme was verified through extensive
experimentation involving encryption and distortion of stored biometric data. The results
demonstrate that this approach offers superior suitability for securing biometric patterns
compared to previously proposed methods. Additionally, the proposed system exhibits the
ability to encrypt and distort various types of biometric datasets, further reinforcing the
cancelability of stored biometric templates. Overall, the introduced cancelable identification
biometric framework achieves remarkable objective and subjective outcomes, surpassing
the performance of previous approaches.
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