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Abstract: Federated learning enables multiple users to collaboratively train a global model using
the users’ private data on users’ local machines. This way, users are not required to share their
training data with other parties, maintaining user privacy; however, the vanilla federated learning
proposal is mainly assumed to be run in a trusted environment, while the actual implementation
of federated learning is expected to be performed in untrusted domains. This paper aims to use
blockchain as a trusted federated learning platform to realize the missing “running on untrusted
domain” requirement. First, we investigate vanilla federate learning issues such as client’s low
motivation, client dropouts, model poisoning, model stealing, and unauthorized access. From
those issues, we design building block solutions such as incentive mechanism, reputation system,
peer-reviewed model, commitment hash, and model encryption. We then construct the full-fledged
blockchain-based federated learning protocol, including client registration, training, aggregation,
and reward distribution. Our evaluations show that the proposed solutions made federated learning
more reliable. Moreover, the proposed system can motivate participants to be honest and perform
best-effort training to obtain higher rewards while punishing malicious behaviors. Hence, running
federated learning in an untrusted environment becomes possible.

Keywords: federated learning; artificial intelligence; blockchain; smart contract

1. Introduction

Many companies or organizations have recently utilized Machine Learning (ML) to
gain knowledge from their data. These data are mainly obtained from users when they
use companies or organizations’ products in their daily lives. The more data gathered
from the users, the more accurate the company analytics may become, further driving
the data collection practice; however, this data collection often faces public scrutiny from
the user’s side, as data privacy has gained public awareness lately (e.g., through GDPR
law [1]). Thus, a privacy-preserving ML scheme must be built to comply with the user’s data
privacy requirement.

Federated Learning (FL) [2] allows ML models to be trained in users’ local devices
instead of companies’ centralized servers; hence, avoiding the user data gathering in the
first place; however, the vanilla FL is assumed to be run in a trusted environment, where
the trainers are always honest. Meanwhile, the real applications of FL are in an untrusted
domain, in which trainers can become malicious. This mismatch highlights the necessity
of a secure platform to run FL, where multiple conflicting participants can train models
honestly and fairly.

On the other hand, blockchain technology has gained traction lately due to the pop-
ularity of Bitcoin [3]. The premise of blockchain is to allow users to store data or process
data (e.g., through smart contract [4]) securely in a distributed manner without third-party
intervention. If we look closely, the “distributed storage and computing” of blockchain are
what we need for “decentralized training” in FL; therefore, many researchers have adopted
blockchain to their FL system to secure the collaborative training efforts made by users [5].
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Driven by the same background, we propose a blockchain-based FL system in this
paper. Our motivation to create yet another blockchain FL system is that most previous
papers only use blockchain as a platform to store and audit the trained models. Meanwhile,
the FL system is a complex collaboration system involving many other issues, such as how
to motivate clients to perform training, how to ensure the quality of the trained model,
and how to guarantee the security and fairness of the FL system. So far, only few studies
have addressed those issues [6-8]. Our paper exists to (i) solve those unresolved issues and
(ii) provide alternative solutions from those mentioned studies.

In summary, our contributions are as follows.

*  We analyze several issues of vanilla FL such as low motivation to perform local
training, client dropouts, model poisoning, model stealing, and unauthorized access.

*  Based on the previously mentioned problems, we create initial building blocks for our
proposal, including an incentive mechanism, peer-to-peer reviewed trained model,
model encryption, stage timeout, deposit, and reputation system.

*  We design a full-fledged blockchain-based FL protocol to run fair, secure, and trusted
FL tasks.

*  We provide a proof-of-concept implementation of our protocol and analyze the results.

The rest of this paper is organized as follows. We first explain our proposal’s problem
statement and building blocks in Section 2. We then explain the inner workings of our
proposal in Section 3 and evaluate our proposed method in Section 4. Literature reviews
on the state-of-the-art blockchain-based FL protocols are presented in Section 5. Finally, we
conclude in Section 6.

2. Preliminaries
2.1. Problem Statement

The vanilla FL [2] still relies heavily on a centralized and trusted environment. Because
of that, we find several general problems (GP) as follows.

GP1 The model owner cannot recruit enough workers to train their model due to a lack of
incentives for workers.

The success of FL training depends heavily on the workers” willingness to perform
the FL tasks. The model may become less accurate if it is trained with only a few numbers
of data. On the other hand, having more workers may result in more data available for
training and increase the data diversity, assuming that each worker trains the model with a
unique dataset. Unfortunately, from the workers’ point of view, performing local training
means wasting their resources. The workers will most likely not perform the FL tasks in
the vanilla FL because it has no incentive mechanism to attract workers’ participation.

GP2 The workers may perform malicious local training that may corrupt the global model.

Because all local models will be aggregated into a global model, corrupt or invalid
local models may disrupt the global model. The vanilla FL does not have any protection
against malicious workers. The lazy workers, which perform training with low effort,
may generate a low accuracy of local models that may decrease the overall global model
accuracy [9]. Malicious workers may perform the local model training with adversarial
examples to make the global model misclassify [10]. Finally, workers who joined the FL
tasks may suddenly drop out and discontinue the training process. When many workers
stop the local training simultaneously, it may drastically affect the quality of the updated
global model [9].

GP3 Malicious actors may gain access on the updated local or global models.

FL encourages model sharing among entities, where models will be passed on from
one entity to another. An unauthorized party may steal the global or local models by
eavesdropping on the communication channels. When the attacker steals the local model,
they can slightly modify the models (e.g., train the stolen model with their dataset for a
few epochs more), then claim the model as theirs and submit it to the system. Furthermore,
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they can even resubmit the stolen model without any modification, which increases their
advantages. If the attacker can obtain the global model, they hit the jackpot and obtain the
most reward without training. Since vanilla FL focuses on the training process, they do
not protect the communication channels; therefore, the vanilla FL is susceptible to those
mentioned attacks.

GP4 The FL actors may crash and jeopardize the whole training process.

Similar to any collaboration system, we cannot guarantee that all participants behave
as intended at all times in FL. The local workers may crash and not submit the training
result for a given round on time. The aggregator server may be down and fail to generate
a global model for a given round. Finally, the model owner may crash and cannot send
the training rewards to workers. The vanilla FL will likely fail when such circumstances
happen because it does not consider its robustness and fault tolerance.

2.2. Design Considerations
We came up with several design decisions to solve those mentioned general problems.

2.2.1. Incentive Mechanism

The incentive mechanism is one of the features to solve GP1. With enough rewards, a
particular FL task should appeal to workers and ease the model owner in finding worker
candidates. An important detail regarding designing an incentive mechanism is that its
design should be fair and reliable to drive its trustability. In particular, the system must
reward workers according to their contributions to the global model. For example, if we
reward workers using flat rewards, hard-working workers may feel that they compen-
sate others. Most workers then become reluctant to train a model using their maximum
capabilities as they will obtain the same reward as the low-effort ones.

2.2.2. Peer-Reviewed Local Model

All submitted local models must be reviewed to assess their quality and solve GP2.
For this purpose, we can employ third-party reviewers to perform model validations.

After the local model training completes, the workers must disclose their training results
to the reviewers. The reviewers must evaluate whether the submitted local model generates
lower accuracy based on their test dataset. A low accuracy model may indicate a poor
training effort or an imperfect training dataset. The reviewers must also try to aggregate the
evaluated local model with the current global model to see whether the aggregation improves
or reduces the model quality. A quality degradation may point to data poisoning was taking
place during the training. After completing the evaluation, the reviewers must submit their
evaluation score over trained local models to the system. The system then determines each
worker’s contributions based on the submitted training and evaluation scores.

During the evaluation, malicious reviewers (e.g., colluding with or paid by the worker)
may send a fake evaluation score that does not represent the evaluated models. Hence,
the system must guarantee that the fake scores will not influence the contribution scores.
Moreover, a lazy reviewer can do nothing but wait for other reviewers to reveal and submit
their evaluation scores to the system. After that, the reviewers copy (or modify slightly)
the evaluation score and submit the stolen score as theirs; therefore, the system must also
prevent such stealing possibilities from happening.

2.2.3. Model Encryption

The encryption over the distributed models is required to solve GP3. FL actors can
perform encryption on the application level (e.g., encrypting the model parameters directly)
or build a secure channel using the TLS protocol. With encryption, outside entities will not
understand the global or local models being exchanged in the system; therefore, we can
minimize the potential model leakage from outside parties.
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2.2.4. Stage Timeout

We usually employ stages to manage the training state in synchronous FL. In particular,
the system creates a timeout in which participants must complete their work before the
given deadline. Furthermore, the system will not count late contributions, thus, ignoring
failed or unresponsive FL actors and eliminating GP4.

2.2.5. Deposit Mechanism

We can impose a deposit mechanism to economically punish malicious actors and
help solve GP2 and GP4. When the system detects malicious activity, it penalizes all
culprit actors by depleting their deposits. This mechanism is arguably a simple yet effective
approach; however, a static flat deposit system may not appeal to participants.

A dynamic deposit mechanism can provide perks to attract trustable actors to join
our system. For example, the more trustable the actor is, the lesser deposit he or she
needs to join the FL tasks. With this lower deposit, actors can join more FL tasks, gaining
more profits from those tasks. This method is possible because solving machine learning
problems is similar to solving a black-box system. We do not know whether our data
can produce optimal accuracy results without a trial and error approach; thus, having
the benefits of joining more FL tasks with smaller deposits will be more desirable. This
approach should also encourage actors to always behave honestly to maintain their lower
deposit benefits. Hence, it indirectly solves GP1.

2.2.6. Reputation System

Without a reputation system, the system will always treat all participants equally. A
veteran player is indistinguishable from a new player because there is no way to know the
history of player activities and assess their credibility. While this “join and forget” nature
may be helpful to preserve the actors’ privacy, attackers become more easily able to perform
Sybil attacks in this environment; therefore, the system must determine which actors are
considered veteran players and propose more benefits to them when joining our FL tasks.

However, veteran players are not always trustable. In particular, they may intention-
ally or unintentionally (e.g., the account is hacked by hackers) become malicious. Hence,
the reputation system must also track actors” activity history in the environment and deter-
mine whether they are currently in good or evil behavior. This history of activities must
become one factor in determining a given actor’s credibility.

3. Proposed Protocol

Our proposed framework is shown in Figure 1 and Table 1 presents the description of
important notations and variables in this paper.

Table 1. List of notations used in this paper.

Notation Description

S$,0,i,j Smart contract, Model owner, Client, Reviewer

[,]min C, Cmin Level, Minimum level, Credit score, Minimum credit score

rid pdesc rtarget  Tagk id, Task description, Task target

MO, M Initial global model, Updated local model

dirain gtest Train dataset, Test dataset

Tscore eval Training score, Evaluation score

x,d Accepted training score, distance of evaluation score towards x
D,B Total deposit, Base deposit value

R, Rirain Reval Total reward, Reward pool for workers, Reward pool for reviewers
vy Current epoch timestamp, Random string nonce

ycommit yipfs Commitment hash, IPFS hash generated from IPFS(-) method
H(]) Hash payload ] using KECCAK-256 hash function
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Table 1. Cont.

Notation Description

Ex()) A symmetric encryption of payload ] with secret key k

Dy (L) A symmetric decryption of payload L with secret key k
PKEpk(]) A public-key encryption of payload | using public key PK
PKDgk (L) A public-key decryption of payload L with private key SK
SIGNsk(J) Generate public-key signature of payload K using private key SK
VERpk(L,S) Verify whether the digital signature S of payload L using public key PK
XY A concatenation of X with Y

L,I,II\I:1 Xy A concatenation of data X for all index n.

Fu_,g(m) Transfer m amount of funds from entity A to B

IPFS()) Store payload ] to the IPFS network

—

Provision Model Sharing and Training Off-Chain Monitor / QueryI

Federated Learning

P
Produce : |
Model Owner (@ | C R G ) Proof of Collaborations
I____I Perform | /) * 2 A \Il |
Registration iti :
| Imt'ljll (cf;lolbal M© I [ Commit-Eval Stage \ Aggregation Stage | FL Task |
ode Fo
| |‘:I4 egistpr Evaluation Evaluation Evaluation ‘“Hl"Z ,’ﬂ Xy || TaRkIDE U22458.5f |
— t ‘4 L i x asl L UX e..lfa
| | Test Dataset d*®t | Score T Score " Score Tl \ i | | | Task Description: |
Level [ - | a Classification

| | ; ¥ Share via IPFS I & s v | l Task Target: 0.97 |
' & ( Reveal-Train Stage ) End Stage ) || | Base Deposit: 100,000 |

| Redisted] Worker i / Reviewer J || | H 8 == 4 || Total Rewards: 700,000
| el < i | A Commit-Train Stage F ( x) lem) | | Clients: |

redi ) ==X

M 3 . " 0-i\ST 7 [0xaa67..f3, 0x6785..af]
| | score | Local Model Perfgfim Trained Local Trained Local Trained Local =1 % | I'| Train Scores: [0.87.0.77] || |
| | Train Dataset di7é» : >| Model My Model M) Model M; ; 2 - | | Eval Sc;r;s: [0.89, 0.8] |

- O—»j( 7 vX ) tage: Eni

Test Dataset atest | Training ptrain Training perain Training qerain j=1% | | Created Oln: 1651431712 |
Score 1 Score Score / \ 4 I | Signature: 0x7788ef..3f |

Figure 1. The proposed blockchain-based FL collaboration architecture, which includes seven stages.
IPFS network is used to share the models between model owners, clients, and reviewers. All FL task
interaction will be recorded in the blockchain and serve as proof of collaborations.

Objectives: Model owners want to train their global model but do not have the neces-
sary data and hardware to perform training; therefore, they outsource the training process
to multiple clients using Federated Learning (FL). Clients are willing to use their private
data and resources to train the model for given incentives. The training scores and trained
models from clients will be reviewed, and rewards will be distributed according to the
evaluation scores. This way, model owners can be guaranteed to receive high-accuracy
models while clients are compensated based on their performances. Hence, a win-win
solution for model owners and clients.

3.1. Accountability Metric

We design our FL environment to be public such that anyone can join the FL tasks;
therefore, we must guarantee that only credible clients join and perform the task to produce
accurate global models. For this reason, we use two metrics to assess clients’ trustability:
leveling and credit score mechanism.

3.1.1. Leveling System

The leveling system is used to judge the clients’ experience of performing the FL tasks,
which is summarized in Algorithm 1. The admin first sets y value, a multiplier to determine
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how many experiences are required to reach the next level ¢"***. New client will be given
zero experience (¢ = 0), which puts them into level one (I = 1) by default. Every time
clients successfully perform a task (e.g., training or evaluating), the GAINEXPERIENCE(-)
method will increase their experiences. The method also increments clients’ level if the
required experience to level up is reached. Higher-level clients mean that they are veteran
players and are most likely to be trustable.

Algorithm 1 Leveling system for client i

1: on startup:

2: admin initiates y = 5 > experience growth multiplier
3 for each new client, admin initiates:

4: I=1lande=0 > default level and experience
5 et =[xy > experience required to level up

6: procedure GAINEXPERIENCE(?)

7 get the current experience e for client i
8: e<e+1
9

if e = ¢"**! then > level up is possible
10: I+1+1
11: et = x
12: e=0
13: function CALCULATELEVEL(7)
14: return get the current level [ for client i

3.1.2. Credit Score System

Unfortunately, high-level players are not always trustworthy because they can still act
maliciously, intentionally, or not (e.g., the account is hacked by attackers). Because of that,
we propose a credit score mechanism as our second trustability factor, which will monitor
the history of clients” honest/malicious activities throughout their lifetime. We summarize
the logic in Algorithm 2.

On startup, the admin first needs to set three parameters: Ce, P, and te¥Pired The
C® is a set of credit events containing credit values given when the client performs a
particular task. We give positive scores for meaningful actions such as joining, training, and
evaluating FL tasks. Meanwhile, we give negative values to punish malicious behaviors.
k=1,2,3,...,Kis the index of C®" where K is the total number of distinct C*”! types that
is available in the system. P is a threshold number to control how many cumulative credit
events C®" can be stored for each client. The t**Fi"*? is a threshold to justify the freshness
of C™. We measure t*P""*? in a block timestamp format.

The admin calls SAVECREDITEVENT(+) procedure to insert a new score for client i.
This method should be called at the end of the FL task. First, we calculate C**" for a given
client i. The C“™ is based on the sum of all C®”! that the client receives during the FL
task. The t**™ indicates the block timestamp when the C*" is calculated and stored in
the blockchain.

Any entity (e.g., model owner, client, or reviewer) can call CALCULATECREDITSCORE(-)
to receive the credit score of a given client i. The system first gathers all last P of C*“"" and

determines its freshness by comparing to "0V — t¢*Pired The outdated cumulative credit
. . . . . . texpired? now _ycum
events will be ignored. The total credit score calculation is then scaled with #

This way, the system puts more attention on the most recent events. They are more critical
than obsolete ones; therefore, we give them higher weight.
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Algorithm 2 Credit score system for client i

1: on startup:

2: admin initiates C*”f, where C**" = {C§%!, C§™, C§, ..., C{™, ..., C¥'}
3 Coot = Cloin = 41 > successfully join the FL task
4 Cgot = Clrm — 43 > successfully train the FL model
5: C§t = vl = 43 > successfully evaluate the FL model
6 Cevt = cpunish = —10 > punishment if perform malicious actions
7 adminsets P =5 > the number of C**™ object to store
8 admin defines t**P*d = 86400 > epoch time till C*" expires
9: procedure SAVECREDITEVENT(7)
10:  gather all C* for client i
11: calculate ¢;, where ¢ is the number of occurence for Civt
12 CoMm =YK o x C
13- peum — gnow
14: store C**™ and """ > can save up to P times

15: function CALCULATECREDITSCORE(})
16: gather all C“™ for the last P for client i
17: for1,2,3,...,p,...,Pdo

18: if (S < (t”"w — texPiYEd) then

19: =0 > ignore outdated C*" score
B p texpired_(tnow_t;um)

21: return

3.2. Federated Learning Stage

The FL tasks can be divided into seven stages: start, commit-train, reveal-train, commit-
eval, reveal-eval, aggregate, and end stage. All parameters presented here are provided as
bare minimum requirements. They can be customized further according to the actual FL
use cases.

3.2.1. Start Stage

FL Task Creation: The model owner must first create a training smart contract along
with its training properties. The model owner sets up training information and uploads it to
the IPFS network, including, but not limited to: the initial global model M(®) with its sample
dataset for testing d'***; the task type description 7*¢ (e.g., supervised, unsupervised, or
reinforcement learning); a timestamp #"°“; nonce . Formally, this process can be defined

as follows. 4
Yllpfs _ IPFS(M(O) ” Jtest H desc || prow H ’7) 1)

The model owner then uploads the task metadata to the smart contract, including,

but not limited to: the IPFS hash of the task lep /5 __this hash also becomes the task id 7%;
the task target T/"8¢ (e.g., achieving 90% accuracy); the base deposit value B; the total
reward for this task R; the minimum clients’ level /""; minimum reputation C"" to join
the task. Finally, the owner also puts a registration timeout "8, which indicates when the
registration will be closed.

Client Assignment: At any given time, FL clients may join the tasks they are interested
in. They can download the FL task information from the corresponding IPFS and smart
contract. Based on all that information, they can analyze their capabilities to determine
whether they can perform the task and earn profits.

For all clientsi = 1,2,3,...,I with I is the total number of the available clients, the
client i must submit their address «; and public key PK; to register the FL task. Moreover,
the clients also need pay deposits D; to the smart contract S, which is F;_,s(D;). The
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deposit is calculated as follows, where [; and C; are the current client’s level and credit
scores (obtainable from Algorithms 1 and 2).

min min

Di=p+ = xb+—

xp @

Each client will pay a different amount of deposit from one another depending on
their trustworthiness. In general, clients with higher levels and more honest behaviors (i.e.,
having higher credit scores) will receive discounts on their deposits, while the lower level
and dishonest clients will pay more deposits. The discounts or markups scale based on
their gaps toward ["" and C"™i",

When nearing ¢ timeout, the model owner has options to prolong the registration
step. The owner can extend the timeout if he cannot find enough suitable clients; however,
it cannot be prolonged forever because the deposit must be returned to clients. If the owner
feels satisfied with the registered clients, they can move on to the next steps. Otherwise,
they can also cancel the task, and all clients will receive their deposits back.

3.2.2. Commit-Train Stage

The model owner queries the registration results from the smart contract, which
includes a list of addresses «; and public keys PK; of all registered clients.

Distribution of Initial Global Model: The model owner O creates a random secret key k.
They then sign the key with SKp, which is Z; = SIGN;sk,, (k), and encrypt the key with
PK;. In particular, for all i, the owner performs X;; = PKEpk; (k). The owner then uploads
the encrypted keys to the IPFS.

Y = 1PFs(zy || | X1) @)
iel

The model owner then uploads the Yépf * to the smart contract, which eventually
notifies all clients that the key is ready in the given IPFS address.

Local Training: All clients query Z; and X;; from IPFS using Y," fs They then de-
crypt the key with SK; and verifies that O is the signer of Z;. Formally, clients calculate
k = PKDsk,(X1,;) and VERpk,, (k, Z1) = True. After that, the clients can begin to train MO
using their own private dataset 4",

Once the training completes, the clients produce the updated local models M with
their associated results T7°¢. Before submitting the results, the clients must encrypts the
trained model using X, ; = Ex(M) and signs the model using Z,; = SIGNpk,(M}). They
then upload the encrypted model along with its signature to IPFS and generate commitment
hashes ch,‘;.’”m”, which can be described as follows.

YI® = IPES(Xa || Zas || % | ) @)
Ycommzt H(Y;pfs) )
,1

After that, clients submits Yf‘}mm” and T7°°"¢ to the smart contract; however, clients

keep Yé@f * secret for now.
This stage completes when one of the following cases happens. First, when all clients
have submitted Y™t and T?“" to the smart contract. Second, a stage timeout is triggered,

which is indicated by %"

commit®

3.2.3. Reveal-Train Stage

Before a tﬁg’fje’}ll timeout, clients need to disclose their Y; p fS from Equation (4) to the

smart contract. The smart contract will verify that the revealed IPFS hashes match the ones
previously submitted in the previous stage. When the hash matches, the smart contract
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records the Yj p /* in the storage and continues to the next stage. If the hash does not match,
the smart contract will punish the sender by depleting their deposit.

with Y{9""i* = H (Y ©)

3 . i .
) { continue, if Yff;.m"“t — chgmmzt
3i /7

punish 7, otherwise

3.2.4. Commit-Eval Stage

Local Model Evaluation: During this stage, all clients must validate each other train-
ing results and thus, become reviewers for other clients. We define the reviewers as
j=1,2,3,...,], where | is the total number of reviewers.

First of all, reviewers download other clients” model from IPFS using Y; p fs . They then
perform the necessary decryption to obtain the model and verify its 51gnature Formally,
for all i, the reviewers obtain M} = Dy(X,,;) and make sure that VERpg, (M}, Z, ;) = True.
All invalid models are ignored in the system. The reviewers then evaluate the M/ using
the test dataset d!. Once completed, the reviewers produce the Ti‘f?’“l for all i, which are
the evaluation scores for client i’s model from reviewer j. Before submitting the result,
reviewers generate commitment hashes Yﬁfjmm” as follows.

Ycommzt (Teval || ’7) (7)

After that, the reviewer submits Yzwjm’”it to the smart contract but keeps the value of

T“’”l secret for now.

This stage completes when one of the following cases happens. First, when all review-
ers already submitted Yf‘}mm” to the smart contract. Second, a timeout is triggered which is

indicated by %

commit®

3.2.5. Reveal-Eval Stage

Before a teZz‘}é . timeout, reviewers need to disclose their T"Wl and 7 to the smart
contract. The smart contract validates whether the revealed evaluatlon scores match the
ones previously submitted in the previous stage. The smart contract will punish the clients
by depleting their deposits if they do not match. When the hash matches, the smart contract

saves the Tf;.’“l in the blockchain and continues to the next stage.

; s£ yeommit' _ ycommit
with Ycommzt’ (Teval I, { continue, if Y2’j =Y 2 ®)
punish 7, otherwise

3.2.6. Aggregate Stage

After the smart contract obtains all the evaluation scores from all clients, the system
can begin the model aggregation stage.

Calculating Contribution Scores: The CALCULATEWORKERCONTRIBUTION(-) function
in Algorithm 3 is used to calculate the training contributions of client i with respect to its
corresponding evaluation scores Tg“l. We calculate the first quarter Q1, the second quarter
(the median) Q;, and the third quarter Qs of all Tf;’“l We then check if the previously
claimed training score T’ resides outside the boundary of (Q; — IQR) and (Qs + IQR).
We assume that 50% of the client is always honest and 50% of submitted evaluation scores
can be trusted. If T7°°"¢ is out of range, we punish client i. Finally, we return the median of
all evaluation scores as an accepted training score for M.

The CALCULATEREVIEWERCONTRIBUTION(-) function is used to measure the eval-
uation contributions of reviewer j towards the model of client i. Similar to the previous
function, we first calculate Q1, Q», and Qs of all Te”“l We then calculate d; j, which is the

difference between the submitted eval scores Tf;’“l from each j towards the median Q.
Because we assume that 50% of the client is honest, we expect that 50% of their submitted
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evaluation scores will be closer to the median. We then normalize d; ; and flip the score so
that the higher d; j values now become the score closer to the median instead of the lower
ones. Finally, we ignore dg,j that is outside the boundary of (Q; — IQR) and (Q3 + IQR),
and give them the lowest value possible.

Algorithm 3 Processing contributions from client i and reviewer j

function CALCULATEWORKERCONTRIBUTION(i)
: Vj, gather all Tf;?”’
calculate Q1, Qy, and Q3 from all Tf;’“l

1:
2
3
4 calculate IQR = Q3 — Q1

5: get previously claimed training score T;“"

6 if T7" < (Q1 — IQR) or T > (Q3 + IQR) then

7 punish worker i > client submitted fake training score
8

return Q»

\O

: function CALCULATEREVIEWERCONTRIBUTION(j)
10: forallido

11: v}, gather all Tf;-’”l
12: calculate Q1, Qy, and Q3 from all Tf;-’”l
13: calculate IQR = Q3 — Q1
14: if 772" < (Q1 — IQR) then
15: dij = |(Q1— IQR) — Q|
16: punish reviewer j > client submitted fake evaluation score
17: else if Tf;-’“l > (Q3 + IQR) then
18: dij = [(Qs +IQR) — Q|
19: punish reviewer j > client submitted fake evaluation score
20: else
21: di,j — |Tlejjﬂl — Q2|
. . d; j—min(d;)
222 normalize and flip, d;,j =1- m
23 returnd;;

Aggregating the Global Model: In vanilla FL [2], we perform aggregation as follows.
nj i
Wy < Z o X W )

n; is the total number of data owned by client i while # is the total dataset from all clients.
Using this formula, the aggregation weight is calculated based on the dataset ownership.

Meanwhile, we slightly modify the formula to adjust the weight based on the models
accuracy. More specifically, for all 7, the owner calculates the following.

7

x; = CALCULATEWORKERCONTRIBUTION(Z)
, xj—min(x)
-~ max(x) — min(x)

1

I /

x! .

Wi Y, = X Wiy (10)
i=1 i=1%;

The model owner gathers all median scores from reviewers. The owner then perform
normalization on the scores x| and aggregates the global model based on each client

. . . X .
accuracy, which is weighted as 5T —;. For this matter, we prefer a more accurate x} rather
i=1"i

than the less accurate one.
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Distributing Reward: The model owner O splits the total rewards for workers and
reviewers as follows. '
R = ¢ x R,R™" = (1—¢) x R (11)

¢ is a parameter determined by the owner, where 0 < ¢ > 1.
To distribute the rewards for all workers, for each i, the owner performs:

x!

Fo (71 XRtruin) (12)
—1 21121 x:‘

xl

Note that the reward is weighted as ﬁ, similar to the aggregation rules. Hence,
i=1"i

the client that submits models with more accurate results will be rewarded more than the

less accurate ones.

To distribute the rewards for all reviewers, for each j, the owner performs:

df,j = CALCULATEREVIEWERCONTRIBUTION(j)
14,
%Zj;%j
1=

.
Foj(—— x R (13)
j=1%]

zj is the average distance of evaluation scores. The reward is then weighted as ):]Zj - in
=17
which reviewers that submitted scores closer to the median scores will be given more réwards.

Updating Clients” Level and Credit Scores: The model owners give experience values to
all clients that contribute to the FL task by invoking the GAINEXPERIENCE(-) procedure in
Algorithm 1. When adding experience, the owner may also eventually increase the clients’
level when the number of experience required is met. Note that malicious clients (e.g.,
dropping out or submitting fake scores) will not receive any experience.

Moreover, the owner also gathers all of the credit events C* for all joined clients,
calculates the cumulative credit events C®", and then saves the score in the smart contract
using SAVECREDITEVENT(-) procedure in Algorithm 2. Honest clients will receive positive
scores, while malicious clients will receive negative scores.

The clients’” updated levels and credit scores will determine the number of deposits
that the clients need to pay when joining future tasks.

3.2.7. End Stage

When all the steps in the aggregation stage finish, the owner will receive the updated
global model, and the clients receive compensation for their efforts in training or evaluating
the local models. The task now moves to the last stage, where no one can modify this FL
task state in the smart contract. This frozen state is used for auditing or as a reference for
future tasks related to this task.

4. Experimental Results and Analysis

Setup: We built a docker container utilizing 2 cores of CPU and 2 GB of RAM to run
Ganache [11] and our decentralized application (dapp). The smart contract was written
in Solidity language and was deployed to the Ganache using Truffle JS [12]. Node JS was
used as the programming language to implement our dapp.

4.1. Assessing Client Credibility

We first analyze our proposed client credibility metrics, including leveling, credit
score, deposits, model training score, model evaluation score, and reward distribution.
Note that the given initial values in this paper are merely used as examples. There are no
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right and wrong values here so developers can tweak and calibrate them according to their
desired results.

4.1.1. Leveling System Results

Figure 2 plots the growth rate of clients’ level based on the given 7 value (c.f.,
Algorithm 1). With higher <, the number of required experiences to level up a client
increases. Hence, developers can tweak this value to determine how fast clients can level
up in their system. For example, with 7y = 1, clients need to complete at least 200 FL tasks
to reach level 20. In contrast, they need to perform more than 1600 FL tasks to reach the
same level in y = 8 setting.

1800

1600 +

I
o N B
o o o
o o o
'
t

Accumulated Experiences
N H [=2] [ee]
o o o o
o o o o
bttt

o
I

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20
Client's Level

Figure 2. The accumulated experiences on each client’s level depending on the vy value.

4.1.2. Credit Score System Results

Setup: We make a simulated scenario where a client performs 20 FL tasks over a one-
week timeframe. During that period, the client receives 20 score updates as presented in
Table 2. Based on CALCULATECREDITSCORE(-) method in Algorithm 2, P and texpired gre the
main variables to determine the freshness of the given credit events, and those value will
influence the total credit score for a given client; therefore, we provide experiments with
varying those values to see their impact on the total credit score. In the first two experiments,
we set P to two days and then varied P value to 2 and 10. In the last two experiments,
we set P to 5 and then varied the t**7" to one day and three days. At each hour, we
call the CALCULATECREDITSCORE(-) method and plot the results in Figures 3 and 4. The
20 straight vertical lines in both figures indicate when 20 score updates from Table 2 are
applied in the system.

Table 2. The cumulative credit events added during one week timeframe using SAVECREDITEVENT(-)
in Algorithm 1. These values are used to plot Figures 3 and 4.

Credit Credit

No (Cceum) Date & Time (t*™) No (Cenmy Date & Time (¢°*™)

1 7 23 April 2021 6:00 AM 1 7 27 April 2021 2:00 AM
2 7 23 April 2021 10:00 AM 12 14 27 April 2021 5:00 AM
3 14 23 April 2021 2:00 PM 13 -6 27 April 2021 9:00 AM
4 14 23 April 2021 6:00 PM 14 -6 27 April 2021 5:00 PM
5 7 24 April 2021 12:00 AM 15 -19 27 April 2021 7:00 PM
6 —6 24 April 2021 8:00 AM 16 7 27 April 2021 10:00 PM
7 —6 24 April 2021 1:00 PM 17 7 28 April 2021 6:00 AM
8 —19 24 April 2021 7:00 PM 18 7 28 April 2021 9:00 PM
9 7 26 April 2021 9:00 PM 19 7 29 April 2021 10:00 AM
10 7 26 April 2021 11:00 PM 20 7 29 April 2021 4:00 PM
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Figure 3. The fluctuating behavior of the client’s credit score over one week timeframe when using
P =2 or P = 10 with t*7"d is set to two days
exp = 1 day exp = 3 day
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Figure 4. The fluctuating behavior of the client’s credit score over one week timeframe when setting
the expiry time to one or three days with P = 5.

When we set P to a higher value, the system considers more events from the history to
be included when calculating the current credit score. For P = 10, the system uses the last
ten C™ to calculate the credit score, while only two C®™ are used for P = 2; therefore,
in Figure 3, we can see that the line for P = 10 becomes more positive than the P = 2 line
from 23 April, 1 AM to 24 April, 1 AM. Similarly, we can see that the P = 10 line suffers less
impact on the credit score drop than the P = 2 line from 24 April, 1 AM to 25 April, 1 AM.

When we set " to a higher value, the system will take a longer time for a credit
score to return to its default value (zero score). We can see this behavior clearly in Figure 4
from 24 April, 6 PM to 26 April, 9 PM. In those periods, the t**F"*¢ = 3 day line takes a
longer time to reach positive values than the t*7"*d = 1 day line.
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Based on the results in Figures 3 and 4, we can conclude that our credit score can react
to dynamics of client history activities by giving positives or negative scores. Moreover,
we emphasize the freshness of the events, in which when clients become inactive, their
reputation score will eventually return to zero.

Malicious clients with negative scores can improve their scores with two actions:
(i) perform honest behavior to increase their score or (ii) do nothing and eventually let the
credit score reset to zero. This behavior is intentional as we want to prevent clients from
performing Sybil attacks by creating a new account with zero credit score value. Performing
such action is not beneficial because adversaries will lose the previous client’s level and
start over again from level 1. The level is vital in our system as it will determine the amount
of deposit the client needs to stake, which is explained in the following subsection.

[J0-1,000,000 [J1,000,000-2,000,000 2,000,000-3,000,000 [3,000,000-4,000,000
[J4,000,000-5,000,000 [15,000,000-6,000,000 6,000,000-7,000,000 7,000,000-8,000,000
8,000,000-9,000,000 [19,000,000-10,000,000 [110,000,000-11,000,000 111,000,000-12,000,000

B
N

,_\
c>»—\rs.)w-b'-"a"\‘mmo'd

Deposit Amount (in million gwei)

Level

=
(=)

50 60

80
Credit Score 100

20

Figure 5. The amount of deposit (in million gwei) that clients need to pay depending on their current
level and total credit score.

4.1.3. Deposit Mechanism Results

Setup: We first create a new FL task with the minimum level [™in s set to 4, the
minimum credit score C"" is set to 60, and the base deposit § is set to 1 million gwei. The
number of deposits that the client has to stake depends on the client’s current level and
credit score; therefore, we simulate a scenario where multiple clients join the created FL
task by varying the client level from 1 to 10 and the credit score from 10 to 100.

Figure 5 shows that the client with a lower level or credit score than the minimum
requirements must pay a more considerable amount of deposits than the qualified and
over-qualified ones. The increase can scale up to a triple amount of the normal deposit
value, which should be closer to 3 x B (c.f., Equation (2)). The yellow area (between 2 and
3 million) is a good deposit value.

4.1.4. Contribution Score Results

Setup: To simulate the effectiveness of our approach in determining workers” and
reviewers’ contributions, we deploy a simulation with ten clients. Client 3 is a malicious
worker who sends fake training results. Furthermore, Client 3 and Client 6 act as mali-
cious reviewers who submit fake evaluation scores to the system. We then run steps in
Algorithm 3 and plot the results in Figures 6 and 7.
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Figure 6. The distribution of model accuracy evaluation for each worker from the reviewers compared
to the workers’ claimed training score.
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Figure 7. The distribution of submitted evaluation score from each reviewer compared to the distance
toward the true median from CALCULATEWORKERCONTRIBUTION(+).
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Figure 8. The amount of reward (in million gwei) that each trainer and reviewer receives depending
on their contribution.

From Figure 6, we can see that the medians of each worker are placed relatively close
to the submitted training scores previously claimed by the workers (except for Client 3).
This condition remains true even though two malicious reviewers are in the system. Those
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reviewers submit fake evaluation scores far from the ground truth, which explains the vast
distance in each worker’s min and max distribution in Figure 7. A greater distance means
inaccurate evaluation and vice versa; therefore, as long as the majority of the reviewers
(i.e., more than 50% clients) are honest, we can trust the result of our worker and reviewer
contribution scores.

Moreover, from Figure 6, we can see that the claimed training score for Client 3 is far
from the median as ground truth. This condition implies that Client 3 previously lied about
the actual value of the training score and submitted a fake score in the system. Hence, the
system can mark this client as a malicious worker. Furthermore, from Figure 7, the distance
for Client 3 and 6 are higher compared to the rest. This fact indicates that those two clients
submit evaluation results inaccurately. Thus, they are punished by the system.

Finally, based on the contribution results, we can distribute rewards to workers and
reviewers as shown in Figure 8. In this case, we assume that the total reward for workers
and reviewers is 20 million gwei, 10 million for workers, and another 10 million for
reviewers. Clients 7, 8, and 9 receive low rewards because their models” accuracy is among
the worst of all ten workers. Similarly, Client 3 does not receive any training rewards due
to fake training result input, while Clients 3 and 6 do not receive any reviewer rewards due
to their inaccurate evaluations.

4.2. Assessing Blockchain Performance

We analyze parts of our implementation that are related to blockchain.

4.2.1. Gas Consumption

All Ethereum smart contract executions that modify the blockchain network state are
subject to a unit called “gas”. Generally, the more complex the methods become, the more
gas is required to execute them. Table 3 shows gas consumption of our writable methods.
Read functions are free and do not require gas; hence, we do not include them in the table.

Table 3. List of writable methods in our smart contract. We assume the block limit of 30 millions gas.
n indicates the total number of clients.

Methods Gas Usage per Tx % Limit # Tx per FL Task
Add Experience 44,801 0.15 n

Save Credit Event 102,944 0.34 n

Submit Training Score 42,443 0.14 n

Submit Evaluation Score 43,123 0.14 n(n—1)

Submit Commitment Hash 48,234 0.16 n+nn—1)

First and foremost, all of our implemented methods are below the Ethereum gas limit
standard of 30 million per block [13]. This indicates that all of our methods should be
feasible to be executed in Ethereum networks. Second, those gas usages are calculated
per one unit. For example, the add experience refers to adding new experience values to
one client. Save credit event infer to submission of cumulative credit events for one client.
Similarly, submission methods are for one submission of training score, evaluation score,
and commitment hash. The total number of transactions for each method that must be
executed in one FL task highly depends on the number of clients.

4.2.2. Transaction Throughput

The transaction throughput in blockchain can be calculated as how many transactions
the network can process per second (TPS). This metric depends on two factors: (i) number
of transactions can be included in the block (which corresponds to the gas limit per block
Qlimit in the Ethereum case), and (ii) the time taken to generate one block (also known as



Symmetry 2022, 14, 1407

17 of 20

block interval b;;ser001)- With the results of the gas usage gusqge per method in Table 3, we
can estimate the projected TPS using the following formula

tps = (glimit/gumge)/binterval (14)

In this case, we assume that one block contains only transactions from the same methods.

Because block intervals vary among different blockchain networks, we consider three
networks to measure the throughput: Mainnet (Ethereum main network using PoW [14]),
Kovan Testnet (Ethereum test network using PoA [15]), and Klaytn (private Ethereum
network using PBFT [16]). Mainnet processes one block every 13 s [17], Kovan Testnet can
do it in 4 s [18], while Klaytn can form a block within 1 s [19].

As shown in Figure 9, the lower the block interval, the higher the transaction through-
put becomes, and thus, we can complete more FL tasks. Those results show that our
proposal depends heavily on the consensus algorithm that the blockchain employs, and
they are most likely to become the main bottleneck in our system. In addition, the whole
performance of our system also depends on how many clients join the FL task. From
Table 3, we can see that, because of the requirements for clients to review each of the other
trained models, they must upload evaluation scores and commitment hash multiple times
for all reviewed clients. Thus, creating a massive bottleneck in our system, but the FL
system becomes robust and fair.

== Mainnet Kovan ==¢=Klaytn

10000
1000 +

100 +

10 £

# Completed FL task per minute

# Client

Figure 9. The total number of possible completed FL task per minute when executed in Mainnet,
Kovan, and Klaytn network. This metric is calculated based on the block interval in Mainnet, Kovan,
and Klaytn network for one round aggregation of local models.

4.3. Assessing FL Accuracy

Previous FL studies have conducted the accuracy of FL [2]. Moreover, previous
blockchain-based FL system have analyzed that FL and blockchain run independently from
each other [6,20,21]; therefore, the integration of blockchain to FL did not influence the
accuracy result of FL. Because we do not propose a new FL algorithm in this paper, we
refrain from discussing the FL performance in this paper.

5. Related Works

In recent years, many FL systems have been implemented in the Ethereum blockchain.
Baffle [21] proposes a blockchain-based FL platform where workers can submit parts of the
model to the smart contract for aggregation. The aggregation occurs on-chain; therefore,
it does not need any centralized FL organizer. On the other hand, Morsbach [22] takes
an off-chain aggregation approach by employing all workers to synchronize the global
model through the IPFS network. Since storing the same model to the IPFS network will
generate identical IPFS hashes, malicious entities can be detected, and most participants
can quickly agree on the same global model. In [23], a blockchain-based FL system for
healthcare is proposed. The system employs secure and private aggregation using multi-



Symmetry 2022, 14, 1407

18 of 20

party computation implemented in AMD Secure Encrypted Virtualization for maximum
secrecy. While those studies have their own merits, they lack the deposit, incentive, or
reputation system to control the workers’ actions. Our proposal exists to provide all of the
missing items.

The deposit system was used in several blockchain-based FL studies; however, most
of them employ a static deposit system in which participants must submit a fixed amount
of money to join the FL task, such as in [7,8,24]. CrowdSFL [6] proposes a dynamic deposit
mechanism, where the required deposit is measured based on the age of the workers. A
veteran worker may submit a lower deposit compared to a new worker. One limitation
of this approach is that being veteran players does not guarantee they will not become
malicious in the future; therefore, instead of relying on age alone, we also consider the
worker’s credit score to determine the deposit in our proposal.

Several studies have also explored the use of reviewers to judge trained local models.
CrowdSFL [6] employs a Crowdsourcing Platform (CSP) to review the submitted local
models from workers. The CSP evaluates the models and provides a guideline for the FL
organizer on choosing the best model candidates for the model aggregation. Similarly,
Kumar et al. [20] mandate all trained models to be reviewed. Models below a given
threshold will be excluded from the aggregation process; however, these mentioned works
employ a single reviewer approach, which suffers from centralization issues. In contrast,
our proposal uses multiple reviewers.

When multiple reviewers exist, the workers disclose their models to all reviewers. The
reviewers then evaluate the models using the test dataset and submit them to the smart
contract. BlockFLA [24] proposes a penalty smart contract in which users can invoke it
anytime they detect malicious training by providing proof of their malicious behaviors.
The contract will determine which party is honest. Learning Markets [7] compares the
difference between the claimed accuracy from workers and the ones from reviewers. The
accuracy must surpass a given acceptance threshold to be included in the aggregation
process and obtain rewards. BlockFlow [8] calculates the median of the evaluation scores
from reviewers as a base truth to determine a valid accuracy value. This value is then
compared with other scores to determine the quality of trained models. Though we share
the same multi-reviewer architecture, the algorithm we use to calculate the contribution
scores differs from those studies.

Finally, the reputation system is commonly used to track workers” actions throughout
the workflow of FL tasks. CrowdSFL [6] and Learning Markets [7] have their reputation
system built-in in their FL platform; however, their reputation calculation is simplistic as
it only adds or subtracts the score with some fixed value. Our proposal proposes a more
sophisticated credit score mechanism that also considers the data’s freshness.

6. Conclusions and Future Works

This paper investigated several vanilla FL. weaknesses that hindered its applications in
untrusted environments and proposed counter solutions. We designed a blockchain-based
FL aggregation protocol divided into seven stages and implemented the protocol in the
Ethereum smart contract.

Through our evaluation results, we have shown that the leveling system can determine
the longevity of a client, and the credit score evaluation could adapt to the history of client
activities. Based on those two metrics, the proposed deposit mechanism could differen-
tiate between trusted and untrusted clients by imposing different deposit requirements.
Untrusted clients can pay deposits up to three times more than trusted clients. Further-
more, the proposed contribution assessment algorithm could detect malicious workers
and reviewers to ensure the quality of training models. Proven malicious behavior will
result in workers and reviewers losing 100% of their reward for a given FL task. Regarding
scalability, we could complete up to 12 times more FL tasks in Klaytn than in Mainnet
and about 2.25 times more in Kovan than in Mainnet; however, this performance would
decrease exponentially as more clients join the FL tasks.
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While our protocol is robust and fair, it creates a communication bottleneck in which
clients need to send multiple transactions to the blockchain because of our peer-reviewed
model. An improvement can be made such that instead of mandating all trained models to
be reviewed, we can select to only review models from clients with low reputation scores;
therefore, future works are required to find a good balance between robustness and perfor-
mance. Furthermore, malicious clients can still collude outside of the blockchain. They may
share their training or evaluation results off-chain, bypassing the commitment hash scheme
we propose. Our system cannot defend against this attack because it is performed outside
our system. For future work, we can combine the concept of homomorphic encryption with
our proposal. All models become encrypted; thus, it becomes pointless for clients to share
their trained models off-chain because they are encrypted with the system’s homomorphic
encryption public key and cannot be decrypted by clients.
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