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Abstract: The possible applications of communication based on big data have steadily increased in
several industries, such as the autonomous vehicle industry, with a corresponding increase in security
challenges, including cybersecurity vulnerabilities (CVs). The cybersecurity-related symmetry of
big data communication systems used in autonomous vehicles may raise more vulnerabilities in
the data communication process between these vehicles and IoT devices. The data involved in the
CVs may be encrypted using an asymmetric and symmetric algorithm. Autonomous vehicles with
proactive cybersecurity solutions, power-based cyberattacks, and dynamic countermeasures are the
modern issues/developments with emerging technology and evolving attacks. Research on big data
has been primarily focused on mitigating CVs and minimizing big data breaches using appropriate
countermeasures known as security solutions. In the future, CVs in data communication between
autonomous vehicles (DCAV), the weaknesses of autonomous vehicular networks (AVN), and cyber
threats to network functions form the primary security issues in big data communication, AVN, and
DCAV. Therefore, efficient countermeasure models and security algorithms are required to minimize
CVs and data breaches. As a technique, policies and rules of CVs with proxy and demilitarized zone
(DMZ) servers were combined to enhance the efficiency of the countermeasure. In this study, we
propose an information security approach that depends on the increasing energy levels of attacks and
CVs by identifying the energy levels of each attack. To show the results of the performance of our
proposed countermeasure, CV and energy consumption are compared with different attacks. Thus,
the countermeasures can secure big data communication and DCAV using security algorithms related
to cybersecurity and effectively prevent CVs and big data breaches during data communication.

Keywords: cybersecurity vulnerabilities; autonomous vehicles; vehicular communications; security
solutions

1. Introduction

All future systems will have automated features that allow users, including researchers,
to study several automation functions before they operate autonomous systems, such as
autonomous vehicles (AVs). All features of AVs, such as functions and connections, safety
warnings, and privacy issues, are expected to be secured prior to operation. However,
cybersecurity vulnerabilities (CVs) affect these features leading to improper functioning
or failed connections. Cyberattacks; threats; and physical failures of unreliable compo-
nents, systems, and communication services that depend on energy efficiency (EE) further
compromise the integrity of AVs. Due to the symmetry between IoT device vulnerabilities
and data communication, cybersecurity is becoming an increasingly significant factor in
autonomous vehicles and related data communication systems.

Researchers have attempted to design countermeasures for malware infections and cy-
berattacks, that exploit CVs in data communication between autonomous vehicles (DCAV)
and autonomous vehicular networks (AVN) by determining the origin of attacks and an-
alyzing CVs. To detect infections and cyberattacks, the possible threats to the AVN and
DCAV need to be predicted. In addition, the energy variations of the predicted attacks must
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be observed accurately to improve the efficiency of countermeasures. Basing the counter-
measures on energy variations is necessary because unreliable and inefficient technologies
increase the energy of cyberattacks and infection in DCAV. However, highly specialized
knowledge is required when using conventional detection technologies. Moreover, new
types of CVs exhibit extremely short cycles. Therefore, attack trends must be identified and
investigated to develop new technologies.

Society will be extremely safe if its use of autonomous vehicles is protected against
cybersecurity vulnerabilities. Threats to the cybersecurity of a fleet of autonomous vehicles
are conceivable; stealing a fleet of autonomous vehicles could represent a new type of
car theft [1]. Such vehicles could be compromised by a lack of security measures [2],
e.g., an autonomous vehicle operating system might be compromised, exposing private
data on other linked devices. The hacked automobiles can then be diverted to a location
where a robbery or assault is intended to take place. In addition, IoT gadgets in homes
could be controlled by connected cars, providing hackers access to people’s personal
computer networks.

In the future, autonomous systems should be able to proactively detect CVs. The
strong countermeasures proposed in this study aim to develop attack-free autonomous
systems and minimize global warming and carbon footprints. However, the appropriate
countermeasures will maximize energy consumption because strong security systems use
highly complex designs and algorithms. Therefore, researchers are attempting to improve
the security of AVs using simple countermeasures.

1.1. Objectives

The main objective is to propose an efficient countermeasure for securing network
data traffic of AVN and big data communication influenced by AVs. In this theoretical
research, we aim to measure the energy variation when CVs change due to the cyberattacks
created by sudden power attacks and the faulty components used in the AVs. In big
data communication, the signal’s power is suddenly increased to a peak stage by many
factors, including environmental conditions. In this research, we have focused on the
following objectives: (1) Propose a model for securing autonomous vehicular networks
and data communication, including big data between the AVs, (2) Develop an efficient
countermeasure with a strong security algorithm and energy-efficient protocols, (3) Present
an analytical approach of energy measurements to validate the model which includes the
countermeasure with different attacks and information security, and (4) Verify the efficiency
of countermeasure with the vulnerable AVN where different data sizes and densities of
data are used.

1.2. Motivation

Autonomous vehicles and their features will depend on the big data traffic when users
increase and interact with other mobile devices. The volume of the big data traffic and
security issues of vehicular networks motivate us to detect the power attacks which travel
through the power cable and increase the heat and damage or explode the electronic ele-
ments suddenly. This situation blocks the operational functions of the AVs and disconnects
network links that provide autonomous commands. To improve the security solutions,
vulnerabilities of the physical components of the AVs must be monitored using efficient
countermeasures, which include cybersecurity techniques. The cybersecurity vulnerabili-
ties and countermeasures for big data communication will be an interesting problem in
future research and innovation.
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1.3. Contributions

The following are the main contributions of this study in terms of countermeasures
for CVs in AVs.

1. We propose a model in which we focus on the future security problems of DCAV and
the CVs affecting the network functions of AVN.

2. We develop an efficient countermeasure. To develop this, we present a taxonomy of
various cyber threat models and countermeasures considered for DCAV. We propose
an efficient theoretical model of the best countermeasures that mitigate the highlighted
cybersecurity problems.

3. We present an analytical approach with an information security solution that enhances
the security of the model depending on the efficiency of countermeasures, security of
the DCAV, big data infrastructure, and effectiveness of cybersecurity in AVN.

4. We verify the efficiency of countermeasures in which we measure the EE and CV with
different data sizes, existing adversarial cyberattacks, and CVs, emphasizing their
relevance for DCAV and AVN.

5. Finally, we have added a few open challenges related to the security solutions of AVN
and DCAV.

This paper presents a scheme for managing traffic and is organized as follows: We
present a review of the related literature and works in Section 2. In Section 3, we describe
the proposed model of countermeasures for big data communication. This model provides
the details of the CVs, analysis, and detection, which are part of the countermeasure. In
Section 4, we compare the different cyberattacks that create weak links and communication
between AVs. The results that verify the proposed countermeasures are presented in
this section. Section 5 discusses the security issues involved in AVs, countermeasures for
big-data communication, and energy levels. In Section 6, we discuss the challenges of
CVs and countermeasures for big data communication features. In addition, it includes
the latest solutions to cybersecurity issues with minimal energy consumption. Section 7
presents our conclusions and proposes future research directions to develop AVs with
human-like intelligence.

2. Literature Review

This section provides the basic information related to the attacks, vulnerabilities of
AVN, and cybersecurity used in the countermeasures. The CVs and countermeasures for
big data communication between roadside service units (RSU) and AVs have been the
primary focus of research in this field. For instance, an intelligent defense method was
proposed based on the proportional overlapping scores scheme that used back propagation
neural networks to detect a particular type of attack that frequently occurs called denial of
service (DoS). The proposed method safeguards external communications for autonomous
and semi-AVs independent of external equipment such as radar, lidar, computer vision, or
RSUs [3].

To secure the message transfer between wirelessly connected vehicles, a fast and
selective authentication of VANETs using digital signatures was analyzed [4]. In addition,
the study demonstrated that context-adaptive beacon verification (CABV) with a particle
filter could detect and prevent spoofed attacks while reducing computational overhead.

The authors of [5] proposed the Internet of Autonomous Vehicles (IoAV) architecture.
They illustrated its layered architecture that included key features such as safe navigation
and efficient traffic management in addition to bringing people to their destinations. The
performance of IoAV was evaluated based on the transmission time and energy consumption.

2.1. Vulnerabilities Involved in the AVN and DCAV

Autonomous systems and AVs will face many attacks and threats coming from dif-
ferent signals and directions. In the AVN and DCAV, the vulnerabilities are also formed
by impacts of faulty components, environmental conditions, and bad signals influenced
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by internal and external interferences, which include heat. Power attacks being changed
during autonomous operations are suddenly reaching the peak stage (maximum tempera-
ture). These power attacks should be detected before they reach some sensible electronic
components used in the AVs. For instance, the electronic control module of the AVs sends
the control and communication signals, including the power, to the pedals, the gear, or
the steering wheel. When these signals are abnormal, components become vulnerable or
vice versa.

In another study, cybersecurity vulnerabilities of AVs were studied and classified in
terms of their susceptibility to threats and attacks [6]. To improve autonomous vehicle
systems, the authors proposed guidelines and mitigation strategies.

Researchers also reviewed several studies based on cyber security vulnerability types
that were mostly discovered by white-hat hackers and mitigation techniques in AVs [7].
Based on this review, they identified some knowledge limitations that could assist in
investigating cyber security challenges.

Key automotive cyber-attacks, their impact, and corresponding solutions that utilize
artificial intelligence (AI)-based deep learning models have also been discussed in depth.
One study proposed a roadmap to establish efficient intrusion detection systems for secure
AVs and address major challenges [8]. In addition, the vulnerability of AV systems to
cyberattacks was examined [9]. The authors investigated attack mechanisms on AVs to
raise awareness about cybersecurity threats. In another study, the security vulnerabilities of
AVs, cyberattack detection, and mitigation strategies were described [10]. Some emerging
technologies, such as AI and blockchain, have been used as security solutions against
threats to the transportation infrastructure. An in-depth survey and analysis of the historical
evolution, recent research directions, and cybersecurity (threats, vulnerabilities, and attack
modeling) of autonomous systems were conducted [11].

The authors in [12] proposed an evaluated framework of cyber-attacks on AVs based on
current security attack techniques and their computer vision and networking solutions. In
addition, they experimented with physical attacks, such as traffic sign attacks and a variety of
network-based attacks, to examine the robustness of AVs against cyber-attack vulnerabilities.

The results of [13] indicate that autonomous vehicle vulnerabilities may jeopardize
autonomous services. Accordingly, researchers identified the different types of autonomous
vehicle attacks and the corresponding countermeasures. Autonomous control systems, au-
tonomous driving system components, and vehicle-to-everything communications are the
three types of attacks suggested by the authors. In [14], the authors provide a comprehen-
sive survey on cyber security and up-to-date countermeasure strategies for securing AVs
and their services. In addition, it includes the standards for connected and autonomous ve-
hicles (CAVs) and lists the open challenges that require solutions. Another study established
that sensors, operating systems, control systems, and vehicle-to-everything communication
are the four dimensions of autonomous driving security [15]. Attack models and coun-
termeasures given in [16] for AVs describe the attacks on electronic control units (ECU),
sensors, intra-vehicular links, and inter-vehicular links. In [17], a general overview of
security vulnerabilities and countermeasures for data communication was provided for dif-
ferent applications, including AVs. The authors of [18] focused on cybersecurity for robotics
and security solutions with multi-factor cryptographic algorithms that enable more secure
autonomous systems. In [19], multi-access edge computing (MEC) revealed the security
vulnerabilities of 5G-based use cases. MEC supports AVs by improving their quality of
services and efficiency in automated driving, augmented reality, and machine-type commu-
nication. Another study [20] provided specific details of autonomous systems t to facilitate
the development of future autonomous mobility services. CAVs are vehicles equipped
with various Internet of Things (IoT) sensors to obtain security and safety information from
their surrounding environment. In [21], the authors presented a new model for developing
autonomous services. They studied and identified hedonic motivation, trust in AVs, and
social influence security issues as significant factors in performance expectation, among
other things. Hedonic motivation is a technique used to boost travelers’ trust in automated
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vehicles. The authors of [22] established a security policy pathway to achieve sustained
use of AVs in the future. Policy packages aimed at the superblock vision comprise six
themes that detail the processes required to improve the overall transportation regulations
described in the vision for 2050. Another study [23] focused on the combination of in-
telligent transportation systems (ITS) and the integration of AV with maximum security
and safety. Transportation systems in the future will depend on this combination and
complex engineering systems and will consequently be dynamic and subject to constant
transformation and security improvements. By 2030, cybersecurity technology related to se-
lected security issues (CVs and countermeasures for data communication) for autonomous
transportation services is expected to overcome several challenges using four modes of
countermeasures: AI-supplemented, AI-generated, AI-mediated, and AI-facilitated. The
next generation of AVs, CVs, and countermeasures for data communication will be domi-
nated by AI. Thus, the design of autonomous transportation services will have to adhere to
stricter standards [24–28].

Some other recent studies have focused on 5G and 6G mobile communication, but they
used different techniques, such as heterogeneous networks and mobile ad hoc networks.
For instance, Gupta, A. and Gupta, S. K. [29] conducted a thorough technical study to better
understand fog computing and its related issues in terms of security, privacy, and risks. Af-
ter outlining the security risks that the cloud infrastructure has encountered, they proposed
control over UAV data based on the architecture of unmanned aerial vehicles (UAVs)-fog,
which consists of a four-tier network of smart things, local UAVs, UAV-fog, and cloud
servers. By incorporating a functional encryption technique, Sharma et al. [30] suggested a
UAV-assisted heterogeneous network model for dense metropolitan regions that provides
resistance against intrusion attempts. In Kumar et al. [31], sensitive data and systems at
both ends were subject to a thorough study of security measures using a multimodal-based
learning framework. They provided examples of frameworks and techniques that may
be used in diverse applications to guarantee that multimodal algorithms protect people’s
privacy and the security of their data.

2.2. Countermeasures for Securing Communication and AVN

All features used in the AVs depend on network traffic involved with big data con-
sisting of petabits to Zetta bits. Many users had cyberattacks using these features through
mobile devices, including the recommended mobile applications. These cyberattacks
spread throughout mobile applications and systems via big data communication. To pre-
vent the users’ data, applications, etc., big data communication and AVN should be secured
quickly, proactively, and dynamically. Thus, employing strong security algorithms, au-
tonomous firewalls, and efficient cybersecurity solutions is important. Although existing
countermeasures provide the necessary detection and protection to check and identify
the vulnerabilities in many systems, they are not that efficient for AVs and AVN because
employing security in big data communication is critical.

Managing CVs also requires awareness of phishing attack techniques and countermea-
sures [32] in the case of autonomous vehicular communications. However, the technique of
cyberattack detection and countermeasures for distributed electric springs are available,
which can be applied for smart grid applications [33] that support communication related
to power distributions in autonomous transport systems. Attack models and countermea-
sures [34] are the primary focus of proactive systems that prevent data integrity attacks
using dynamic state estimation of smart grids. Attack models are evolving continually
owing to the development of numerous services and applications where countermeasures
are expected to face evolved attacks proactively. Moreover, attacks and countermeasures
in IoT-based smart healthcare applications consume a considerable amount of energy and
valuable time, which are major problems for vehicular networks integrated with medical
communication [35]. Furthermore, recent advances in the Internet of Things (IoT) and
machine learning (ML) have facilitated the integration of transportation services involving
medical communications, which has led to further vulnerabilities in the systems.
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The protocol of the system architecture, illustrated in Figure 1, comprises four main
stages: perception, decision and planning, control, and chassis [36]. In this architecture,
data fusion enables the sensor and recognition modules to dynamically make accurate
decisions and plans once the security features and solutions are enhanced in the full AVs.
Accordingly, the design of these modules, interfaces, and functionalities should enable the
integration of security algorithms and main sensors to protect the system from cyber-attacks
and CVs.
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Figure 1. System Architecture for AVs [31].

Figure 1 illustrates the links of all available modules considered for future Avs as
detailed in [36]. However, countermeasures for big data communication require many
detection points for a fixed frame of data traffic. Thus, the use of numerous detection points
in these modules leads to increased overall complexity. Nevertheless, security must be
prioritized in the operation of AVs. Therefore, proactive solutions are required to ensure
the security of big data communication between the sensors used in AVs that predict and
detect threats.

According to Figure 1, the decision module can support autonomous vehicles from
the sensors given in the perception. It means that it can make the decision according to
the security issues provided by the sensors. The interface module provides the necessary
connections between perception and control. Based on the decision, the electronic system
of the AVs in the control module creates the control signal for the functioning of the
components in the chassis. In one of the conferences, the presenter demonstrated that
a control signal embedded with a power attack damaged the component. We need an
efficient countermeasure that includes cybersecurity solutions to avoid this situation and
improve security.

Table 1 shows the CVs and the corresponding countermeasures that ensure the safety
of AVs when their components are subjected to technical errors, purposed attacks, and
careless operation.

CVs generally affect the data traffic of vehicular communication networks, and coun-
termeasures for big data communication depend on the data sources used in transportation
services. Autonomous services face several types of attacks, such as jamming. How-
ever, big data analytics for anti-jamming applications in AVN enable researchers to secure
autonomous services in vehicular ad-hoc networks [37].

Improving big data clustering for jamming detection in smart mobility [38] and auto-
mobile systems can also be considered while developing countermeasures. Most jamming
attacks damage the physical components of autonomous systems, such as AVs.

Countermeasures for cyber immune and attack detection systems, as shown in Figure 2,
generally require biometric information, considered big data in AVN and DCAV. Here, big
data management typically handles cyber-attacks and gathers reliable data with necessary
management procedures related to cybersecurity policies. Attack detection systems using
authorized cybersecurity algorithms, in addition to detection techniques and protocols,
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detect the CVs present in AVN and DCAV. As shown in Figure 2, AV agents collect the
details of encrypted and decrypted data obtained from the cyber-and-attack detection
(CAD) system. In this example [39], AV agent management supports the CAD and collects
big data from the AV agents.

Table 1. Available countermeasures of cybersecurity vulnerabilities for Component of AV.

Component of AV Cybersecurity Vulnerabilities Countermeasures

On-board diagnostics (OBD) II port In-Vehicle Network Access Attack
(malicious behavior of DCAV)

Data management system, a method of
attestation with encryption

USB Port which connects the phones
within the Avs

Cyber incidents are caused by the virus
or malware of USB devices during the

vehicular communication

Prevent propagation from a non-critical
area to a safety-critical area. Issuing USB

devices with certification

Remote Keyless Entry System Eavesdropping attacks are possible with
rolling codes

An efficient receiver is designed with less
susceptible to attacks

The keypad is located at or near the
driver’s door

Repeated use of obsolete devices and
techniques, weak cryptographic systems,

and implementation flaws

Keyless entry methods. For authenticating
devices, digital certificates are used in
conjunction with a clustering strategy
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3. Proposed Research

In this section, we propose an efficient theoretical model that monitors the CVs associ-
ated with big data, mitigates the possibility of breaches, and detects abnormal behavior
in the big data communication process and data traffic in DCAV and AVN. Moreover, the
proposed model leverages the fact that security solutions based on energy variation enable
us to determine CVs.

Future threats with evolving security issues in data communication applications and
emerging technologies, such as DCAV and AVN, damage future data communication.

3.1. Research Objectives

The primary objectives of this study are the following:

• Determining potential and future threats with evolving security issues in data commu-
nication applications and emerging technologies, such as the vulnerabilities of DCAV
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and AVN that damage potential data communication, and countermeasures with
energy-efficient security algorithms and technologies that can secure DCAV and AVN.

• Building an efficient model for securing big data and its communication network that
eliminates CVs and enables researchers and scientists to update the security in DCAV
and AVN.

• Developing cybersecurity countermeasures using security algorithms, intelligent tech-
niques, and emerging technologies that increase the level of security and reduce the
energy consumption and cost of DCAV.

• Applying an adynamic cybersecurity solution for data traffic management to improve
the security of DCAV and AVN.

3.2. Research Design

Several combinations of selected protocols and energy-efficient algorithms were con-
sidered, from which we developed the security design proposed in this study. In this study,
existing models were considered as example methods for designing secure DCAV and AVN.
In the proposed approach, an energy-efficient security algorithm is deployed to improve
the level of countermeasures. In Figure 3, the block diagram of the proposed approach is
represented. In future work, we hope to use IoT sensors suitable for improving DCAV because
the resultant model will be more secure and economical. Energy-efficient security algorithms
and protocols for developing cybersecurity solutions can be developed according to the types
of communication and network technologies. Here, security management is required to
minimize the overall security costs. Therefore, our research team focused on developing the
necessary security policies based on expert knowledge of specific cybersecurity fields such as
information security and network security. Furthermore, solutions for cybersecurity issues
will depend on efficient designs, architectures, and implementations. Therefore, cybersecurity
technology with reliable infrastructure is required to improve the reliability of the DCAV and
AVN. Accordingly, we developed an efficient theoretical model to implement appropriate
countermeasures in AVs. The model includes energy-efficient security solutions based on the
appropriate cybersecurity knowledge and skills (gathered from studies [14–18]) and detection
components (from studies [24–28]) with the necessary protocols and algorithms. All the
designs in this proposal can be developed using the aforementioned methodology.
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3.3. Proposed Model

Figure 4 shows the details of big data and its communication network that provide
automated security facilities to AVs. Each layer of this model represents the details of the
security systems, tools, and other necessary components in AVs. Black arrows represent the
steps of detection for supporting the countermeasure, which monitors the internal cases
of CV measurement. Large double-sided arrows show the attacks could have appeared
in any of these two directions. Large single-sided arrows represent the steps of detection
for supporting the countermeasure, which monitor the external cases of CV measurement.
Determining CVs and countermeasures is essential for identifying cyberattacks and mit-
igating all possible attacks. In the proposed model, countermeasures are expected to be
able to detect all prominent attacks (Sybil, DoS, wormhole, jamming, selective forwarding,
sinkhole, etc.) that appear in big data communication, DCAV, and AVN.
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Layer (L1) collects all data, including big data considered in DCAV, RSU, and smart
devices, to identify cyberattacks. The countermeasure with the safety zone set in layer
(L2) receives all data from L1, including the cyberattack database. Layer (L3) provides
the necessary policies and rules for CVs along with countermeasure detection steps. Here,
RSUs manage the DCAV and collect all big data communications to detect CVs. Layer
(L4) sends the collected data from all allocated web servers for analysis and detection.
Consequently, CVs are prevented, and the security framework in DCAV and AVN can
be updated.

According to [40], Einstein challenged and developed a theory of Brownian motion
based on Brownian particle theory, which allowed him to find a physical and mathematical
solution for many potential problems. His challenges extend from fundamental physics to
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the very dynamics of securing financial markets and autonomous vehicles in modernity.
Thus, Einstein’s concept allows us to formulate Equation (1) for measuring displacement D
of the particles in molecular communication.

D =

√
kBTπηRt

6
(1)

where kB is Boltzmann’s constant, T is the temperature of molecular communication, and h
is the viscosity of the liquid used in molecular communication applications. In our study,
CV is proportional to η, which affects data communication obtained from smooth and
secure data traffic and management. In big data communication, R is the size of the original
and clean data, and t is the time. In this theoretical model, energy levels are proportional to
CV; therefore, minimizing energy consumption is also important when an attack-detecting
device is designed for analyzing countermeasures. In (1), the displacement of the abnormal
data bits may be smaller than that of the normal data because the concentration or density
of the data must be higher than that of the normal or pure data.

From (1), the kinetic energy of the molecules can be shown to depend on the tem-
perature, which affects the energy levels when the components in the AV become heated.
AV sensors collect the average energy of the CV at various points of data communication
between the AVs and RSU. Albert Einstein’s famous formula, given by (2), can be used
as a theory that formulates and enables us to analyze the energy levels when CV affects
AVN and DCAV. Using countermeasures in our proposed theoretical model enhances the
accuracy of measuring CV levels in data communication.

E = mc2 (2)

where E, m, and c are energy, mass, and the speed of light, respectively. In each communication
channel, the volume of big data traffic (v) of clean data can be measured using (3).

m = dv (3)

where d is the density of the clean data. If the data comprise CVs, the density of data in the
communicating channel will be high. Therefore, the mass will increase, and the energy of
the clean and attacked data is calculated using (4).

E = dvc2 (4)

This proposed model can effectively counteract the changing energy levels by using
dedicated sensors allocated for monitoring CV that measure the energy levels before and
after cyberattacks. If the energy level exceeds the threshold limit, the CV level is considered
high. Otherwise, the CV level is considered normal. Here, the rate of data communication
can also be considered using time-dependent data and information.

In (1), displacement D depends on the density of the data, which allows us to calculate
the energy using (4). In this model, (1) provides the CV of the data communication when
the channel is exposed to man-made attacks or exhibits abnormal behavior. The proposed
model can resolve all such dynamic and static attacks, provided it employs efficient tools
and stronger countermeasure algorithms.

Using (2), energy can be compared with the threshold limit, which allows users to
analyze the CV values. The energy is proportional to the mass of the data.

Ea

ET
=

ma

mT
(5)

In this experiment, the threshold value is set for the pure data (mT), which is the size
of the data assumed as a mass of the data. Also, the threshold energy of the pure data is set
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as ET . When attacked data size (ma) is known, the energy of the attacked data is measured
from (5).

Ea

ET
=

da

dT
(6)

Assume that volume of attacked and pure data is the same. Here, energy is propor-
tional to the density of the data. When the density of the attacked data (da) and pure data
(dT) are known, and the energy of the attacked data is measured from (6).

4. Results

According to the research, theoretical findings, and analysis, the big data communi-
cation of autonomous vehicles will be secured with the minimum energy consumption.
Therefore, when society uses autonomous vehicles, there will be a secure environment with
low energy costs.

Although the algorithms used in the countermeasures require strong detection ca-
pability, the types of cyberattacks still affect the detections, as shown in Figure 5. In this
study, we used three different types of attacks (light, mild, and strong) detected using the
proposed model, including a specific algorithm for countermeasures. The cyberattacks may
be classified into CA1 (light), CA2 (mild), and CA3 (strong) to measure CV, which depends
on the density of data.
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Figure 6 shows the different energy levels when DCAV faces cyberattacks or threats
classified into the following categories:

1. Strong threats: These threats damage the DCAV and AVN configurations, where
specific onboard diagnostics (OBD) hacks prevent interior features from functioning.
In AVs, V2V hacks, V2I hacks, OBD, GPS spoofing, and MITM increase the strength
of threats and CVs.

2. Mild threats: These threats weaken and slow down the interior and exterior systems
of AVs. In autonomous services, key fob hacking, attacks on the control area network
(CAN) bus, and entertainment system hacking limit the efficiency of the services.

3. Light threats: Selected components such as airbags and brakes are hacked when AVs
are on the move because DCAV and AVN depend on all features and services used in
the AVs.
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Figures 6 and 7 show that the energy levels differ when DCAV faces different attacks
with a fixed CV level.

• In Figure 6, the data size is fixed to compare the energy levels.
• In Figure 7, CV levels (CV level 1, CV level 2, CV level 3, and CV level 4) are considered

fixed weights to illustrate the energy level results and comparisons.
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Figure 7. Energy levels variations for different cyberattacks.

The experimental setups and actual parameters for AVs considered in each result
prove that awareness of the energy levels enables us to develop low-cost countermeasures
with strong detection capabilities.
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Ideal countermeasures should be able to detect all changes in energy levels accurately
and quickly because a tiny change in the energy level has a significant impact on recogniz-
ing the effect of these attacks. All vulnerabilities created by cyberattacks in DCAV and AVN
should be evaluated using accurate measurements of each energy level. When the proposed
network was used to identify which information was visible to attackers, it showed a varia-
tion in energy levels in the affected components. In comparison, conventional networks
showed no change in energy levels. In this study, we modified an AVN using updated
security solutions and emerging technology.

When we use the digital signature algorithm, we may employ specific and asymmetric
cryptographic schemes (DSA, RSA, ECDSA, etc.) within the cybersecurity solutions, which
allow researchers to measure the security levels against the cost depending on the complex
design and algorithms. According to the [40,41], ECDSA improves the EE with the limited
data sizes, but it may not support the big data. The other symmetric and asymmetric
cryptographic schemes may increase the EE with the increasing data sizes. Still, the design
of the schemes must be smart and supports the low-complex structure and minimum
energy consumption. Thus, our proposed scheme provides both maximum security and
EE when we increase the data sizes considered in the communicating components of
autonomous vehicles.

Energy (mJ) = Power (mW)× time (s) (7)

The power of the scheme depends on the processing power of the pure data and
attacked data which rely on cyberattacks. Attacked data contain more data than pure data.
Therefore, the size of the data varies the power and time (7) in different systems where
attacks are. Time considered during the operations and allocated or fixed time for process-
ing may be varied with the time complexity and delays that occurred in the cyberattacks.
Using the proposed model, we use low-complex algorithms to detect cyberattacks and
energy-efficient components that support the countermeasures for minimizing cyberse-
curity vulnerabilities. Getting rid of the cyberattacks and data breaches in autonomous
vehicular communication is the challenge of analyzing tiny energy variations that happen
during the autonomous service. Here, we can use the countermeasure with two parameters:
power and time. To focus on the power, we can keep the fixed time and measure the power
of the pure and attacked data. If we want to focus on time, we can keep the fixed power
and measure the time complexity of the pure and corrupted or attacked data. Assume that
pure and attacked data have different data sizes in terms of data/big data properties such
as volume.

In Figure 7, the volume of data is fixed with four different CV levels (CV level 1, CV
level 2, CV level 3, and CV level 4). Assume that volume of data is increasing with the data
sizes. Within the volume, pure and attacked data have different data sizes or percentages
according to the attacks.

According to the [41–44], comparison studies show that energy consumption (mJ)
increase with the data sizes. To determine the energy consumption, as in Figure 6, the
threshold energy property of data (volume, size, etc.) and energy of the pure data should
be considered with the existing results [42].

5. Discussions and Analysis

When developing countermeasures, measuring and analyzing the energy levels of each
component in AVs exposed to cyberattacks is important. Based on the measurement results,
the following parameters were considered. Types of CVs induced by cyberattacks, energy
levels of each cyberattack, and the detecting conditions and abilities of the countermeasures.

More than 90% of automotive innovations contribute to making transport autonomous,
such as regular transportation services that depend on software-driven electronic compo-
nents. However, security risks and CVs created by faulty components increase the safety
and security costs incurred by AVs. Purposed attacks are also increasing with the growing
number of hackers working to obtain financial benefits or enter the competition.
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Nevertheless, the energy levels of each attack are different; therefore, the countermea-
sure integrated with the proposed approach detects the abnormal traffic associated with
big data communication. The energy levels of normal and abnormal data can be compared
dynamically, and setting the energy level threshold enables the system to detect abnormal
behavior more efficiently and proactively.

5.1. Current Status of Countermeasure Technology Development

AVs require appropriate countermeasures that incorporate privacy-protective authenti-
cation technology. The current status of countermeasures and their functions still have fixed
hardware and software technology, where the legacy of the overall system is upgradeable.
However, data breaches due to CVs are escalating owing to numerous unavoidable attacks
that behave like real network communication requests. These situations may be classified
based on the following cases.

Privacy protective authentication technology in DCAV: Although countermeasures
detect the changes in energy levels to identify attacks, basic security features such as
authentication are still required. In authentication technology, the analysis of CV, as shown
in Table 2, can be improved with the following: (i) user verification to prevent Sybil
occurrences and eliminate malicious units, (ii) verification of the source of the messages to
ensure that they were generated by genuine ITS units, and (iii). Location verification to
protect the reliability and significance of the current data.

Table 2. Possible CAs of CV and countermeasures for Component of AV.

DCAV and Big
Data Components

Possible Attacks for
Cybersecurity Vulnerabilities Countermeasures

Radars and Cameras Blind spot and false image Energy levels of data risk false reactions and
breaches at various points

GPS Spoofing and jamming Inaccurate or wrong location data create impacts on
energy levels

LiDAR Jamming and smart materials False detections during the big data change the
energy performance

Sensors Interference and fake sounds Sensor malfunctions increase the extra energy
during data communications

Autonomous activations in AVN: In big data communications, using countermea-
sures at various points will improve the capacity of cybersecurity solutions that enhance
autonomous activations in vehicular networks.

5.2. Countermeasures with Proposed Model

According to the results, countermeasures and their future technology will support
secure AVs with many modern features that proactively detect cyberattacks and CVs. In ad-
dition, appropriate security solutions and countermeasures are required for the following:

Twitter and Tesla AVs: When continuous Twitter data between AVs and RSUs are
collected, big data communications can be achieved in vehicular communication.

Although AVs and RSUs depend on the interior and exterior AVN and their devices,
such as sensors, the main communication shown in Figure 8 allows AVs to function properly
and proactively with maximum secure services. In Figure 8, thick arrows representing the
attacks could have appeared in any of these two detections when vulnerabilities are low or
below the threshold. Dotted line arrows also collect the attacks according to the priority
of vulnerabilities.

Emerging technology with proactive detection approaches: Interior and exterior
attacks on AVs weaken transportation services depending on emerging technologies. Coun-
termeasures using the proposed model should be designed to proactively detect interior
and exterior attacks.
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5.3. Applications Influenced by the Proposed Research

Figure 9 shows the tentative applications of the proposed research (secure communi-
cation integrated with autonomous vehicles, secure services as features of autonomous ve-
hicles, and secure communication integrated with autonomous vehicles using vulnerability
evaluation, respectively), which provides secure communication through the countermea-
sure and its efficient cybersecurity vulnerabilities evaluation. Building countermeasures
with efficient security algorithms is considered a proposed model in this research.
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6. Open Challenges

The architecture proposed in this study will introduce new opportunities for analyzing
CVs and countermeasures in potential autonomous systems and future applications, includ-
ing security solutions for AVs and DCAVs. However, the development of countermeasures
for big data communication faces the following challenges.

• Cyberattacks influence sudden changes in energy levels which could damage the
communication devices used in autonomous systems and vehicles. In the future,
hydrogen-based energy can be used for power transmission and communication,
which might be attacked when the level of energy is exceeded suddenly during the
operation of autonomous systems.

• The basic and luxury features of AVs also affect the latest gadgets, such as the remote
keyless entry (RKE) system. Although cryptographic algorithms are applied in RKE
development, the rolling codes used in RKE systems are vulnerable to all cyberattacks,
including eavesdropping and RKE cloning. Therefore, countermeasures must include
strong encrypted rolling codes and clone-resistant methods. Also, quantum-safe algo-
rithms may be employed based on Symmetric Key and Asymmetric Key Encryption
methods [45].

• Efficient and proactive countermeasures are also required for the AVN, big data
communication networks, and related platforms used in AVs.

• Intelligent features and proactive cybersecurity solutions can be obtained only by
securing big data communication through artificial intelligence (AI) integrated with
AVN. Although it is difficult to implement, AI can effectively secure AVs and AVN,
where intelligence approaches are considered in cybersecurity solutions, countermea-
sures, and threat intelligence. This is because AI enhances the capacity of the detection
techniques used in the countermeasures and facilitates automated remediation, which
supports proactive cybersecurity solutions.

• The proposed model primarily focuses on the security challenges of data communications.
Other challenges, such as cryptography with AI, network security with low complexity,
software vulnerability detection, and malware detection, need to be addressed in future
work. Furthermore, the reliability of AVs requires further investigation.

We hope that the above-mentioned points will raise many research questions that will
contribute to improving future transportation policies.
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7. Conclusions and Future Work

This study presented a high-level overview of the CVs that threaten modern AVs,
DCAVs, and automated driving features within AVN. Cybersecurity was enhanced by
considering the symmetry of data communication and the vulnerabilities present in the
advancement of autonomous vehicle security systems. Regarding the study of security anal-
ysis, asymmetric key encryption will be better for the security solution of countermeasure
because asymmetric key encryption is far more secure than symmetric key encryption.

An appropriate theoretical model with necessary rules and policies was proposed
to detect CVs and develop countermeasures for big-data communication to secure the
data of the autonomous vehicle. Furthermore, this study proves that the level of cyberse-
curity solutions directly influences the energy levels that are accidentally created during
abnormal operations and cyberattacks. The analytical approach of energy measurements is
presented that energy consumption increases when cyberattacks occur in the AVN and big
data communication.

The paper has a distributed cyber-attack detection architecture for AVNs was proposed
as a countermeasure and practically evaluated. A countermeasure strategy based on
the persistence of three different attacks (light, mild, and strong) was developed and
implemented to verify the proposed model.

In future work, the features of countermeasures that achieve minimum energy con-
sumption, maximum security, and proactive detection of CV, including power-based cyber-
attacks within AVs, will be considered. Therefore, it is possible to test the cybersecurity
vulnerabilities caused by evolving cyberattacks as well as implement the practical counter-
measure using cybersecurity algorithms.
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