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Featured Application: An alarm system based on passive monitoring through biosensors is hereby
presented with the aim of managing and preventing risky situations suffered by intimate partner
violence (IPV) survivors. The proposal would be able to autonomously detect an aggressive
situation and then activate an alarm without any user intervention, thereby assuring symmetry
among individuals in regard to personal safety.

Abstract: Intimate Partner Violence (IPV) dramatically compromises the free and complete
development of many women around the world, therefore leading to social asymmetry regarding
the right to personal safety. In many cases, a woman who has reported her partner to police for
gender-based violence needs to ensure her protection (either before the trial of the aggressor or after
their freedom). Thus, it would be ideal if autonomous alarm systems could be developed in order to
call the police if necessary. Up to now, many proposals have been presented in this regard, including
solutions based on Information and Communication Technologies (ICT) but, unfortunately, these
approaches usually rely on the active participation of the victims (survivors), who have to turn the
system on by themselves if needed. Therefore, in order to overcome such limitations, in this work, a
passive continuous monitoring system is proposed which uses biosensors attached to the survivor as
well as machine learning techniques to infer if an abnormal situation related to gender-based violence
is taking place, activating in this case an alarm. The monitoring structure of the system supervises a
great deal of bio-signals according to the current status of technology of wearables and biomedical
devices. The presented biosensors-based surveillance solution can also be manually disconnected for
30/60/90 min (on demand) in order to avoid false positives when a woman is, for example, practicing
sports or carrying out other inoffensive activities that could incorrectly activate the alarm.

Keywords: intimate partner violence; information and communication technologies; wearable
sensors; internet of things; machine learning
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1. Introduction

Intimate partner violence (IPV)—physical, sexual and psychological aggression enacted through
any means and in any form by former or current partners—is encountered on a daily basis by millions
of women across the globe. Statistics compiled by the United Nations (UN) indicate that just under
35% of women globally have been subjected to physical or sexual aggression [1] while as many as three
quarters are deemed potentially vulnerable to it. Moreover, data gathered by the UN Office on Drugs
and Crime (UNODC) suggest that in 2017 alone, a global total of 87,000 women were murdered, with
58% (50,000) meeting their deaths at the hands of either their spouse or another family member. Given
these figures, there is clearly a need to address this epidemic of gender-based violence and to take
steps to safeguard victims (hereafter, ‘survivors’) [2].

When Information and Communication Technologies (ICT) were at a relatively early stage of
development, at the start of the 1990s, Haraway [3] presciently predicted the effect they might have
on gender and other social issues. At the start of 2020, the wearing of devices such as biosensors
has become a reality in society and their use in e-health practices is part of many people’s everyday
lives. Given that the possibilities of ICT have been expanded by the Internet of Things (IoT) [4],
new tools have emerged to manage and prevent the incidence of intimate partner and other types
of gender-based violence. However, even though biosensors and other resources have had positive
outcomes in healthcare [5], challenges remain to their use among IPV survivors seeking protection. In
particular, previous trials have focused on finding means by which a victim of assault can set off an
alarm; however, given the speed and unpredictability which characterize acts of IPV, most women do
not have the chance to consciously activate a safety device.

Machine Learning (ML), big data and other methods of smart data processing [6] may, however,
offer a solution to this aspect of gender-based violence. In essence, data collected by wearable biosensors
can be collated and processed in order to autonomously activate an alarm when the wearer is in danger,
rather than requiring her to do so herself. To enable such a solution, data concerning every possible
aspect of the subject’s life must be gathered so her status can be characterized and learnt from and
changes to it can then trigger the alarm. This type of solution lies in the rapidly-developing area of
emotion recognition [7]. However, to date, and as far as the authors of the present study are aware,
little in-depth work has been carried out in this field to develop strategies specifically for IPV survivors.

Hence, the objective of the current paper is to explore the potential for a safety device to be worn
by women at risk of IPV, whereby an alarm is autonomously triggered whenever a continuous passive
monitoring system enabled by biosensor technology identifies threat. To this end, we review the current
range of wearable applications designed to promote the safety of IPV survivors, as well as the underlying
monitoring technology which allows a continuous inference of the woman’s status and the automatic
activation of an alarm when that status indicates alarming change. We also emphasize that wearers may
turn off such devices during sports or other activities which might mistakenly trigger an alarm.

The rest of the paper is organized as follows. Section 2 presents a literature review in order
to contextualize the topic and Section 3 outlines passive telemonitoring. Section 4 investigates the
variables to be monitored in order to detect and warn of the onset of aggression and describes the
wearable devices and biosensors which are currently available. Section 5 focuses on the possibilities of
leveraging ML to detect aggression; Section 6 suggests areas to be considered by future research and
Section 7 presents conclusions.

2. Relevant Literature and Context

2.1. The ‘Fight or Flight’ Response

When a person is subjected to IPV, her body displays what is known as the “fight or flight”, or
acute stress, response, namely the physiological changes triggered by extreme mental or physical fear.
The body is flooded with hormones designed to equip it with the means to either fight the threat
or to flee it [8]. Wearable devices and ML solutions are designed to continuously monitor for these
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physiological responses and send an alert if they are detected. The sympathetic nervous system reacts
immediately to the threat of aggression by stimulating the adrenal glands to release a large number of
neurotransmitters known as catecholamines, including adrenaline and noradrenaline. These hormones
have immediate effects, including increased heart and breathing rates and a rise in blood pressure, all
enabling the body to tense and prepare to take whatever action is required to combat the threat. It
takes between twenty minutes and an hour for the body to fully recover from this response and return
to its pre-threat status [9].
The following are among the body’s fight-or-flight responses:

e  Digestive difficulties, which may include constipation, feelings of nausea and diarrhea;
e  Aches and pains; tense muscles;

e  Chest pain and tachycardia;

e Disturbed sleep patterns;

e  Nervousness; trembling; ringing in the ear; abnormally cold or sweaty extremities;

e  Dry (“cotton”) mouth and difficulty in swallowing;

e C(Clenched jaw; grinding the teeth;

e  Anxiety; and

e  Mood swings.

The following sections describe these signals in greater detail and lay out how biosensor technology
can undertake real-time monitoring of them as a means to protect individuals against IPV.

2.2. Smart Wearables

Biosensors can be defined as devices or components of a device, which monitor and quantify
environmental physical and chemical data, which is then output as an electrical signal. Smart wearable
devices incorporate one or several biosensors in garments or other elements worn on the body, which
may be accessories such as wristbands, headbands and belts, as well as non-clothing items such as
adhesive patches.

Recent advances in electronic technologies have been exploited in the field of biometrics (the
measuring of biological characteristics) to enable the production of ever smaller and more powerful
devices. Some discreet wearable devices can now continuously monitor variables including vital
signs such as the heart rate (HR), which are among those affected by the fight-and-flight reaction and
thus indicate that the wearer has perceived an environmental threat. Smart devices including bands,
watches and items of fitness and medical equipment can now amass a large amount of important data
about their wearers’ status [10] and share it by connecting the devices to systems such as Bluetooth,
ZigBee or near-field communication (NFC). These wearable items and the range of physiological
data they can capture [11], can thus provide a useful and shareable picture of the wearer’s physical
condition, which is of obvious benefit in the context of IPV survivors.

Another option which can be used to monitor the physiological status of vulnerable individuals is
the Smartphone, an item now used by vast numbers of people. Incorporating accelerometer sensors,
pedometers, gyroscopes and similar monitoring devices into this item of everyday use can also gather
huge amounts of quantifiable data concerning physical activity [12]. Although these particular sensors
are generally used by recreational users, other sensors can be targeted at specific groups. Sensors
offering greater accuracy are described below.

2.3. Emotion Recognition

Toolkits used in the field of emotion recognition (“affective computing”) can be easily extended
to detect and monitor for IPV. Human emotions are expressed in a wide variety of ways: from facial
expression through vocal pitch, tone and volume, gait, gesture, choice of words and so forth. These
visible or audible means to express emotion are accompanied by less easily perceptible physiological
cues, which may be, for example, a rise in HR, skin conductance (SC) or body temperature. Unlike



Symmetry 2020, 12, 460 4 0f 18

those previously listed, these physiological changes, which are no less strongly associated with emotion,
are not (or are only rarely) under conscious control; hence, it is virtually impossible to prevent or
disguise the biosignals, which indicates that an individual is experiencing an affective response. The
present research aims to determine the characteristics of emotional response triggered in the body by
the threat of IPV, such as fear, distress, anxiety and other elements of the fight-or-flight response and
thus enable the immediate recognition that an IPV situation is occurring or about to occur.

Emotion recognition is a relatively new area within computer science, although research on
characterizing emotions has been ongoing for about two decades [13]. It focuses on the interpretation
of human emotion and the research and production of processing data to create software which
monitors and adapts to affective change in users in order to offer better recognition and fulfilment
of their needs. “Affect-aware” software has potential for use across a wide range of applications,
such as healthcare, e-learning and recreation, as well as software engineering itself [14,15]. Affective
information can be gathered from various channels, among which audio/video [16], standard input
devices [17], physiological responses [18] and facial expressions [19] have all received recent attention.

2.4. Existing Proposals for Violence Detection Based on Biosensors

Many researchers have investigated how ICT can be leveraged to safeguard IPV survivors [20]. A
range of possibilities has been considered, including not only ML but also Artificial Intelligence (AI),
cloud computing, domotics and other innovative technologies. The current paper, however, focuses on
the potential of smart passive biosensors in monitoring survivors and safeguarding them through a
device which detects aggression and autonomously triggers an alarm.

With this, some previous attempts need to be highlighted. The idea of continuous monitoring for
violence detection is presented in the work of Hany et al. [21], where it is proposed to monitor, among
others, electrodermal activity, EEG (electroencephalogram) and ECG (electrocardiogram), but, to the
authors’ opinion, some other features could complete the frame. Patel and Hassan [22], in their work,
proposed detecting violence with a smart bracelet using an embedded accelerometer. Unfortunately,
the detection only relies in this sensor. Goodwin et al. [23] also presented a remarkable way to detect
violence by using cardiovascular, electrodermal activity and motion (accelerometry) but focused on
people with autism spectrum disorder, so the circumstances are not exactly similar to a IPV context.

Therefore, although being some proposal very complete [24], previous proposals have a lack of
completeness, this is, relying in a couple of features and other works with a more complete monitoring
in order to continuously monitor daily activities (which could include an assault) like the exposed ones
in the review done by Kumari et al. [25] are not specifically designed for IPV survivors monitoring.

3. Passive Telemonitoring

In this context, telemonitoring refers to the practice of continuously gathering data from IPV
survivors to determine their precise status and location. Developments in biometrics and IoT
technologies now enable 24/7 monitoring of vulnerable individuals; thus, vital biometric data can be
harvested and used to both detect (and even predict, as described in more detail in later sections)
dangerous situations. All this can be achieved through the use of a Smartphone. The potential of the
data collected is extremely high. In this sense, the recent work of Wu et al. [26] shows how sensors
can adequately catch, through sensor combination, movement of day by day living, which is a huge
indicator of the freedom and the practical capacities of a person.

Several solutions exist to measure the physical variables of the wearer, among which Smartbands
show considerable potential [27]. Different manufacturers are marketing reasonably-priced and reliable
models which not only monitor an ever-increasing list of variables, such as body temperature, blood
pressure and perspiration rates but whose battery life and connectivity are also rapidly improving.
Most models monitor HR, which Ferdinando et al. identify as being is a valuable indicator of affective
state [28], while more sophisticated ones also use ECG to detect response to threat [29]. The section
below addresses in greater detail the variables which need to be measured and how continuous
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monitoring can be achieved. As large amounts of data are accumulated by the continuous monitoring
of multiple features, a new challenge arises—what type of ICT solution can most efficiently gather and
process such data and extract the necessary information from it.

A body area network (BAN) offers an alternative solution. This wireless network, made up of
the wearable monitoring and communication applications described in previous sections, is worn
on or carried near, the body of a vulnerable person and also monitors biophysical signals to detect
response to attack. Broens et al. [30], researching solutions for epileptics, first proposed the BAN
several years ago. They suggested that a 24-h monitoring system could predict the onset of attacks and
thus prevent the patient coming to harm. Other researchers later refined the proposal by adding a
data-exchange platform to direct the information gathered [31]. A BAN depends on the wearer/user
having permanently to hand a responsive monitoring wearable device with adequate connectivity,
accelerometers and GPS capability; these days, a majority of people have precisely this in the form of
a Smartphone.

4. Schema of the Autonomous System Proposed

The solution we propose comprises four stages, as outlined below:

e Passive monitoring of IPV survivors to detect biophysical signs;

e Leveraging ML solutions to enable the autonomous detection of anomalous situations;

e  If the ML algorithms sense impeding or actual attack, autonomous trigger of an alarm; and

e  Ability for the IPV survivor to disable the system for a 30-min period (“muted mode”) so that
it does not infer from non-threatening situations (e.g., the practice of sports) that an attack is
happening. After 30 min have elapsed, system would be automatically re-activated unless the
survivor chose to repeat the deactivation for a further half-hour period.

The principal goal of the current study is to investigate the feasibility of gathering comprehensive
data on the user’s status and thereafter using ML technology and an alarm system, as applicable,
to identify an attack scenario. The following sections elaborate on these points and Figure 1, below,
presents a summary in graphic form of the proposed solution.
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Figure 1. Autonomous Alarm System for intimate partner violence (IPV) Survivors based on Passive Monitoring.
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5. Variables to Be Monitored to Detect a Situation of Aggression

Data on human emotion can be harvested from a range of physiological changes; these can also,
therefore, be leveraged to trigger an alarm should an IPV survivor be threatened. Cardiac-related
signals include changes in HR and pulse, body temperature, respiratory and muscle electrical activity,
SC (also known as Electrodermal Activity (EDA) and Galvanic Skin Response (GSR)) and the brain’s
electrical activity, all of which can be measured by commonly available sensors.

Figure 1 presents these variables and the devices which measure each.

5.1. Abrupt Movements

Among the abnormal physical changes caused by the threat or occurrence of physical violence,
several studies have investigated accelerated motion and velocity. The findings of Ye et al. [32]
demonstrate that the activity of the wearer of a monitoring device which uses accelerometers to extract
and filter patterns of movement can indicate that violence is occurring or likely to occur. A more recent
and extensive study by Elbasiony et al. [33] investigated whether normal human behaviors can be
described through the use of recorded movements alone, a possibility also explored by smartphones in
which accelerometers are embedded [34,35]. A further innovation was introduced by the monitoring
solution proposed by Jesudoss et al. [36], namely a tilt sensor.

Wearables designed to monitor specific features also frequently have an accelerometer; therefore,
the current paper will not discuss any particular smart device. Table 1 gives a summary of the wearable
solutions discussed in the present paper and lists the principal characteristics measured by each.

Table 1. Wearables for monitoring IPV survivors.

Device Manufacturer Features Measured Connection Ways Website
l : . Respiration, Pulse rate, o
3 Spire Health Activity, Sleep duration Bluetooth https://spirehealth.com/
Spire Stone

Pulse rate, Activity, Sleep

Fitbit duration Bluetooth https://www.fitbit.com/

Fitbit Charge 3

- Omron Blood pressure Bluetooth htps://www.omron-
healthcare.com/

Omron Evolv

https://www.
freestylelibre.com/

g Abbott Glycaemia NFC

Freestyle Libre

| : “y Q
V:———"’ TempTraq Temperature Bluetooth https:

\ //www.temptraq.com/
TempTraq

Temperature, Skin ) .
O Empatica conductance, Blood Bluetooth https://ed.empatica.com/

L. e4-wristband/
Empatica E4 volume pulse, activity
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https://www.temptraq.com/
https://e4.empatica.com/e4-wristband/
https://e4.empatica.com/e4-wristband/
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Table 1. Cont.

Device Manufacturer Features Measured Connection Ways Website
https:
Temperature, Skin //[support.microsoft.com/
= Microsoft conductance, Pulse rate, Bluetooth en-us/help/4000313/
Microsoft activity, Light band-hardware-band-2-
Band?2 features-and-functions/
~ Sound, Temperature,
, ’ EMG sensor, Pulse rate, http:
i 71 My Signals Respiration, Skin Wire, Bluetooth /[www.my-signals.com/
Conductance, Blood #what-is-mysignals/
My Signals pressure, Glycaemia
L % ,
NeuroSky Electroencephalogram Bluetooth htps:// store.r}eurosky.
com/pages/mindwave/
MindWave
Mobile 2
% Emotiv ElectroenC(?p.halogram, Bluetooth https:// ww \/Y.emOtIV.
Activity com/insight/
Emotiv Insight
2|
. :% Shimmer EMQ sgnsor, Respiration, http://www.
0 . Activity, Temperature, Bluetooth . .
& Sensing Pressure. Force shimmersensing.com/
Shimmer 3 ’
,\;,T\\/ EMG sensor, http://www,
8 .w/ Biometrics Ltd Electrogoniometer, Wire, Bluetooth . P.' )
g
: Torsi Activi biometricsltd.com/
Biometrics orsiometer, Activity
5.2. Breath

The acute stress response causes survivors to breathe both faster and more deeply in an attempt to
take in greater amounts of oxygen, which is required by the muscles to generate the energy necessary
for flight or fight. During this response, first the chest and then the diaphragm rise and fall and signals
given by both thorax and diaphragm respiration can be captured. Data concerning velocity and depth
of breathing is useful in assessing health, condition, emotion and response status.

Consequently, emotion research makes significant use of respiration signals and expressions
of emotion (crying, laughing, etc.) have their own respiratory signature. A picture of respiratory
patterns can therefore be created, in which the parameters of volume, depth and timing can indicate a
range of emotional states, which are generally mapped along axes of calm-excited, relaxed-stressed
and active coping-passive coping [37]. It would appear from preliminary findings that these
parameters also underlie the ‘emotional space’ axes of valence (aversive/appetitive stimulus) and
arousal (activating/calming stimulus) [38].

Breath sensors have brought significant change to medical diagnostics by enabling the non-invasive,
personalized detection and monitoring of a range of health parameters and also have potential in the
monitoring of persons vulnerable to intimate partner or other forms of violence. Despite this potential,
however and the approximately twenty years’ research undertaken in this field, breath sensors are still
little used by clinicians [39]. One such device has been tested in the context of behavior research [40,41]:
Spire Stone (Spire Health), a small contraption designed to be worn in a belt to monitor breathing and
other features such as sleep patterns and pulse rate.


https://support.microsoft.com/en-us/help/4000313/band-hardware-band-2-features-and-functions/
https://support.microsoft.com/en-us/help/4000313/band-hardware-band-2-features-and-functions/
https://support.microsoft.com/en-us/help/4000313/band-hardware-band-2-features-and-functions/
https://support.microsoft.com/en-us/help/4000313/band-hardware-band-2-features-and-functions/
https://support.microsoft.com/en-us/help/4000313/band-hardware-band-2-features-and-functions/
http://www.my-signals.com/#what-is-mysignals/
http://www.my-signals.com/#what-is-mysignals/
http://www.my-signals.com/#what-is-mysignals/
https://store.neurosky.com/pages/mindwave/
https://store.neurosky.com/pages/mindwave/
https://www.emotiv.com/insight/
https://www.emotiv.com/insight/
http://www.shimmersensing.com/
http://www.shimmersensing.com/
http://www.biometricsltd.com/
http://www.biometricsltd.com/
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5.3. Heart Activity

During an assault, the body is required to carry oxygen and nutrients to the muscles in order to
enable either fight or flight. For this to be possible, HR and heartbeat strength must both rise. This
change in cardiac activity can be measured by ECG, which requires the placing of electrodes at various
points of the subject’s body, a technique frequently used for detecting the presence of disease.

A further affect-related physiological signal is HR. Arousal increases variability and HR is
determined by two branches of the autonomous nervous system, together or independently, namely
the sympathetic (which increases it) and the parasympathetic (which decreases it) [42].

Most current wearables incorporate a HR monitor. Additionally, many Smartbands enable
non-invasive monitoring of pulse rates as well as photoplethysmography (optical heart rate monitoring).
The different between ECG and photoplethysmography is that the former detects electrical activity
whereas the latter shines a penetrating light on the skin in order to examine the underlying blood flow.
One well-known fitness tracker incorporating this feature is the Fitbit, which offers accuracy levels
which meet the needs of our target group, IPV survivors [43].

5.4. Blood Pressure

The acute stress response also causes the body to secrete a greater volume of stress hormones,
which is associated with rising blood pressure. The medical profession has been aware of this
connection for several decades [44].

The devices available to monitor blood pressure today are considerably more sophisticated
than their predecessors, being cheaper, more accurate and smaller and thus more easily carried or
worn. Several researchers have investigated the possibility of using Bluetooth to connect wearable
blood-pressure monitors to Smartphones [45] and the consensus is that doing so would give satisfactory
results. However, it has also been suggested [46] that Bluetooth Low Energy (BLE) would be a better
mode of connecting the two, as operationalized by Omron’s EVOLV range. A recent comparison of the
models was recently carried out and indicates that all perform to a high standard [47].

5.5. Glycaemia

The actuality or threat of aggression can also be detected in healthy subjects by changes to
glycaemia. Associations have been identified between glucose concentrations, behavioral changes
characteristic of stress and the blood variables present in stress hyperglycemia (namely plasma glucose,
lactate, insulin, glucagon, cortisol, epinephrine and norepinephrine concentrations). Moreover, there is
a strong correlation between stress and the body’s glucose and lactate concentrations, as the latter rise
sharply and detectably in the presence of risk [48].

Diabetes research produced Continuous Glucose Monitoring (CGM) devices as a means of
managing diabetes mellitus and these can also be used to monitor glycaemia levels. This innovation
dramatically changed diabetes management, as these devices can simultaneously detect changes to the
size, tendency, frequency and length of fluctuations in glucose levels [49]. Certain CGM solutions are
available commercially, including a relatively low-priced model marketed by Abbott since 2014 (the
Freestyle Libre) [50] and the Dexcom G6, which offers enhanced accuracy [51]. A connection with an
IoT device such as a Smartphone can be simply achieved through NFC or Bluetooth.

5.6. Temperature

A person’s body temperature can not only be measured with ease, for example by attaching
electrodes to the subject’s fingers but gives valuable data on health status. The data obtained can
indicate changes in mood and affective state; however, it is essential to bear in mind context and
conditions, such as where on the body the measurement is taken, time of day and whether—and to
what extent—the person has been recently active. The downside of using temperature as an indication
of stress is that it changes relatively slowly; thus, there may be a delay in tracking emotional changes.
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Shusterman and Barnea [52] studied the effect of affective stimuli on temperature change.
Moreover, work carried out in e-Health, specifically pediatrics, research has investigated the utility of
continuous temperature monitoring [53], which can be carried out via the medical device TempTrag—a
non-invasive solution which consists of a soft pad attached to the subject to detect changes in axillary
temperature and transmit real-time data via Bluetooth. The device is known to achieve accuracy of +
0.1 °C at temperatures of between 30 and 42.4 °C.

5.7. Perspiration

IPV survivors are also known to respond to threat by increased perspiration or sweat, which can
be conceived of as the body’s natural air-conditioning system. The evaporating of perspiration allows
the body to cool when it is in danger of overheating and consequently an increase of sweat ensures we
can fight or flee without suffering heat exhaustion.

Considerable research into ways to continuously monitor perspiration has been carried out, given
that it is a symptom common to many diseases and conditions [54]. Researchers have investigated
both sweat flux and the presence of anomalies; however, despite promising studies [55], no continuous
perspiration monitoring solution has yet advanced beyond prototype stage.

5.8. Skin Conductance

Skin conductance (SC) measures the skin’s electrical conductance, for example through the
attachment of electrodes to the subject’s skin. As the degree of conductance is determined by the
nervous system, an association can be detected between state of arousal and SC. Hence, SC signals are
often utilized in polygraph (lie detector) tests and it is often used to measure arousal, with which it is
associated [56], with low levels of SC indicating low levels of arousal.

A large range of sensor devices incorporating an SC monitor is available, many at relatively low
cost. A recent comparison was undertaken of such devices [57]—Empatica E4 (Empatica), Microsoft
Band2 (Microsoft; no longer available) and the My Signals eHealth Sensor Platform. Among the
advantages listed is the fact that Empatica E4 and Microsoft Band2 can be connected through Bluetooth.

5.9. Brain Activity

Stress can cause changes to electrical activity in the brain, which can be detected by EEG. Electrodes
are attached to several places on the subject’s scalp to record the electrical signals. Although this
technique yields important data, the downside is that the cumbersome equipment required makes
it an intrusive experience for patients [58]. On the other hand, wavelet analysis is proven to be a
delay-free and accurate feature extraction technique. Its effectiveness is out of doubt even during a
general anesthesia [59,60].

Nevertheless, it is widely acknowledged as being among the best affordable solutions for measuring
electrical activity in the human brain and is frequently used in the detection of brain disorders such
as epileptic seizures as well as to harvest data for Brain Computer Interfacing (BCI). A range of
commercially available devices is available, some of which offer acceptable levels of accuracy and ease
of wear [61]. Among them are MindWave Mobile 2 (NeuroSky) [62] and Emotiv Insight (Emotiv),
with the latter having been used for several research studies [63]. In any case, these devices are still
used only with a research purpose, which certainly introduces a limitation in a real life use. All in all,
according to their development status, it is interesting to include this feature as it is presumed that, in
the near future, more practical EEG sensors will be launched.

5.10. Muscular Tension

A further element in the fight-or-flight response to a threat situation is the tensing of muscle
groups. Subjects experience tension, which may manifest as trembling, shaking or behaviors such
as twitching, blinking or other movements of the body for which no medical explanation has yet
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been found. Muscle electrical activity takes place during the cyclical process of the contraction and
relaxation of muscles and can be recorded by electromyography (EMG).

As humans cannot control the minor contractions of the facial muscles which make emotion
visible to others, a facial electromyogram could be useful in emotion recognition. However, it is a
very invasive process, as electrodes have to be attached to the subject’s face, which most people find
unpleasant and thus the procedure has little practical value.

Measuring EMG is not only valuable in monitoring and detecting the presence of threat but in
several types of laboratory research, including the fields of biomechanics, motor control, neuromuscular
physiology, movement disorders, postural control and physical therapy. Several wearable EMG
solutions are commercially available, including two devices—Shimmer 3 (Shimmer Sensing, Ireland)
and Biometrics (Biometrics Ltd., UK), which were compared by Reference [64].

5.11. Voice, Ambient Sound

Many researchers have underlined that the voice is a key aspect of emotion recognition [65] and
certain vocal monitoring and detection solutions have been implemented, as indicated by Reference [66].
A further element which can contain important information is ambient or environmental, sound,
which allows the inference of tension, fear or similar emotions in the voice of the subject. While the
use of a keyword to trigger an alarm is feasible, the current paper aims, instead, to devise an alarm
system whose activation remains completely independent of the wearer. A range of smart devices
incorporating microphones for voice monitoring is available and use of environmental control units
(ECUs), more popularly known as “smart speakers” or “virtual assistants,” has become increasingly
widespread with the marketing of Al-enabled equipment such as Amazon’s “Alexa,” Apple’s “Siri
Homepod” and Google’s “Google Home.” All these are not only valuable in the care of the disabled and
elderly but also for surveillance [67]. Given the objective of the present paper is to devise a wearable
monitoring system for IPV survivors, however, a Smartphone with a microphone is also suitable for
the purpose.

5.12. Additional Biological Variables

A further element in the physiological fight-or-flight response is the dilation of the pupils, which
increases the amount of light available to the body to enable the necessary action in the face of threat [68].
Moreover, the response triggers a decrease in the activity of the digestive system in order to divert
energy to the tasks required by pure survival. Consequently, salivation decreases, leading to a feeling
of dryness in the mouth (“cotton mouth”). Other common side effects can include nausea, diarrhea
and a feeling of heaviness in the stomach.

As mentioned in previous sections, emotions can be recognized from a variety of signals, including
facial expressions, tone and timbre of voice, gait and gesture. Some subjects remain in control of certain
of these signals (in particular, facial expression and tone of voice); however, very few if any humans
can control physiological changes such as temperature change, SC and HR. For this reason, monitoring
these physiological events will produce valuable objective data for the purpose of emotion recognition.

5.13. Features Selection

Albeit numerous bio signals identified with the status of the survivor can be recorded, as referenced
previously, it is conceivable to derive that, under certain conditions, an ideal subset of factors can be
sufficient to identify an aggression. The features ought to be expressed as time series data, on the
grounds that the quantity of authentic occasions considered is significant. Feature selection in time
series is not the same as feature selection in typical static information [69]. The objective estimation
of the last just identifies with the present estimations of features, while the objective estimation
of the previous identifies with the estimations of features in the past time stamps just as in the
present time stamp. Consequently in include determination, evacuating superfluous or potentially
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excess features/variables just as picking the best possible past qualities is a basic assignment so as to
appropriately assemble the dataset [70].

Features selection techniques in time series can ordinarily be characterized into filter and wrapper
approaches. The filter approach uses the information alone to choose which features ought to be kept.
Then again, the wrapper approach wraps the variable search around a learning technique and uses its
performance to choose the features.

6. The Use of Machine Learning for Identifying Aggression

The schema presented in Section 4 illustrates how comprehensive characterization of an IPV
survivor is followed by processing of the data in an ML module—an Al application which enables ICT
systems to autonomously learn from experience, with iterative improvements, without the need for
human programming interventions. There are three phases: firstly, ML algorithms extract knowledge
from input data; secondly, they learn from that data; and lastly, they carry out a task of greater or lesser
complexity. These algorithms can be leveraged for several purposes, such as diagnosis, forecasting and
analysis, in all of which raw data is transformed into knowledge. Hence, ML enables the independent
detection of aggression on the basis of the set of variables being monitored.

Preprocessing of bio- and other signals is necessary for data to be acquired. This is achieved
through a series of operations, including amplifying, filtering, averaging, identifying and extracting
suitable characteristics for the purpose of training and so forth. Features selection procedures should
be sufficiently able to consider as a lot of information/variables as required so as to guarantee the
viability of the framework. Since a few reasons can cause a particular articulation, it is important to
incline toward solid markers like blends of situational structures that are unequivocal of a hostility.
Regardless, the chance of a bogus caution is genuine and this issue is talked about in the following area.

So as to construct a structure for the recognizable proof of IPV circumstances, ML can be utilized,
as it tends to be effortlessly adjusted to bioinformatics and human-related frameworks. Example
acknowledgment strategies are a subset of ML systems [71] which are fascinating for the distinguishing
proof of certain circumstances like could be brutality against women.

Classification techniques are used so that a ML device can identify anomalous physical signals.
Frequently used techniques include least squares, K-nearest neighbors (k-NN), artificial neural networks
(ANN) decision tree classification and support vector machines (SVM) [72].

It is additionally conceivable to exploit past works concentrated on automatic recognition of
activities in a daily life, since the primary principle will be comparable. Utilizing wearable sensors, this
action recognition has been recently concentrated with various methodologies. Conditions like standing
or walking might be perceived by utilizing ANN [73]. Different examinations especially utilize Deep
Neural Networks (DNN), Probabilistic Neural Networks (PNN), Recurrent Neural Networks (RNN)
or Long Short Term Memory (LSTM) yet in addition the referenced SVM, Decision Trees, Bayesian
Network, Random Forest, Logistic Regression, Naive Bayes, Sequential Minimal Optimization (SMO)
and numerous others for the acknowledgment of jogging, running, driving, hopping, moving, cycling,
sitting, standing, lying, strolling on stairs, going up on an elevator, setting down, washing hands,
cleaning, cooking and watering plants [74-79].

Hidden Markov Models (HMM) have likewise been actualized a few times in recognition of day
by day life exercises, as in the work by Liu et al. [80]. A few variations, as Hidden Markov Model
Ensemble (HMME) [81] or Sliding-Window-based Hidden Markov Model (SW-HMM) [82] are likewise
utilized for activities like running, sitting and so forth.

The HMM technique is generally utilized for the recognition of walking, strolling on stairs,
standing, running, sitting and laying exercises, though the SVM, ANN and their variations, HMM
and RF strategies are helpful for the recognition of complex exercises (e.g., cooking, clearing, cleaning,
washing hands, medication and watering plants) [83].

Ye et al. [84] created a physical violence detection algorithm for school bullying prevention, which
could be easily adapted to IPV survivors. Similarly, Hegde et al. [85] used data collected from wearable



Symmetry 2020, 12, 460 12 of 18

sensors to identify the activities of daily life. This could also be useful to detect unexpected situations,
such as a potential aggression.

7. Related Considerations

The current paper has discussed monitoring devices with a focus on the particular requirements
of IPV survivors. It is recommended that future investigators pursue related avenues of research.

7.1. Emergency Activation, False Alarms and Unintended Deactivation

Firstly, the possibility that the activation of an alarm triggers emergency calls to relevant agencies
should be explored, as this function is already widely incorporated in other types of technology-based
emergency systems used by survivors. Harikiran et al., for example, used Arduino based on IoT [86]
to propose a screaming alarm, embedded in either a belt or an armband worn by the subject, with the
dual purpose of transmitting an alert to the necessary agencies and simultaneously filming evidence of
the attack [87]. A similar system was suggested by Mohanaprakash and Sekar [88], whose solution
was a Smartband designed for self-defense, which would not only activate an alarm but also inform
emergency agencies about where the attack was taking place. As discussed above, using an app in a
Smartphone is a further possibility in this regard.

Sun et al. [89] also focused on improving emergency response to attack, proposing a system
to support decision-making which would make local agencies such as police forces aware of the
occurrence of threatening situations and improve their ability to respond adequately to them.

One possible scenario which must also be considered is that a survivor may unintentionally trigger
an alarm by misinterpreting a situation. For this reason, we have privileged the idea of continuous
independent response, including the possibility for the survivor to deactivate the device temporarily,
over a system which relies on the survivor to consciously take the decision to activate. Thirty-minute
deactivation periods, which may be repeated, allow the wearer to undertake sports or other recreational
activities; thereafter, monitoring automatically recommences.

In addition, providing a deactivation alarm can be taken as an advantage for the assaulter,
switching off the alarm as the first step of the aggression. In this sense, it will be necessary to provide a
safe way of disablement, using a password and/or biometrical key.

7.2. Security and Privacy Issues

Most technology applications operating in a BAN environment must negotiate the difficult issue
of security. Devices operating in IoT environments can be particularly vulnerable, given that this
environment is at a very early stage of development, IoT devices are affordable and thus used by huge
numbers and their storage and computing capacity is restricted.

Privacy, an area closely connected to security, must also be carefully considered, given the
particularly delicate status of IPV survivors. A large range of algorithms to protect the privacy of
personal data has been devised, including k-anonymity and I-diversity [90].

7.3. Hardware Limitations and ICT Weaknesses

Despite the clear value of gathering data from IPV survivors to enable better protection for them,
for the data to be efficiently and effectively shared and leveraged, the monitoring devices must be
compatible among themselves. Bearing in mind also that survivors are not static but in motion for
much of their daily lives, the devices must be fully integrated into Wireless Sensor Networks [91].
Further requirements for the continuous transmission of large amounts of data through Smartphones
acting as gateways include adequate bandwidth and low energy consumption. The work of healthcare
researchers can be drawn upon in this regard, including a study by Talpur et al. [92], who investigate
low-power BANSs, using BLE, NFC or Wi-Fi [30]. A further possibility is Zigbee, which has already
been used to operate blood pressure and weight sensors [93] in a low-power, wireless BAN and could
be adapted for use by IPV survivors.
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It can also be mentioned as a limitation the possibility that the survivor will not wear all the
chosen devices throughout 24 h, as could be the case of bed time. Although some biosensors will be
removed before sleeping, some other could stay and be useful. For instance, smartbands are designed
to be worn continuously. Many of these smart watches can also monitor sleep and awakening, which
in conjunction with their HR monitor and accelerometer, can detect a violent situation. Ambient sound
monitored by smart speakers or the smartphone can complete the schema.

7.4. Survivor Acceptance

The success of any telemonitoring system will ultimately depend on its being accepted and used
by IPV survivors themselves. Although wearing monitoring devices is proven to offer useful protection,
survivors may nonetheless be wary of providing the huge amounts of sensitive data required for the
system to be effective. If they consider the harvesting of data to constitute an unacceptable intrusion,
they may reject the technology, as has happened among users of other emergency healthcare and other
monitoring systems surveyed by Claudio et al. [94].

8. Conclusions

The sophisticated technology which has become available in the past few years has brought
novelty and innovation into a range of daily-life activities and scenarios, including the use of wearable
devices for recreational and healthcare purposes. The possibilities offered by such devices should be
examined by researchers and practitioners in a variety of other areas. Statistics reveal that gender-based
violence, including IPV, remains a serious threat to women in all parts of the world and that the home
is frequently a place of danger. Moreover, gender-based violence is a continuum rather than an event,
occurring not only during a relationship but after it has ended, while a criminal trial is being prepared
and held and even after the guilty party has been convicted and sentenced, following his release
from jail.

Consequently, an alarm system which leverages the technological possibilities available to us in
today’s world could be a valuable means to prevent aggression and alert emergency forces should one
occur. The present paper has established that smart devices and wearable technology exist that can
autonomously identify a threat, on the basis of characterizing the biophysical status of wearers through
telemonitoring so that the occurrence of anomalous physiological signals automatically triggers an
alarm, which will notify to emergency services (police, security systems, medical care, reliable person,
etc.), depending on the country/region resources for IPV survivors.

In this paper, we propose removing the need for the survivor to take conscious action in order to
send out an alert. Rather, the alert is automatically transmitted through an ML decision algorithm. The
possibility of periods of deliberate deactivation is also enabled to preclude the triggering of false alarms.

Thus, we have investigated and extended the possibility that wearable devices can enhance the
safety of IPV survivors (and other vulnerable individuals). Future research should be undertaken
within collaborative multi-team research to extend the range of technology-based measures available
to women, to enable take-up of our proposed system and to investigate its use in real-world contexts.
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