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Abstract

:

Integrated farm management (IFM) is promoted as a whole farm approach toward Agriculture 4.0, incorporating smart farming technologies for attempting to limit livestock production’s negative impacts on the environment while increasing productivity with regard to the economic viability of rural communities. The Internet of Things (IoT) may serve as an enabler to ensure key properties—such as interconnectivity, scalability, agility, and interoperability—in IFM systems so that they could provide object-based services while adapting to dynamic changes. This paper focuses on the problem of facilitating the management, processing, and sharing of the vast and heterogeneous data points generated in livestock facilities by introducing distributed IoT middleware as the core of a responsive and adaptive service-oriented IFM system, specifically targeted to enable smart livestock farming in view of its unique requirements. The proposed IoT middleware encompasses the context-awareness approach via the integration of a flexible ontology-based structure for modeling and reasoning. The IoT middleware was assessed in actual conditions on the grounds of a case study for smart control of the thermal environment in a medium-sized pig farming facility. As derived from the obtained evaluation results, the system appears to perform quite satisfactorily in terms of computational performance as well as ontology coherence, consistency, and efficiency.
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1. Introduction


Agriculture, as a major sector of primary industry engaged in the provision of food commodities, has evolved throughout time alongside the four industrial revolutions, progressing from Agriculture 1.0 to 4.0. While Agriculture 1.0 refers to the era when farming productivity was kept to low levels due to its reliance on heavy human manual labor and animal power, during the second agricultural revolution, termed as ‘Agriculture 2.0’, the utilization of mechanized equipment and agrochemicals resulted in substantial increase in production efficiency and had far-reaching environmental impacts. Since the mid-20th century, advancements in computing and electronics marked the Agriculture 3.0 era, enabling targeted actions for sophisticated farming production strategies [1]. In this context, the advent of precision agriculture (PA) approach in the early 1990s, established a farm management strategy [2] based on quality and quantity coefficients [3] aiming to control environmental hazards as well as financial hazards. In 2013, the German National Academy of Science and Engineering (acatech) introduced the Industry 4.0 concept [4] which defined the fourth industrial revolution as the establishment of a smart digitized environment involving entirely new capabilities for people and machines [5]. It was not more than a few years later that the advance of this revolution within agriculture set forth to be attributed with the term “Agriculture 4.0” [6,7,8].



Indeed, the PA approach—as defined by the International Society for Precision Agriculture (ISPA) in 2019 [9]—along with the ubiquitous digital technologies involved in Industry 4.0, as in [10], tends to transform agriculture into an information-intensive industry where most of the on- and off-farm management actions rely on a great deal of data. Beyond their large volume, these data are characterized by extended heterogeneity since they are generated through the constant monitoring of various cultivation and livestock related features (location, behavior, environmental conditions, sanitary status, ecological footprint, product safety, etc.) by specialized sensory infrastructure, as well as by third parties (i.e., weather stations) [11].



At any rate, farmers and other agricultural stakeholders—such as agricultural engineers, or veterinary practitioners—seem to encounter difficulties in handling these vast amounts of information [12] and conforming them with their “internal system of practical knowing and learning” [13]. This results correspondingly to difficulty in setting evidentiary and accurate plans of action for financially rewarding production [14], without failing to be in accordance with the established policies for sustainable development [15]. It is therefore essential that dynamic data-driven solutions are made available in order to support farm management not only with regard to the constantly increasing quantity of information that needs to be assessed, but also to some requirements and critical issues which are encompassed in the highly complex concept of sustainable farming, as expanded upon below:




	
Productivity increase. As reported in projections of the United Nations (UN) Population Division, the world’s population is expected to increase from 7.7 billion in 2019 to 8.5 billion by 2030 and up to 9.7 billion by 2050, reaching 10.9 billion by 2100 (42% increase) [16]. Accordingly, agricultural productivity has to be increased by 60% during the 21st century so as to address the challenge of ensuring adequate food supply not only at present, but in the long term as well [17].



	
Reasonable allocation of resources. Industrialization, urbanization, as well as the increase in demand resulting from higher living standards are globally exerting escalating pressures on natural resources. As a matter of fact, 25% of the farmlands and pastures are characterized by severe degradation due to deforestation, vegetation overcutting, and insufficient fallow periods [18]. Additionally, water resources are being excessively consumed compared to water availability while transbasin diversions usually result in grave environmental issues [19]. Last but not least, improper work distribution of agricultural machinery and infrastructure is resulting in excessive energy consumption [20].



	
Climate change mitigation. Climate change has massive ramifications on ecosystems and biodiversity including frequent occurrences of droughts, floods, and extreme weather conditions [21]. Moreover, the atmospheric temperature is expected to rise by 2 °C until 2100 due to the greenhouse effect aggravated by manmade greenhouse gas (GHG) emissions [22]. On top of this, the agricultural sector in particular was responsible for 11% of global manmade GHG emissions in 2013 [23]. Since farming production is exceptionally vulnerable and exposed to the impacts of climate change [24], this could present a considerable threat to global food safety.



	
Food loss elimination. Food loss refers to all edible products that are wasted at any point along the supply chain, including not only products that remain unconsumed in stores and households or those that are blemished during transport [25], but also commodities that are damaged at the early stages of production. Concerning farming production in particular, food loss may occur as a result of agrochemical misuse, lack of pest management in farmlands and pastures, inappropriate disease control of crops and livestock [26,27], etc. Eliminating food loss is a critical issue from an environmental point of view, considering that processing and recycling of wasted food consumes even more resources than producing new commodities [28].








Within the context of the aforementioned guidelines for the so-called “sustainable intensification” [29], the concept of integrated production (IP) is regarded as a solution which contributes to the development of sustainable, resilient, robust, and profitable farming systems. According to the International Organization for Biological and Integrated Control (IOBC) as in [30], IP considers the farming system as a basic unit wherein all interactions among various agricultural features are being performed and synergy among objectives might be realized. Based on this frame of reference, integrated farm management (IFM) [31,32], is being promoted as a whole farm approach that could take advantage of traditional and modern methods for attempting to limit the negative impact of farming production on the environment, while increasing productivity and retaining a focus on the economic viability of rural communities [33].



Currently, a variety of solutions—widely known as farm management systems (FMSs) [34] or farm management information systems (FMISs) [35]—have been developed to assist farmers in managing their farms more effectively. In general, these systems conform to specified reference models [36] and their operations focus on distinct tasks—such as data monitoring and targeted control services—via standalone applications which could be characterized as rather unwieldy, since they are tightly connected to each system’s specifications. Seeing that interoperability and scalability are the main determinants of successful IFM, offering intelligent systems that will be based on the potent synergy of infrastructure, technologies, applications, and stakeholders is considered to be of fundamental importance. Furthermore, limitations regarding computation power, data storage, and farmers’ hesitance in adapting to change need to be overcome for the pervasive implementation of IP in agriculture.



The Internet of Things (IoT) is a cutting-edge technology according to which an intelligent network, such as the Internet, is employed for virtually representing and interconnecting physical objects (things) [37,38]. Based on these characteristics, the IoT is considered to be the best means for ensuring key features—such as interconnectivity, scalability, agility, and interoperability—in IFM systems, enabling them to provide object-related services, as well as to be potent in adjusting to dynamic changes [39]. In particular, consolidating the IoT in IFM may empower the automated control of farming activities beyond the making of decisions, via the partially or fully autonomous real-time interaction among the various embedded devices (sensors, actuators, RFIDs, NFC tags, etc.) and farm machinery [40] in collaboration with management systems. In this way, precision agriculture practices are being further developed, advancing into the knowledge-based approach of smart farming as in [38,41,42,43].



Nevertheless, since an abundant number of heterogeneous IoT smart devices is being deployed in farms involving various sensing, communication, and processing schemes, there is still a main issue that has to be addressed in order to develop a functionally powerful IFM system involving the IoT technologies, especially taking into account that by 2050 a typical farm is estimated to generate about 4.1 million raw data points per day [6]. According to literature, a way to meet this challenge is by enhancing machine-to-machine (M2M) interaction through the concerted application of universal standards and protocols as in [44,45,46,47]. This solution however does not seem to be operational at present since most proprietary smart devices comply to their own specifications, while manufacturers are quite unwilling to intensify the interoperability of their products [48]. Another more feasible option that could facilitate the system’s interoperability is the implementation of a middleware centric solution, capable of structuring heterogeneous sensory raw data into processable and exchangeable information formats [49].



Middleware, which can be defined as a software that enhances interoperability among incompatible devices and applications, may provide fundamental—as well as multidisciplinary—functions and services such as data management, access control, and service discovery [50]. In a basic layered IoT architecture approach as shown in Figure 1, the middleware acts as an interface between the physical devices (low level) and the applications (high level).



Since farming environments tend to be rather complex, as they involve diverse features related to ambient parameters which quite obviously vary depending on the physiology and the environmental conditions of distinct exploitations [51], advanced IFM systems corporate an assortment of applications with various inputs and outputs. Hence, due to this obvious disparity, it is essential for the IoT middleware to have an effective higher abstraction level in order to eradicate the communication complexity in the low level as well as the applications diversity in the high level, even if these are unknown at the stage of the design. Additionally, given the fact that the constant advancement of novel smart devices is evenly increasing the demand for more sophisticated services, the performance of such functions in the devices themselves or within local computing infrastructures could result in unscalable and inadequate IFM systems. For this, it is important to transfer middleware operations centrally into a cloud-distributed environment for facilitating the provision of composite services.



Provided that the research community has already recognized the high significance of enabling the Industry 4.0 technologies in farming operations toward the context of Agriculture 4.0 and for the benefit of sustainable intensification [29], this paper aims to propose a functional architecture of an IFM system utilizing IoT middleware as an enabling technology. Our scope was not to develop an entirely new architectural framework for IFMs, but rather to focus on those functions that can be optimized via the integration of the IoT middleware capabilities, with an emphasis on context awareness as well as on the context modeling structure and reasoning process. Taking further into consideration that during our previous research (as in [52]) we have already coped with the design and application of a context-aware middleware approach for consolidating the IoT into arable farming facilities, in this paper we attempt to present an ontology-based solution which will be adapted to smart livestock farming with regard to the particularities as well as the special demands of animal husbandry.



The remainder of the paper is organized into four sections as follows. Section 2 overviews the state of the art regarding smart livestock farming with a focus on IoT technologies and context-aware middleware approaches. In addition, some open issues are reported and motivational objectives are identified. In Section 3, which concerns the materials and methods of our work, at first the operational and architectural overview of the integrated information system is presented; subsequently, the IoT middleware design is analyzed. Finally, a thorough description of the IoT middleware context modeling structure is provided with an emphasis on the development of the related ontologies. Section 4 deals with a case study on the smart control of the thermal environment in a pig farming facility which was performed in order to evaluate the performance of the proposed IoT middleware with an emphasis on its modeling structure and reasoning techniques. As proof of concept, the results derived by the performance evaluation are presented at the end of this section. Finally, in Section 5 the outcomes of our work are discussed and some future directions for further research are outlined. The paper is concluded in Section 6.




2. Smart Livestock Farming: State of the Art and Open Issues


Livestock farming is one of the main pillars of the agricultural industry by contributing to food safety [17] as well as by providing employment and generating income. In fact, as in [53], products of animal origin (bovines, swine, sheep and goats, poultry, etc.) accounted for 40% of the European Union’s (EU) total value of agricultural production in 2017. Globally, the livestock industry is quickly evolving, as a result to the increasing demand for animal origin commodities (e.g., meat, dairy products, eggs, wool, leather, etc.) which is driven by population expansion and the rapid rate of urbanization, as well as by the increasing prosperity in the industrialized world and most developing countries [54]. Besides the opportunities associated with the prompt evolution of the livestock sector, there are also several challenges arising from operational, environmental, health, and socio-economic issues [55].



What presently characterizes livestock farming is its intense nature which is related to higher levels of input (such as farm size, human labor, financial assets, etc.) and output per farming unit. In this regard, the number of farms is reduced while the number of animals which are being bred in enclosed, climate-controlled, automated facilities is increasing [56]. Furthermore, vertical integration is customary in the sense that a singular enterprise may be in control of the entire production system (e.g., from the feed mill up to the processing plant) which is set up for maximum output with all of its parts operating consistently at full capacity [57]. Consequently, any flow agitations at whichever part of the production chain have immediate imprints both upstream and downstream, resulting in instant ramifications not only for animal welfare but also for humans and the environment. This is in line with the recent concept of “One Welfare” which, as in [58], acknowledges the direct and indirect interconnections among animal welfare, human well-being, and the environment.



Natural events and disasters (i.e., fire, floods, earthquakes, hurricanes, tornadoes, etc.) are typical incidents which immensely disrupt the farming production chain on a regular basis. On top of this, the swine influenza (H1N1) pandemic which resulted in a high number of infections in more than 214 countries with over 18,449 deaths worldwide during 2009 [59]—along with the outbreak of the more severe COVID-19 pandemic [60], occurring since the end of 2019 and up to the time of writing—highlighted the complex interconnections that are encompassed by the “One Welfare” concept. These two pandemics further revealed the impact of flow agitations in intensive livestock production systems due to extensive interruptions in the process and supply chain, causing increased food loss [61,62]. Within the context of sustainability, it is essential that whenever systems encounter a sudden distress—such as a natural disaster or even a pandemic outbreak—that they be able to quickly absorb it and recover normal outputs while also acquiring the knowledge to promptly respond to any unexpected future adversities [62].



The emergence of Information and Communication Technology (ICT) and its implementation in animal husbandry has given way to precision livestock farming (PLF) which has expanded sustainable intensification in livestock production systems since the early 2000s. PLF, which is actually the adaption of the PA concept into livestock, has been attributed with several, slightly diverse definitions in literature as in [63,64,65,66,67]. The most acknowledged among these definitions is the one given by D. Berckmans as in [66] according to which PLF focuses on the development of a management system based on the constant real-time monitoring of parameters which are related to the health, welfare, breeding, as well as production and reproduction of each animal (even within large herds), leading to evidence-based decisions on livestock production with regard to the environmental impact. For this, PLF incorporates various corresponding fields—such as bio-engineering, animal sciences, socio-economics, and computing—in order to be capable of providing systems that could perform advanced monitoring and managing techniques for the benefit of the livestock, implicated stakeholders, the environment, and society in general [68].



Although, in the literature, PLF is frequently attributed with the term “Smart Livestock Farming” [69] as well, this not entirely substantiated, since (as in [70]) PLF focuses mostly on the digital processing of specific information for the support of decision making by the stakeholders. Smart livestock farming, on the other hand, is considered to be a knowledge-based concept, since the farm machinery—as well as the devices [40] themselves—should be capable of performing automated operations according to real-time, autonomously acquired and processed information [38,41,42,43]. Nevertheless, it has to be clearly stated that stakeholders—such as farmers, veterinary practitioners, and agricultural engineers—should always have the ability to take any required corrective actions according to their expertise, especially since the biological data from animals, which are acquired by technological devices, do not always provide desirable rates as reported in extensive studies [71,72,73] concerning field experiences in various animal production value chains.



Toward this objective and according to the guidelines for the operative implementation of the Agriculture 4.0 concept [10] into livestock farming, IFM is considered to be potent in promoting a whole-farm approach as in [74], wherein the system’s capabilities can be grouped into four smart interconnected stages, which are: monitoring, control, optimization, and autonomy. To this end, each stage is structured based on the preceding one as shown in Figure 2.



As a case in point, for the system to be capable of performing control operations, it is essential to have a monitoring capability and so on. The IoT acts as the enabling technology for interconnecting these four stages. Practically, the IoT (as in [38,39]) benefits the system with sensory and computational support as the optimum interconnection to be achieved among the four stages via a highly distributed public network, such as the Internet. In particular, the IoT is regarded to be essential for: (a) decentralizing advanced analytics and enable real-time decision making, (b) optimizing the management of assets, and (c) enhancing the performance of the production process.



Since the smart farming approach relies highly on the acquisition—as well as the processing and analyzing—of large amounts of heterogeneous data for optimizing the processes, equipping IFM systems with scalable middleware solutions is considered to be of high importance for their responsive and adaptive operation [75].



A holistic literature search yielded several results about the utilization of the IoT technologies in livestock farming. The indicative literature finally selected [75,76,77,78,79,80,81,82,83], and presented in Table 1, reflects the results of thorough study, conducted according to the methodology as in [84,85] since it is considered quite efficient for finding related research sources that meet strict qualitative criteria.



Additionally, in our previously published research (as in [52]), information may be found regarding standards and data models that were established on the grounds of the FIWARE and the oneM2M projects. These cover some critical issues concerning the interoperability and the semantic annotation of heterogeneous data that have to be handled in IoT agricultural applications and services.



Nevertheless, to the best of our knowledge there are not significant works focusing on the issue of developing an IoT middleware specially addressing the requirements of IFM systems for smart livestock farming. Provided that the field of animal husbandry is characterized by excessive complexity due to its nature, we consider that proposing a distributed IoT middleware-centric solution for the IFM systems could be of benefit to the further development of smart livestock farming, especially toward sustainable intensification in the context of Agriculture 4.0.




3. Materials and Methods


3.1. IFM System Operational and Architectural Overview


The agility of an IFM system consolidating the IoT technologies lies in its capacity to use the cloud for self-discovery and self-configuration, and to provide on-demand services to livestock facilities in remote rural areas. According to the IFM system operational framework shown in Figure 3, the raw data that are collected remotely from the sensory devices of a Wireless Sensor and Actuator Network (WSAN) deployed at a livestock facility are forwarded along with external data inputs to the cloud distributed middleware through gateways.



Therein, all data are analyzed and processed into information using data fusion [86] and machine learning (ML) techniques [87] to achieve higher reliability and lower probability of error occurrences. Subsequently, the cloud middleware responds with control actions to the smart devices of the IFM system as well as to the end users, providing them with monitoring information and services. The end users can intervene at any time to the IFM system operations with corrective or assistive actions. It is worth noting that all cloud services (IaaS, PaaS, and SaaS) should preferably be offered through a public or hybrid cloud for use by all the stakeholders. Due to the fact that most livestock farming facilities are small-to-medium-sized, hosting the proposed system in a public cloud is considered to be the most suitable solution, as the cloud services will use the hardware infrastructure and computing power of the cloud service provider.



As aforementioned, the IoT may serve as the enabling technology for effective IFM that could ensure maximum livestock production with optimal quality and increased profitability taking into regard the policies for sustainable intensification. According to this, an IFM architectural framework consisting of three main layers is shown in Figure 4 and explained below.



3.1.1. Perception Layer


In the event of consolidating the IoT into typical IFM systems, wireless technologies are considered as the most important feature to enable real-time intelligent interactions between animals and multiple embedded devices with or without human mediation [76,88]. To this end, the lower level represents the perception layer which involves a WSAN integrated in a livestock facility. The WSAN consists of groups of self-powered nodes deployed in a mesh network topology as in [89] with sufficient communication range for long-distance operation [48], as well as data rate and power consumption. These nodes are equipped with sensors (such as wearable sensing and biometric devices) that remotely collect real-time data on various parameters related to the animals’ physiology and behavior [90,91,92], as well as to the livestock facility in general. Additionally, the WSAN involves actuators that interact with the farm machinery and devices, enabling the corresponding physical actions. Regarding the hardware architecture of the wireless nodes, different solutions have been presented, specifically designed for the harsh operating environment in rural areas. The block diagram of a typical WSAN node for the livestock industry is shown in Figure 5.




3.1.2. Middleware Layer


The middleware layer acts as an interface between the perception and the application layers which provides perceptive and collective functions, as well as services including (but not limited to) device and data management, access control, and service discovery. In particular, depending on the IFM system’s requirements, the middleware is accountable for generating the required information in order for various operations to be applied and processed in parallel [68] such as:




	
Monitoring/control of (a) the animals’ physical and biological parameters such as heart rate, temperature, behavior as well as location; and (b) ambient conditions such as environmental temperature and humidity, gas emissions, etc.



	
Forecast/control of imminent animal diseases such as tetanus, parturient paresis (milk fever), listeriosis, etc.



	
Surveillance and security control of the animals and the livestock facilities in general.








Considering that the main objective of our work is to propose a middleware-centric solution for consolidating the IoT into arable farming facilities, the middleware design is going to be thoroughly described in Section 3.2.




3.1.3. Application Layer


The application layer consists of three cloud components (real-time monitoring, facilities control, and services) that include Software as a Service (SaaS) capabilities and are accountable for providing all important applications (apps) for end-user interaction with the IFM system. By subscribing and logging into the cloud platform, end-users cannot only receive services related to the observed conditions of the animals and the farming facilities (such as symptom detection and advisory services), but also provide rules for control actions using simple query mechanisms. All rules stored in the cloud context repository can be retrieved by using appropriate service provisioning techniques. In this sense, the application layer is enhanced with logic which significantly contributes to the middleware self-adaptation, since it can retrieve high-level contextual information at any time and receive corresponding decisions upon equivalent actions.





3.2. IoT Middleware Design Analysis


The functionalities required by the proposed IoT middleware are primarily defined by the need of processing and managing the voluminous and heterogeneous amounts of data that are generated in the complex livestock farming environments in order to achieve the effective interconnection of smart devices involved in it. Context awareness—which refers to the property of a system to be constantly aware of its current state both in the physical and virtual environment—has been proven to be a substantial asset of the IoT [93,94], enabling exactly these desired functionalities. Additionally, by properly integrating a semantic ontology model [95] in the context-aware middleware, the proficiency, flexibility, and scalability of the entire IFM system are expected to be ensured. Furthermore, the proposed IoT middleware aims to add to the system’s robustness by encompassing the Infrastructure as a Service (IaaS) properties of cloud computing for reserving the required computational power and storage capacity. A more detailed analysis of the IoT middleware design, as depicted earlier in Figure 4, can be found in the following subsections.



3.2.1. Context Detection


Although several definitions of “context” can be found in literature, the one appointed by Dey and Abowd [96] simplifies the context detection for a specific application scenario. According to this definition, “context is any information that can be used to characterize the situation of an entity. An entity is a person, place, or object that is considered relevant to the interaction between a user and an application, including the user and applications themselves”.



Context detection refers to the collection of the raw data that are acquired by the IFM system’s sensory devices in the perception layer as well as to the identification of the main factors which affect the system’s responses. The context providers, along with the context aggregator, are responsible for converting the sensory acquired data into recognizable forms of context by applying reasoning procedures.



Reasoning, which is triggered instantly as the first raw sensory data are acquired, involves three operations: data preprocessing, sensor fusion, and context inference [97]. During data preprocessing and sensor fusion, numerical sensory data are converted into coherent strings and can be enhanced via fuzzy logic for increasing their quality. While the context providers perform the fundamental abstraction, the context aggregator reasoning mechanism handles the conversion into standard information suitable for recognition by the set of system entities. In more detail, the context aggregator refers to a distributed cloud service equipped with computational logic [98] for the integration as well as the interpretation of the whole context, which is considered to be essential for the interoperability between the data information of the sensors and the service-providing entities. On this basis, individual classification techniques are being applied, whereas in case the classification is unknown, unsupervised learning techniques facilitate the preprocessing step by performing the identification of unusual measurements involving outliers and/or missing values [99]. Nevertheless, the output of the data preprocessing and sensor fusion operations is considered to be still low-level context and for this it will be further converted into high-level context by the context inference engine as part of the context processing operations which are going to be detailed in a following subsection.



Furthermore, for the context to be functional, it must be specified and stored in a machine-readable and editable form. This could be achieved by using a modeling structure that defines, represents, and edits the context data in a uniform, understandable, and shareable format. Without a precise, unambiguous, and flexible modeling structure, applications would not be able to adequately capture and use the contextual data. On top of this, the structure should be able to integrate not only current functionality, but also any future changes and requirements. Since the context modeling structure is of great significance for the operability and scalability of the IoT middleware, this is described in detail in Section 3.3.




3.2.2. Context Processing


Context processing, which is the core part of the context aware IoT middleware, involves a number of four distributed engines that interact with each other, fusing their operations as shown previously in Figure 4 and described as follows:




	-

	
Context Retrieval Engine









This engine is responsible for initiating requests to periodically retrieve context information via the context aggregator and distribute it to the appropriate system components. Moreover, all system components can initiate context requests by simply using a web service running in the cloud server with an ID and an attribute context set. In more detail, all system components requiring particular contextual information are capable of subscribing into the IoT middleware cloud so as to receive notifications each time an update of their interest occurs while they can also address active queries for critical contextual information at any time. After infiltrating any duplicate and inappropriate contextual data, the retrieval engine returns the most relevant and accurate information as a response to the corresponding system component.



	-

	
Context Inference Engine







Although, as aforementioned, most of the reasoning process is performed during context detection, the output result is still low-leveled. The context inference engine is thus responsible for the completion of the reasoning process by converting low-level contextual data to high-level information that can be of good use into the IFM system for efficient service delivery. The main reasoning operations that are being performed in the inference engine deal with: (a) the validation and complex representation of context values, (b) the elimination of the uncertainty that may be caused by context inconsistencies and/or missing contextual data, and (c) the reassurance of the required computational performance in order to extract high-level quality contextual information. Thus, the context inference engine applies specific reasoning techniques based on their suitability to address each one of the aforementioned specific issues.



	-

	
Service Mapping Engine







Service mapping is the operation of implementing appropriate matching criteria and algorithms in order to discover all of the best possible matches between context and the corresponding services, as well as to combine these matches together with suitable actions. In this sense, the service mapping engine maps all dependencies based on a connection between context, services, and actions. This method, which can be referred to as top-down mapping, follows a tree-like modeling structure in which context is placed at its root at the top level while its branches are constituted by nodes which represent the main entities followed by children nodes and so on. This top-down mapping assists in easily discovering the best possible matches by following the traffic connections between them, as well as in immediately identifying the impact of a problematic entity on the rest of the service operation.



	-

	
Service Discovery Engine







Service rules regarding several operational aspects are generated by end users (agricultural stakeholders) along with the IoT middleware itself. In this sense, the detection, association, and coordination of the already existing services is essential for the high-functioning performance of the entire IFM system. For this, the service discovery engine is responsible for using centralized or distributed repositories to store appropriate service profiles with parameters, attributes, and locations that are required to execute further queries according to specified protocols such as simple service discovery protocol (SSDP) and service discovery service (SDS).




3.2.3. Self-Adaptation


The ability of self-adaptation is an essential prerequisite in the context aware middleware, such that context is provided as input to generate the right services and control actions [100]. In this process, self-adaptation takes over the diagnosis, detection, and correction of possible errors in the middleware workflow. In particular, due to the self-adaptation, the context aware middleware is able to reduce the proposed system’s cycle of development each time a similar pattern is detected in the context by identifying action sets, storing this information and improving the knowledge base. It is further considered that the requirements of processing and obtaining the most accurate results will be met while respecting the real-time constraints during the analysis.




3.2.4. Context Repository


Taking into consideration the voluminous amount of data that are generated and processed, a distributed cloud repository should be incorporated into the system to ensure the conservation of contextual information. Progressive data and their respective contexts are stored in the context aware middleware cloud as an expandable knowledge base of ontologies while all attributes are stored as key-value pairs in various ontology repositories, simplifying the query versions. All of the system components, as well as the devices, are assigned with a unique ID for the context repository to distinct the incoming contextual data. The storage of context is highly required since context history is a critical source of knowledge for the planning of processes, the prediction of future actions that need to be undertaken, as well as for the inference processes.




3.2.5. Security


Great emphasis is placed on ensuring security and privacy, as several of the data collected, processed, and managed within the context aware middleware cloud is sensitive. In this sense, the security is expected to be ensured by executing specific functions that detect and monitor possible irregularities or unauthorized accesses to data. Precisely identifying access control and encryption or authentication of contextual data during transmission and storage processes are the two basic mechanisms used to execute security functions.





3.3. IoT Middleware Context Modeling Structure


Among the various existing modeling techniques that can be found in literature, the semantic ontology approach is the most effective in terms of formality, interoperability, and reusability [101], focusing on a generic model design which can assist the composition of context aware services for smart livestock management. Taking into account that the modeling structure should represent—in the best possible way—not only the conceptual data correlation to a situation but also the data generation circumstances and their variability, a synthesis of three widely accepted context categorization approaches is applied, that is the “5 Ws and H” as in [102] along with event driven representation as in [103] and an operational schema as in [104]. According to this, context is described by five core parent ontologies that may have attributes describing their basic properties. In addition, entities are included as part of the parent ontologies, while they may also have some other children entities to describe them.



The five core ontologies are associated with relations, according to which each single instance represents the monitoring of a unique situation that describes an event involving a thing and occurring at specified location and time. The event is identified or triggered based on one or more rules. The proposed ontology-based context modeling structure is developed in the form of the Web Ontology Language (OWL) 2.0 [105] while it can be implemented in extensible markup language (XML) which is a platform-independent and resilient tool, suitable for use in different phases of information representation as well as for communication based on the simple object access protocol (SOAP). The five core ontologies, along with their associations, are demonstrated in Figure 6 and are described comprehensively in the following subsections.



3.3.1. Thing Ontology


The thing ontology constitutes the core of the context model, since this is the major building block of the IoT. Since, a ‘thing’ can be either a user, an object (in this case an animal), or a device, it is modeled by three subclasses which are defined by a number of static properties, while each ‘thing’ subclass may have children subclasses for further categorization.



Moreover, the ‘thing’ requirements and restrictions—along with the corresponding location and time constraints for a particular situation—are defined by various profiles that may be multiply employed, while on top of this, location and time constraints also apply to the various roles a ‘thing’ might have. For instance, more than one animal (thing) may be piglets (role) sharing the same profile that sets particular environmental requirements for their housing during the first 7 to 10 days after their birth. Finally, each ‘thing’ has a location and is associated to a variety of events establishing in this way dynamic relations which descend by the inference process that is repeatedly executed to sustain such information up to date. The thing ontology as aforementioned described is demonstrated as follows in Figure 7 with emphasis on the device subclasses for the sake of brevity. Finally, a legend for the schemes used in the representation of the ontologies is presented in Table 2.




3.3.2. Location Ontology


Events occur in places which refer to physical ambient spaces and are strongly correlated to the operation of livestock farming facilities. For this purpose, a location ontology is required to be developed, taking into account the location context for events as depicted in Figure 8.



This ontology involves two location subclasses which correspond to indoor and outdoor spaces. A location may be part of, or adjacent to, one or more other locations, thus the inheritance and proximity functionalities are modeled with suitable self-referential relations. Additionally, a location may have several positions which can be absolute (e.g., exact geo-positioning) for qualifying the modeling of outdoor spaces, or relative (e.g., quarters, corridors, pens) for permitting the modeling of places that cannot be defined by absolute positioning, such as indoor spaces. Finally, a location may have various profiles depending on their scope that can be either general for modeling the correlated requirements and properties, or authorized for modeling the corresponding privileges and accessibility options. The location ontology is also related to two external ontologies, ‘thing’ and ‘event’, since one more thing can be placed in the same or adjacent locations, while events may occur correspondingly. The sensory measurement of environmental parameters (e.g., temperature, humidity) is, for instance, an event which is performed by a ‘thing’ that is a sensor in a location that is a pig house.




3.3.3. Time Ontology


The time context is employed to define the temporal occurrences of an event that need to be timestamped, thus in order to model the corresponding properties, a time ontology is required to be developed as shown in Figure 9.



For modeling the time context, it has been additionally taken into account that time is not explicitly limited to the occurrence of events but to their scheduling as well. In addition, the time is considered as ‘instant’ to represent an exact timestamp attributed to events without continuance, such as alarm activation, or as ‘interval’ to represent a timeframe with duration. Each ‘interval’ has an instant beginning or ending in order to express the start and end time. Finally, time also has a profile for modeling any requirements and restrictions.




3.3.4. Event Ontology


The event context is employed to define events; thus, an event ontology is required to be developed as shown in Figure 10 in order to represent a wide range of events from typical livestock farming activities to events triggered by device actuation or stakeholders’ (users) decisions.



This ontology involves two event subclasses which correspond to instant (e.g., the ventilator is activated) or continuing (e.g., the CCTV is recording) events. In this scheme, modeling the triggering of an event by apprehending all relevant context, including the one deriving by rules, is considered to be more efficient, since an event can be triggered by a ‘thing’ or a ‘rule’ while the event itself might also trigger a thing (e.g., manure emissions increase, triggering the ventilator activation) or a rule stored in the repository. An event can also be part or follow another event and for this it is modeled with suitable self-relations. Furthermore, as previously mentioned in Section 3.3.3, an event is also related to the time ontology while, as in Section 3.3.2, an activity can also have various profiles for modeling the corresponding privileges and accessibility options (e.g., device usage permissions). Finally, the event ontology is indirectly associated to the location one, through the ‘things’ that are engaged in the events and placed in certain locations.




3.3.5. Rule Ontology


The rule ontology refers to the context which derives by the circumstances of a monitored event occurrence as depicted in Figure 11, in order to enable the modeling of inference results that can be of benefit during other subsequent inference processes.



In this sense, rule context is created for each monitored occurrence as well as for each thing, location, time, and event that is associated to it. For instance, an air-conditioning unit is automatically activated as a result of a sensing/actuating automated mode event in a pig housing facility during a specified timeframe. In the case that a farmer decides to interfere in the event by increasing or decreasing the desired temperature, this event—along with the reason for its emergence—is registered as a new rule.




3.3.6. Properties of Ontology Entities


The ontology entities described in the aforementioned subsections have properties which define their internal features and associate them with other classes. The number and range of such properties depend on each particular application as well as on the automation level provided by the IFM system. Some indicative properties of the ontology entities are overviewed in Table 3.






4. Case Study: Smart Control of Thermal Environment in Pig Farming Facility


In order to evaluate the performance of the proposed IoT middleware with emphasis on its modeling structure and reasoning techniques, a case study on the smart control of the thermal environment in a pig farming facility was performed. Considering that pig farming is one of the most technologically advanced and continuously growing livestock production sectors, IFM could assist in the assessment of each individual animal and assure its welfare and feed efficiency. To be able to adjust the IoT middleware parameters, as well as to interpret and understand the data collected during the performance evaluation, it is worth mentioning some key components of a pig’s environment as in [106,107]. By comprehending the environmental needs of a pig, appropriate actions can be taken to provide the best environment and reach the optimal production.



A most critical factor for a pig’s health is the thermoneutral zone (TNZ), that is the range of the ambient temperature wherein a pig can maintain its internal temperature with minimum effort. The normal TNZ for a pig ranges approximately from 15 °C to 30 °C, depending on its age and weight (the ideal TNZ for an adult pig is about 20 °C). Thermal environment is created by the interaction of air temperature, moisture, and airflow and its control is essential in swine production since it affects the behavior and welfare of pigs. With the exception of very young and small piglets, pigs cope better with cold weather than hot weather. In cold ambient temperatures, pigs feed more, huddle together, and more energy is expended to maintain their body temperature. On the other hand, high environmental temperatures reduce pig performance more than the low ones. High temperatures make pigs breathe heavily and reduce the consumption of food while increasing their water intake. In any case, if ambient temperatures remain either low or above the TNZ for long periods of time, the ability of pigs to maintain their body temperature may be overwhelmed (heat stress) and even result in mortality. Pig behavior under the different environmental temperatures, as well some indicative corresponding assistive actions that need to be taken in order to optimize performance, are overviewed in Table 4.



For the purpose of accuracy, the raw data were collected under actual operating conditions at a medium-sized pig farming facility in the regional unit of Fthiotida, approximately 120 km north of Athens, Greece. The acquisition of raw data was performed over a period of two months (May to June 2021), incorporating wireless environmental sensors as well as proprietary wearable sensory devices (RFID ear tags) which were already being used on the pigs housed in the facility (more information about the environmental sensors and RFID tags may be found in Section 4.2). The acquired data from the sensory devices, as well as the data obtained by user devices, were transmitted to the cloud IoT middleware employing Wi-Fi protocols. The main scope of the model’s pilot implementation was primarily to test the IoT middleware response, as well as its ability to successfully structure context by the sensory acquired raw data and control certain equipment operations in the pig house with emphasis on the modeling structure and reasoning techniques.



To investigate the functionality of the IoT middleware for IFM management, as described in the previous section, a model was developed using the Python programming language [108] for prototyping and the Microsoft Azure platform [109] for cloud computing infrastructure and services. An overview of the software features that were incorporated to the IoT middleware development is presented in Table 5.



4.1. Context Modeling and Reasoning


Taking into account the modeling structure that was thoroughly described in Section 3.3, a number of required ontologies and their subclasses were incorporated and adjusted for the needs of the specified case study as follows:




	
Thing (Device Subclass): It involves all types of devices. In particular: (a) environmental sensors are incorporated for monitoring ambient temperature and humidity, (b) RFID tags are used to monitor the pigs’ physiology features of interest (body temperature and heart rate) as well as to identify their exact ID and position, (c) actuators are employed for triggering the proper equipment (air-conditioning system) of the facility, and (d) smart devices such as smartphones and tablets are used for establishing the users interaction to the system.



	
Thing (Animal Subclass): It involves the animal species of interest, in this case pigs.



	
Thing (User Subclass): It involves two types of users, that is farmers and veterinarians, as notification recipients for undertaking further proactive actions related to the wellbeing of the pigs housed in the facility.



	
Location (Indoor Space Subclass): It involves the building layout (area) as well as the points of interest such as the quarters, corridors, and pens that are involved in the process. It also involves a profile including the environmental requirements of the location of interest.



	
Time: It involves various daily timeframes that may affect the ambient conditions. For instance, temperature tends to be higher during the noon hours (maximum effect). Furthermore, time refers to the occurrence of events that are triggered by internal or external rules.



	
Event: It involves the entire IoT activity, such as the monitoring of parameters and the control of the corresponding devices as well as the user interactions to the system.



	
Rule: It involves the rules applied during the entire IoT activity. The rules may be applied according to the reasoning process or be dictated into the middleware by the users.








Despite the fact that the main ontologies of the modeling structure were developed for a wide range of IFMs, it results that they are easily adjusted to the scenario of the specified case study. An instance of the indicative modeling structure for smart control of the thermal environment in the pig farming facility of interest is depicted in Figure 12.



According to the specified case study scenario and the corresponding modeling structure, a number of wireless sensors (as in Section 4.2) which maintain certain properties (ID, node and network) are placed in a specified quarter of a pig house building for measuring the ambient temperature and humidity. The quarter contains a number of pens which are divided by corridors. The location has a relative position in terms of a certain ID and area dimensions (m2) as well as a certain profile which describes the spatial environmental requirements and restrictions (temperature, humidity, luminosity). The animals involved in the case study scenario are obviously pigs which have special characteristics (ID, breed, gender, and birthdate) and are attached with proprietary RFID tags. The sensors acquire certain observation values which are processed into contextual information that subsequently triggers one or more rules responding with another event, that is the actuation of the proper equipment (air-conditioning system), for the maintenance of the ideal thermal environment for the pigs. The observation instances also trigger notification events which are targeted to the users’ composed devises (smartphones and tablets) via smart applications. In this way, the authorized users can be able to intervene in the process by triggering new rules.



Regarding context reasoning, this is an effective process for advancing a query system of logical consequences based on the entities of the context modeling structure. Taking into account that the modeling structure was developed based on “5 Ws and H” approach along with event driven representation, answering any query about the pig farming facility as well as its thermal environment is considered to be quite useful. The context reasoning involving queries is implemented by applying the Semantic Query-Enhanced Web Rule Language (SQWRL) [110] over thing, location, time, and event contexts. In accordance with this, a query asking about the position of temperature increase is formed as “temperatureIncrease (?event) ∧ occurs (?event, ?position) → sqwrl:select (?position)” in terms of SQWRL.



Furthermore, the inference process which is accountable for generating new knowledge in the context model, is implemented by applying the classic if-then logic rules in the Semantic Web Rule Language (SWRL) [111] as it enables the expression of inferences in terms of the OWL approach. For instance, a logical consequence stating that an event is detected by a particular sensor node which is placed in a specific position and therefore the event occurred in this position is expressed as “temperatureIncrease (?event) ∧ location (?position) ∧ sensor (?deviceID, ?node) ∧ detectedBy (?event, ?deviceID, ?node) ∧ sensorIsLocated (?deviceID, ?node?, position) → happensIn (?event, ?position)” in terms of a SWRL rule.



Finally, considering that the sensory data may be characterized by a certain degree of uncertainty, various abstraction levels and a number of feature selection techniques—such as classification and clustering—are required in order to enhance the accuracy of content values and obtain lower error probability as well as higher reliability [112]. To this purpose, in addition to typical if–then logic rules, the unsupervised outlier detection using the local outlier factor (LOF) method along with the isolation forest algorithm are employed for enhancing the unsupervised identification of patterns so that abnormal observations can be identified and irregular values can be isolated. The output results of these methods are stored in the context repository and are being retrieved by the rules whenever required.



The performed case study addresses the necessity of smart controlling the thermal environment in a pig farming facility based on an ontology-based IoT middleware for IFM systems. Nevertheless, the open architecture of the proposed system enables the development of additional applications for performing specialized monitoring and control, decision support services, management and optimization of livestock farming facilities, etc.




4.2. Performance Evaluation and Results


As aforementioned, the IoT middleware was deployed in a medium-sized pig farming facility for a period of two months (May to June 2021). At first, raw data were acquired by a number of environmental sensors incorporating the SensoTube open architecture as previously introduced by Piromalis and Arvanitis [113], as well as by other devices such as proprietary RFID tags Figure 13 (Mifare S-50 and Monza-5 RFID ear tags manufactured by the Card Cube Group in China).



Simulation tests regarding the performance and scalability of the IoT middleware have also been performed involving a considerable amount of data derived by simulated devices. The implementation process originally involved 300 datasets and gradually increased up to approximately 8000 sample sets, considering a sampling rate of 60 min on a daily basis. The sample sets were containing parameters in the form of numerical values about air temperature and humidity. Nevertheless, testing the proposed system in actual conditions allowed its proper analysis and evaluation in terms of computational performance as well as ontology coherence, consistency, and efficiency.



To begin with, during the actual implementation of the IoT middleware in the pig farming facility, it has been verified that the raw sensory data were adequately captured, transmitted, stored, and managed in the Microsoft Azure cloud platform to retrieve relevant information, as shown in Figure 14. Metrics—as numerical values that help understand the health, operation, and performance of the system—are also available by the Azure Platform.



The computational performance evaluation originally involved the incorporation of approximately 60 deployed devices (sensors, actuators, and mobile smart devices). During this experiment, the IoT middleware has not revealed any bottlenecking, as expected due to the small amount of context data and rules to be processed. Following this, the number of deployed devices was progressively increased up to 300, involving additionally proprietary RFID tags, which correspondingly escalated the load of context data and rules. At the final step of the evaluation process, a considerable amount of data derived by simulated devices has been involved in order to test the computational performance under conditions of data overload. For validating the computational performance of the system, the average inference cycle time, along with the average response time, have been examined. The inference cycle time refers to the average time that is required by the IoT middleware for processing a number of corresponding rules while the response time refers to the average time which is required for the process of a request from its arrival into the IoT middleware until the dissemination of the processed contextual information to the applications of interest. The findings of the computational performance evaluation are listed in Table 6.



According to Figure 15, it appears that both the inference cycle time—as well as the response time—are linearly correlated to the number of the added devices and rules to be processed, indicating that the IoT middleware responds efficiently to greater volumes of context data. The aspect that the IoT middleware can completely scan context-aware situations of interest in an efficient timeframe is additionally justified by the linear correlation between the inference cycle time and the response time as in Figure 16.



In terms of context representation and reasoning, the proposed modeling structure has been verified by running the Pellet incremental reasoner, available in the “Protégé”, which is a free, open-source ontology framework for building intelligent systems [114]. As shown in Figure 17, the entire modeling structure consists of 1277 axioms (858 logical), 31 classes, 36 object properties, 51 data properties, and 1039 individuals, running with no inferences.



As part of the system’s evaluation, the performance of implementing unsupervised outlier detection using the local outlier factor (LOF) method—along with the isolation forest algorithm for enhancing the unsupervised identification of patterns—has also been tested. Let as note that, for this purpose, the Python programming language was used. The graph in Figure 18 illustrates two scatter plots of data regarding observed values of the thermal environment during the evaluation period. The two clusters are considered as two groups of breeds based on the data provided by the correlation of the Animal and Device entities as shown in Figure 12. The two groups of breeds indicate different kinds of behavior under the two different scenarios of temperature requirements. Outlier or anomaly detection identifies unusual data patterns compared to the normal data. In this case, when a pig’s behavior (e.g., body temperature) slightly deviates from normal conditions due to the thermal environment, then it is regarded as an anomaly (outlier) and attention has to be paid. In this sense, the points marked in white color in Figure 18a refer to the training of the system for identifying regular observations (yellow points) as well as abnormal observations (red points) that are regarded as anomalies. Correspondingly, in Figure 18b, the outlier scores marked in blue color that deviate from the two clusters are also regarded as anomalies. Both methods appear to perform reasonably well in identifying the outliers for multi-modal data sets.





5. Discussion


The use of IoT on integrated farm management (IFM) [31,32] is considered to be of major importance for many areas of farming production [39,40] among which animal husbandry is included [56]. The purpose of this paper was to present a competitive architectural framework of a context-aware based IoT middleware [49,50] for IFM using cloud infrastructure and resources to efficiently support real-time remote monitoring and control of livestock facilities [52]. In this sense, context-awareness enables the comprehension of the situational context deriving by raw sensory data and provides personalized intelligent services tailored to the needs of the end-users and the environment [38,39,51]. In addition, cloud computing resources reduce the computational load of sensing devices, provide centralized storage systems, and enable the dissemination of information under flexible usage scenarios to all stakeholders [50].



For this work, the related state of the art in the recent literature was briefly overviewed [52,75,76,77,78,79,80,81,82,83] and the open issues were identified in order to focus on the challenges in developing a single middleware framework with scalable and flexible computational capabilities that meet the demanding requirements of smart livestock farming trends towards Agriculture 4.0 practices [29]. The literature review revealed that IoT technologies may enable intelligent, ubiquitous, and autonomous connectivity with and between physical and virtual objects, leading to the vision of Agriculture 4.0 [6,7,8]. Incorporating the IoT technologies in IFM systems is expected to increase the level of intelligence in monitoring, control, and decision making. This could also increase the efficiency and quality of livestock production while improving the use of natural resources and reducing climate dependency, helping to protect the environment and ecosystem and promoting sustainable intensification [15,29].



The system model proposed in this paper, as in Figure 2, adopts a layered hierarchical structure consisting of the IFM facility at the lower level and three main components integrated into a cloud platform at the higher level. According to this model, all the functional elements of the system cope with the context, while context awareness is achieved in the cloud-based distributed middleware that forms the core of the whole system and acts as the decision support system (DSS) in the backend. Emphasis has been placed on the context modeling structure, which is based on ontologies [102,103,104] as well as on the reasoning techniques [98] performed by the inference engine of the IoT middleware. The proposed ontology-based context modeling structure, consisting of five core ontologies as shown in Figure 6, was developed in the form of the Web Ontology Language (OWL) 2.0 [105] and implemented in extensible markup language (XML) which is a platform-independent and resilient tool, suitable for use in different phases of information representation as well as for communication based on the simple object access protocol (SOAP).



In order to assess the performance of the IoT middleware, a case study was performed for the smart control of the thermal environment [106,107] in a Greek medium-sized pig farming facility over a two-month period. The model under assessment was developed in the Python programming language [108] for prototyping and using the Microsoft Azure platform [109] resources for cloud computing infrastructure and services. The performance evaluation of the IoT middleware in actual conditions allowed its proper analysis and testing in terms of state, operation, and performance, paying great attention to the validation of inference cycle and response time parameters. Simulation tests regarding the performance and scalability of the IoT middleware have also been performed, involving a considerable amount of data derived by simulated devices.



According to the obtained results, both the inference cycle time as well as the response time respond efficiently to large volumes of context data, whereas the aspect that the IoT middleware can completely scan context aware situations of interest in an efficient timeframe is justified by the linear correlation between the inference cycle time and the response time. In terms of context representation and reasoning the proposed modeling structure is operating with no inferences as verified by running the Pellet incremental reasoner, available in the “Protégé”. Finally, the performance of implementing unsupervised outlier detection using the local outlier factor (LOF) method along with the isolation forest algorithm for enhancing the unsupervised identification of patterns has also been tested and verified. As derived from the obtained evaluation results, the proposed system appears to perform quite satisfactory for the control of a pig farming facility’s thermal environment, since the sensory data could be adequately acquired, processed, stored in the knowledge base, retrieved, and forwarded to the applications of interest, consequently leading to the correct actions.



Future work on this topic should include an in-depth performance evaluation of the middleware by incorporating multiple livestock farming environments with different specifications and at different locations. Since the usage of smart mobile devices and social networks has not been particularly considered, these features will be included as part of the ongoing work. Finally, reliability analysis and security issues will have to be investigated.




6. Conclusions


The open architecture of the proposed system enables the development of various applications for performing specialized monitoring and control, decision support services, management and optimization of livestock farming facilities, etc. Whatever the requirements or specifications of the IFM system, the consolidation of the ontology-based IoT middleware is expected to create a unique framework for livestock management that will depend on the types of devices, the services available, or the complete design of the system. In this way, the IFM systems could be capable of maintaining animal welfare standards while efficiently managing available resources and ensuring maximum livestock production with optimal quality, while also operating in environmentally and economically sustainable conditions.



Given the interest shown for innovative solutions in the agricultural sector in general, it is expected that more affordable and viable solutions that address the challenges of implementing IoT in IFM will become widely available, transforming the entire sector into a smart network of interconnected objects that are remotely identified, sensed, and controlled. Eventually, livestock farms may transform into self-learning, autonomous systems with smart, connected objects capable of making decisions and operating without human intervention.
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Figure 1. Basic layered IoT architecture approach. 
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Figure 2. Whole farm approach in integrated farm management (IFM) systems. 
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Figure 3. IFM system operational framework. 
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Figure 4. IFM system layered architecture design. 






Figure 4. IFM system layered architecture design.



[image: Agronomy 12 00750 g004]







[image: Agronomy 12 00750 g005 550] 





Figure 5. Block diagram of a typical WSAN node for livestock management. 
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Figure 6. Modeling structure the five core ontologies and their relations. 
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Figure 7. Thing ontology. 
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Figure 8. Location ontology. 
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Figure 9. Time ontology. 
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Figure 10. Event ontology. 
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Figure 11. Rule ontology. 
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Figure 12. Instance of indicative modeling structure for smart control of the thermal environment in a pig farming facility. 
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Figure 13. (a) SensoTube environmental sensor, (b) Mifare S-50 RFID ear tag, (c) Monza-5 RFID ear tag [113]. 
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Figure 14. Screenshot for ambient temperature and air humidity measurements. 
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Figure 15. Correlation between (a) number of devices and inference cycle time, (b) number of devices and response time, (c) number of rules and inference cycle time, (d) number of rules and response time. 
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Figure 16. Correlation between inference cycle time and response time. 
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Figure 17. Verification of modeling structure clarity. 
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Figure 18. Unsupervised outlier detection with the (a) isolation forest algorithm, (b) LOF method. 
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Table 1. Indicative literature results about the utilization of the IoT technologies into livestock farming.
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	Citation
	Paper’s Objective/Outcome





	[75]
	Identifying the ecosystem, architectures, and technologies of the IoT as well as the present status, opportunities, and expected future trends regarding its role in livestock management.



	[76]
	Overviewing and interpreting the requirements for IoT sensors that are applicable for smart livestock monitoring.



	[77]
	Designing, implementing, and evaluating the performance of an IoT hardware and software architecture that adopts the LoRa low-power wide-area network (LPWAN) technology for continuously monitoring livestock located in barns during grazing.



	[78]
	Introducing the design of an integrated framework of smart livestock farming IoT system by means of RESTful (REST: representational state transfer) web services.



	[79]
	Presenting the design of a geographical paddock to monitor spatiotemporal behaviors of livestock using the IoT and GPRS technologies.



	[80]
	Establishing a smart piggery wastewater treatment system, which was upgraded from a self-developed fully automatic wastewater treatment system by using IoT applications.



	[81]
	Introducing a platform which combines IoT, edge computing, artificial intelligence, and blockchain technologies based on the Global Edge Computing Architecture to monitor the state of dairy cattle and feed grain, as well as to ensure the traceability and sustainability of the different processes involved in the production.



	[82]
	Presenting various aspects of smart dairy farming (SDF), as well as the state-of-the-art framework that can assist farmers in increasing their milk yields by using IoT and data-driven technologies.



	[83]
	Introducing a scalable cloud-based architecture for a smart livestock monitoring system following Agile methodology and featuring environmental monitoring, health, growth, behavior, reproduction, emotional state, and stress levels of animals.
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Table 2. Representation forms used in the ontology modeling structure.
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	Representation Forms
	Attribute





	 [image: Agronomy 12 00750 i001]
	Class



	 [image: Agronomy 12 00750 i002]
	External Class
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	Subclass
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	One-to-One Relation
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	One-to-Many Relation
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	Derived
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Table 3. Indicative properties of ontology entities.
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	Entity Property
	Domain Class/Subclass
	Type of Context





	UserID
	Thing/User/subclass
	String to identify the user ID



	Name
	Thing/User/subclass
	Short text to name the user



	email
	Thing/User/subclass
	String to identify email address



	AnimalID
	Thing/Animal/subclass
	String to identify the animal ID



	Breed
	Thing/Animal/subclass
	Short text to name the breed



	Gender
	Thing/Animal/subclass
	Male, female



	Birthdate
	Thing/Animal/subclass
	String to identify date of birth



	DeviceID
	Thing/Device/subclass
	String to identify the device ID



	Node
	Thing/Device/subclass
	String to identify the node ID



	Network
	Thing/Device/subclass
	String to identify the connection type/IP



	LocName
	Location/Outdoor Space/subclass
	Short text name



	LocDescription
	Location/Outdoor Space/subclass
	Short text description of the location



	AreaDimensions
	Location/Outdoor Space and Indoor Space
	Number to measure the area in m2, km2



	Coordinates
	Location/Outdoor Space/subclass
	Latitude and longitude to identify absolute position



	PositionID
	Location/Indoor Space/subclass
	String to identify the relative position (Building, Quarter, Corridor, Pen)



	Timestamp
	Time/Instant and Interval
	Exact timestamp
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Table 4. Pig behavior and indicative assistive actions under the different environmental temperatures.
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	Ambient

Temperatures
	Pig Behavior
	Assistive Actions





	High
	Pigs:



	
Lie apart



	
Maximize contact with concrete



	
Use dunging areas for lounging to cool themselves



	
Create wallows



	
Become irritable and aggressive



	
Pant



	
Decrease feed intake



	
Increase water consumption





	
	
Allow more space per pig



	
Wet concrete floors



	
Increase airflow (volume and speed)



	
Spray pigs with water



	
Spray bedding with water



	
Insulate pig housing








	Low
	Pigs:



	
Huddle together



	
Burrow into bedding



	
Increase feed intake



	
Extremities (ears and tail may become frost-bitten)





	
	
Reduce draft



	
Provide additional bedding



	
Provide compositing bedding pack



	
Provide supplemental heating for newborn pigs



	
Insulate buildings



	
Increase stocking density
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Table 5. Software features for the IoT middleware development.
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	System
	Simulated Model
	Development Platform
	Output





	Sensory Devices
	Python servlet
	Python script in SQL server
	Data files



	Context Providers
	Python script running in Azure
	API using Azure
	High level context



	Context Aggregator
	Python script running in Azure
	API using Azure
	Context model in XML



	Context Modeling
	OWL
	Azure data source
	Context model



	Service Mapping
	Python script running in Azure
	API using Azure
	List of actions in XML



	Context Repository
	Static database
	Azure data source
	Database records



	Service Providers
	Static XML in various web servers
	Azure web server
	Service rules with actions
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Table 6. Performance evaluation results.






Table 6. Performance evaluation results.





	Devices

(No.)
	Rules

(No.)
	Inference Cycle Time (ms)
	Response Time

(ms)





	60
	15
	215
	430



	80
	20
	258
	476



	100
	40
	262
	492



	250
	60
	325
	533



	300
	125
	493
	680



	500
	150
	718
	937



	800
	190
	844
	1269



	1200
	230
	1026
	1534



	1300
	275
	1071
	1645



	1500
	370
	1104
	1872
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