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Abstract: Low Earth Orbit (LEO) satellite communication systems typically achieve identity authen-
tication through the encryption and decryption of two-way information, which requires complex
key management systems. In contrast, the integration of navigation and communication (NavCom)
signals provides novel opportunities for physical observation and authentication solutions due to its
measurement functions. This paper introduces a novel signal authentication scheme based on twice
two-way satellite time transfer (TWSTT) for LEO satellite systems. It leverages the non-mutated na-
ture of the clock difference to ascertain the legitimacy of the signal by measuring the clock difference
of signals at different instances. Unlike traditional authentication methods, this approach directly
exploits the temporal and spatial characteristics of the signal, negating the necessity for intricate
authorization key systems. Additionally, it adeptly tackles the challenges posed by spoofing interfer-
ence. The performance analysis indicates that this scheme can achieve a high detection probability
for the repeater spoofing signal in the low carrier-to-noise ratio conditions.

Keywords: low Earth orbit; integration of communication and navigation; secure authentication

1. Introduction

In recent years, the development of Low Earth Orbit (LEO) communication systems has
progressed rapidly, with a specific emphasis on integrating navigation enhancement func-
tions. Through the integration of communication and navigation (NavCom) signals [1,2],
it would be able to achieve multiple functionalities from a single satellite, leading to re-
source savings in terms of both orbit and frequency allocation. Moreover, this integration
serves to reduce hardware costs while simultaneously enhancing the performance of both
communication and navigation performance.

The mainstream navigation satellite system signals are broadcasted with a detailed
structure open to the public and processed passively in receivers. While this feature
makes satellite navigation an open service with unlimited user capacity, it also brings the
threat of spoofing attacks by allowing the construction of counterfeit signals [3]. Since
the power grid, financial industries, vehicle autopilots, and other civilian infrastructures
rely on the credible position and timing information, these spoofing attacks could severely
threaten their security and robustness. Hence, protecting receivers from spoofing attacks
is a significant measure to improve the robustness and security of navigation services.
Several attempts have been made to address security authentication for navigation signals:
(1) Open Service Navigation Message Authentication (OSNMA), a navigation message au-
thentication method adopted by Galileo [4], and (2) Chip-Message Robust Authentication
(Chimera), a spreading code encryption method adopted by GPS [5]. However, they still
encounter challenges in independently authenticating and authorizing a massive number of
users. In addition, they cannot recognize repeater spoofing interference. Repeater spoofing
is a method of deceiving attackers by receiving real satellite navigation signals through a
repeater and sending spoofing signals to the target after a certain delay. The signal gener-
ated by this spoofing method carries exactly the same information, including navigation
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messages and spreading codes, as the real signal. Thus, traditional security authentication
schemes, such as OSNMA and Chimera, cannot recognize repeater spoofing interference.

Actually, researchers primarily focus on achieving navigation functionality within
communication signals in the NavCom signals study [6–14]. So far, however, very little
attention has been paid to treating communication and navigation as a whole, resulting
in the full integration of communication and navigation functions having not been thor-
oughly explored. Furthermore, the potential of leveraging the two-way broadcasting
capability of communication signals to enhance the security of navigation signals remains
largely untapped.

To address these gaps, this paper proposes a novel NavCom signal authentication
scheme for LEO satellite systems based on twice TWSTT. By utilizing the temporal and
spatial physical attributes of the signal, this scheme effectively mitigates the risks posed by
repeater spoofing interference and significantly enhances the security of the NavCom signal.

This paper is structured as follows: Section 2 presents a twice TWSTT NavCom
signal authentication scheme, providing a comprehensive explanation of its fundamental
principles and the detailed model of authentication detection. Section 3 analyzes the
security performance of this authentication scheme. Finally, Section 4 concludes the paper.

2. A Twice TWSTT NavCom Signal Authentication Scheme
2.1. Fundamental Theory

One of the most accurate remote time synchronization methods is TWSTT [15–18].
In this mode, the transmission path symmetry enables the propagation delay on the link
to be nearly fully offset, which can make the time synchronization reach a high accuracy.
Figure 1 illustrates the principle of satellite–earth TWSTT.
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Figure 1. The principle of TWSTT.

As depicted in Figure 1, the computational model of TWSTT can be written as follows:

TIC(A) = A− S + dZS + dSA + dZA + SA (1)

TIC(S) = S−A + dTA + dAS + dZS + SS (2)

where TIC(A) and TIC(S) represent the transmission pseudo-distance values, i.e., the
readings of the time interval counter. TIC(S) is measured by the satellite and its information
is added to the downlink communication signal for transmission to the ground terminal, A
and S represent the paper time at the respective stations, dxx represents the propagation
delay, and SA and SS are the correction terms for the Sagnac effect. By taking the difference
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between Equations (1) and (2), we can derive the expression for the clock difference between
the ground terminal A and the satellite S as follows:

A− S =
TIC(A)− TIC(S)

2
+

dTA − dRA
2

− dTS − dRS
2

+
SA − SS

2
+

dAS − dSA
2

(3)

In Equation (3), the first term to the right of the equal sign is the difference between
the counter readings of the ground terminal and the satellite, which is the difference
between the clock difference measured by the ground terminal and the satellite. The second
term corresponds to the difference between the transmission and reception delays of the
ground terminal, while the third term denotes the difference between the transmission
and reception delays at the satellite end. The fourth term represents the correction for the
relativistic effect caused by the rotation of the Earth, i.e., the Sagnac effect, and the fifth
term accounts for the difference in the spatial propagation delays for the uplink signal and
the downlink signal, including ionospheric delays, tropospheric delays, geometrical path
delays, and so on.

The second to fourth terms can be measured or calculated in advance, and the fifth
term can be well canceled due to the delay of the upper and lower paths in the very short
TWSTT being equal. Thus, Equation (3) can be reduced to Equation (4).

A− S =
TIC(A)− TIC(S)

2
+

dTA − dRA
2

− dTS − dRS
2

+
SA − SS

2
(4)

Therefore, it is only necessary to accurately calibrate and deduct the arrival times of
the signals measured by the ground terminals and satellites so that the clock difference
measurement can be realized by two-way time comparison.

Due to the non-mutated nature of the clock difference, this paper proposes a novel
NavCom signal authentication scheme based on twice TWSTT, which involves the user
terminal conducting twice separate TWSTT with the same satellite. The scheme can achieve
signal security authentication through a comparison of clock difference measurement
values. The specific operation procedures are as follows: the user terminal initiates twice
two-way authentications at two different moments, t1 and t2, during the satellite’s visibility
period. The clock difference measurements obtained from these two authentications are
recorded as ∆T1 and ∆T2, respectively.

Figure 2 illustrates a schematic of twice TWSTT. In Figure 2, it can be observed
that only the paths of the uplink and downlink signals change during the twice TWSTT
processes. Fortunately, the paths of the uplink and downlink signals are equal for the
same time transfer process, which can be canceled out. Hence, the twice clock difference
measurements obtained should be identical without considering any errors according to
Equation (4), i.e., ∆T1 = ∆T2.
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Generally, there is a risk of being spoofed due to the satellite downlink signal being
broadcast signals to the ground terminal, mainly including generated spoofing and repeater
spoofing interference. For generated spoofing interference signals, information authen-
tication or digital signature can be added to the message of navigation signals, so that
the receivers in the satellite or earth can effectively block the unauthenticated signals and
prevent the generated spoofing interference. However, it is impossible to block repeater
spoofing interference signals in such a way, which is the main problem that the proposed
authentication scheme focuses on solving.

Figure 3 illustrates the scenario with repeater spoofing interference, where dB denotes
the delay of the spoofing interference signal, dSB represents the delay from satellite S to
the repeater spoofing terminal B, and dBA denotes the delay from spoofing terminal B to
ground terminal A. As the signal transmitted by ground terminal A to satellite S is pulsed,
it is challenging to record and forward it. Therefore, it is the most common form of repeater
spoofing interference as depicted in Figure 3.

Remote Sens. 2024, 16, 10 4 of 16 
 

 

 
Figure 2. Schematic of repeater spoofing interference. 

Generally, there is a risk of being spoofed due to the satellite downlink signal being 
broadcast signals to the ground terminal, mainly including generated spoofing and 
repeater spoofing interference. For generated spoofing interference signals, information 
authentication or digital signature can be added to the message of navigation signals, so 
that the receivers in the satellite or earth can effectively block the unauthenticated signals 
and prevent the generated spoofing interference. However, it is impossible to block 
repeater spoofing interference signals in such a way, which is the main problem that the 
proposed authentication scheme focuses on solving. 

Figure 3 illustrates the scenario with repeater spoofing interference, where Bd  
denotes the delay of the spoofing interference signal, SBd   represents the delay from 
satellite S to the repeater spoofing terminal B, and BAd  denotes the delay from spoofing 
terminal B to ground terminal A. As the signal transmitted by ground terminal A to 
satellite S is pulsed, it is challenging to record and forward it. Therefore, it is the most 
common form of repeater spoofing interference as depicted in Figure 3. 

 
Figure 3. Schematic of twice TWSTT. Figure 3. Schematic of twice TWSTT.

As a result, the clock difference can be determined by

A− S =
TIC(A)− TIC(S)

2
+

dTA − dRA
2

− dTS − dRS
2

+
SA − SS

2
+

dAS − (dSB + dB + dBA)

2
(5)

It is obvious that the clock difference measurements are pulled out of alignment
because of the last term in Equation (5). Therefore, ensuring that the clock difference
measurements obtained from twice TWSTT are constant is crucial for them to be equal.
However, satisfying this condition can be challenging in practice, and the reasons will be
discussed below in two different scenarios.

Scenario 1: Ground terminal remains stationary.
Figure 4 depicts the schematic diagram of twice TWSTT in the repeater spoofing

interference scenario, where the satellite downlink signals are recorded and forwarded
by the spoofing terminal. As shown in Figure 4, the satellite’s position changes during
the twice TWSTT processes. When the ground terminal remains motionless, the spoofing
terminal can theoretically calculate the trajectory in advance based on the position of the
ground terminal and the satellite ephemeris and follow the satellite movement to realize the
same value of dAS − (dSB + dB + dBA) in twice measurements. Fortunately, it is challenging
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to achieve such consistency in practice. Firstly, it is challenging for the spoofing terminal to
accurately determine the precise geographic coordinates of the ground terminal. Secondly,
there are numerous LEO satellites, and the ground terminal can simultaneously observe
multiple satellites. As a result, the spoofing terminal cannot predict the specific moment
when the ground terminal will initiate the authentication or the ID of the LEO satellites
involved. Thirdly, it requires a high level of control accuracy for the flight platform carrying
the spoofing terminal, even if the operation trajectory is calculated in advance. Any slight
deviation can disrupt the spoofing scheme, making it infeasible to achieve the desired
consistency in the measurements.
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Scenario 2: Ground terminal is in motion.
It becomes even more difficult to achieve consistency in twice measurements if the

ground terminal is also in motion. This is because the trajectory of the ground terminal
cannot be precisely predicted in advance, which makes it impossible for the spoofing
terminal to calculate the running trajectory ahead of time.

In summary, it is difficult to keep the two clock difference measurements consistent
according to the analysis of scenario 1 and scenario 2. In such scenarios, the ground
terminal can ascertain the presence of repeater spoofing interference, as the inconsistency
in the measurements serves as an indication.

However, the previous analysis did not consider measurement errors, which can occur
in real situations. The measurement of signal arrival time at the ground terminal can be
subject to biases in twice TWSTT process. These biases may result in the same value of
∆T1 and ∆T2 when there are repeater spoofing interference signals, potentially leading to
successful spoofing. Therefore, it is necessary to conduct further analysis and consider
measurement errors when studying real scenarios [19].

2.2. Signal and Detection Model

The earlier analysis indicates that the accuracy of the clock difference from the twice
TWSTT is significant for security authentication capabilities. As such, it is essential to
analyze the error associated with clock difference measurement accuracy.

Equation (3) reveals that the accuracy of clock difference measurement is influenced
by four main factors: hardware device time delay difference, Sagnac effect error, space
propagation time delay difference, and signal arrival time measurement error [20].

(1) Hardware device time delay difference:



Remote Sens. 2024, 16, 10 6 of 15

The hardware device time delay error mainly includes the hardware processing time
delay error, the hardware storage time delay error, and the hardware variation error with
temperature. From the literature [20], these errors add up to about 80 ps.

(2) Sagnac effect error:
The Sagnac effect error is a result of the signal transmission process and arises from

the continuous rotation of the Earth, which is caused by the changing relative distance
between the ground terminal and the satellite. This error can be calculated using calibration
formulas and is typically on the order of 1 ps [21].

(3) Space propagation time delay difference:
The space propagation delay difference includes ionospheric delay, tropospheric delay,

and geometric path delay. Among them, the ionospheric time delay difference is 10 ps, the
tropospheric time delay can be negligible after correction by the tropospheric delay model,
and as for the geometric path delay, TWSTT can be accomplished within 10 ms due to the
low orbital altitude of LEO satellites so that the uplink and downlink can be regarded as
completely symmetrical between the satellite and the ground terminal. Therefore, the space
propagation time delay difference is about 10 ps [22].

(4) Signal arrival time measurement error:
Without loss of generality, a detailed analysis using conventional BPSK navigation

signals as an example is presented in this section. The measurement of signal arrival time
can be performed either through carrier phase measurement or code phase measurement
for receivers. The receiver typically utilizes code phase measurement, due to the long
convergence time required for carrier phase measurement, and the TWSTT usually uses a
short burst signal. In this case, assuming the receiver uses a code-ring discriminator with a
noncoherent pre-subtracted post-power method, we can calculate the mean square error of
the code phase measurement in terms of pseudo-code code slices using Equation (6) [23]:

σtDLL =

√
BL

2 · C/N0
D
(

1 +
2

(2− D)Tcoh · C/N0

)
(6)

where BL is the loop noise bandwidth, Tcoh is the coherence accumulation time, D is the
early-late correlator spacing, and C/N0 is the CNR. If the chip duration is TC , then the
mean square deviation of time measurement error σtime can be determined by

σtime = σtDLL × TC (7)

Let the chip rate of the BPSK navigation signal be 1.023 MHz, then Tc = 1/1023 ms,
BL = 1 Hz, Tcoh = 1 ms, D = 1 chip, and C/N0 = 40 ∼ 60 dBHz; this can be seen the
variation trend of concern in Figure 5.
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Figure 5 is only the signal arrival measurement time error of the ground terminal, the
signal arrival measurement time error of the satellite can be calculated similarly, and it
should be in the same order of magnitude.

From the above analysis, it can be seen that the hardware device time delay difference,
the Sagnac effect error, and the space propagation time delay difference together do not
exceed 100 ps at most, which is much smaller than the signal arrival time measurement
error and can be ignored. Therefore, when there is no repeater spoofing interference signal,
it can be obtained that the measurement errors of TIC(A) and TIC(S) obey the probability
density distributions shown in Equation (8).

TIC(A) ∼ N
(

0, T2
C,Aσ2

tDLLA

)
TIC(S) ∼ N

(
0, T2

C,Sσ2
tDLLS

) (8)

where TC,A and σtDLLA are the pseudo-code width and mean square deviation of the
downlink signal’s code phase measurement error, and TC,S and σtDLLS are the pseudo-code
width and mean square deviation of the uplink signal’s code phase measurement error,
respectively. Then, the clock difference measurement ∆T will obey the probability density
distribution shown in Equation (9), where T is the true value of the clock difference.

∆T ∼ N
(

T, T2
C,Aσ2

tDLL,A + T2
C,Sσ2

tDLL,S

)
(9)

When there is no repeater spoofing interference signal, the two clock difference mea-
surements ∆T1 and ∆T2 obey the probability density distribution shown in Equation (10).

∆T1 ∼ N
(

T, T2
C,Aσ2

tDLL,A + T2
C,Sσ2

tDLL,S

)
∆T2 ∼ N

(
T, T2

C,Aσ2
tDLL,A + T2

C,Sσ2
tDLL,S

) (10)

For further analysis, we define the certified detection volume of this method as the
difference between two clock difference measurements, as shown in Equation (11).

Routh = ∆T1 − ∆T2 (11)

Therefore, when there is no repeater spoofing interference signal, the authentication
detection volume will obey the probability density distribution shown in Equation (12).

H1 : Routh ∼ N
(

0, 2T2
C,Aσ2

tDLL,A + 2T2
C,Sσ2

tDLLS

)
(12)

When the repeater spoofing interference signal is present, there will be an offset
in the clock difference due to the spoofing signal, which can be denoted as Tdelay, and

Tdelay = dAS−(dSB+dB+dBA)
2 . At this point, the two clock difference measurements ∆T1 and

∆T2 will obey the probability density distribution shown in Equation (13).

∆T1 ∼ N
(

T + Tdelay,1, T2
C,Aσ2

tDLL,A + T2
C,Sσ2

tDLL,S

)
∆T2 ∼ N

(
T + Tdelay,2, T2

C,Aσ2
tDLL,A + T2

C,Sσ2
tDLL,S

) (13)

where Tdelay,1 and Tdelay,2 represent the clock difference offsets of the twice TWSTT, respec-
tively. Therefore, when the repeater spoofing interference signal is present, the authentica-
tion detection volume will obey the probability density distribution shown in Equation (14).

H0 : Routh ∼ N
(

∆Tdelay , 2T2
C,Aσ2

tDLL,A + 2T2
C,Sσ2

tDLLS

)
(14)

where ∆Tdelay = Tdelay,1− Tdelay,2. Owing to ∆Tdelay not being a fixed value, its probability
distribution must be analyzed. Due to once TWSTT time being relatively short and the
ground terminal being fixed in most scenarios, it is assumed that the positions of the
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spoofing terminal and the ground terminal remain unchanged during the twice TWSTT
processes, then ∆Tdelay can be rewritten as Equation (15).

∆Tdelay =
dAS,2−(dSB,2+dB+dBA)

2 − dAS,1−(dSB,1+dB+dBA)
2

=
(dAS,2−dAS,1)−(dSB,2−dSB,1)

2

(15)

where dAS,1 and dSB,1 represent the paths from satellite S to ground terminal A and from
satellite S to spoofing terminal B in the first TWSTT, respectively. Similarly, dAS,2 and dSB,2
represent the paths from satellite S to ground terminal A and from satellite S to spoofing
terminal B in the second TWSTT, respectively.

If the spoofing terminal is directly positioned above the ground terminal, the spatial
propagation loss of the spoofing signal would be minimized, making it more effective
in suppressing the genuine signal. Consequently, this method is considered the most
cost-effective way for the spoofing terminal to carry out its deception. To facilitate a more
accurate modeling of this scenario, we can establish a spatial geometry model as depicted
in Figure 6.
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In the geometric relationship shown in Figure 6, we denote H as the vertical distance
between the LEO satellite and the user terminal, and h as the vertical distance between
the spoofing terminal and the user terminal. Based on this geometry, we can derive the
following relationship, where c represents the speed of light.

cdAS,1 = H/ sin θ1
c2d2

AS,1 + h2 − 2hcdAS,1 cos β1 = c2d2
SB,1

θ1 + β1 = 90
◦

cdAS,2 = H/ sin θ2
c2d2

AS,2 + h2 − 2hcdAS,2 cos β2 = c2d2
SB,2

θ2 + β2 = 90
◦

(16)

Substituting Equation (16) into Equation (15) transforms the expression as follows:

∆Tdelay =

(
H

sin θ2
− H

sin θ1

)
2c

−

(√(
H

sin θ2

)2
+ h2 − 2Hh−

√(
H

sin θ1

)2
+ h2 − 2Hh

)
2c

(17)
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It can be seen from Equation (17) that ∆Tdelay is a function using H, h, θ1, and θ2.
Where h is determined by the spoofing terminal, for example, the UAV flight altitude is
usually 1~15 km, and H, θ1, and θ2 are determined by the satellite position and the user
terminal position; when the user terminal is fixed, the values of θ1 and θ2 can be changed by
changing the moment of initiating the authentication. Therefore, it is necessary to analyze
the optimal elevation angle and initiation timing for authentication at the user terminal.
By performing calculations, Figure 7 shows the relationship between ∆Tdelay and θ1 with
θ2 when different combinations of H and h are used. The visible elevation angle of the
satellite is generally required to be larger than 15◦. To ensure adequate visibility between
the satellite and the user terminal, the range of θ1 and θ2 inthe figure is set from 30◦ to 90◦.
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From Figure 7, we can draw the following two conclusions:

(1) When the vertical distance between the LEO satellite and the user terminal H and the
vertical distance between the spoofing terminal and the user terminal h are fixed, and
the elevation angles (θ1 and θ2) of the user terminal to the satellite are equal, it results
in ∆Tdelay being 0. This indicates that the user terminal can successfully be spoofed
by a spoofing terminal.

(2) The larger the difference between θ1 and θ2, the greater the value of ∆Tdelay. In this
context, a higher value of ∆Tdelay indicates a lower likelihood of being spoofed by the
spoofing terminal.

Therefore, in order to ensure that this authentication scheme can perform optimally,
the moment when the user terminal initiates the authentication request needs to meet the
requirement of maximizing the difference between the values of θ1 and θ2. Without loss
of generality, we set θ1 = 30o, θ2 = 90o or θ1 = 90o, θ2 = 30o. As users can obtain satellite
ephemeris through communication signals in advance, they can predict the launch angle
and launch time in advance.

Figure 8 illustrates the variation trend of ∆Tdelay versus h and H when θ1 = 30o and
θ2 = 90o. From Figure 8, we can draw the following conclusions:

(1) When θ1, θ2, and H are fixed during user terminal authentication, it can be observed
that the smaller the h, the smaller ∆Tdelay becomes, resulting in a higher likelihood of
successful spoofing.

(2) When θ1, θ2, and h are fixed, the larger H and the smaller ∆Tdelay become, the easier it
is to spoof successfully.
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(3) H has a relatively small effect on the ∆Tdelay. In contrast, h has a larger effect on
the ∆Tdelay.
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To analyze the impact of h and H on ∆Tdelay more effectively, we substitute the optimal
elevation angles into Equation (17); ∆Tdelay can be rewritten as follows:

∆Tdelay =
2H −

√
4H2 + h2 − 2Hh− h

2c
(18)

Owing to the user terminal already possessing the satellite ephemeris in advance, the
value of H is known to the user terminal. Therefore, we can consider ∆Tdelay as a function
solely dependent on h. Through numerical calculations and fitting analysis, we establish
the following relationship:

∆Tdelay (h) ∼ U
{

4.16× 10−22h2 − 1.22× 10−15h + 8.34× 10−7,
9.48× 10−20h2 − 2.77× 10−13h + 1.28× 10−5} (19)

The fitted correlation coefficient of Equation (19) is 0.9923, indicating a strong corre-
lation between the variables h and ∆Tdelay. Additionally, the mean squared error of the
fitting is 1.294 ps, suggesting that the Equation (19) provides an accurate characterization
of the original function. To investigate the performance limits of the proposed NavCom
signal authentication scheme, the worst-case spoofing scenario is considered. In this sce-
nario, we assume that ∆Tdelay takes its minimum value, and then the Equation (14) can be
transformed into the following:

H0 : Routh ∼ N
(

min
(

∆Tdelay

)
, 2T2

C,Aσ2
tDLL,A + 2T2

C,Sσ2
tDLLS

)
(20)

where min
(

∆Tdelay

)
= 4.16 × 10−22h2 − 1.22 × 10−15h + 8.34 × 10−7. As a result, the

hypothesis testing for the certified detection volume of this method is shown below:

H0 : Routh ∼ N
(

min
(

∆Tdelay

)
, 2T2

C,Aσ2
tDLL,A + 2T2

C,Sσ2
tDLLS

)
H1 : Routh ∼ N

(
0, 2T2

C,Aσ2
tDIL A + 2T2

C,Sσ2
tDLLS

) (21)
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When the false alarm probability of the constant false alarm detection is denoted as
PFA, the detection threshold Rth can be determined by Equation (22).

Rth(PFA) = min
(

∆Tdelay

)
−
√

2T2
C,Aσ2

tDLL,A + 2T2
C,Sσ2

tDLL,SQ−1(PFA)
(22)

where Q(x) =
∫ +∞

x
1√
2π

exp
(
− 1

2 t2
)

dt is the right-tailed function of the standard nor-
mal distribution. At this point, the detector for signal authentication can be defined as
Equation (23).

Routh = ∆T1 − ∆T2

fdetect =

{
H0, Routh > Rth(PFA)

H1, Routh ≤ Rth(PFA)

(23)

Specifically, after the calculation of the clock difference measurements from twice
TWSTT, the magnitude of the difference is compared against the detection threshold to
determine whether the difference exceeds this threshold.

3. Performance Analysis

The evaluation of the navigation signal security authentication capability encompasses
three main aspects: security, authentication efficiency, and cost [24]. These aspects will be
analyzed sequentially as follows.

3.1. Security

To mitigate generated spoofing interference, the authentication scheme can enhance
information authentication or employ digital signatures on the navigation signal messages.
This effectively blocks unauthenticated signals at the receiver on the ground, thus pre-
venting generated spoofing interference. There are well-established methods to counter
generated spoofing interference in the field of navigation, such as the navigation message
authentication method OSNMA and the spreading code encryption method Chimera. How-
ever, these methods are not the central focus of the proposed authentication scheme, so
they will not be evaluated here.

For repeater spoofing interference, it can be seen from the analysis in the previous
section that, in order to optimize the detection performance of the present NavCom signal
authentication scheme, it is necessary to increase the magnitude between the twice TWSTT
signal transmitting elevation angles as much as possible. It is recommended to set them
to 30◦ and 90◦, respectively. When the values of the two transmitting elevation angles are
fixed, the detection probability is affected by the vertical distance between the satellite and
the user terminal, the signal CNR, the pseudo-code rate, the code-ring parameters, and the
false alarm probability.

Let the spreading code rate of both uplink and downlink signals be 1.023 MHz, the
loop noise bandwidth be 1 Hz, the coherence accumulation time be 1 ms, and the front and
rear correlator spacing be 1 chip. When the false alarm probability is taken as 10−3 and
10−6, respectively, the relationship between the detection probability and the signal CNR of
the proposed authentication scheme at different satellite-to-user vertical distances is shown
in Figure 9.

As shown in Figure 9, the authentication scheme proposed in this paper can achieve
highly reliable authentication even with a low signal CNR and can effectively resist repeater
spoofing interference. Additionally, the proposed method is minimally impacted by the
vertical distance between the satellite and the user terminal, making this factor negligible.
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To further analyze the effect of the spreading code rate on the system performance,
let the vertical distance between the satellite and the user terminal be 1000 km, and keep
the code loop parameters of the receiver unchanged. Figure 10 illustrates the relationship
between the detection probability and signal CNR of the proposed method at different
spreading code rates. This relationship is graphed for two cases of false alarm probability,
specifically, 10−3 and 10−6.
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When examining Figure 10, what is striking about the figure is that the NavCom signal
authentication scheme exhibits enhanced reliability as the spreading code rate increases.
For instance, when the spreading code rate is set to 1.023 MHz, the signal CNR of 28 dBHz
is necessary to attain a detection probability of 100%. Surprisingly, when the spreading code
rate is increased to 10.23 MHz, a considerably lower signal CNR of 18 dBHz is sufficient to
achieve the same 100% detection probability.

In summary, the analysis results demonstrate that the proposed authentication scheme
exhibits highly reliable authentication even with a low signal CNR. Moreover, it effectively
addresses repeater spoofing interference, further enhancing its robustness and security.

3.2. Authentication Efficiency

Since the time to complete once TWSTT is much shorter than the time interval between
twice TWSTT, the authentication time of the present authentication scheme may be equal to
the time interval between twice TWSTT. Based on the aforementioned analysis, it is evident
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that the optimal authentication elevation angles for the user terminal are determined to be
30◦ and 90◦. Consequently, the authentication time can be estimated as the duration when
the elevation angles of both the satellite and the user terminal change by 60◦. Additionally,
it should be noted that the movement speed of the satellite is closely linked to its altitude
in orbit, which further affects the authentication time. Assuming that the altitude of the
user terminal is 0 m and the orbital altitude of the LEO satellites is 500~1500 km, Figure 11
shows the authentication time with different satellite orbital altitudes
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Figure 11 clearly illustrates that there is a positive correlation between satellite orbital
altitude and the required authentication time, resulting in longer authentication times at
higher altitudes. The authentication times vary between approximately 2 to 6 min.

3.3. Cost

The cost of the proposed authentication scheme mainly consists of the cost associ-
ated with the third-party link, computation, and storage complexities of both the ground
terminal and the satellite.

However, owing to this authentication scheme being designed to operate within a
NavCom integrated system, only the arrival time of the satellite-measured signal needs to
be transmitted to the user terminal via the communication component, thereby eliminating
the need for any third-party link cost.

Furthermore, the receiver is responsible for fulfilling the ranging function, thus mini-
mizing any additional cost requirements. As a result, the cost of this authentication scheme
primarily involves the satellite’s ability to measure the uplink signal accurately.

This scheme utilizes physical layer security for authentication, because there is no
need for key distribution and security, and the key management system is greatly simplified
by directly utilizing the motion characteristics of low-orbit satellites and the slow-varying
characteristics of clock differences.

4. Conclusions

In this paper, a novel secure authentication NavCom authentication scheme is pro-
posed for LEO navigation-communication integration systems, and the meaningful works
to emerge from this study are as follows: (1) This paper analyzes the advantages of inte-
grating NavCom signals in LEO systems, as well as the limitations of traditional security
authentication methods, which can be served as performance guidelines for designing a
reliable NavCom authentication scheme for LEO satellite systems. (2) For those guidelines,
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a novel NavCom signal authentication scheme based on twice TWSTT is proposed, where
the user terminal initiates twice TWSTT to the same satellite and realizes security authenti-
cation by comparing the twice clock difference measurement. Owing to the relative position
of the satellite and the user terminal changing rapidly, it is impossible to ensure that the two
clock difference measurements are equal when the repeater spoofing interference signal
is present, so the existence of spoofing can be determined easily. (3) Overall, the analysis
shows that the proposed authentication scheme can achieve highly reliable authentication
with low signal CNR. Moreover, it can effectively address repeater spoofing interference,
greatly improve the security of signals, and make full use of the communication and
measurement functions of the NavCom signal at a low cost.
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