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Abstract

:

Interrupted-sampling repeater jamming (ISRJ) is a kind of intra-pulse coherent deception jamming that can generate false target peaks in the range profile and interfere with the detection and tracking of real targets. In this paper, an anti-ISRJ method based on the intra-pulse orthogonal waveform is proposed, which can recognize common interference signals by comparing sub-signal matched filtering results. For some special scenes where real targets cannot be directly differentiated from false targets, a new recognition method based on the energy discontinuity of the interference signal in the time domain is proposed in this paper. The method proposed in this paper can recognize real and false targets in all ISRJ modes without any prior information, such as jammer parameters, with a small amount of calculation, which is suitable for actual radar systems. Simulation experiments using different interference parameters show that although this method has a 3 dB loss of pulse compression gain, it can completely suppress different kinds of ISRJ interference when the SNR before pulse compression is higher than −20 dB, with 100% target detection probability.
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1. Introduction


With the development of digital radio-frequency memory devices, interrupted-sampling repeater jamming (ISRJ) [1,2,3,4,5,6,7,8] is widely used in electronic countermeasures. ISRJ is a kind of intra-pulse interference that contains a process in which a jammer samples the radar waveform and then transmits it back immediately. Because the interference signal is highly coherent with the real target echo, the true and false target peaks simultaneously appear in the range profile after pulse compression. Due to the flexible interference parameters, the jammer can generate false targets with variable number, amplitude, and position. In addition, due to the unidirectional wave path and pulse compression gain between the jammer and the radar, the jammer can generate a false target peak with larger amplitude at a lower transmission power, which brings great challenges to the detection and tracking of real targets.



To solve the anti-ISRJ problem, a basic work is to study the inherent characteristics of interference signals. In scenarios such as self-defense jamming, since the transmitting and receiving antennas of the jammer share a common signal channel, the ISRJ signal appears as a discontinuous segment of the transmitted radar waveform. The short duration and discontinuous characteristics of the jamming signal lead to its frequency spectrum characteristics being different from the real target echo. Based on the frequency spectrum, the features such as the fractal box dimension [9], resemblance coefficient [10], and fractal correlation dimension [11] can be extracted from the frequency spectrum for the detection of interference signals.



For echoes mixed with ISRJ signals, interference suppression methods and classification methods have been studied in the current literature. The suppression methods generally use band-pass filtering methods to suppress the interference signal while retaining the real target echo [12,13,14,15]. The band-pass filter design depends on the extraction of the echo signal segment without interference, a common method of which is to use the discontinuity characteristic of the ISRJ signal in the domain of short-time Fourier transform (STFT) [12]. However, the correspondence between the width of the smooth window in STFT and the width of the extracted non-interference signal requires a lot of additional prior information. In addition, some scholars use adaptive deep neural networks to extract the non-interference signal to generate band-pass filters [16]. However, the training of neural networks requires a lot of data, and the performance of neural networks trained with simulated data needs to be further verified by practically measured data in the real case of radar. The classification methods generally take measures to extract the identifiable features of interference signals. The pulse width of ISRJ signal slices is always shorter than that of transmitting radar waveforms. Therefore, the ISRJ signal can be distinguished by extracting the signal pulse width parameters or related features. The authors of [17] used short-time fractional Fourier transform (STFRFT) to identify ISRJ signals. They used the peak amplitude difference of the target output by STFRFT with different window lengths to identify the false target. However, this method requires a large amount of calculation and is difficult to apply in engineering. The interference classification method based on the sliding truncated matched filter [18] obtains the two-dimensional amplitude distribution of the interference signal with a two-dimensional search of the time delay and the window width of the matched filter. However, in the absence of prior information such as the pulse width of the interference signal, the global two-dimensional search requires a large amount of calculation and is not suitable for real-time applications of actual radar systems.



In recent years, the anti-ISRJ method, based on transmitter waveform design, has attracted the attention of researchers. Some scholars have designed a sparse Doppler waveform to destroy the Doppler continuity of the interference signal, and proposed an interference detection and suppression method through sliding window extraction based on the waveform with characteristics of the time-domain interval sidelobe [19]. Ref. [20] used different widths and frequencies to design an intra-pulse frequency-coded frequency-modulated continuous waveform (IPFC-FMCW), which has a low sidelobe level. Optimizing the waveform can achieve a better range of recovery performance. In order to better restore the echo signal, Ref. [21] proposed a sparsity-based technique for mitigating the incoherent interference between FMCW radars. This technique can detect the envelope of the interference, and restore the radar echoes. Ref. [22] proposed an intra-pulse orthogonal Linear Frequency Modulation-Phase Coded (LFM-PC) waveform, in which the interference is identified and suppressed by the segmented matched filter of the receiver. However, when the jammer continuously samples and forwards the waveform, it will not effectively distinguish between true and false targets, because the waveform relies on the signal fragment not transmitted by the jammer to complete target detection. Through optimized algorithms such as mismatched filtering [23], complementary waveforms [24,25], and others, it is possible to jointly design the transmit waveform and the mismatched filter. However, designing the mismatched filter with prior information of the relevant fragments of the identified interference signal is crucial in order to effectively resist the jammer’s parameter agility.



To solve the anti-ISRJ problem in variable conditions, this paper proposes an intra-pulse orthogonal waveform based on a segmented chirp signal and an interference recognition algorithm based on instantaneous energy integration without any prior information such as jammer parameters. Theoretically, the proposed method can identify the false target caused by the ISRJ generated by the jammer in all working modes. The innovations of this paper are as follows.



	
An intra-pulse orthogonal waveform based on a segmented chirp signal is proposed. The proposed orthogonal waveform makes full use of the quasi-orthogonal characteristics of the Up Chirp and Down Chirp signals. By comparing the target peak positions after the matched filtering of the Up Chirp and Down Chirp signals, most of the false target peak generated by ISRJ can be identified.



	
An interference-identification algorithm based on an instantaneous energy integral is proposed. The proposed interference identification algorithm is applied to special scenarios such as ‘sample 1 turn 1′ and ‘sample 1 turn N’, which belong to direct forwarding interference mode. Based on the energy discontinuity of the interference signal in the time domain, the discrete sequence of the target peak in the time domain is transformed into the intrinsic integration sequence (IIS). To quantify the discontinuous information of the interference signal contained in IIS, a new piecewise cumulative method is proposed. This method divides the IIS into several segments and measures the fluctuation of energy distribution between segments by generating a variance. For the IIS of the real target, the energy distribution is uniform; while for the IIS of the ISRJ signal, the energy is only contained in some segments, and the others only contain noise. Therefore, the variance of the true target peak is small, while the variance of the false target peak caused by the interference signal is large, and the true and false target peaks can be identified clearly according to the variance.






The remaining sections of this article are organized as follows. The second section introduces the mechanism of different intermittent-sampling repeater jamming mode, the third section introduces the intra-pulse orthogonal waveform proposed in this paper, the fourth section introduces the interference-recognition algorithm based on instantaneous energy integral, the fifth section uses simulation to verify the orthogonal waveform and interference recognition method proposed in this paper, and the sixth section draws a conclusion.



Notations: Throughout this article, scalar quantities are denoted with the italic typeface. Lowercase italic boldface quantities denote vectors and uppercase italic boldface quantities denote matrices. ⊗ denotes the convolution operator. |·| is the modulus operation of a vector.  ∗  denotes complex conjugate.   ⌊ · ⌋   and   ⌈ · ⌉   denotes the rounded-down and rounded-up operator, respectively.   mean  ·    denotes the function of obtaining the mean value.    sin c   ·    denotes the function   sin  ·  /  ·   .     rect   ·    is the unit rectangular function.




2. Mechanism of Different Interrupted-Sampling Repeater Jamming Modes


In general, there are three kinds of repeater jamming modes of jammers, which are the direct repeater jamming mode, the repeated repeater jamming mode, and the periodic repeater jamming mode, as shown in Figure 1. The first two of these jamming modes are especially common.



In Figure 1,   S i   represents the jammer’s sampling the radar signal,   R i   represents forwarding the collected and stored signal which is used to jam the radar receiver, and   R i − n   represents the forwarding of   R i   for the n-th time. Assuming that the transmitting pulse signal intercepted by the jammer is s(t) and the sampling window is r(t), the direct repeater jamming signal of ISRJ can be expressed as


    J d   t  =  A j  ⋅ s   t − τ   r   t − τ      =  A j  ⋅ s   t − τ       ∑   q = 1  Q  rect     t − τ −   q − 1    T q     T j          



(1)




where    A j    represents the amplitude of the jamming signal,    T j    represents the pulse width of the interrupted-sampling signal,    T q    represents the pulse repetition period of the interrupted-sampling signal,    T p    represents the pulse width of the radar-transmitting signal,   Q = ⌊    T p     T q    ⌋   represents the number of ISRJ forwarding times in the current pulse, and  τ  represents the sampling-repeating delay of the jammer, which is approximate to    T j   .



When the jammer works in the repeated repeater jamming mode, assuming  K  is the number of forwarding interference slices, the repeated repeater jamming signal of ISRJ can be expressed as:


       J c   t  =    ∑   k = 1  K    J d    t −   k − 1    T j              =    ∑   q = 1  Q      ∑   k = 1  K    A j  ⋅ s   t − τ −   k − 1    T j    ·               rect     t − τ −   k − 1    T j  −   q − 1    T q     T j             



(2)




where   K = ⌊    T q     T j    ⌋ − 1  . When   K = 1    (the signal piece is forwarded only once), the repeated repeater jamming mode is equivalent to the direct repeater jamming mode.



When the jammer works in periodic repeater jamming mode, the periodic repeater jamming signal of ISRJ can be expressed as:


   J p   t  =   ∑   q = 1  A    ∑   k = 1  q   A j  s   t − τ −   k − 1    T j    ·   rect     t − τ −   k − 1    T j  −   q − 1    T q     T j         



(3)




where   A τ + A   A + 1    T j  / 2 <  T p    and     A + 1   τ +   A + 1     A + 2    T j  / 2 >  T p   .



The ISRJ signal can be considered as some slices of the radar-transmitted signal, so it has partial coherence with the original signal, and the matched filtering result will also obtain the pulse compression gain, forming some false target peaks in the distance dimension. Taking the ISRJ direct repeater jamming mode as an example, the echo signal   x  t    can be expressed as


  x  t  = s   t −  τ 0    +  J d    t −  τ 0    + n  t   



(4)




where   n  t    is Gaussian white noise and    τ 0    is the echo delay. The pulse compression results of   x  t    can be expressed as [1]


   x  o u t    t  = χ   t −  τ 0  , 0   +   ∑   n = − ∞  ∞   f q   T j   sin c    π n  f q   T j    χ   t −  τ 0  , − n  f q    + n  t   



(5)




where   χ   τ , ξ   =  ∫  − ∞  ∞  u  t   u *    t + τ    e  j 2 π ξ t   dt   is the ambiguity function of the signal   u  t   ; and    f q  = 1 /  T q    is the sampling frequency of the jammer. Equation (5) shows that the pulse compression result of the ISRJ direct repeater jamming mode appears as a false target group. The amplitude of the false target group obeys the   s i n c  ·    function modulation.



It is not difficult to deduce that when the jammer works in the repeated repeater jamming mode, the pulse compression result of ISRJ is equivalent to the multiple time domain migration of the interference term in Equation (5), appearing as multiple false target groups in the distance dimension, and the interference characteristics in each group are the same as those in the direct-repeater jamming mode. When the jammer works in the periodic forwarding interference mode, since different slices have the same forwarding delay only when they are forwarded firstly (R1-1, R2-1, R3-1…), the delay is different when the second and later transferred slices are performed. Therefore, there is a false target group and multiple false targets in the pulse compression results. The interference characteristics of the false target group are similar to Equation (5), and multiple false targets are equivalent to the pulse compression results of the chirp signal with a pulse width    T j   .



In practical applications, although the ISRJ signal has a shorter duration than the real target echo, the jammer usually applies an amplitude modulation    A j    to the sampled signal, which sets the Jamming-To-Signal Ratio (JSR) to a value of tens of dB or higher to achieve the effect that the amplitude of false target peak in the distance dimension is similar to the real target peak. In addition, in scenarios such as self-defense jamming, the starting point of the jamming signal always lags behind the starting point of the real target echo. However, the jammer can still make a false target peak ahead of the real target peak by multiplying a linear phase sequence by the jamming signal. In this case, Equation (5) can be rewritten as follows:


   x  o u t    t  = χ   t −  τ 0  , 0   +   ∑   n = − ∞  ∞   f q   T j   sin c    π n  f q   T j    χ   t −  τ 0  ,  f j  − n  f q     



(6)




where    f j    is the jammer modulation frequency.



When radar-transmitting waveform is the chirp signal, the distance forward movement of the target group is [26]:


  Δ R =   c ·  f j    2 μ    



(7)




where  μ  is the chirp signal frequency modulation slope and  c  is the speed of light.



Based on the above analysis, neither the amplitude nor the distance of the peak cannot be directly applied for reliable ISRJ interference identification.




3. Intra-Pulse Orthogonal Waveform


Resisting ISRJ with an intra-pulse orthogonal waveform is an effective method. Since the transmitted waveform is composed of several incoherent orthogonal waveforms, when the jammer only forwards a slice of a signal, the remaining incoherent signals are not affected by the interference, so the purpose of anti-interference is achieved.



The LFM-PC waveform proposed by [20] also has good orthogonal characteristics. However, because of the Doppler frequency sensitivity of the phased-coded waveform [27], the performance of the LFM-PC matched filtering will decrease rapidly when the target’s Doppler frequency beyond the range of   B / P < ξ < B / P   (where  B  is the bandwidth and  P  is the code length), losing the ability to detect high-speed moving targets. In addition, the computational complexity of the orthogonal phase optimization algorithm is proportional to the length of the encoding. So, in the signal system at a high sampling rate, the computation cost of the orthogonal phase optimization algorithm is high due to the large amount of sampling data.



The ambiguity function of the chirp signal is an oblique blade and is not sensitive to the change in Doppler frequency, and Up Chirp and Down Chirp [28] also have good quasi-orthogonality [29]. This paper therefore combines two consecutive Up Chirp and Down Chirp signals to form a new intra-pulse orthogonal waveform to resist ISRJ interference. In addition, in order to deal with the fact that the jammer simultaneously transmits multiple orthogonal sub-signals in a pulse repetition period such as “picks 1 turns 1” and “picks 1 turns N” (in this case, the intra-pulse orthogonal waveform cannot identify the false target formed by ISRJ), the corresponding interference identification method is proposed in Section 4 based on the energy characteristics of the intra-pulse orthogonal waveform.



3.1. Waveform Design


The chirp signal is a common radar waveform, and its time domain expression is [30]


  s  t  = rect    t   T p       e  2  π j   f 0  t +  π j  μ  t 2     



(8)







Here,    f 0    represents the central frequency of the signal,    T p    represents the pulse width of the signal, and  μ  represents the frequency modulation slope of the signal. When   μ > 0 ,   it is Up Chirp; when   μ < 0  , it is Down Chirp.



According to the optimal receiving principle, the impulse response of the matched filter is a chirp signal, and the slopes of instantaneous frequency are opposite to  μ . For the chirp signal   s  t   , its matched filter impulse response   h  t    is


  h  t  =  s *    − t    



(9)







So the impulse response of the matched filter corresponding to Down Chirp is Up Chirp, and vice versa.



In the transmitter, let Up Chirp be expressed as    s 1   t    and Down Chirp signal expressed as    s 2   t   :


   s 1   t  = rect    t   T p       e  2  π j   f 0  t +  π j  μ  t 2     



(10)






   s 2   t  = rect    t   T p       e  2  π j   f 0  t −  π j  μ  t 2     



(11)







In the receiver, two matched filter channels are set in this paper, corresponding to    h 1   t  =  s 2   t    and    h 2   t  =  s 1   t   . When    s 1   t    passes through the filter    h 1   t   , the filter output after the center frequency removed is [31]


       S   match       t  =  s 1   t  ⊗  s 2   t            =  T p    sin   π B   1 −    t     T p      t     π B t   rect    t  2  T p                = χ   t , 0        



(12)







Equation (12) is consistent with the pulse compression results of general chirp signals, so the filter is a matched filter.



When    s 1   t    passes through    h 2   t   , the filter output is


       S   mismatch       t  =  s 1   t  ⊗  s 1   t            =  1     T p  B      e     j π μ t   2      C    π 2         T p  B   −  t   μ     2    + j S    π 2         T p  B   −  t   μ     2           



(13)






  C  z  =   ∫  0 z  cos     π  v 2   2    d v  



(14)






  S  z  =   ∫  0 z  sin     π  v 2   2    d v  



(15)







  C  z    and   S  z    are Fresnel functions. According to the Fresnel integral formula     C  z  + j S  z    ≤ 1  , the maximum amplitude of    S  m i s m a t c h      t    is the complex-valued envelope of     1 /    T p  B      e  j π μ  t 2     . So the filter is unmatched.



From the above analysis, it can be seen that when    s 1   t    and    h 1   t    convolute, the signal matches, and the pulse compression result has a    sin c (  · )   envelope with energy concentration; when    s 1   t    and    h 2   t    convolute, the signal is mismatched, and the pulse compression result has a complex-valued envelope     1 /    T p  B      e  j π μ  t 2      with energy dispersion. The degree of mismatching can be intuitively represented by the cross-correlation coefficient of    s 1   t    and    s 2   t   :


   ρ  =  1     T p  B           C    π 2   T p  B      2  +     S    π 2   T p  B      2     



(16)







Figure 2 shows the relationship between    T p  B   and the cross-correlation coefficient of  ρ . It can be seen from the figure that when    T p  B   reaches 51, the cross-correlation coefficient is close to 0.1. As    T p  B   increases, the cross-correlation coefficient becomes smaller and smaller; that is, the orthogonality becomes better. Therefore, the Up Chirp signal and the Down Chirp signal show quasi-orthogonality in the matched filter.



This paper therefore proposes an intra-pulse orthogonal waveform based on a segmented chirp signal to resist interrupted-sampling repeater interference. The expression is


   s  ow    t  =          rect      2 t    T p       e  2  π j   f 0  t +    π j μ t   2    ⊗ δ   t +    T p   4    ,           −  T p   2  ≤ t ≤ 0       r e c t     2 t    T p       e  2  π j   f 0  t −    π j μ t   2    ⊗ δ   t −    T p   4    ,         0 ≤ t ≤    T p   2         



(17)







It can be seen from the expression that the orthogonal waveform consists of a set of continuous sub-signals,    s 1   t    (Up Chirp signal) and    s 2   t    (Down Chirp signal), and its time-frequency diagram and ambiguity function are shown in Figure 3.



It can be seen from Figure 3 that the ambiguity function of the proposed orthogonal waveform has two oblique blades, which are approximate to the ambiguity function accumulation of    s 1   t    and    s 2   t   . This means that the mismatch gain of the orthogonal signal is well suppressed.




3.2. Anti-Interference Principle of the Intra-Pulse Orthogonal Waveform


For the convenience of analysis, just one interference slice is taken as an example. Assuming that the transmitting waveform of transmitter is    s  o w    t   , the interference signal   J  t    is a partial slice of    s 1   t   ,


  J  t  = rect     t −  τ w     T j       s 1   t   



(18)




where    τ w    is the center offset to    s 1   t   .



When    s 1   t    passes through the filters    h 1   t    and    h 2  ,    respectively   , the output after the center frequency removed is


   J  match    t  = J  t  ⊗  h 1   t  =   rect     t −  τ w     T j       s 1   t    ⊗  s 1    *    − t   ≈      T j     T p       S  match    t   



(19)






   J  mismatch    t  = J  t  ⊗  h 2   t  =   rect     t −  τ w     T j       s 1   t    ⊗  s 1    *   t  ≈  S  mismatch    t   



(20)







Denoting the target echo delay as    τ 0    and the interference echo delay as    τ j   , the convolution results of the received signal and    h 1    t +  T p  / 4     can be obtained as follows:


    X 1   t  =  S  match     t −  τ 0    +  S   mismatch        t −  τ 0  −    T p   2    +  J  match     t −  τ j       ≈  S  match     t −  τ 0    +  S   mismatch        t −  τ 0  −    T p   2    +      T j     T p       S  match     t −  τ j      



(21)







It can be seen from Equation (21) that the first term is the matching part    s 1   t    and    h 1   t   , whose energy is concentrated at the distance unit    τ 0  ·  F s   ; the second term is the unmatching part    s 2   t    and    h 1   t   , whose energy is dispersed at the distance unit      τ 0  +  T p  / 2   ·  F s   ; the third term is the matching parts   J  t    and    h 1   t    whose energy is concentrated at the distance unit    τ j  ·  F s   .



Similarly, the convolution results of the received signal and    h 2    t −  T p  / 4     can be obtained as follows:


    X 2   t  =  S   mismatch        t −  τ 0  +    T p   2    +  S   match        t −  τ 0    +  J  mismatch     t −  τ j  +    T p   2       ≈  S   mismatch        t −  τ 0  +    T p   2    +  S   match        t −  τ 0    +  S  mismatch     t −  τ j  +    T p   2      



(22)







It can be seen from Equation (22) that the first term is the mismatching parts    s 1   t    and    h 2   t   , whose energy is dispersed at the distance unit      τ 0  −  T p  / 2   ·  F s   ; the second term is the matched parts    s 2   t    and    h 2   t   , whose energy is concentrated at the distance unit    τ 0  ·  F s   ; and the third term is the mismatched parts   J  t    and    h 2   t   , whose energy is dispersed at the distance unit      τ j  −  T p  / 2   ·  F s   .



The above analysis shows that when the ISRJ forwards a sub-signal slice of    s 1   t    or    s 2   t   , the target echo signal is compressed into sharp narrow pulses in both sub-signals’ matched filters,    h 1   t    and    h 2   t   . The ISRJ containing a sub-signal fragment will only be compressed in the corresponding sub-signal matched filter, and the energy will be dispersed after passing through the other filter due to mismatch. Therefore, the purpose of identifying ISRJ interference can be achieved by comparison.





4. Interference Identification Algorithm based on Instantaneous Energy Integral


In Section 3, the case where the jammer only forwards one sub-signal’s partial slice is discussed. Although this interference is the most common in practical applications, there is still a case where the jammer forwards two sub-signal fragments at the same time. In this case, the convolution of the received signal and    h 1    t +  T p  / 4     o r    h 2    t −  T p  / 4       can be written in the similar form


       X 1   t  ≈  S   match        t −  τ 0    +  S   mismatch        t −  τ 0  −    T p   2    +      T j     T p       S  match     t −  τ j              +  S  mismatch     t −  τ j  −    T p   2         



(23)






       X 2   t  ≈  S   match        t −  τ 0    +  S   mismatch        t −  τ 0  +    T p   2    +      T j     T p       S  match     t −  τ j              +  S  mismatch     t −  τ j  +    T p   2         



(24)







It can be seen from Equations (23) and (24) that the true target peak and the false target peak both appear in the output results of the two filters    h 1    and    h 2    at distance unit    τ 0  ·  F s    and    τ j  ·  F s   . This is inevitable in the direct repeater jamming mode “take 1 turn 1” and the repeated repeater jamming mode “take 1 turn N”. Additionally, when the jammer repeatedly forwards a fragment containing both the sub-signals    s 1   t    and    s 2   t   , a true target peak and a false target peak under the same distance unit are generated in the matched filter of    h 1   t    and    h 2   t   . Consequently, true and false targets cannot be directly distinguished by simply comparing the results of the sub-signal pulse compression. Therefore, further processing algorithms are still needed to identify the true target peak and false target peak.



4.1. Interference Feature Extraction


Based on the energy continuity of the signal, this paper proposes an interference-recognition algorithm based on the instantaneous energy integral.



Matched filtering can be regarded as a sliding correlation process between the received echo and the radar waveform. Each value of the distance dimension is obtained using the sum of a set of complex-valued sequences. This sequence is the conjugate multiplication of the filter template and the received echo. The mathematical expression of matched filtering can be written in the form of a sliding correlation:


  R  n  =     ∑   m = 1  M  x   n − M / 2 + m    s  r e f  *   m     



(25)




where   x  n    represents the discrete received echo,    s  r e f    n    represents filter template,    R  n    represents the range profile of the echo signal, and  M  is the total sampling point of the filter template. It can be seen from Equation (25) that when the echo signal coincides with the sliding filter, the matching result can be regarded as an integral of the signal energy. To precisely depict the energy structure of the target peak, the intrinsic integral sequence (IIS) proposed by [32] is adopted here, which can be expressed as


  I I S  m  = x    n p  − M / 2 + m    s  r e f  *   m  , m = 1 , 2 , … , M  



(26)




where    n p    is the peak position of the echo signal by conventional constant false alarm rate (CFAR) detection.



According to Equation (26), the absolute value of the sum of the IIS is equal to the amplitude of the corresponding target peak after pulse compression in the distance profile; that is, the energy component of the corresponding signal is contained in the IIS. At the same time, the IIS of the false target peak also contains the discontinuity of the interference signal energy. To illustrate the energy distribution of the signal in IIS, the IIS is converted into a peak amplitude accumulation curve expressed as


  C  k  =     ∑   i = 1  k  I I S  i    , k = 1 , 2 , … , M  



(27)







For the real target peak,   C  k    rises continuously throughout the pulse width duration; for false target peaks, it rises intermittently because the duration of signal matching is short or discontinuous.




4.2. Interference Feature Identification


The above proves that the IIS of the target peak contains the energy distribution information of the corresponding signal component. However, it is not easy to distinguish   I I S  m    or   C  k    directly. On this basis, a feature parameter is extracted from the IIS for further interference identification. Due to the difference of   I I S  m    between the interference signal and the real target echo, this paper designs a segmented accumulation method. The proposed segmented accumulation method divides   I I S  m    into  H  segments on average and calculates the sum of each segment separately. The sum of each segment contains part of the signal energy. Then, it is converted into the percentage in  H  segments which represents the energy distribution of the corresponding signal segment. For the real target echo peak, the average energy distribution in each segment is uniform, with a value of    1 H  × 100 %  . On the contrary, for the false target peak generated by the interference signal, its energy is distributed in some segments, and the energy percentage in each segment fluctuates greatly. The variance of each peak percentage is calculated as the eigenvalue of the interference signal classification.



In general,  H  can be set to an integer below 10. Under conditions with larger Tp, it can also be a larger integer. In the process of segmentation, on the one hand, the energy difference between the interference signal and the noise signal is retained; on the other hand, the intra-segment energy fluctuation caused by noise is suppressed.



This method provides valuable eigenvalues for the identification of interference signals. However, it may fail because the inappropriate segmentation width will lead to a smaller variance of the false target peak.



For interference signals in interference modes such as “pick 1 turn 1” and “pick 1 turn N”, the width of each interference signal slice is usually the same. When using the piecewise accumulation method, if the segment width is equal to the pulse width of the interrupted-sampling signal, only several segments contain the interference signal energy, and the remaining segments contain only noise. At this time, the percentage in each segment fluctuates greatly, and a large variance will be obtained. If the segment width is equal to the pulse-repetition period of the jammer, the   I I S  m    fluctuation within each segment is similar, and the energy of all segments is approximately equal. Therefore, the variance of percentage is small, which may lead to misjudgment of the false target peak.



To ensure that the proposed method is still effective in the above scenarios, it is necessary to estimate the width of the interference signal. Since   I I S  m    and   C  k    contains the energy distribution information of signal components, the width parameter of the interference signal can be estimated from IIS. In   C  k   , the energy of the interference signal part continues to increase, and the energy of the non-interference part remains flat. Therefore, the width of the interference slice can be estimated by estimating the inflection point coordinates of the curve. Considering the influence of noise and other signals, the actual curve of   C  k    is jittery. The coordinates of the inflection point cannot be estimated by directly using the second-order difference of the pair. Therefore, we can obtain the fitted piecewise straight line by finite linear fitting and then obtain the coordinates of the minimum and maximum points using second-order difference. The distance between a set of adjacent minimum and maximum points is the estimated width of the interference slice.



Let the function    f  p , s , e    k    represent the linear fitting of a set of ordered number pairs     k , C  k    , s ≤ k ≤ e   by the least-square method with  p  lines,   e r r   p , s , e   =  ∑  k = s  e      C  k  −  f  p , s , e    k     2    represent the sum of squared errors of the fitted line.



Suppose the expected number of fitted lines is  P . The value of    f  P , 1 , M    k    can be acquired by recursion. The process is as follows:




	1.

	
Initialization. Obtain the values of    f  1 , s , e    k  , e r r   1 , s , e     with conventional linear fitting methods. (  1 ≤ s < e ≤ M  )




	2.

	
Recursion. Obtain the values of    f  p , s , e    k  , e r r   p , s , e     with the values of    f  1 , s , e    k  , e r r   1 , s , e     and    f  p − 1 , s , e    k  , e r r   p − 1 , s , e    . (  1 ≤ s < e ≤ M  ,   1 < p ≤ M  )



	2.1

	
Divide   C  k    into two groups,     s , C  k    ,   s + 1 , C   k + 1     , … ,   l , C  l      and     l + 1 , C   l + 1     , … ,   e , C  e     , where   s < l < e  ;




	2.2

	
Obtain the values of   e r r   1 , s , l     and   e r r   p − 1 , l + 1 , e    , and calculate the total error   E  l  = e r r   1 , s , l   + e r r   p − 1 , l + 1 , M    ;




	2.3

	
Calculate the optimal fitting error   e r r   p , s , e   = min   E  l     , and aquire the optimal segment point    l o  = arg min   E  l     ;




	2.4

	
Calculate the values of    f  p , s , e    k   . When   s ≤ k ≤  l o   ,     f  p , s , e    k  =  f  1 , s ,  l o     k    and when    l o  ≤ k ≤ e  ,     f  p , s , e    k  =  f  p − 1 ,  l o  , e    k   .








	3.

	
Termination. Output the values of    f  p , 1 , M    k    and   e r r   p , 1 , M     when   p = P  .









In the absence of prior information, such as the number of interference slice forwarding, it is impossible to set the number of fitting lines  P  in advance. Then, a feasible method is to give a threshold value  β . If the decrease in the square sum of two consecutive errors is lower than this threshold, the fitting calculation is stopped. For example, if     e r r   P − 3 , 1 , M   − e r r   P − 2 , 1 , M     / e r r   P − 3 , 1 , M   > β  ,     e   P − 2 , 1 , M   − e   P − 1 , 1 , M     / e r r   P − 2 , 1 , M   < β   and     e r r   P − 1 , 1 , M   − e r r   P , 1 , M     / e r r   P − 1 , 1 , M   < β   the number of fitted lines is  P .



Through the above method,   C  k   ’s fitted piecewise straight line   E  k  =  f  P , 1 , M    k    can be obtained. Through the second-order difference, the coordinates    k i    of the singular points can be obtained:


   Δ 2  E    k i    ≠ 0  



(28)







Among all    k i   , denote the m-th minimum point coordinates as    k  min , m    , and the n-th maximum point coordinates as    k  max , n    , then the estimated interference slice width is


    d e  = mean    k  min    m  −  k  max    n    + 1   ,    k  max    n  <  k  min    m  <  k  max     n + 1     



(29)







The above segment width estimation method is proposed to ensure large variance of the ISRJ interference signal. It may be noted that for false target peaks that contain only one interference signal slice, the segment width estimation method based on IIS is not required. Considering the tradeoff between the interference signal estimation effect and the low computational cost, the overall scheme of anti-ISRJ interference method based on waveform design is shown in Figure 4. The whole process is divided into two parts. The first round of interference signal recognition is just through orthogonal waveforms and the segmented width estimation method is only implemented in the second round. For most false target peaks containing only one sub-signal slice, the first round of classification is sufficient. For the false target peaks caused by ISRJ in special cases such as direct forwarding interference mode, the second round of interference recognition may be required.





5. Experiments


In this section, the designed orthogonal waveform and interference identification method are verified using numerical experiments because when the jammer works in the periodic repeater jamming mode, the characteristics of the false target peak formed in the distance dimension are the same as the false target peak in the direct repeater jamming mode and the repeated repeater jamming mode, so the experiment designed in this paper only includes the direct repeater jamming and the repeated repeater jamming. The parameters of the radar and of the jammers are shown in Table 1. The experiments adopt typical transmitted waveform parameters for narrowband target detection radar and the SNR and JNR is set to ensure nearly 100% detection probability for both real target echoes and interference signals. To better simulate the real scenes, frequency shift parameters are set for some jammers.



5.1. Anti-Interference Experiments of the Proposed Waveforms


In this section, 4 sets of interference signal (  I S R  J  1 – 4    ) were added to the echo waves as shown in Figure 5a,b. Gaussian white noise with a signal-to-noise ratio of −15 dB was added to the received echo. The width of all interference slices was set to    P w  / 12 ≈ 273   μs. The JSR of   I S R  J 2    was set to 10 dB, and the JSR of the others was set to 5 dB. Additionally, a frequency shift modulation of 3.5 MHz was applied to   I S R  J 1   . The matched filters of two orthogonal signals,    h 1    and    h 2   , were used to perform matched filtering, and the results are shown in Figure 5c,d.



For a more intuitive representation, the abscissa of the target peak is marked in Figure 5c,d, respectively. It can be found from Figure 5c,d that the target peak is generated on the same range unit (65,537) through the matched filters    h 1    and    h 2   . From the above analysis, it can be concluded that the signal corresponding to the target peak coordinate is the echo signal of the real target. In Figure 5c, the false target peaks caused by   I S R  J 1   ,   I S R  J 2   , and   I S R  J 3    appear in the matched filter    h 1   , but no peaks are found at the same coordinates in the matched filter    h 2   ; in Figure 5d, the false target peak caused by   I S R  J 4    appears in the matched filter    h 2   , but no peaks are found at the same coordinates in the matched filter    h 1   , which proves the effectiveness of the orthogonal signal proposed in Section 2. Then, by comparing the peak coordinates in Figure 5c,d, the interference signal   I S R  J  1 – 4     can be directly recognized.




5.2. Anti-Interference Experiments of the Interference-Identification Algorithm


As described in Section 4, when the ISRJ interference slice has the same time delay relative to the sub-signal, the false peaks after pulse compression of different matched filters will appear at the same distance unit so that the true target peak and the false target peak cannot be directly distinguished.



In this section, 4 sets of interference signals (  I S R  J 1   ,   I S R  J 5   ,   I S R  J 6   ,   I S R  J 7   ) were added to the echo waves as shown in Figure 6a,b. A frequency shift modulation of 3.5 MHz was applied to   I S R  J 1   .   I S R  J 5    is a series of interference slices in the direct repeater jamming mode;   I S R  J 6    is an interference slice containing both sub-signals    s 1    and    s 2   ; and   I S R  J  7.1 – 7.4     is a series of interference slices generated by “pick 1 turn 4” repeated repeater mode. In these three cases, false target peaks cannot be directly distinguished by the orthogonal matched filtering. Figure 6c,d show the range profiles of the echo signal in the matched filters    h 1    and    h 2   . The results indicate that the designed orthogonal waveform can effectively identify the   I S R  J 1    generated false target (peak 1), but the real echo signals,   I S R  J 5   ,   I S R  J 6  ,   and   I S R  J 7   , have the same range profile through matched filters    h 1    and    h 2   . The target peaks (peak 2, peak 3, peak 4, peak 5, peak 6, peak 7, and peak 8) result in the inability to directly obtain the exact position of the real target, which also verifies the viewpoint described in Section 4.



In this case, the piecewise cumulative method described in Section 4 was used to analyze the energy characteristics of the remaining target peaks. In addition, to verify the universality of the proposed algorithm, peak 1 is selected as an example to analyze the energy characteristics of the false target peaks only forwards only one sub-signal piece. In Figure 6c, eight peaks (including real targets and false interference targets) are generated after matched filtering. Then, we use the method designed in Section 4 to analyze the energy characteristics of the peaks. The IIS of each target peak is divided into   H = 12   segments, calculate the percentage histogram corresponding to the 8 peaks, as shown in Figure 7, and obtain the corresponding IIS amplitude variation curve as shown in Figure 8. It can be seen in Figure 7 and Figure 8 that the position of the high percentage segment is consistent with the position of the section with rapidly increasing energy. The percentage histogram of peak 2 is significantly different from that of the other peaks, and the percentage of 12 segments is about 8.33%. This means that the energy of peak 2 is evenly distributed across the 12 segments. On the contrary, the energy of the other target peaks is concentrated in some segments. The energy fluctuation is analyzed by calculating the standard deviation of the peak percentage histogram. The standard deviations of the segmented energy integrals of the eight peaks are 17.68, 0.21, 8.46, 17.15,17.92, 17.68, 17.96, and 18.04. Simple analysis shows that the standard deviation of peak 2 is less than 0.3, while the standard deviations of peak 1, peak 3, peak 4, peak 5, peak 6, peak 7, and peak 8 are all greater than 8. Therefore, according to the difference in the standard deviation, peak 2 represents the real target echo, and the other target peaks are false targets caused by ISRJ.



The above experiments were carried out with the prior information that   H = 12  , which means that the length of the IIS segment is exactly equal to the length of the interference slice. But in practice, it is difficult to directly obtain the length of the interference slice, which will cause the failure of the interference signal recognition in some interference modes. For example, in the direct repeater jamming mode, when the segment length   H = 6  , meaning that each segment contains exactly one interference slice and one blank segment, and the energy accumulation of the IIS in each segment is the same, as shown in Figure 9a,b. The histogram of the false target is similar to the real target, and the standard deviations of peak 2 and peak 3 are 0.37 and 0.31, respectively. Therefore, the true and false targets cannot be directly distinguished. Additionally, in the repeated repeater jamming mode, when the segment length is long (  H = 2  ), the energy accumulation of IIS in each segment is the same, as shown in Figure 9c,d. The histogram of the false target is similar to the real target, and the standard deviations of peak 2 and peak 5 are 0.1 and 0.06, respectively. Therefore, in the absence of prior interference slice length information, it is necessary to make an estimation in advance.



To solve this problem, the fitted piecewise straight line of the IIS amplitude variation curve is obtained using the method described in Section 4, as shown in Figure 10a,b. The second-order difference curve can be obtained with second-order difference, as shown in Figure 10c,d. According to the position of the adjacent local minimum and maximum coordinates in the difference curve, the width of the interference slice can be estimated (237.5 μs), which is almost the same as the simulation setting condition, and the segment length is   H = M /  d e  = 12  , which is consistent with the parameters set in the previous simulation conditions. Therefore, the method proposed in Section 4 is effective.




5.3. Robustness Analysis of the Proposed Orthogonal Waveform to Noise Interference


The core of the intra-pulse orthogonal waveform proposed in this paper is to distinguish the real target from the ISRJ interference target using the orthogonal sub-signal pulse compression results. Consequently, a certain SNR gain of pulse compression will inevitably be lost. To study and analyze the robustness of the proposed orthogonal waveform against noise interference, 1000-time Monte Carlo simulation was performed on the pulse compression results of the orthogonal waveform under each SNR in Gaussian white noise from −43 dB to −14 dB. Under the condition of a false alarm rate of   1 ×   10   − 6    , the CFAR detection results are shown in Figure 11.



The red curve is the pulse compression detection result of the complete signal and the blue curve is the pulse compression detection result of the sub-signal    s 1   . From the detection probability dotted line at 0.5, it can be seen that the SNR loss of the sub-signal detection is approximately 2.8 dB. Considering the SNR gain of the chirp signal pulse compression is   10 lg    T p  B     dB; when the pulse width of the chirp signal is reduced to half of the original signal, the gain loss is 3 dB, which is similar to the simulation results. It can be further deduced that if the number of orthogonal sub-signals in the pulse is further increased to  m , any different   m − 1   sub-signals can be used as a group of signals, and the remaining signals can be matched as another group of signals. It is easy to deduce that the detection SNR loss of sub-signals is   10 lg   1 +  1  m − 1       dB. It can be seen that increasing the number of orthogonal sub-signals is an effective method to reduce the detection of SNR loss without considering other factors.



In addition, with the method proposed in this paper, after the first round of filtering realized by the intra-pulse orthogonal waveform, the second round of filtering is also needed by the energy continuity identification algorithm proposed in this paper to distinguish the ISRJ’s false targets, which are difficult to distinguish directly in the first round, such as direct repeater jamming. Here, the IIS variance feature of the target peak is the only feature that distinguishes between true and false targets, and the result is also affected by noise. Therefore, the influence of noise should be studied on the proposed recognition algorithm. We observe the change in the IIS standard deviation of the eight target peaks in Figure 6b and calculate their standard deviations using Monte Carlo simulation under different SNRs. Through the numerical analysis of these standard deviations, the IIS variance threshold boundary that distinguishes real targets from false targets can be obtained.



To ensure the accuracy and effectiveness of the experiment, the experiment needed to be carried out under the condition of 100% detection probability. The SNR of the simulation experiment was set to 1000 Monte Carlo simulations under each SNR from −20 dB to 0 dB, and the variation of the IIS standard deviation for each target is shown in Figure 12.



It can be found from the graphic results that with the increase in SNR, the average standard deviation of the real target IIS gradually decreases, while the average standard deviation of the false target gradually increases. The maximum standard deviation of the true target is always less than 2, while the minimum standard deviation of the false target is always greater than 8. Therefore, the threshold boundary can be reasonably set to distinguish the true and false targets. For example, the threshold can be set to 4 as shown in Figure 12. Therefore, the ISRJ detection problem can be established by the following binary hypothesis testing problem:


  {      H 0  : y = R e a l _ T a r g e t        H 1  : y = I S R J        



(30)







ISRJ can be detected by threshold, which is formulated as:


  C  k     ≶   H 1       H 0    T h r e s h o l d  



(31)









6. Conclusions


The work studied the problem of false target recognition in intermittent-sampling repeater jamming scenarios. An intra-pulse orthogonal waveform based on a segmented chirp signal and an interference recognition method based on energy continuity are proposed. The orthogonal waveform is composed of a continuous Up Chirp signal and a Down Chirp signal. Based on their orthogonal characteristics, the interference identification is carried out by comparing the echo of the sub-signal in the distance dimension after matched filtering. For some interference that cannot be directly identified, such as direct forwarding interference, the identification method based on energy continuity proposed in this paper completes subsequent identification by analyzing the energy distribution of the signal. Numerical experiments under typical interference parameters and different SNR conditions verify that the proposed waveform and the recognition method have fine recognition performance.



It is worth noting that the interference identification method described in this paper is based on the partial coherence characteristics of the echo signal and the reference signal. Therefore, the proposed method is not only applicable to LFM waveforms but also to other waveforms with good auto-correlation characteristics such as phase-coded signals for targets with zero Doppler velocity. Therefore, the proposed method has a certain universality. In addition, the intra-pulse orthogonal waveform and interference recognition method designed in this paper can realize true and false target recognition in all repeater jamming modes without any prior information such as jammer parameters. The process is simple, and the effect is remarkable. It has high application value in practical engineering applications. The algorithm proposed in this paper is mainly aimed at ISRJ interference. In this interference mode, the interference signal is a partial slice of the pulse signal transmitted by radar. When a complete pulse is sampled and transmitted by a broadband repeater, this method will not distinguish between a real target and a false jamming target.
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Figure 1. Three kinds of repeater jamming modes of jammers. (a) The direct repeater jamming mode, (b) the repeated repeater jamming mode, and (c) the periodic repeater jamming mode. 
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Figure 2. The curve of the cross-correlation coefficient versus    T p  B  . 
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Figure 3. The intra-pulse orthogonal waveform. (a) The time–frequency diagram and (b) the ambiguity function. 
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Figure 4. The overall scheme of an anti-ISRJ interference method based on waveform design. 
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Figure 5. The processing results of echo waveforms with interference under direct repeater jamming mode. (a) The time–frequency diagram (noise free); (b) the time–frequency diagram (SNR = −15 dB); (c) the echo of the sub-signal 1 after matched filtering; (d) the echo of the sub-signal 2 after matched filtering. 
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Figure 6. The processing results of echo waveforms with interference under direct repeater jamming mode and repeated repeater jamming mode. (a) The time–frequency diagram (noise-free); (b) the time–frequency diagram (SNR = −15 dB); (c) the echo of the sub-signal 1 after matched filtering; (d) the echo of the sub-signal 2 after matched filtering. 
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Figure 7. The proportion of the energy accumulation of IIS in each segment when   H = 12   (the yellow dotted line denotes the average proportion). (a) Peak 1, (b) Peak 2, (c) Peak 3, (d) Peak 4, (e) Peak 5, (f) Peak 6, (g) Peak 7, and (h) Peak 8. 
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Figure 8. The IIS amplitude accumulation curve   C  k    for each target peak. (a) Peak 1, (b) Peak 2, (c) Peak 3, (d) Peak 4, (e) Peak 5, (f) Peak 6, (g) Peak 7, and (h) Peak 8. 






Figure 8. The IIS amplitude accumulation curve   C  k    for each target peak. (a) Peak 1, (b) Peak 2, (c) Peak 3, (d) Peak 4, (e) Peak 5, (f) Peak 6, (g) Peak 7, and (h) Peak 8.
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Figure 9. The proportion of the energy accumulation of IIS in each segment (the yellow dotted line denotes the average proportion). (a)   H = 6  , peak 2, (b)   H = 6  , peak 3, (c)   H = 2  , peak 2, (d)   H = 2  , peak 5. 






Figure 9. The proportion of the energy accumulation of IIS in each segment (the yellow dotted line denotes the average proportion). (a)   H = 6  , peak 2, (b)   H = 6  , peak 3, (c)   H = 2  , peak 2, (d)   H = 2  , peak 5.
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Figure 10. The fitted piecewise straight line   E  k    and the second-order difference curve    Δ 2  E  k   . (a) The fitted piecewise straight line   E  k    for peak 3; (b) the fitted piecewise straight line   E  k    for peak 5; (c) the second-order difference curve    Δ 2  E  k    for peak 3; (d) the second-order difference curve    Δ 2  E  k    for peak 5. 






Figure 10. The fitted piecewise straight line   E  k    and the second-order difference curve    Δ 2  E  k   . (a) The fitted piecewise straight line   E  k    for peak 3; (b) the fitted piecewise straight line   E  k    for peak 5; (c) the second-order difference curve    Δ 2  E  k    for peak 3; (d) the second-order difference curve    Δ 2  E  k    for peak 5.
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Figure 11. The curves of detection probability versus SNR. 






Figure 11. The curves of detection probability versus SNR.
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Figure 12. The IIS standard deviation of the segmented energy integrals in 1000 Monte Carlo simulations when H = 12. (a) Maximum value; (b) minimum value; (c) average value. 






Figure 12. The IIS standard deviation of the segmented energy integrals in 1000 Monte Carlo simulations when H = 12. (a) Maximum value; (b) minimum value; (c) average value.
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Table 1. The parameters of the radar and the jammers.






Table 1. The parameters of the radar and the jammers.





	Parameter
	Value





	Pulse width of the transmitted waveform

(twice the sub-signal pulse width)
	3.28 ms



	Bandwidth of the transmitted waveform
	5 MHz



	Center frequency of the transmitted waveform
	1.2 GHz



	SNR
	−15 dB



	Time duration of signal receiving
	6.56 ms



	Complex sampling rate
	20 MHz



	Pulse width of the interference signal
	273 μs



	JSR
	5 dB, 10 dB



	Frequency shift of the interference slices

(partial interference signal)
	3.5 MHz
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