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Abstract: Prevailing and exacerbating impacts of climate change call for robust and resilient humani-
tarian supply chains (HSCs). To that end, intelligent technologies that brought about the Industry 4.0
(I4.0) revolution, such as the Internet of Things, blockchain, and artificial intelligence, may tremen-
dously impact the optimal design and effective management of HSCs. In this paper, we conduct a
systematic literature network analysis and identify trends in I4.0 and HSCs. We posit the need to
instill into current HSC efforts the quadruple bottom-line (cultural, economic, environmental, and
social) pillars of sustainability and define a Sustainable Humanitarian Supply Chain (SHSC). Based
on the extant literature and ongoing practice, we highlight how I4.0 technologies can aid SHSC stages
from disaster risk assessment to preparedness to response to relief. The complex nature of SHSCs
requires a holistic and multidisciplinary approach and collaboration by scholars, policymakers, and
industry practitioners to pool solution resources. We offer future research venues in this fledgling but
life-saving scientific discipline. SHSCs can be empowered with I4.0 technologies, a much needed
direction in our climate-changed world.

Keywords: climate change; disaster; supply chain and logistics; artificial intelligence; Internet of
Things; blockchain; sustainability; risk mitigation; sustainable development; quadruple bottom line

1. Introduction

Industry 4.0 (I4.0), in essence, is the digitalization and automation of manufacturing
and service systems. I4.0 can revolutionize humanitarian supply chains (HSCs) to advance
toward sustainability. According to the Director of Innovation and Change Management at
the United Nations (UN) World Food Programme (WFP), “Blockchain technology allows
us to step up the fight against hunger. Through blockchain, we aim to cut payment costs,
better protect beneficiary data, control financial risks, and respond more rapidly in the wake
of emergencies. Using blockchain can be a qualitative leap—not only for WFP, but for the
entire humanitarian community” [1]. It is widely acknowledged that companies adopting
I4.0 technologies, such as blockchain (BkCn), often outperform those that do not [2]. Despite
the success of I4.0 technologies in commercial supply chains [3–5], the comparatively slow
adoption of these technologies in humanitarian relief operations highlights significant
barriers in this domain [6].

Humanitarian supply chains (HSCs) play a pivotal role in disaster relief and man-
agement [7–9]. In disaster situations, it becomes challenging to assess the needs of HSCs
due to the devastation of infrastructure (roads, ports, airports, warehouses), equipment
(helicopters, vehicles), and resources (funds, fuel, labor, management, time, etc.), alongside
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the evolving situation in affected areas [10]. The difficulties are even more complex, with
many players (multiple stakeholders) involved in the relief activities and governmental
interventions. Those players and the final beneficiaries are from diverse regions of the
world with different cultures [8]. Effective and efficient humanitarian relief operations
heavily rely on logistics management, which accounts for about 80% of the total costs
related to the disaster response [11].

Climate change is causing more frequent and intense weather-related disasters. These
disasters disrupt supply chains and the world, resulting in many displaced persons
(refugees). In 2022 alone, refugees from disasters reached 60.9 million (32.6 million due to
natural disasters and 28.3 million due to human-made disasters), marking an increase of
over 60% compared to 2021 [12]. HSCs are crucial for effective responses, providing relief
such as food, water, shelter, and medical supplies to those in need. As the increasing trend
of disasters and refugees due to the impacts of climate change will likely continue in the
future [13], the role of HSCs in disaster response, recovery, and relief efforts for supporting
communities in need is critical [14,15].

Furthermore, significant humanitarian crises, exemplified by the protracted refugee
situations in countries like Syria and its neighboring nations—Lebanon and Türkiye, each
hosting over a million refugees—and the COVID-19 global pandemic underscore the urgent
need for sustainable solutions [16,17]. With the escalation of disasters and the swift rise in
refugee numbers, the scope of relief initiatives broadens, imposing substantial demands
on engaged organizations. Hence, integrating I4.0 technologies may become pivotal in
relieving this mounting pressure [18].

Given the preceding uncertainties, there is an urgent need for scarce resources within the
high-demand context of humanitarian logistics [6,19]. Thus, I4.0 technologies (e.g., Internet of
Things (IoT), big data analytics (BDA), artificial intelligence (AI) and machine learning
(ML), BkCn, cloud computing, and robotics) can significantly bolster HSCs [20,21]. These
technologies have showcased potential benefits for HSCs.

Examples include utilizing BDA to analyze disaster-generated data for decision mak-
ing [5,22] and enhance visibility and coordination [6]. BkCn has enhanced collaboration
during disaster relief [23,24]. Automated robotics was employed for emergency response
during the Fukushima Daiichi nuclear power incident [25]. Overall, these technologies
showcase the potential of Industry 4.0 in HSCs, mitigating disaster risks and lessening
uncertainties in humanitarian operations.

Moreover, integrating I4.0 may enhance operational efficiency and impact donors’
behavior in humanitarian aid operations [26,27]. I4.0 technological advancements, par-
ticularly in the security and transparency of transactions with BkCn, can influence the
decision to donate and the choice of items to donate. While some research has explored
potential barriers and interactions in implementing I4.0 technologies [6,28], there is still
a significant research gap in understanding how humanitarian actors can effectively and
efficiently implement these technologies and under what conditions.

Therefore, our paper aims to help comprehensively understand HSCs for successfully
adapting I4.0 technologies. Using intelligent technologies in HSCs results in a more effi-
cient, effective, and sustainable approach to humanitarian action, known as Sustainable
Humanitarian Supply Chains (SHSC), ultimately aiding those in need. However, relatively
few contributions have focused on the need for SHSCs due to natural disasters as a result
of climate change. Hence, we attempt to define SHSCs and delve into SHSCs and their
integration with I4.0 technologies aimed at mitigating risks linked to climate change and
uncertainties in HSCs.

Furthermore, many scholars agree that adopting I4.0 technologies can support HSCs [21]
and contribute to achieving the UN’s sustainable development goals [29]. Hence, we hope
to demonstrate further that I4.0 technology in HSCs has significantly saved numerous lives
and properties [30]. Thus, we aim to address the following research questions (RQs):
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RQ1: What does the extant literature say about SHSCs, I4.0, and climate change?
RQ2: How can I4.0 technologies support SHSCs in the face of climate crises?
RQ3: What are the current barriers and enablers for I4.0 integration into SHSCs?
RQ4: What are the sustainability considerations in using I4.0 in SHSCs?

The layout of this paper is as follows: Section 1 introduces the topic, while Section 2
focuses on the research motivation, background, and questions. Section 3 presents the
extant literature’s methodology, results, and trend analysis. Section 4 delineates barriers
and trends for integrating emerging I4.0 technologies into SHSCs. This paper concludes in
Section 5 with potential future research venues and final remarks.

2. Research Background and Questions
2.1. Background
2.1.1. Humanitarian Supply Chains and Disaster Management in Climate Crises

Natural and human-made disasters pose a significant risk to society and are increasing
year by year throughout the world. The UN Office for Disaster Risk Reduction estimated
that direct economic losses from these disasters globally amounted to approximately
USD 2.0 trillion from 1998 to 2017 [31]. Furthermore, projections suggest that the annual
number of medium- to large-scale disaster events could reach 560 by 2030, averaging
1.5 events per day—a 40% increase from 2015 [29].

HSCs are pivotal in disaster management, operational activities, and administrative
decisions related to various disasters at all levels [32]. This is particularly crucial as HSCs
operate under compromised infrastructural conditions, such as limited energy resources
and diminished transport connectivity. An HSC collaborates with multiple stakeholders
involved in relief activities, governmental interventions, and the final beneficiaries. In
addition, HSCs contribute significantly to achieving efficient and prompt responses to
natural and human-made disasters [33]. The rising trend of disasters, exacerbated by
climate change, adds enormous pressure to HSCs. This has, therefore, led to discussions on
the concept of sustainability in the role of HSCs in disaster management.

Most recently, the pandemic has spotlighted supply chain vulnerability, emphasiz-
ing the need for sustainability. COVID-19 notably disrupted supply chains, impacting
health, the economy, and society [34,35]. Compared to other disasters, managing HSCs
during COVID-19 presented distinct challenges [36]. Ivanov and Dolgui [18] proposed
that Industry 4.0 could have mitigated COVID-19-related supply chain risks. Additionally,
Shrivastav and Bag [21] proposed ”humanitarian supply chain management in the digital
age“, highlighting the use of I4.0 technologies to mitigate risks associated with climate
change and uncertainties in HSCs.

2.1.2. Industry 4.0 and Its Implementations in HSCs

I4.0 can be defined as “[. . .] integrity of technologies, organizational concepts, and
management principles underlying a cost-efficient, responsive, resilient and sustainable
network, data-driven and dynamically and structurally adaptable to changes in the demand
and supply environment through rapid rearrangement and reallocation of its components
and capabilities” [37], p. 2056.

I4.0 represents the fourth industrial revolution, characterized by the introduction of
advanced technologies (i.e., the IoT, BDA, AI, ML, BkCn, cloud computing, and Internet of
services concepts) into the manufacturing and service industries. It is defined as integrating
these modern technologies to achieve automation and, thus, better control manufacturing.
One of the main features of I4.0 is the use of information and new technologies to support
the integration and virtualization of manufacturing design and production processes,
thereby gaining a competitive advantage.

Many scholars are convinced that the preceding tools of I4.0, such as IoT, AI and
ML, BDA, and BkCn, can support HSC resilience and call for research in this area. For
instance, leveraging BDA to analyze the extensive data generated by people during disas-
ters has proven invaluable in better decision making and reducing vulnerabilities [5,22].
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Dubey et al. [6] demonstrated that BDA significantly enhances visibility and coordination
within HSCs, improving overall performance. BkCn technology can enhance collaboration
for relief operations amidst disaster situations [24,38]. The International Federation of
the Red Cross markedly improved the efficiency of relief operations by implementing
innovative traceability through adapted information systems, recognized by the prestigious
”European Supply Chain Excellence Award” [39].

Automated robotics aided in the emergency response at the Fukushima Daiichi Nu-
clear Power Plant in 2011 amidst radiation constraints [25]. Shrivastav and Bag [21]
proposed the topic ”Digital-enabled risk reduction for climate changes and uncertainty”
in HSC management (HSCM), emphasizing the use of digital technology to mitigate risks
associated with climate change and uncertainties in humanitarian operations. This enables
early risk identification, establishment of early warning systems, resilient infrastructure
development, data-driven decision making, and enhanced stakeholder cooperation. There-
fore, we investigate how this approach enables enhanced supply chain resilience and
effectiveness in mitigating the impacts of climate change.

2.1.3. The Need for Sustainable Humanitarian Supply Chains

Given the escalating frequency of disasters in recent years, these emergencies will last
a long time, and the pressing need for sustainable HSCs remains an issue [40].

Table 1 compares goals, logistic approaches, time horizons, solutions, and so on for
commercial SCs (CSCs), HSCs, and SHSCs. A traditional supply chain is designed to
deliver the desired goods and materials to the right customers at the correct time. An HSC
is a complex network guided by non-profit motives, distinguishing it from commercial
SCs. Further attributes separating HSCs from commercial supply chains include reactive
and temporary set-up logistics in disaster response, requiring three main planning com-
ponents (preparedness, response, and collaboration). Rapid disaster response necessitates
early resource mapping and the acquisition of significant assets adapted to deployment
conditions [41].

Table 1. Comparisons among commercial SCs, HSCs, and SHSCs.

Aspect Commercial SCs Humanitarian SCs Sustainable Humanitarian SCs

Goal Profit
Non-profit,

rapid delivery of emergency relief
during crises.

Rapid delivery of emergency relief
with a focus on

long-term sustainability.

Logistics Approach Proactive and reactive Primarily reactive. Proactive and reactive.

Time Horizon Ad hoc, short-term focus on
immediate response.

Extends focus to long-term planning
and recovery.

Solution Quality, cost, time, risk Data-driven, multi-objective, goal
programming, real-time. Agility, adaptability, and alignment.

Resource Efficiency Focuses on efficient resource
allocation for swift aid.

Optimizes resource use for both
immediate and long-term

aid efficiently.

Community and
Cultural Integration

Considers community needs but
may not deeply integrate cultures.

Integrates cultural understanding
and practices for effective

aid delivery.

Environmental Responsibility
Acknowledges environmental

challenges but not the
primary concern.

Actively seeks to minimize
environmental impact and

waste reduction.

Adaptability and Innovation
Focuses on immediate aid, may

need more emphasis
on adaptability.

Encourages innovation and
adaptability to enhance

aid effectiveness.
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CSCs and HSCs are guided by “sustainable development”, which is defined as “meet-
ing the needs of the present generations without compromising the ability of future gen-
erations to meet their own needs” [42], particularly in response to the heightened risk
of disasters due to climate change [29,40,43,44]. Van Wassenhove [10] emphasizes that
SHSCs must have core competencies, being agile, adaptable, and aligned. SHSCs extend
their time horizon, emphasizing long-term planning, reclamation, and reconstruction
efforts to achieve sustainable outcomes that aid in the recovery and re-development of
affected regions.

While an HSC aims to rapidly deliver aid to save lives and mitigate suffering during
crises, an SHSC also emphasizes the long-term sustainability of the operations and the chain
itself. Lee [45] integrates three properties (agility, adaptability, alignment) that integrate
environmental considerations with resource efficiency to harmonize with local commu-
nities and cultures for enduring positive impacts. Therefore, SHSCs actively incorporate
environmental considerations to minimize adverse environmental impacts by optimizing
logistics and distribution methods, reducing waste, and promoting eco-friendly practices.

HSC organizations operate in increasingly complex and dynamic contexts in the
current global environment. Yun and Ülkü [13] assert that a sustainable supply chain
becomes inevitable in meeting the drastic changes in climate and crises.

While the role of culture has been an essential construct in the design of successful sup-
ply chains, research exploring the impact of culture on the success of HSCs is scarce [13,40].
As shown in Figure 1, the quadruple bottom-line (QBL) pillars—encompassing economic,
social, environmental, and cultural factors [46]—provide a comprehensive framework for
sustainable HSCs.
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Figure 1. Summary of the QBL pillars for HSCs.

I4.0 technologies can be integrated into SHSCs to enhance efficiency, visibility, and re-
sponsiveness. Because efficient relief operations face significant challenges (i.e., particularly
in swiftly establishing trust and coordination), applying I4.0 technologies can be a promis-
ing solution to enhance trust and coordination in relief operations [20,21]. In addition,
sustainability requires that one find appropriate mitigation responses to the increasingly
complex systems of relief operations.

Recently, the United Nations outlined the sustainable development goals (SDGs) as a
global objective to foster prosperity for people and the planet through collaborative efforts
among nations. In this context, SHSCs can contribute to meeting several SDGs, including
SDG#2 (Zero Hunger), SDG#3 (Good Health and Wellbeing), SDG#11 (Sustainable Cities
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and Communities), and Climate Action (SDG#13). We adopt a disaster management stream
in SHSCs, divided into risk assessment, preparedness, immediate response, and ongoing
recovery and relief, as illustrated in Figure 2 (see [47]). We assert that I4.0 technologies can
enhance performance for all these phases of HSC.
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Pervasive technologies can significantly enhance an SHSC’s objectives. Integrating
SHSCs with predictive capabilities enables early disaster anticipation and improved re-
sponsiveness [48], ultimately reducing fatality rates. Therefore, a comprehensive study
is essential to understand the integration of I4.0 technology into SHSCs. The aim is to
account for economic, environmental, social, and cultural factors and give sustainability
paramount importance. Adopting the QBL sustainability pillars for SHSCs, as proposed by
Oguntola and Ülkü [47], becomes crucial. Several papers emphasize how social considera-
tions, including data privacy, bias, fairness in decision making [49], and cultural identities
and practices (religious beliefs, customs) are integrated into HSCs using I4.0 technologies
during disasters. AI, one of the I4.0 technologies, can potentially enhance SHSC efficiencies
aligning with the QBL sustainability principles [47]. Big data is produced by collecting data
(enhanced with I4.0 technologies) and predicting future humanitarian needs. Using big
data for better decision making must be sustainably developed and implemented [50–52].
Table 2 displays key papers that specifically relate to two or more QBL aspects of HSCs.

Table 2. Select Papers with QBL sustainability pillars in HSCs.

Papers Economical Environmental Societal Cultural

Ivanov and Dolgui [18]
√ √

Laguna-Salvadó et al. [33]
√ √ √

Karl and Scholz [42]
√ √ √

Oguntola and Ülkü [47]
√ √ √ √

Motivated by the preceding discussions, we define an SHSC as the viable integration
and timely and effective coordination of humanitarian aid organizations, civic groups,
specialized task forces, governments, and first aid responders to design and implement all
humanitarian logistics systems and operations. The goal is to save as many lives as possible
(societal) at the least cost possible (economical) while reducing the impact of disasters on
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the environment (e.g., reducing hazardous debris) and ensuring the conservation of and
equitable response to culturally distinct communities.

2.2. Research Motivation

To enhance the motivation for our research, we identified potential journals that had
published articles related to Industry 4.0, HSCs or humanitarian logistics, climate change
and disaster, and sustainability. We classified the articles identified based on (1) HSC and
disaster management, (2) climate change and HSC, (3) Industry 4.0 and humanitarian or
disaster, and (4) Industry 4.0 and HSC and sustainability.

Figures 3 and 4 illustrate the trends in the overarching themes we delve into within
this study. This search was conducted in Scopus on 10 January 2024, focusing exclusively
on scholarly works (English articles) from the past two decades (2003–2023) in four-year
sub-periods.
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In Figure 3, which considers the search terms ”anywhere in the article”, a clear upward
trend is observed in research on I4.0, HSCs, disaster, and climate change. Notably, there
is an increasing focus on climate change within the HSC field and the application of I4.0
in HSCs within the context of disasters. For instance, from 2019 to 2023, approximately
60,000 scholarly works included the term ”I4.0”, encompassing technologies such as AI
and BkCn, in conjunction with terms ”humanitarian” and ”disaster”. A closer analysis
revealed that about 7700 articles specifically mentioned ”COVID” (4470 in 2022, 2560 in
2021, and 675 in 2020), underscoring the substantial impact of the COVID-19 pandemic and
the active consideration of I4.0 technologies.

On the other hand, Figure 4 offers a more focused perspective, considering scholarly
works where the search terms were explicitly present in the articles’ titles and abstracts.
During the 2019–2023 period, when these terms first emerged, a few works included the
terms “I4.0”, “HSC”, and “Sustainability” or “sustainable” [28,53–57].

Furthermore, hardly any articles have addressed the need for I4.0 in sustainable
HSCs during climate change-induced disasters ([55] being an exception). This indicates
a relatively limited body of literature studying this intersection. Therefore, an integrated
approach is crucial for comprehensive research on I4.0, HSCs, and sustainability, given
the evolving dynamics and growing challenges, particularly from the impacts of climate
change in these areas.

Figure 5a,b illustrates the number of papers incorporating I4.0 technologies in SCs and
HSCs in their titles and abstracts, depicting the trends of publications on Scopus from 2003
to 2023. Our paper responds to the proposal by Frederico et al. [58]: We consider a broader
range of I4.0 technologies such as BkCn, AI, robotics, drones, IoT, and 3D printing (3DP) in
SCs and HSCs. We first note that research on I4.0 and SCs is overwhelmingly (and plausibly)
higher than that of HSCs. Articles about AI in the HSC domain showcased a steady rise,
dominant in popularity, with a sharp increase in 2020. Research in the HSC field for I4.0
technologies other than AI is also rising. Notably, BkCn exhibited a significant increase.

Sustainability 2024, 16, x FOR PEER REVIEW 9 of 29 
 

In Figure 3, which considers the search terms ”anywhere in the article”, a clear up-
ward trend is observed in research on I4.0, HSCs, disaster, and climate change. Notably, 
there is an increasing focus on climate change within the HSC field and the application of 
I4.0 in HSCs within the context of disasters. For instance, from 2019 to 2023, approximately 
60,000 scholarly works included the term ”I4.0”, encompassing technologies such as AI 
and BkCn, in conjunction with terms ”humanitarian” and ”disaster”. A closer analysis 
revealed that about 7700 articles specifically mentioned ”COVID” (4470 in 2022, 2560 in 
2021, and 675 in 2020), underscoring the substantial impact of the COVID-19 pandemic 
and the active consideration of I4.0 technologies. 

On the other hand, Figure 4 offers a more focused perspective, considering scholarly 
works where the search terms were explicitly present in the articles� titles and abstracts. 
During the 2019–2023 period, when these terms first emerged, a few works included the 
terms “I4.0”, “HSC”, and “Sustainability” or “sustainable” [28,53–57]. 

Furthermore, hardly any articles have addressed the need for I4.0 in sustainable 
HSCs during climate change-induced disasters ([55] being an exception). This indicates a 
relatively limited body of literature studying this intersection. Therefore, an integrated 
approach is crucial for comprehensive research on I4.0, HSCs, and sustainability, given 
the evolving dynamics and growing challenges, particularly from the impacts of climate 
change in these areas. 

Figure 5a,b illustrates the number of papers incorporating I4.0 technologies in SCs 
and HSCs in their titles and abstracts, depicting the trends of publications on Scopus from 
2003 to 2023. Our paper responds to the proposal by Frederico et al. [58]: We consider a 
broader range of I4.0 technologies such as BkCn, AI, robotics, drones, IoT, and 3D printing 
(3DP) in SCs and HSCs. We first note that research on I4.0 and SCs is overwhelmingly 
(and plausibly) higher than that of HSCs. Articles about AI in the HSC domain showcased 
a steady rise, dominant in popularity, with a sharp increase in 2020. Research in the HSC 
field for I4.0 technologies other than AI is also rising. Notably, BkCn exhibited a significant 
increase. 

 
(a) I4.0 Technologies and supply chains 

Figure 5. Cont.



Sustainability 2024, 16, 1321 9 of 26
Sustainability 2024, 16, x FOR PEER REVIEW 10 of 29 
 

 
(b) I4.0 technologies and humanitarian supply chains 

Figure 5. Publication trends on I4.0 technologies in (a) SCs and (b) HSCs (2003–2023). 

Similarly, IoT has shown a consistent rise over the years. These trends indicate the 
continued recognition of the importance and potential of I4.0 technologies in the HSC do-
main. Thus, we aim to explore how these I4.0 technologies are being proposed and ap-
plied. By mapping out scenarios where those technologies can be implemented in disaster 
management, we may influence the planning and implementation of agile HSCs. 

AI is the dominant I4.0 technology in SC research, followed by BkCn and IoT. How-
ever, in HSC research, the drone is the leading I4.0 technology, followed by AI and BkCn. 

2.3. Research Questions 
In this study, we delve into the role of I4.0 technologies in enhancing SHSCs in dis-

aster management within the context of climate change. Below, our research objectives are 
aligned with the research questions introduced in Section 1. 

For RQ1, there are relatively few contributions; we address the need for SHSCs to 
mitigate natural disasters resulting from climate change. We attempt to define SHSCs and 
explore their integration with I4.0 technologies to mitigate climate change-related risks 
and uncertainties in HSCs (Section 3). We also investigate how these advancements can 
be applied to SHSCs in a world impacted by climate change and shaped by the digital era. 

As for RQ2, we broaden our investigation to include various I4.0 technologies such 
as BkCn, AI, robotics, drones, IoT, and 3DP in HSCs (c.f., [58]). We aim to assess the po-
tential benefits and efficiencies that I4.0 technologies can bring to HSCs, particularly in 
disaster management and risk reduction associated with climate change. We explore spe-
cific transformations enabled by I4.0 and how they can respond to SHSCs� sustainability 
needs. 

However, implementing SHSCs in disaster and crisis scenarios presents significant 
challenges due to constraints on time and resources. This necessitates the active adoption 
of integrated I4.0 technologies (presuming it will help the viable incorporation of timely 
and effective coordination of humanitarian aid organizations) for effective management 
and harmonization of humanitarian aid agencies. Few studies have focused on the syn-
chronization of I4.0 technologies into SHSCs. We address RQ3 by examining the current 
barriers and enablers for I4.0�s integration into SHSCs. 

Lastly, we address RQ4, which aligns with the QBL sustainability pillars in SHSCs 
(c.f., [47]). Our study explores the essential social and cultural considerations when inte-
grating I4.0 technologies into SHSCs to address climate change-induced disasters. 

  

Figure 5. Publication trends on I4.0 technologies in (a) SCs and (b) HSCs (2003–2023).

Similarly, IoT has shown a consistent rise over the years. These trends indicate the
continued recognition of the importance and potential of I4.0 technologies in the HSC
domain. Thus, we aim to explore how these I4.0 technologies are being proposed and
applied. By mapping out scenarios where those technologies can be implemented in
disaster management, we may influence the planning and implementation of agile HSCs.

AI is the dominant I4.0 technology in SC research, followed by BkCn and IoT. However,
in HSC research, the drone is the leading I4.0 technology, followed by AI and BkCn.

2.3. Research Questions

In this study, we delve into the role of I4.0 technologies in enhancing SHSCs in disaster
management within the context of climate change. Below, our research objectives are
aligned with the research questions introduced in Section 1.

For RQ1, there are relatively few contributions; we address the need for SHSCs to
mitigate natural disasters resulting from climate change. We attempt to define SHSCs and
explore their integration with I4.0 technologies to mitigate climate change-related risks
and uncertainties in HSCs (Section 3). We also investigate how these advancements can be
applied to SHSCs in a world impacted by climate change and shaped by the digital era.

As for RQ2, we broaden our investigation to include various I4.0 technologies such as
BkCn, AI, robotics, drones, IoT, and 3DP in HSCs (c.f., [58]). We aim to assess the potential
benefits and efficiencies that I4.0 technologies can bring to HSCs, particularly in disaster
management and risk reduction associated with climate change. We explore specific
transformations enabled by I4.0 and how they can respond to SHSCs’ sustainability needs.

However, implementing SHSCs in disaster and crisis scenarios presents significant
challenges due to constraints on time and resources. This necessitates the active adoption
of integrated I4.0 technologies (presuming it will help the viable incorporation of timely
and effective coordination of humanitarian aid organizations) for effective management
and harmonization of humanitarian aid agencies. Few studies have focused on the syn-
chronization of I4.0 technologies into SHSCs. We address RQ3 by examining the current
barriers and enablers for I4.0’s integration into SHSCs.

Lastly, we address RQ4, which aligns with the QBL sustainability pillars in SHSCs
(c.f., [47]). Our study explores the essential social and cultural considerations when inte-
grating I4.0 technologies into SHSCs to address climate change-induced disasters.
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3. Methodology and Results
3.1. Systematic Literature Network Analysis

This study employs systematic literature network analysis (SLNA), integrating an or-
ganized literature review with bibliometric network analyses [13,59,60]. Figure 6 illustrates
the SLNA process utilizing multidisciplinary academic databases.
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We performed a focused, systematic literature review on peer-reviewed papers to
discern patterns and pinpoint gaps in current scientific publications. We used specific
keywords in our search for enhanced relevance, targeting I4.0 technologies integrated into
SHSCs to address climate change-induced disasters. We included synonymous expressions
for the keywords. Scopus, a reputable academic database, is utilized for its capacity to
rank and cite high-quality peer-reviewed articles [61]. Scopus is a well-recognized tool for
data source screening, known to produce reasonably comprehensive results. Therefore,
we searched peer-reviewed articles written in English published from 2003 to 2022 within
13 reputable journals—Annals of Operations Research, Business Strategy and the Environ-
ment, European Journal of Operational Research, International Journal of Climate Change
Strategies and Management, International Journal of Disaster and Risk Management, Inter-
national Journal of Physical Distribution and Logistics Management, International Journal
of Production Economics, International Journal of Risk Assessment and Management,
Journal of Cleaner Production, Journal of Humanitarian Logistics and Supply Chain Man-
agement, Science of the Total Environment, Sustainability, and Transportation Research
Part E: Logistics and Transportation Review. To identify relevant articles, we employed
keywords encompassing humanitarian logistics and supply chains, sustainable HSCs, HSC
alignment, adaptability and agility, climate change and disaster, and implementation of
I4.0 technologies in HSCs. The list of narrowed-down references was visually checked for
possible redundancy and irrelevance.
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3.2. Results

As shown in Table 3, articles in the preceding journals were categorized into four
groups: (1) HSCs, (2) climate change and disaster, (3) I4.0 technologies, and (4) SHSCs.
The highest number of papers are related to climate change and disaster, indicating strong
research attention and recognition of the importance of addressing climate change and
disaster-related issues. Also, a substantial amount of research is focused on I4.0 technolo-
gies, showing a significant interest and emphasis on integrating and applying Industry 4.0
technologies in various domains.

Table 3. Categorization of journals and the number of related articles.

Title of Journals
(Total Number of Articles) HSC (148) Climate Change

and Disaster (576) I4.0 Tech (543) SHSC (12) Journal Total
(1279)

Sustainability 5 228 360 2 595
Int. J. Disaster Risk Reduct. 11 198 0 0 209

Sci. Total Environ. 0 95 11 0 106
J. Cleaner Prod. 0 24 80 1 105

J. Humanit. Logist. Supply Chain Manag. 85 0 0 5 90
Int. J. Prod. Econ. 9 1 52 1 63
Ann. Oper. Res. 16 0 19 3 38

Int. J. Clim. Change Strategies Manag. 0 30 0 0 30
Bus. Strategy Environ. 0 0 21 0 21

Transp. Res. Part E Logist. Transp. Rev. 7 0 0 0 7
Eur. J. Oper. Res. 6 0 0 0 6

Int. J. Phys. Distrib. Logist. Manag. 5 0 0 0 5
Int. J. Risk Assess Manag. 4 0 0 0 4

While contributions from the HSC research community are on the rise, a limited
number of articles explicitly focusing on SHSCs exist. These articles [5,33,40,42,62–67]
address various aspects of SHSCs.

Those aspects involve defining and proposing a framework for HSCs [40,62], coor-
dination [63,68], highlighting the unique characteristics of SHSCs [33], exploring the role
of BDA [5,69], discussing lean management principles [65,70], and responding to contem-
porary challenges such as the COVID-19 pandemic [36]. Most articles are literature or
theoretical reviews; the few empirical or case studies include [5,62,64,67].

3.2.1. Publication Years

As shown in Figure 7, the number of articles per year related to HSCs across the
selected journals remained relatively low in earlier years but has shown a gradual increase
over time, with a peak in 2022. This suggests a growing interest in this field. In contrast,
papers on climate change and disasters remained minimal in number initially but surged
significantly in 2015, likely due to the Paris Agreement signed that year [13]. Articles related
to I4.0 have slowly increased, with a rapid jump in 2020. However, publications addressing
SHSC have generally remained scarce, emphasizing the need for further research. In
Section 4, we delve into the annual trends in more detail.

Table 4 shows the recent research trends according to the most cited articles in the
field of HSCs and highlights the I4.0 technologies involved, ordered by the highest number
of citations as of October 25, 2023. Ali and Kannan [55] conducted a literature review using
topic modeling to analyze healthcare operations and supply chain management research.
Popular research topics in this area include the COVID-19 pandemic, I4.0 technologies,
sustainability, risk and resilience, climate change, circular economy, humanitarian logistics,
behavioral operations, service ecosystem, and knowledge management. Shayganmehr
et al. [20] focused on applying I4.0 to improve coordination and trust within HSCs to
respond to disasters effectively. They recommended investing in I4.0 enablers such as
IoT and BDA to enhance HSC performance for its sustainability. Saldanha-da-Gama [71]
provides a broader perspective on the enduring relationship between facility location,
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logistics, and transportation, discussing their interconnectedness and current challenges.
Akbari et al. [72] propose an algorithm to restore damaged roads post-disaster.

Sustainability 2024, 16, x FOR PEER REVIEW 13 of 29 
 

 
Figure 7. The number of articles related to HSCs, CC and disasters, I4.0, and SHSCs within targeted 
journals (2003–2022). 

Table 4 shows the recent research trends according to the most cited articles in the 
field of HSCs and highlights the I4.0 technologies involved, ordered by the highest num-
ber of citations as of October 25, 2023. Ali and Kannan [55] conducted a literature review 
using topic modeling to analyze healthcare operations and supply chain management re-
search. Popular research topics in this area include the COVID-19 pandemic, I4.0 technol-
ogies, sustainability, risk and resilience, climate change, circular economy, humanitarian 
logistics, behavioral operations, service ecosystem, and knowledge management. Shay-
ganmehr et al. [20] focused on applying I4.0 to improve coordination and trust within 
HSCs to respond to disasters effectively. They recommended investing in I4.0 enablers 
such as IoT and BDA to enhance HSC performance for its sustainability. Saldanha-da-
Gama [71] provides a broader perspective on the enduring relationship between facility 
location, logistics, and transportation, discussing their interconnectedness and current 
challenges. Akbari et al. [72] propose an algorithm to restore damaged roads post-disaster. 

Table 4. The most cited (by December 2023) articles in the HSC and I4.0 technology field. 

Document Title Author(s) Journal Year Citations 
Mapping research on healthcare operations and 
supply chain management: a topic modelling-
based literature review [55]  

Ali and Kannan Annals of Operations 
Research 

2022 37 

Assessing the role of industry 4.0 for enhancing 
swift trust and coordination in humanitarian sup-
ply chain [20] 

Shayganmehr, Gupta, 
Laguir, Stekelorum, 
and Kumar 

Annals of Operations 
Research 

2021 12 

Facility location in logistics and transportation: An 
enduring relationship [71] 

Saldanha-da-Gama 
Transportation Research 
Part E: Logistics and 
Transportation Review 

2022 10 

  

Figure 7. The number of articles related to HSCs, CC and disasters, I4.0, and SHSCs within targeted
journals (2003–2022).

Table 4. The most cited (by December 2023) articles in the HSC and I4.0 technology field.

Document Title Author(s) Journal Year Citations

Mapping research on healthcare operations
and supply chain management: a topic
modelling-based literature review [55]

Ali and Kannan Annals of
Operations Research 2022 37

Assessing the role of industry 4.0 for
enhancing swift trust and coordination in
humanitarian supply chain [20]

Shayganmehr, Gupta,
Laguir, Stekelorum,
and Kumar

Annals of
Operations Research 2021 12

Facility location in logistics
and transportation: An enduring
relationship [71]

Saldanha-da-Gama
Transportation Research
Part E: Logistics and
Transportation Review

2022 10

3.2.2. Top Publishing Countries

Figure 8 illustrates the leading contributors regarding the total number of articles.
China emerges at the forefront with the highest total number of papers (186), followed
closely by the United States (164) and the United Kingdom (138). In the realm of HSCs, the
United States takes the lead with the highest number of articles, followed by the United
Kingdom and France. For climate change and disaster, China leads the pack with the most
publications on this subject (119), followed by the United States and the United Kingdom.
China stands out again in the domain of I4.0 technologies, boasting the highest number of
articles related to this area (66), followed by the United Kingdom and Italy. Lastly, in terms
of the SHSC field, India takes the lead, followed by the United States.
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3.3. Trend Analysis Based on the Extant Literature

NVivo is qualitative data analysis software [73,74] for extracting insights from unstruc-
tured data like text, audio, video, and images. “Word clouds” visualize word frequency
in the data, where larger words appear more frequently. Researchers can uncover key
themes and relationships within the content by assessing these word clouds. Prominence
in word cloud layout is purely aesthetic and has no inherent meaning. Researchers often
use attributes like bold, large, or red text to emphasize important terms or concepts. The
word cloud (generated in NVivo 14) shows word associations and connections, which can
be determined by observing the word cloud, as the proximity or co-occurrence of words
suggests themes or associations within the data. These terms relate to I4.0 technologies,
HSCs, SHSCs, and the context of climate change. We query the final articles’ titles and
abstracts from the last two decades, 2003–2022, in Table 2.

The cloud in Figure 9 provides a comprehensive view of the central themes and areas
of research within the field of HSCs and related topics over the past two decades. Re-
searchers have delved into a diverse array of topics, encompassing disaster management,
sustainability practices, technology integration, and resilience strategies, all aimed at en-
hancing the efficiency and effectiveness of HSCs. In a detailed examination, the prominence
of specific keywords signifies the primary focus areas. Notably, red-colored, large-font
words such as research, disaster, industry, model, risk, and management stand out.

Subsequently, critical keywords, in black and medium-sized fonts, include humanitar-
ian, supply, chain, technology, climate, sustainable, development, system, design, related,
flood, data, increase, areas, and making. Furthermore, smaller black words, such as so-
cial challenges, decision, limited, logistic, implementation, reduction, process, resilience,
implications, performance, response, digital, key, level, policy, natural, reduction, analy-
sis, proposed, and assessment, complement the central themes. The multifaceted nature
of these keywords underscores the intricate and consequential landscape of this field of
study. Researchers have probed various dimensions to drive innovation and address the
complexity of HSCs.

The central and most prominent node, marked as a large red circle in Figure 10, is “hu-
manitarian”, closely connected to the second largest red circle, “logistics”. “Humanitarian”
is linked to key concepts such as “disaster relief”, “coordination”, “disaster management”,
and “agility”, represented as smaller red circles. Additionally, “humanitarian” is connected
to “supply chain management”, presented as a medium-sized green circle that further
extends to smaller green circles, including “HSC”, “disasters”, and “aid agencies”. “Hu-
manitarian” is also associated with “disaster relief operations” and “emergency logistics”,
illustrated as small blue-colored circles. Lastly, “humanitarian” maintains connections to
“sustainability” and “supply chain”, depicted as small yellow-colored circles. Figure 10,
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thus, emphasizes the crucial roles of humanitarian activities, logistics, disaster management,
supply chain management, and sustainability in this research domain.
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The central and most prominent node in Figure 11, marked as a large yellow circle, is
“Industry 4.0”, closely connected to the second largest red circle, “sustainability”. “Industry
4.0” is intricately linked to essential concepts such as “digitalization”, “digital transforma-
tion”, “big data”, “machine learning”, and “AI”, creating a network of interrelated research
areas. Notably, Industry 4.0 has recently developed connections to emerging topics such
as “sustainable development goals (SDGs)”, “innovation”, and “COVID-19”. We see that
Figure 11 provides a visual representation of the central themes and evolving relationships
within the I4.0 field, highlighting the critical intersection of Industry 4.0 technologies with
sustainability, digitalization, and pressing global issues.
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In Figure 12, marked as a large green circle, is the central and most prominent node,
“climate change”. It connects closely to the second largest circles of “resilience” and “adap-
tation”. “Climate change” is intricately linked to a range of critical concepts, including
“sustainability”, “adaptive capacity”, “disaster preparedness”, “natural hazards”, “risk as-
sessment”, “risk management”, “social vulnerability”, “transformation”, “policy”, “urban
planning”, “food security”, “drought”, “China”, “floods”, and “urban resilience”.

Figure 13 highlights the critical focus on building resilience, adapting to changing
conditions, and addressing various climate-related challenges. The central and most promi-
nent node, marked as a large green circle, is “sustainability”, which is closely connected to
the second largest circle, “HSC”. These two circles are linked to “humanitarian logistics”,
depicted as circles of the same size as “HSC”, with “sustainability” slightly closer to it.
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The connection between “sustainability” and “HSC” strongly emphasizes integrating
sustainable logistics into HSCs. “Sustainability” is further linked to “Big Data Analytics”
and “barriers”, indicating the significant impact of Industry 4.0 technologies, specifically
BDA, on sustainability within HSC. This connection highlights the importance of leveraging
data analytics for managing SHSCs.

Between “humanitarian logistics” and “HSC”, there are links to “human rights” and
“refugees”, implying that the humanitarian aspects of supply chains are closely associated
with considerations related to fundamental rights and migrant or evacuee populations.
Moreover, the connection between “sustainability” and “HSC” extends to “master planning”
and “disaster relief operations”, emphasizing the importance of comprehensive planning
and efficient response operations within sustainable HSCs. Figure 13, thus, suggests the
critical role of sustainability, technology, humanitarian logistics, and their impact on human
rights and disaster relief. This takes us to the keyword cloud for SHSCs, as displayed in
Figure 14.

Sustainability 2024, 16, x FOR PEER REVIEW 20 of 29 
 

 
Figure 14. NVivo�s word cloud of SHSCs: text-mined keywords for 2003–2022. 

3.4. Topical Trends by Year 
The focus in 2016 was on defining the structure of and emphasizing the importance 

of agility, adaptability, and alignment in HSCs. This contributed to the understanding of 
the unique characteristics of HSCs, which are distinct from commercial SCs [40]. 

The year 2017 marked the exploration of a comprehensive framework for designing 
and managing SHSCs. This research highlighted the need for supply chain design to align 
with relief organizations� enablers and the population�s long-term requirements, socio-
economic factors, and government contingencies to achieve sustainable performance [62]. 

Articles in 2019 underlined the importance of organizational coordination in SHSCs, 
particularly the challenges and mechanisms related to coordination between the private 
sector and humanitarian organizations. This year also saw the development of a mul-
ticriteria Master Planning Decision Support System to support tactical planning for 
SHSCs. This system included sustainability metrics and aimed to enhance the perfor-
mance of HSCs [33,63]. 

In 2020, lean readiness assessment models were developed to judge the preparedness 
of humanitarian organizations to adopt lean management practices. The models aimed to 
improve humanitarian organizations� efficiency and sustainability (economic and social 
aspects) under resource constraints [65]. 

The year 2021 saw a multidimensional approach to SHSCs, treating various aspects. 
The research identified and evaluated key challenges in SHSCs, particularly in response 
to the COVID-19 pandemic, and proposed strategies for overcoming these challenges. A 
multi-method simulation (MMS) approach was also developed to evaluate evacuation 
plans and consider sustainability factors. A fuzzy bi-level optimization model was intro-
duced to confront supply shortages and inequitable distribution during large-scale natu-
ral disasters [36,64,66]. 

Figure 14. NVivo’s word cloud of SHSCs: text-mined keywords for 2003–2022.

3.4. Topical Trends by Year

The focus in 2016 was on defining the structure of and emphasizing the importance of
agility, adaptability, and alignment in HSCs. This contributed to the understanding of the
unique characteristics of HSCs, which are distinct from commercial SCs [40].

The year 2017 marked the exploration of a comprehensive framework for designing
and managing SHSCs. This research highlighted the need for supply chain design to align
with relief organizations’ enablers and the population’s long-term requirements, socio-
economic factors, and government contingencies to achieve sustainable performance [62].

Articles in 2019 underlined the importance of organizational coordination in SHSCs,
particularly the challenges and mechanisms related to coordination between the private
sector and humanitarian organizations. This year also saw the development of a multicri-
teria Master Planning Decision Support System to support tactical planning for SHSCs.
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This system included sustainability metrics and aimed to enhance the performance of
HSCs [33,63].

In 2020, lean readiness assessment models were developed to judge the preparedness
of humanitarian organizations to adopt lean management practices. The models aimed to
improve humanitarian organizations’ efficiency and sustainability (economic and social
aspects) under resource constraints [65].

The year 2021 saw a multidimensional approach to SHSCs, treating various aspects.
The research identified and evaluated key challenges in SHSCs, particularly in response
to the COVID-19 pandemic, and proposed strategies for overcoming these challenges. A
multi-method simulation (MMS) approach was also developed to evaluate evacuation
plans and consider sustainability factors. A fuzzy bi-level optimization model was intro-
duced to confront supply shortages and inequitable distribution during large-scale natural
disasters [36,64,66].

In 2022, publications expanded into the human rights and environmental aspects
of SHSCs. The focus was on how sustainability in HSCs contributed to human rights
protection in refugee settlements. Additionally, authors that year addressed BDA in SHSCs,
exploring barriers and interactions associated with utilizing data analytics for managing
HSCs [5,42,47,67].

These trends demonstrate a growing interest in developing sustainable, efficient,
equitable, and accessible HSCs (see [75–77]). Researchers are exploring various dimensions
and the environmental and social impacts of SHSCs. Moreover, the responses to worldwide
issues such as climate change and the COVID-19 pandemic drive innovation in this field,
as evidenced by the lean readiness assessment model and the consideration of BDA. This
multidisciplinary approach reflects the dynamic nature of HSC research and the need for
continuous improvement to address complex global challenges.

4. I4.0 for SHSCs in Climate-Changed World: Examples, Barriers, and Trends

The leading I4.0 technologies for SHSCs are: (1) AI-driven demand forecasting and real-
time data analytics to improve decision making. BDA enhances visibility and coordination
within HSCs, leading to sustainability. (2) BkCn facilitates improved collaboration in
disaster relief operations. We highlight the following examples of I4.0 technologies utilized
in SHSC based on the extant literature:

Automated robotics: In the context of nuclear radiation exposure, robotics played
a crucial role in emergency responses during the 2011 Fukushima Daiichi earthquake
and tsunami. However, the challenging environment, severe radiation, and the initial
uncertainty about the effectiveness of robots posed significant hurdles. Bridging this gap
required educating users in simulated environments using actual robots, emphasizing the
importance of user training [25,78];

3DP: Additive manufacturing, called 3D printing, has revolutionized product design
and production. Within the humanitarian sector, 3DP offers the potential to align supply
with increasing global humanitarian demands [79]. It enables the cost-effective on-site con-
struction of drugs, streamlining HSCs [80]. Another innovation aims to provide immediate
on-site construction in disaster-affected areas. By using local materials and 3DP, minimal
logistics are required [81]. However, research in this field is still nascent;

IoT: IoT is a network of physical objects that are digitally connected to sense, monitor,
and interact within and between SC members. IoT impacts the everyday life and behavior of
potential users. IoT heralds a vision of the future wherein connecting through a network of
physical things, from cellphones to bank cards to refrigerators to smart bicycles, will enable
immediate access to information about the physical world with its objects to maximize
SC performance [52]. Therefore, IoT is vital in monitoring and tracking humanitarian aid,
ensuring efficient distribution [82] within a sustainable supply chain perspective [83];

AI and ML: Integrating real-time data analytics and AI-powered demand forecasting
enhances decision making and facilitates efficient resource allocation in humanitarian oper-
ations. AI-based decision support tools include One Concern, TweetTracker, CrisisMappers,
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INFORM, Adashi FirstResponse MDT, and Tractable [20,47]. Machine learning applications
have analyzed the effectiveness of tsunami evacuation principles during natural disasters
to mitigate fatality rates [84]. Many researchers acknowledge the limitations of using
historical data, which may lead to missing or biased results, especially when dealing with
unprecedented changes (i.e., COVID-19);

BkCn: BkCn has emerged as a powerful tool for transparency, traceability, and ac-
countability in aid distribution within supply chains. It enhances trust and responsibility
in humanitarian operations, driving sustainability in global supply chains [85,86]. The
promise of BkCn technology as a sustainability-oriented innovation is increasingly recog-
nized [87,88];

Drones: Drones are currently utilized in humanitarian efforts primarily for disaster
mapping and medical supply delivery [53,89].

Within the context of SHSCs, the successful integration of I4.0 technologies in response
to disasters and a global pandemic is provided in Table 5. These illustrative examples
highlight outcomes derived from an extensive literature review. As mentioned previously,
the role of HSCs in the environment of COVID-19 differs significantly from their role in
more typical disasters such as earthquakes, droughts, or floods. Because the COVID-19
pandemic profoundly affected health, economic, social, and industrial domains, supply
chain management was severely disrupted, hindering the movement of essential supplies.
Therefore, I4.0 technologies were urgently needed to adapt to a dynamic situation. Ivanov
and Dolgui [18] suggested that these technologies had the potential to mitigate supply chain
risks resulting from disruptions such as the pandemic. In this regard, various efforts and
considerations advocating for I4.0 technology application to overcome those challenges [90]
have accelerated in recent years [91].

Table 5. Applications of I4.0 technologies in HSCs.

I4.0 Technologies Risk
Assessment

Disaster
Preparedness

Response
Management

Recovery and
Relief

Automated Robotics Early risk identification Rescue Aid distribution

3DP
Rapid manufacturing

(relief items and
medical devices)

On-site construction
(shelters, buildings)

IoT Real-time monitoring Tracking (sensor
technologies) for relief

Drones Early risk identification Gathering data Distribution

BkCn Donor/anti-fraud Secure transaction

AI and ML
Early risk

identification/
Early warning systems

Predictive analytics/
Evacuation principles

Demand forecasting/
optimizing decisions

Augmented Reality
(AR) and Virtual

Reality (VR)

Simulating
disaster scenarios Education Training volunteers Remote guidance for

field operations

More successful case studies and applications will emerge as these I4.0 technologies
mature and gain wider acceptance. So far, I4.0 applications have been primarily focused on
commercial supply chains, and with this paper, we assert the need for I4.0 frameworks to
be engaged in HSCs. For instance, a case study related to the supplier selection process for
acquiring medical devices [92] could be studied in the context of HSCs. Non-governmental
organizations such as the Red Cross or Médecins Sans Frontières (Doctors Without Bor-
ders) [93] can benefit from BDA to predict disease outbreaks and plan their medical SCs.
Accordingly, in disaster relief operations, IoT technologies, such as sensors on relief ship-
ments, can provide real-time data on the location, temperature, and condition of medical
supplies to ensure that the right resources reach the affected areas on time. At the same



Sustainability 2024, 16, 1321 20 of 26

time, BkCn can be used to improve the tracking and traceability of cash transfers and
humanitarian aid. Moreover, such aid organizations can utilize AI algorithms to analyze
historical data, weather patterns, and population movements to improve demand fore-
casting for essential goods during humanitarian crises and employ digital fabrication via
3DP [79], possibly to shorten supply times for emergency tools.

However, adopting I4.0 technologies in SHSCs is accompanied by several challenges
and barriers stemming from the unique nature of the humanitarian sector and its opera-
tional context. Some key considerations follow:

• Resource/financial constraints: Humanitarian organizations often operate on tight
budgets, with limited funds allocated for technology adoption. The initial investment
required for I4.0 technologies, such as advanced data analytics or IoT devices, may
be prohibitive;

• Lack of infrastructure and connectivity: Many humanitarian operations occur in
remote or disaster-stricken areas where basic infrastructure is lacking. The absence
of reliable power sources, internet connectivity, and communication networks can
impede the deployment of I4.0 solutions;

• Data security and privacy concerns: Humanitarian organizations deal with highly
sensitive data, including personal and crisis-related details. Implementing I4.0 tech-
nologies may raise data security and privacy concerns, requiring robust safeguards to
protect against unauthorized access or misuse;

• Humanitarian principles and ethical dilemmas: Adopting technologies like AI and
automated decision making may raise ethical concerns in the humanitarian sector.
Balancing the potential benefits of I4.0 with adherence to humanitarian principles,
such as neutrality and impartiality, can be challenging;

• Capacity building: Humanitarian workers may lack the skills to effectively use and
manage I4.0 technologies. Building the capacity of personnel through training pro-
grams becomes crucial in ensuring successful implementation;

• Integration challenges: Existing systems in HSCs may not be compatible with newer
I4.0 technologies. Ensuring seamless integration and interoperability between plat-
forms and technologies is a significant challenge;

• Community engagement: Humanitarian efforts require a people-centric approach. In
adopting I4.0 technologies, it is essential to consider the cultural context and engage
with local communities to avoid unintended negative consequences or resistance
to technology;

• Compliance and regulations: Adhering to local and international regulations, particu-
larly in conflict zones or areas with unstable governance, can pose challenges. Navi-
gating legal frameworks and obtaining necessary approvals may be time-consuming;

• Maintenance and upkeep: I4.0 technologies require ongoing maintenance and up-
dates. Ensuring the long-term sustainability of these solutions, especially in resource-
constrained environments, can be a hurdle.

Overcoming these challenges requires a thoughtful and adaptive approach involving
collaboration between humanitarian organizations, technology providers, governments,
and local communities to ensure that the benefits of I4.0 technologies are realized without
compromising humanitarian principles or exacerbating existing vulnerabilities.

As evidenced so far, gauging I4.0 technologies in SHSCs is a dynamic area with
ongoing developments. Future trends are expected to drive resilience, sustainability,
and efficiency improvements. Next, we identify the following emerging technologies
and innovative approaches that could shape the future of integrating I4.0 technologies
into SHSCs:

➢ High-speed connectivity: The widespread adoption of 5G technology will enable
faster and more reliable communication. This is crucial for real-time monitoring,
data exchange, and coordination within SHSCs, especially in remote or disaster-
affected areas;
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➢ Decentralized (localized) decision making: Edge computing brings computational
capabilities closer to the data source, reducing latency. In SHSCs, this can enable real-
time decision making at the point of need, enhancing responsiveness and reducing
dependence on centralized data processing;

➢ Digital twins for SC simulation: Digital twin technology creates virtual replicas
of physical SC assets, allowing for simulations and predictive modeling. This can
help optimize SC operations, identify vulnerabilities, and test many scenarios for
better resilience;

➢ SC robotics collaboration: Future trends involve more advanced collaboration between
human workers and robots in SC operations, including autonomous robots working
alongside human personnel in warehouses and using AI to adapt to changing conditions;

➢ Smart packaging with IoT sensors: Smart packaging equipped with IoT sensors can
monitor the condition of goods in real time, ensuring perishable items are trans-
ported under optimal conditions, reducing waste, and maintaining the quality of
delivered aids;

➢ Circular SCs: Future SHSCs are likely to embrace circular SC principles, focusing
on reducing waste and promoting the reuse and recycling of materials. This holistic
approach contributes to environmental sustainability and aligns with broader global
goals, including SDGs [94,95];

➢ Green energy: Integrating renewable energy sources like solar and wind into supply
chain operations supports sustainability goals. This can involve using renewable
energy to power warehouses, distribution centers, and vehicles used in SHSCs;

➢ Interconnected ecosystems: Collaborative platforms and digital ecosystems facilitate
stakeholder communication and coordination. Interconnectedness improves overall
SC visibility, allowing for better collaboration between humanitarian organizations,
governments, and other partners.

Embracing these future trends may contribute to building more resilient, sustainable,
and responsive SHSCs. However, it is essential to consider the ethical implications, data
privacy, and community engagement aspects to ensure that adopting these technologies
aligns with humanitarian principles and goals.

In a climate-changed world with fast-paced technological advances, sustainable devel-
opment (i.e., meeting the needs of today without compromising those of future generations)
should be the guidepost for fostering business, society, cultural diversity, viability, and the
environment. Nevertheless, political turmoil, social divides, rising nationalism, ongoing
wars (e.g., Russia–Ukraine, Israel–Palestine), and a fragile global economy further strain
global SCs, making SHSCs even more vulnerable. To that end, managing SHSCs in the
context of sustainable development is not immune from political economy [96,97], calls for
comprehensive prescriptive models, e.g., [98], that account for uncertainties inherent in
humanitarian operations, and requires frequently taking stock of advances in technology
along with scholarly research [99,100].

5. Concluding Remarks

In the face of turbulent economic and political conditions and, most notably, the climate
crisis, designing and implementing resilient and sustainable supply chains is essential for
environmental, economic, social, and cultural viability. This paper defines a Sustainable
Humanitarian Supply Chain (SHSC) and calls for further awareness and action to improve
SHSCs benefiting from advances in science and computing. Intelligent I4.0 technologies
such as BkCn, IoT, BDA, AI, and robotics offer continuous improvement in forecasting
demand and optimizing the allocation and delivery of aid resources in responding to
humanitarian crises in a climate-changed world.

Disasters do not differentiate between borders. It is increasingly evident that a global,
collective effort by all nations is a must in cooperating in every stage of humanitarian aid
operations, from preparedness to rescue to relief. Mitigating the ramifications of natural
and human-made disasters warrants deliberate and concerted efforts by governments, com-
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munities, civil organizations, and non-profit and for-profit organizations. I4.0 technologies
offer numerous opportunities to better collect data, coordinate, and respond to those in need
while addressing the quadruple bottom-line approach to sustainability, enabling SHSCs.

HSCs have many strengths that commercial supply chains could use to improve
their performance and competitive advantage. For example, as we have seen, they are
very agile, adaptable, and capable of setting up and changing supply chains quickly and
under challenging conditions. They can align the differing needs and dynamic roles of
many players. Companies increasingly need similar skills given the dynamic demands
and risks of operating global supply chains and the increased central role of logistics in
making profits under these conditions. Businesses could learn more about vulnerability
assessment, preparation, and response to disasters (natural or human-made, accidental or
deliberate, such as terrorist attacks). Conversely, commercial supply chains have educated
talents, assets, and infrastructure that could share resources with SHSCs, for instance, in
mass evacuations.

Disasters caused by climate change tend to be more sudden and difficult to predict.
Climate-related disasters such as heavy rains, hurricanes, droughts, and heat waves require
rapid response. Therefore, with the variety and increasing frequency of disasters, SHSCs
may be tailored at the community level. A curious topic of research would be optimal local
and robust SHSC design based on a specific region and its unique disaster risk profile.

Other promising research venues include stakeholder analysis for SHSCs, feasibility
studies for I4.0 technologies to be deployed for preparedness and mitigation, integrating
equity and accessibility features in humanitarian I4.0 technologies, the further impact
of Industry 5.0 (I4.0 with human cognition embedded in it), and last but not least, cre-
ating awareness and connectedness between civilians to cooperate and help during the
increasingly probing turbulent environments in a climate-changed world.
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