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Abstract

:

The increasing trend towards the global use of Information Technology (IT) is currently determining the need for more and better infrastructures (both physical and digital) for processing, storing and transferring large amounts of data. As Critical Infrastructure (CI) that is potentially exposed and vulnerable to the impact of different types of phenomena (natural, technological, na-tech, etc.), data centers have to guarantee higher levels of security (physical, logical and operational), reliability and efficiency in the provision of services. Starting from a discussion of the main evidence related to this topic, considering both the most recent cases of failure and serious damage to data centers and the evolution of international and European regulation and standards, the authors propose an analytical methodology to assess the territorial risk factors for data centers by a multirisk, multi-dimensional and systemic approach. This proposal leads not only to a more explicit definition of exposure and vulnerable components, but also to the recognition of resources that—in the case of accidental events involving (directly or indirectly) data center infrastructures—may be implemented at different territorial levels as “protection” factors to ensure business continuity by considering the entire resilience cycle, from the prevention phase to the response and recovery phases.
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1. Introduction


In this paper, a methodology for assessing multiple risks to data centers is presented and applied in the context of the metropolitan area of Milan, Italy.



A 2018 report of the World Bank defines a data center as “a location with networked computers providing remote storage, processing, and distribution of data” [1]. Variable in size, these data centers host the servers, mainframes and cables necessary for storing and processing data. Independent data centers external to businesses, designed to provide data storage and processing services to multiple customers, are relatively new nodal points of the complex digital network that characterizes telecommunication systems nowadays. Telecommunications are part of Critical Infrastructures (CIs), intended as assets that are vital for the functioning of several businesses, services, for the functioning of our society and economy and entailing aspects of national security [2]. Telecommunication has grown in importance as other CIs, services, and economic activities are nowadays dependent on digital services and data transmission and processing. While in the past the power system was considered essential for most other systems [3], analyzing failures to critical infrastructures in the last twenty years shows that the Internet and telecommunication have become much more central than used to be the case in the past. Disruption to the Internet has provoked significant cascading impacts in several other interconnected services and critical infrastructures.



Data are the core asset that is transferred and processed by telecommunication services; therefore, there has been an increasing demand for standards of high performance to guarantee that data are not lost and that operations that rely on data processing are maintained as smoothly and safely as possible. In fact, costs related to service interruption, and even worse to data loss, explain why private operators are extremely worried about any threat that may disrupt data centers operational capacity. As an order of magnitude, following the results of surveys conducted by operators, data unavailability costs on average USD 5500 per minute, reaching amounts of USD 500,000 for a 90 min outage, which is considered the average time of a significant disruption of service [4].



Governments have only recently understood the relevance of data center protection as a key component of digital services and telecommunication, as evidenced, for example, by the new European Directive NIS 2 [5]. Not only malicious attacks, but also environmental and natural risk factors may cause “vertical” failures in data centers, causing extended damage to virtual networks and, through the latter, to various systems, including those very far from the site at which the physical damage has actually occurred.



Given the stakes associated with data management, particularly in some sectors such as health, banking, logistics, it has become increasingly relevant to safeguard data centers against potentially disruptive threats, be they cyber attacks or natural and man-made hazards. In fact, there has been a shift over the years from a concept that considered data centers as fortress-type assets that could be completely sealed from external threats to a wiser recognition of the importance the territorial and environmental context in which data centers are located in defining the type of risks and vulnerabilities that could affect them directly or indirectly. The newer trends consider that environmental and territorial risks should be fully considered and assessed in order to better plan not only protective measures, but also to make the overall telecommunication system more resilient, meaning capable of absorbing, responding and overcoming the impact from multiple threats in a way that minimize losses of data and disruption of services. As will be discussed in the following sections, despite the existence of standards, the professional literature and the experience of experts in the field, methods for assessing risks comprehensively arising from multiple threats still need to be developed, and what is available on the market is not fully satisfactory, at least in the view of the authors. Some of the latter, in fact, have been working in data centers for many years now and have witnessed themselves the evolution in thinking about risks from the inside of firms managing data centers as part of their (and later as their core) business. As will be thoroughly discussed later, the same scope of risk assessment is rapidly shifting over time from an exercise focusing on one facility at a time to a group of data centers that function to cover each other in case of emergencies.



Given this state of affairs, it is no wonder that in 2019, IBM asked a group of researchers at the Politecnico di Milano to develop a full multirisk assessment methodology for their data centers to then be applied to two facilities located in the Metropolitan area of Milan. Following that first seminal experience, in 2021 the IBM spin-off Kyndryl requested that the methodology be further developed to fully appraise different configurations of primary and recovery sites to be applied to all of their data centers in the Metropolitan area of Milan (including the first two that were already assessed in 2019). The methodology was therefore developed in two consequent stages: at first, a skeleton of the method, including the procedures for appraisal, was developed and applied in 2019; the method was subsequently refined in 2021 to fully account for multihazard conditions and the potential impact of climate change as a hazard and as a driver of other hazards triggered by meteorological extremes.



It can be said that the development of the methodology and its application resulted from a collaborative effort by the research team of the Politecnico di Milano and experts working for IBM and Kyndryl, who are co-authors of this article. The former contributed with their knowledge and prior work on developing methods for assessing territorial risks, in particular those to critical infrastructures [6,7], in developing emergency plans and territorial risk evaluations for industrial sites under the Seveso Directive [8]. The experts working for the IBM formerly and for Kyndryl later contributed with their in-depth knowledge of the vulnerabilities of data centers to multiple threats, on the countermeasures that could or should be taken to minimize the impact. Their contribution was essential for the researchers of the Politecnico to better understand the functioning of data centers, the more recent development of both the technology and service configuration in the context of the digital services provided to the public sector, and to the banking system in Italy and Europe.



Following the framing of the problem in Section 2, a literature review, an analysis of international and European regulations and standards, and case studies of data centers disrupted by natural and man-made hazards are presented in Section 3. The methodology described in Section 4 builds on the former sections, on research on territorial risks and systemic vulnerabilities developed by the Politecnico team over years, and on the real-life experience of the managers of the Kyndryl data centers. The application of the methodology in the metropolitan area of Milan is then illustrated in Section 5. The exact location of the data centers is kept confidential, and therefore the application is shown in areas selected at random with no reference to the real plants. This does not represent an issue, though: the exemplification is in fact useful to appraise the applicability of the method to any context in which a data center is already located or could be located. In the latter case, the methodology may prove helpful to guide the selection of more suitable areas in terms of risk minimization. Section 6 discusses the obtained results.




2. Problem Framing


Telecommunication systems are complex [9], as they are constituted by different components that are interconnected in different technical ways and with rather diverse organizational and governance arrangements. According to [10], the relevance of data centers as key nodes of telecommunication systems has evolved in recent decades. From a purely in-house facility in the early times of computerization, when companies could relatively easily manage data for their business and did not need extensive sharing through a period of highly distributed systems in the early 1990s, data centers have grown again in importance in more recent years. Nowadays, companies and administrations prefer to rely on external highly specialized providers for data management and maintenance that require dedicated skills and large resources.



Data centers can be classified as critical infrastructures depending on the type of data, type of services and type of functions. For example, data centers managing data of hospitals, banks or logistics are considered critical, and are accordingly required to provide the maximal protection and security to both information storage and processing. External providers who are highly specialized can guarantee a level of reliability that would be impossible or extremely costly to host in house. The problem of avoiding the loss of data or the interruption of critical transactions is now entrusted to data center providers who are asked to guarantee high reliability even in case of incidents and disasters, natural and man-made.



While data recovery was initially ensured physically via tapes that were stored at another site to guarantee redundancy, new information technologies now permit the full duplication of datasets in an easier and more reliable way in different locations that mirror each other [11]. The duplication of data and processes to manage them can be synchronous or asynchronous, meaning by that the possibility to retrieve full operations in the site where data are duplicated or instead requiring sometime for full retrieval [12]. The site at which data are duplicated is referred to as the “recovery” site of a primary one where the operations and data storage take place under normal conditions. However, this configuration should not be thought of in a rigid way; nor should the designation of primary or recovery site be considered as a fixed inherent feature of data centers. In fact, the decision regarding which to consider as the primary or secondary site is dynamic and may change given new needs or different circumstances. As technology evolves and possibilities for replicating data and processes faster and more easily become available, the connotations of primary and recovery sites blur. Furthermore, as the cost of replication diminishes, multiple site architectures depending on the nature of data and processes to be guaranteed can be considered, featuring a real “ecosystem approach” for safe and secure data management.



Among the aspects that must be considered to define a suitable, optimal architecture of primary–recovery data center configurations [13], the siting of the two (or more) facilities is a rather important one. Locational choices must also consider the potential threats to which data center facilities may be exposed to [14]. This is a not trivial problem when a “couple” or multisite configuration is considered. In fact, the recovery site works only on the condition that it is independent from the primary one, meaning that the same event cannot affect and disrupt both simultaneously. On the other hand, there is a limit to the distance that can be kept between two sites where one represents the recovery of the other [12]. The possibility of fully synchronizing data and processes diminishes with increasing distance due to the greater latency, which may induce data losses. In addition, it must be said that distance is not a relevant parameter when it comes to assessing exposure and vulnerability to different types of threat. Fixed predetermined distances are not viable in certain geographic settings and are not supported by clear evidence [13]. For example, the distance from a hazardous installation depends on the damage areas related to likely top even incident scenarios, flooding depends not only on the distance from the main watercourse, but also on the topography, etc. Furthermore, a multihazard, multirisk approach is required, especially in areas that are exposed to multiple threats. Multihazard and multirisk assessments are not trivial either, and not many methods are available for practical application.



Therefore, the locational choice of couple or multisite configurations becomes an exercise of multifactor optimization balancing between the requirement of high reliability, distance at which mirroring is still possible, and the need to avoid the facilities being disrupted by the same hazardous event, or by multiple events occurring simultaneously or cascading. A full classification of multihazard conditions is available in [15]. It builds on research by [16,17] that foresees different types of interaction among hazards. Multihazard conditions, especially in terms of cascading impacts, i.e., where one hazard is triggered by another one, are more likely in complex metropolitan regions or in environmental conditions such as coastal areas [18].



The locational choice or the assessment of already existing data center locations must therefore be split into the following parts: first, a method for assessing the risks posed by multiple hazards to data centers must be provided. In the risk assessment, both direct and indirect damage must be estimated [13]. The former regards the physical integrity of the facilities, the second evaluates the potential data loss. It should be pointed out that data loss is not necessarily only the outcome of physical disruption, it may also occur as a result of extended power or telecommunication outages that may affect external lifelines on which data centers rely for their functioning. Therefore, the problem of assessing risks to data centers cannot be limited to the facility itself and its immediate surroundings; it must instead comprehensively consider the geographic area where the data center is located. Damage to lifelines, vital services, may affect the functionality of data centers in many ways, due to power or telecommunication outages, or impeding the workforce from reaching the site for ordinary or extraordinary operations particularly in case of extreme events. A territorial perspective must be therefore adopted, considering risks at the relevant spatial scale to capture the interconnection between data centers, other critical infrastructures, environmental conditions, the urban fabric. Such a methodology is useful to both decide where to locate a new facility or to assess the risk of existing facilities.



The second part of the problem requires the method to capture the risk of the couple or the multisite configuration of primary and recovery sites. In this latter case, the main question is whether or not an event may affect both sites at the same time, therefore provoking the unserviceability of both, making the redundancy of replicated data and processes ineffective.




3. Knowledge Base for Assessing Data Centers’ Exposure and Vulnerability to Multiple Hazards


In order to tackle the problem framed in the previous section, first the existing knowledge base for assessing the environmental and territorial risks to data centers was searched. First, a literature review was carried out, then existing international standards were considered. The latter, in fact, embed the experience gained insofar by data center managers and data management service providers in an attempt to guarantee high-level reliability to their customers. Standards provide a classification of increasingly reliable data centers on the basis of the safety measures they adopt to guarantee business continuity [19], including under adverse circumstances.



3.1. Literature Review


During the development of the methodology described in Section 4, the literature was already consulted, even though it turned out to be rather scarce. To address different aspects, such as the description of incidents, and the reasons for their occurrence, we referred to reports and articles in specialized magazines published by professional associations and by companies that provide standard certification (such as Uptime and Ponemon, see Section 3.3).



A further more in-depth and systematic search for relevant literature representative of the state of current approaches/methodologies to analyze/assess territorial risk conditions (natural and technological) for data centers was carried out in the Web of ScienceTM, Scopus, and ScienceDirect online platforms using key words and Boolean search criteria. The following key words and combination were used (with appropriate inclusion of plural and other derivates where appropriate): “data center/data centre”, “risk/hazard/disaster/threat”, “analysis/assessment”, “territorial/environment”, “single/multisite”, “availability/security/protection” and “resilience/business continuity”. This resulted in 63 references spanning a 15-year period (2007–2022). This database comprises the material for our analysis and is available in File S1. Out of 63 references, only 16 address the issues relevant to the problem as framed in Section 2 (Table 1). About 36% were peer-reviewed scientific journal articles and about 64% were conference proceedings. The database was categorized into three subgroups:




	A.

	
“Risks/threats/hazards” subgroup descriptive of the potential disasters and failures (resulting in huge economic loss) faced by data centers as complex systems. This subgroup was used to analyze the main incidents occurring in data centers as a consequence of natural hazards in Section 3.3.




	B.

	
“Availability, security and business continuity” subgroup about efficient measures/standards/methods for maintaining protection and service continuity of data centers during failures. This subgroup was used to support the development of the methodology as described in Section 4.




	C.

	
“Geographical distribution/Location selection” subgroup discussing strategies for backup of critical business data across multiple data centers (in different geographical locations), avoiding simultaneous failure of backup and primary servers. This subgroup was used to help fine tune the methodology described in Section 4.









Most publications focus on the protection of the asset itself, making the building safe and protecting the storage and processing systems of data from external stressors [14,20,21]. Fewer publications consider the interface between data centers as assets and systems with the environmental and territorial context [22,23] as a potential source of both threats and vulnerabilities, due to the systemic interconnections and interdependencies between data centers, power, telecommunication, and transportation systems [11,13].



More recently, various publications have focused on climate change as a worrying source of threats to data centers [22,23,24,25,26] and to which they are vulnerable in multiple ways. As they require constant refrigeration due to the heating developed by constantly running servers, they are particularly dependent on energy and water to maintain the required temperature [12]. During prolonged drought periods or water scarcity, blackouts are likely to increasingly affect data centers, especially those that are located in milder climatic regions, such as Italy. Furthermore, climate change is likely to change the pattern of floods, both riverine and flash, of fires threatening semi-urban areas in periods with combined low precipitation and water scarcity. Such concerns have been explained in reports mandated by the UK Government [22,23]. In the latter, good practices that have been developed by telecommunications providers to counteract the impacts of climate change and increase the resilience of data management services, including specific actions on data centers, are illustrated.




3.2. State of the Art of the Main Standard in the Context of Territorial, Environmental and Climate Change Risk Assessment of Data Centers


Given the growing number of data driven sectors, from finance to healthcare [27] and public administration, extremely high levels of security (physical, logical and operational), reliability and efficiency in the provision of services are demanded. To satisfy the latter, both legislative and standardization efforts are constantly reshaping the market. As for legislation, in Europe for example Network and Information Security Directive (EU 2016/1148) [5], best known as NIS2, established measures aimed at achieving a common high-level security of network and information systems to improve the functioning of the internal market. In the Directive, which replaces a previous one passed only a few years ago (in 2016), for the first time, an explicit reference to the safety of data centers is made. Contextually, there is also the new European Directive (EU) 2022/2557 on the Resilience of Critical Entities [28], which shifts from the concept of protection to that of resilience management. The new directive calls for a systemic consideration of the multiple risks to which infrastructures are potentially exposed and vulnerable in a comprehensive manner, indicating the responsibility of operators as the key element complementary to the physical integrity of assets.



Entities are required to undertake actions aimed not only at preventing incidents but also at enhancing their capacity to restore and recover information services following a proactive approach that is not limited to defining the response to an adverse event, but extends to adopting procedures to ensure business continuity even in case of exceptional events.



The NIS 2 Directive explicitly calls for the adoption of standards that have been developed by the private sector over time to ensure increasing levels of reliability in the telecommunications sector. For more than 30 years, the reliability of data centers has been certified in order to define their ability to cope with possible unforeseen events (i.e., blackouts, fires, etc.) and guarantee business continuity in service provision. Adherence to the standards is voluntary, but the resulting certification is a safety factor and a guarantee for the end user. Currently, the most widely known certification is the Tier Certification by the American Uptime Institute, which distinguishes four classes of data center, assigning each one a different level of “solidity” (Tier I, II, III and IV). In addition, there is another method of certification, the ANSI/TIA-942 [29] standard by the Telecommunications Industry Association, accredited by the American National Standard Institute (ANSI). It specifies the requirements for the design and location of data centers according to four security levels (Table 2). The security levels establish increasingly high degrees of redundancy and reliability in data network, electrical and mechanical systems. In Italy, public administration data centers follow the ANSI/TIA-942.



While the concept of reliability may be relatively simple to define according to the international and European standards mentioned above, the methodological steps to follow to assess the potentially risks that may affect at different territorial levels electricity supply, telecommunications networks, environmental controls and building locations (and their mitigation measures consequently) are less trivial to develop. Over time, several standards have provided some key elements on the topic. Specifically, ISO/IEC 27031 [30] provides specific guidelines for the IT and telecommunications system detailing all issues necessary for supporting IT system recovery, and makes explicit what risk assessment should consist of, such as a systematic process of risk identification, analysis and assessment. In 2012, CENELEC (Comité Européen de Normalisation Électrotechnique) released the EN 50600 standard [31], providing recommendations for data center design, operational management, energy assurance, and environmental sustainability. Moreover, ISO/IEC 24762 [32] requires natural hazards and the potential impacts of climate change on ITs and telecommunications infrastructures to be taken into account. This is an important standard, as it brings to the attention of the operators the existence of some environmental factors that are external to the data center, potentially impacting it.



The Uptime Institute [33] stresses the importance of assessing different types of risk, such as:




	
Local site-level risks due to extreme weather events or phenomena (such as sea level rise) that may lead to a prolonged change in site conditions;



	
Territorial (regional/provincial) risks that are not directly related to the site, but which may nevertheless have important impacts on the availability of supplies, services and/or personnel.








With regard to banking and financial services, as an example, the Italian Circular 285/2013 and subsequent updates up on “Supervisory Provision Banks” (18 September 2019) [34] can be considered. The Circular mandates that business continuity plans start from an analysis of possible impacts due to some specific characteristics of the context, such as in terms of probability of disaster: the location of the relevant sites (e.g., seismicity of the area, hydro-geological instability of the territory, proximity to dangerous industrial settlements, proximity to airports or institutions with high symbolic value). The site at which to locate data centers should be chosen on the basis of an assessment of the territorial hazards, climate change and their impacts on the physical infrastructure and on the accessibility. The Circular also requires data be duplicated at two alternative sites, one of which is data disaster recovery. It is, therefore, essential to define conditions that ensure that the two data centers cannot be involved simultaneously in the same adverse or incidental event. Regarding this, the Circular 285/2013 [34] also provides guidance on alternative sites, suggesting they be located at a reasonable distance from the primary sites in order to ensure a high degree of independence between the two. In addition, they must use services (telecommunications, energy, water, etc.) distinct from those used in production. If this condition is not verified, a rigorous evaluation is required, supported by the opinions of qualified professionals in order to understand the probability of simultaneous unavailability of primary and alternative sites, minimizing the risk that they are impacted by the same event.



According to the newly proposed European Regulation on Digital Resilience for the Financial Sector [35], known as DORA, backup sites must have specific characteristics (art. 11), such as being:




	(a)

	
Geographically located at a distance from the primary data processing site to ensure a distinct risk profile and prevent it from being affected by the same event affecting the primary site;




	(b)

	
Capable of ensuring the continuity of critical services in an identical manner to the primary site;




	(c)

	
Immediately accessible to the staff to ensure the continuity of critical services if the primary data processing site becomes unavailable.










3.3. Analysis of the Main Incidents Occurring in Data Centers as a Consequence of Natural Hazards


Despite constant technological improvements, the number of incidents is currently increasing rather than decreasing, in the form of outages disrupting data center operations and leading to significant costs and data loss. As revealed by an Uptime Institute survey [36], outages have become more frequent and costly in recent years (Figure 1). Moreover, costs associated with data center loss of functionality are set to rise further in the future as an increasing of activities number depend on telecommunication network and digital infrastructures.



In 2019, 34% of 1600 surveyed companies reported a service disruption and severe degradation incidents to IT functions with an increasing of 31% and 25% to 2018 and 2017, respectively. This increase, which could also correspond to an improvement in the capability of tracking down information about outages by consulting more reliable sources (such as public media, surveys, incident reports), also emerges from another study provided by the Ponemon Institute [37]. With regard to the causes, about 70% of incidents were due to failure of uninterruptible power supplies, cyberattacks and human errors; about 20% were due to flooding, heat waves and extreme weather events. In 2020, despite the sharp break in the trend (Figure 1), partly due to the pandemic crisis reducing the business activities globally, 50% of the reported incidents were rated as very serious (catastrophic) or serious. Power outages (80%) and software and/or network infrastructures problems were identified as the main causes. The average value of downtime was 95 min per year with an average cost of USD 740,357 per activity, roughly equivalent to an hourly cost of downtime of over USD 460,000. Evaluating costs by sector, the highest was reported in the financial sector (USD 994,000) followed by communications (USD 970,000), healthcare (USD 918,000) and e-commerce (USD 909,000) sectors. Indirect effects such as loss of reputation, customer complaints and the high repair cost of IT devices must be also added. In addition to already unfolding trends, the Uptime Institute [38] also reveals the current worrying levels of exposure and vulnerability to future Climate Change as forecast by the IPCC more recent report [39]. From 2018 to 2020, 45% of surveyed operators have experienced at least one extreme weather event that threatened their business continuity; while the majority did not report serious consequences, around 10% reported a serious interruption or disruption.



The analysis of several case studies about accidental events affecting (directly or indirectly) data centers highlights the strong dependence of telecommunication system on power, water, and transport networks. Such dependencies constitute an evident systemic vulnerability, especially due to the possible knock-on effects that may occur during larger-scale disasters, even in cases where the facilities themselves are not physically damaged [40]. For instance, in 2012, Hurricane Sandy provoked significant direct and indirect damage to data centers in New York [41,42], knocking out 25% of cellular antennas of many operators along the East Coast. Moreover, flooding prevented technicians from accessing the damaged facilities hampering the installation of temporary antennas. Similarly, in the aftermath of Hurricane Katrina in August 2005 in the city of New Orleans, flooding provoked leakage of water into a data center through damaged openings, provoking power outage. Power restoration led to an overheating that damaged several components, including the air conditioning system, some switches, and cables. The repair costed USD 3M and took several months.



In 2014, a major digital network service provider in the UK was deprived of electrical power during a storm, compromising internet services, including e-mail, for many customers. Due to the concurrent failure of telecommunications network customers could neither be alerted nor updated on the recovery process which took several days.



An analysis of the case studies highlights the importance of considering not only the safety and protection of installations, but also their territorial context, as serious emergencies may hinder repair and response actions that would be almost routine in normal conditions. The impossibility of accessing damaged areas is a common factor recalled in many of the selected case studies. Competing organizational factors have further worsened operating conditions, such as the failure to update work files or the unavailability of telecommunication networks in the most affected areas, not allowing key personnel to telework.



Alongside extreme weather events, another source of great concern for data center operators is fires, such as the recent one that destroyed the facility if OVHcloud in Strasbourg in March 2021. French government offices, a British motor vehicle authority, and the European Space Agency (ESA) suffered data disruption as a consequence of the incident. Among the considered causes were reported the innovative technology used to cool the plant, a tower shape that would have caused a sort of “chimney” effect, and the lack of adequate fire prevention measures. It must be also highlighted that a rather large percentage of the incidents that have occurred could have been avoided (76% in 2021 compared to 60% in 2019), according to plants managers interviewed by Uptime Institute [38].



Finally, it is worth mentioning that the COVID-19 pandemic constituted a significant “stress test” for the telecommunications sector as a whole, and more specifically for data centers. Operators had to face and solve multiple challenges to guarantee the presence of the minimum number of staff necessary for business continuity while ensuring the full adoption of health restrictions measures aimed at for example avoiding physical contact between operators, requiring operators living near the sites to go to work premises to avoid long displacements, ensuring the availability of materials for sanitization and air purification.



In a nutshell, the analysis shows that, despite being a highly innovative sector, telecommunication remains potentially vulnerable to extreme events and to the direct impacts of climate change. Among the analyzed case studies, a very common element triggering enchained failures is inadvertently provoked by emergency interventions that are not always prepared and adequate to deal with exceptionally challenging operational conditions [43].





4. Analytical Methodology for the Assessment of Territorial Risks and Protection Factors for the Business Continuity of Data Centers


International standards and existing guidelines provide a rather generic framework for assessing risk in data centers, referring to the methodologies that are mostly used for other assets and systems. Furthermore, such methods focus on the plants without sufficient consideration of their interaction with the environment and with the territory in which they are located. However, as can be seen from the literature review and the case studies, such interactions have been the cause of several failures. In addition, a paradigm shift has also occurred as a result of safety mangers, who increasingly understand the limitations of an approach that does not consider such complex interactions. Resilience thinking was at the core of the discussions between the plant safety managers and the researchers and inspired the development of the methodological framework. Resilience thinking stems from the understanding that it is impossible to avoid the occurrence of stressful conditions that may lead to an incident, even with the best technologies and organizational practice, particularly in multihazard contexts [44]. As a result, the method considers risk reduction measures ex ante, in order to diminish the potential of failures, even in conditions of environmental stress also induced by climate change, as well as capacities and interventions for recovery so as to minimize data losses [45].



Based on the literature review, on the case studies, on the expert knowledge of the managers of the Kyndryl data centers, and on the experience of the research team [6,7,8], a framework was developed to account for both physical and systemic vulnerabilities. This framework accounts for both multihazard and multirisk conditions and for the potential impact of climate change. Climate change is intended as a hazard per se (inducing for example heat waves), and as a factor worsening other hazards (such as fires, droughts, and storms).



The core elements of the framework are synthesized in Figure 2. The joint consideration of threats, vulnerabilities, potential impacts, and possible countermeasures takes inspiration from the Dow method, adopted for analyzing risk in hazardous industrial installations [46], as each risk is balanced against the mitigation measures that may be enforced.



In the first two boxes in the upper left part of Figure 2, the hazard factors are considered, namely: i. climate change as both a hazard and a stressor of other hazards; and ii. natural, health and man-made hazards. Along the same lines, the vulnerability of data centers intended as single assets to multiple hazards is considered. The third box in the first line accounts instead for the vulnerabilities to multiple hazards of the territory in which a data center is located.



Following the conceptual framework of the Ensure project [47], the systemic vulnerability represents a second-order factor, as illustrated in the second box in the second line. In the first box in the second line, the physical damage scenario derives from the combination of hazards, the vulnerability of data centers and of their territorial context. Systemic vulnerability depicts the response capacity (or lack of) to the physical damage that has occurred to one or more components of data centers or to systems they depend on for their functioning, as depicted in the second box in the second line. Systemic damage, due, for example, to the disruption of transportation or power system in the area, is derived from the combination of physical damage and systemic vulnerability as depicted in the box in the last line.



Mitigation strategies in the grey box are aimed at contrasting the systemic damage and the various components of both physical and systemic damage scenarios. Such measures are aimed at reducing the hazard potential, making the data centers more robust structurally and less dependent on external services, and increasing the response capacity and the resilience of the territory and critical services. As shown in the figure, mitigation measures are aimed at reducing the potential of systemic failure but also recovering from it, using all resources that can be put in place both internally to the plants and in collaboration with civil protection and rescue organizations.



In order to operationalize the framework in Figure 2, Table 3 lays down the various indicators that should be considered when determining the location of data centers and protecting them from the impacts of hazards.



The table is organized as follows: in the first column, all considered hazards are listed and their territorial scale is specified. For example, a landslide is a rather local event, whereas a flood may be regional, a storm can be interregional or even cross-country. The scale is important as a location factor: while it is relatively easy to avoid flood-prone areas or being in the trajectory of an active landslide, it is more difficult to avoid seismic areas, in a country that is almost entirely seismic, or the trajectories of large storms. In the second column, the arrows show the potential impact of climate change on the specific hazard considered. The double arrow refers to the possibility that Climate Change increases or decreases the hazard, while the single-direction arrow indicates either a decrease or an increase. The third column is related to the multihazard condition, showing the types of hazards that may be triggered by other hazards.



The knot symbol (⌘) represents the multihazard condition, while the arrows specify whether the relative hazard is triggered or may trigger those that are named in the third column below the symbols. In the fourth column, the direct impacts of hazards are shown, and the appropriate mitigation measures synthesized. The last column reports the indirect damage intended as systemic disruption and failures, and the mitigation measures that can be put in place to counteract them. For example, in the tenth line, as indicated by the one directional arrow in the second column, windstorms are shown as having increased in recent years in Italy, where they used to be rare events. Windstorms can be associated (albeit not triggered or triggering) with intense precipitation and consequent local flooding (as indicated by the multihazard knot symbol). Direct damage to plants is more likely to occur on some parts of buildings, especially roofs, and due to dust infiltrating through openings. Appropriate mitigation measures consist of reinforcing roofs, shutting down external ventilation, and filter cleaning. The indirect damage may result from the lack of availability of power or transportation systems due to falling trees, falling poles, etc. In this case, mitigation measures include telecommunication and power redundancy, and the autonomous generating capacity of internal plants, at least during some hours.



The table is comprehensive in that it lists all possible threats and vulnerabilities that may affect any region. Its application to a specific case as shown in Section 5 requires the selection of those threats and vulnerabilities that are pertinent to the area at stake. Risk-related information sources are generally available in at least some countries in the form of reports of past events and GIS maps provided via open geoportals of public administrations. Each data center in the primary–recovery couple or multisite configuration must be assessed individually. It may well be that even relatively close facilities are differently exposed and vulnerable to given threats or combination of threats. In large metropolitan areas, hazards, territorial and environmental vulnerabilities maps must be detailed enough and provide information at a sufficient level of granularity to account for differences between one neighborhood and another, and between one part of the city and another. While this is not very easy to do for large-scale phenomena such as storms or regionalized climate change, it is possible for earthquakes, for example, thanks to microzoning studies.



Following the assessment of each data center, the “couple” or multisite configuration must be appraised: a comparative matrix has been used for this purpose, as schematized in Table 4.



In order to assess the coupled or multisite configuration risk to multiple hazards, taken individually or combined, the process described in Figure 3 must be followed.



First, both the hazards threatening the data center as a facility and the territorial haz-ards in the area in which it is located (which is relevant for systemic, indirect impacts) must be assessed; then the physical and systemic vulnerability of each data center is ap-praised, followed by the identification of appropriate protection measures that either exist or can be implemented. Finally, the couple or multisite comparative risk assessment must be carried out to evaluate the actual robustness of the primary–recovery data center con-figurations.




5. Application in the Metropolitan Area of Milan


In this section, the territorial risks of two randomly located data centers (with no reference to the real plants) in two municipalities of the metropolitan area are evaluated following the methodology described in Section 4 (Figure 4). The Milan metropolitan area represents a major data center cluster led by several operators and colocation service providers such as Equinix, Aruba, IBM, Irideos, MIX, BT Italia. The aim is to define the risk to which the plants are subject and to assess to what extent they may be impacted simultaneously by the same event.



As for hazards (natural, health and man-made) that are relevant in the area (Table 3), it is evident that risk scenarios at regional or supra-local levels could simultaneously and similarly damage both locations, particularly in the case of seismic and extreme weather events (i.e., heavy rainfall, windstorms, drought and heat waves). In fact, both sites are located in seismic zone 4 (low probability). On the basis of past events data analysis [48], it can be concluded that the consequences of climate change are increasingly being felt in the metropolitan area of Milan, such as the increasing average temperature, more frequent extreme climatic conditions (due to both the intensification of winds and precipitation), and the reduction in annual average rainfall precipitation. While the direct impact on plants/servers/IT equipment is potentially low, considering the level of reliability required of current data centers (Section 3), the indirect impact on the power grid and telecommunication systems (responsible for widespread outages at the level of the metropolitan area of Milan) and on the accessibility of sites (limited in the case of trees falling on the roads) is expected to be higher. In this case, the critical indirect impacts could be mitigated by the implementation of several protection factors in terms of the redundancy and efficiency of electrical equipment, telecommunications network connections, and the accessibility of the data center. Moreover, internal procedures and emergency management systems are becoming fundamental to carrying out all of the necessary operations for guarateeing the business continuity of the data center, in addition to the availability and accessibility of territorial resources such as the Regional Fire Department and the Prefecture and Regional Directorate of Civil Protection.



With regard to pandemic risk, it is a territorial risk potentially impacting an entire region. In particular, it could have a direct impact on the health of workers and/or limit their movement when emergency measures are designed to reduce infections. Therefore, the sites are characterized by the same risk. All data centers must provide a pandemic plan, including all the interventions aimed at containing the spread of infection for instance minimizing the presence of the workers and encouraging smart working. Measures must be defined and diversified in consideration of the evolution of pandemic peaks.



On the other hand, threats with a local potential impact have to be precisely evaluated for both the sites, as synthesized below.



	
Flood risk—The areas in which the selected data centers are located are not characterized by the same hydraulic risk. Considering the Flood Risk Management Plan (Figure 5), site 1 is close to flood-prone areas within the main hydrographic system of the Olona river, whereas site 2 is located near minor streams (Lura and Guisa). The direct impact on both data centers is low; but, in the case of a flood event impacting highway A4, accessibility to both sites could be similarly compromised. In this case, the search for alternative routes is crucial.






	
Forest fire risk—The areas where the selected data centers are located are not characterized by the same forest fire risk; however, both sites may be indirectly affected by possible traffic disruptions (highway A4 and ring road A50), limiting the accessibility to the areas. Considering the Integrated Regional Risk Mitigation Program of Lombardia Region [49], site 1 is located in a medium-/high-forest-fire-risk area and site 2 in a medium-forest-fire-risk area (Figure 6). Furthermore, prolonged periods of drought and the presence of temporary storage of waste in/near the site should not be overlooked as possible causes of fire ignition. Mitigation measures should deal with the monitoring of green areas (mainly in summer) and the management of waste containers near/in data center areas.






	
Proximity to hazardous installations—Several hazardous installations are located in the metropolitan area of Milan [50]. With regard to the selected case study (Figure 7), the risk is higher for site 2, which is located close to two chemical plants (~2/3 km). In the case of fires/explosions and as a consequence of the spread of toxic fumes/harmful substances, the location of such installations should be taken into account when assessing the related direct and indirect impacts on both the sites. In fact, highway A4 and ring road A50 may be indirectly affected by a possible traffic disruption, limiting the accessibility to these areas. No installations at major risk of accident are located in the flood risk area (Na-tech risk).






	
Transport of dangerous substances risk—In a territory, dangerous substances (flammable liquid material—ADR3) are transported by road and rail networks, as well as through special underground pipelines (oil and gas pipelines). The risk prediction and prevention program of Milan Province [51] describes the related risk level for all of the different transport categories, defining different classes of risk. With regard to the road system, highway A4 (Turin–Trieste) and the A50 ring road are classified as belonging to the R4 class (high risk, 250–1000 daily transits), and highway A8 (Milan-Varese) in the R2 class (moderate risk, 50–100 daily transits). The Milan–Turin railway is classified in R3 (medium risk, 100,000–150,000 tons/year). No pipelines affect the municipalities in which the selected data centers are located. In general, considering the high risk levels defined and the proximity of the data centers to the infrastructural system, potential impacts must be evaluated directly at both the sites, particularly in the case of explosions/fires and the consequent dispersion of harmful substances/fumes and indirectly on territorial networks/personnel as a consequence of the potential disruption of vehicle traffic and the limitation of accessibility to the data center area. The implementation of air circulation systems, alternative road systems, civil protection plans, and cooperation with firefighters are considered to be protective factors.



	
Road accident risk—The risk prediction and prevention program of Milan Province [51] describes the accident risk level of all main arterial roads in the metropolitan area, classifying the A4 and A8 highways as belonging to the R4 class (high risk) and the A50 ring road to the R3 class (medium risk). As defined above for the transport of dangerous substances risk, both sites are characterized by the same level of risk responsible for potential direct and indirect impacts. Similarly, the implementation of air circulation systems, alternative road systems, civil protection plans, and cooperation with firefighters are proposed as protective factors.






In Table 5, threats, vulnerabilities, potential impacts and possible countermeasures are jointly considered for both selected sites in accordance with the actual spatial distribution of the data centers in the Milan cluster, which are not very distant from one another (~5 km), are serviced by the same main arterial roads (highways A4 and A8, and the A50 ring road) and close to the historic center of Milan (Figure 4).



In conclusion, the selected sites are exposed to similar risks (with different expected levels of impact). The probability of local incidental scenario involving them directly is very low. Moreover, the sites are certified ANSI-TIA 942 [29] respecting several operative standards (Section 3). At territorial level, instead, indirect potential damages could impact simultaneously both sites. Therefore, implementing protective factors is key with particular regard to: (a) accessibility to sites, (b) proximity to the fire stations, (c) availability of independent and redundant power supplies for telecommunications and electricity networks.




6. Conclusions


Even though risk prevention and security measures against the impacts of extreme events on data centers are currently very effective, it is necessary to further invest in research and applications as risk factors internal to plants, territorial, and environmental are dynamically changing. Hazard and vulnerability factors, both internal to the plants and within the wider territory are dynamic and require protective factors to be continuously adapted: as correctly put by Weick [52], safety is a “dynamic non event”.



For this purpose, the paper draws attention to the essential key elements to be considered when carrying out the dynamic assessment of territorial risks and protective factors in order to guarantee the business continuity of data centers. Starting from a discussion of the available evidence related to the topic, considering both recent cases of failure and serious damage to data centers and the evolution of international and European regulations and standards, the authors propose an analytical methodology for assessing the territorial risk conditions according to a multi-dimensional, multirisk and systemic approach.



With respect to the spatial dimension, the proposed methodology considers risk factors and levels of exposure and vulnerability to different threats (i.e., natural, man-made, etc.), assessing their possible interrelationships (i.e., co-concurrence, cause/effect, cascading effects, etc.), also according to the most recent indications provided by the JRC Disaster Risk Management Knowledge Centre of the European Commission [53,54]. Multirisk assessment that takes into consideration the interactions among events triggered by natural or mixed phenomena (Na-tech) is a necessity, given the increasing complexity of urban settlements. Moreover, the pandemic crisis has highlighted even more the need for multirisk approach. During the pandemic, several operators (i.e., civil protection agencies) had to adapt their intervention procedures at different disaster scenes in light of the simultaneous risk of infection with COVID-19.



With respect to the temporal dimension, the entire cycle of an incidental event must be considered, from prevention to the response and recovery phase, in light of the fact that no risk can be completely eliminated, not even in the most favorable situations using the best solutions. In addition, as some reports of incidents in data centers in recent years have also highlighted, damage can be significant. Furthermore, it is not always possible and/or economically feasible to reduce/avoid the so-called “residual risk”. The proposed multiphase approach invites the consideration of different prevention and protective measures with the aim of reducing the possibility of an incident degenerating into cascading damage.



In addition to mitigation measures, adaptation strategies are also defined for the telecommunication sector, and specifically for data centers. Good practices related to the advanced level of adaptation of some enterprises of the telecommunications sector have been provided by [26]. Among all case studies, one of the most relevant is by IBM, which created the Smarter Cities project (as part of its Social Corporate Responsibility program) implemented in 2012 after Hurricane Sandy in Suffolk County (not far from New York City, and which suffered from serious problems related to water contamination). The proposed adaptation approach does not apply only to the company itself, but also serves to support the company’s customers in the creation and maintenance of advanced information systems capable of improving the management of and access to crucial data. Moreover, IBM proposed the provision of a weather forecast service aimed at making operational decisions towards the safeguarding and management of sensitive data, in collaboration with Twitter.



Currently, the telecommunications sector is subject to a rapid and continuous process of innovation in both mitigation practices [55] and in adaptation measures to climate change. However, as pointed out in [55], mitigation and adaptation strategies must be pursued simultaneously, since it is necessary both to reduce the anthropogenic impact on the climate and to prepare effective measures for coping with the changes already underway and those inevitable in the future. Given the complexity of urban and territorial areas where data centers will have to be located in the future, it is crucial to consider systemic approaches able to assess risks at the site and territorial levels to better address existing and future vulnerabilities.
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Figure 1. Trend in data center number of outages (y-axis) reported from 2016 to 2020 (x-axis). Source: [36]. 
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Figure 2. Conceptual scheme of the analytical methodology proposed for multihazard and multirisk assessment of data centers. Source: elaboration by the authors. 
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Figure 3. Process to be followed for comparative multirisk assessment of primary and recovery site configurations. Source: elaboration by the authors. 
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Figure 4. Territorial framework of the application case study. Source: elaboration by the authors. 
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Figure 5. Flood risk areas potentially impacting the territorial context selected as the case study. Source: elaboration by the authors. 
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Figure 6. Level of forest fire risk in the territorial context selected as a case study. Source: elaboration by the authors. 
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Figure 7. Presence of installations at major risk of accident in the territorial context selected as the case study. Source: elaboration by the authors. 
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Table 1. Classification of the references found in the literature review according to the problem framing.
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Table 2. Data center classification according to levels of availability. Source: [29] modified.
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	Levels of

Availability
	Specifications of Protection

and Redundancy
	Business Continuity
	Annual Downtown





	Tier I

Basic data center
	No redundancy in the power supply and mechanical systems (air conditioning and fire protection). Limited protection against physical events.
	99.671%
	28.8 h



	Tier II

Data center with limited redundancy
	Single redundant components, single distribution path serving equipment. Power supply systems and mechanical systems (air conditioning and fire protection) have their main elements with N + 1 redundancy level. Better protection from physical events.
	99.741%
	22 h



	Tier III

Data center with possibility of maintenance without availability interruptions
	Multiple independent components and distribution paths to equipment. A part may be subject to maintenance by replacement (removal/overhaul without interruption of plant availability). Protection from most physical events.
	99.982%
	1.6 h



	Tier IV

Data center exempt to single failure
	Multiple independent components and distribution paths to equipment. Possible simultaneous maintenance without interruption of plant availability. Protection from almost all physical events.
	99.995%
	26 min
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Table 3. Impacts on data centers, territorial networks, and personnel as a consequence of hazards.
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Hazard and

Territorial Scale of Event

	
Climate Change

Impact

	
Multihazard, Multirisk

	
Impacts -> Mitigation Measures




	
Direct Impact on Data Center ([image: Sustainability 15 06005 i001])

	
Indirect Impact on Territorial Networks & Personnel ([image: Sustainability 15 06005 i002])






	
Seismic

Regional

	
-

	
⌘→

Landslides

Tsunami

	
Collapse of walls, damage to plants (including generators) and equipment -> Seismic and anchoring structures

	
Damage to buildings and infrastructure, difficulties of access and personnel, damage to service networks -> Support of personnel outside the area, electric and water autonomy, radio connections




	
Volcanic

Regional for ash, local for other hazards

	
-

	
⌘→

Landslides

Tsunami

⌘

Seismic

	
High temperature plant damage; ash damage to all plant components -> Avoid locating near active volcanoes

	
Locally inaccessible area until end of phenomena, for ash relevant on accessibility and networks -> At least temporary relocation




	
Hydraulic

Regional, local

	
[image: Sustainability 15 06005 i005]

It could increase/decrease depending on the area

	
⌘→

Landslides

⌘

Heavy rainfalls

	
Damage to plants by water contact or humidity -> Lift the installations with respect to level “0”, humidity control

	
Damage to transport, electricity and telecommunications networks -> Access redundancy, electric/water autonomy, radio connections and mobile devices (switch etc.)




	
Tsunami

Regional

	
-

	
⌘→

Flooding

	
Damage to plants by water contact or humidity -> Avoid localization in at risk areas (coastal areas)

	
Damage to transport, electricity and telecommunications networks -> Support of personnel outside the area, access redundancy, electric and water autonomy, radio connections




	
Hydro-geological

Local and/or

multisite

	
[image: Sustainability 15 06005 i005]

It could increase/decrease depending on the area

	
-

	
Damage to structures by direct impact -> Avoid localization in at risk areas (near or under landslide areas)

	
Interruptions of transport and electricity network (flooding of rooms) -> Redundancy of transport networks and electric autonomy, radio connections




	
Avalanche

Local and/or

multisite

	
[image: Sustainability 15 06005 i005]

It could increase/decrease depending on the area

	
-

	
Damage to structures by direct impact and by water contact or humidity -> Avoid localization in at risk areas

	
Punctual damage to transport system and control units -> Redundancy or autonomy for a few hours




	
Heavy rainfall

Regional, wide area

	
[image: Sustainability 15 06005 i005]

Heavy rainfall events

	
⌘→

Flooding

Landslides

	
Damage due to winds and induced events (rainfall, flooding) -> Resistant structures (roofing) and lightning protection

	
Damage to transport, electricity and telecommunications networks -> Access redundancy, electric autonomy for a few hours, telecommunications network support




	
Lightening

Local

	
[image: Sustainability 15 06005 i003]

	
-

	
Damage to electrical equipment -> Lightning protection

	
Punctual damage to telecommunications system and electrical control units -> Devices protection




	
Heavy snowfall

Regional

	
[image: Sustainability 15 06005 i005]

Decrease in annual average precipitation but occasional extreme events

	
-

	
Structural damages -> Resistant structures (roofing)

	
Damage to transport, electricity and telecommunications networks -> Access network redundancy, electric autonomy for a few hours/days, radio connections




	
Wind storm

Regional

	
[image: Sustainability 15 06005 i003]

	
⌘

Flooding

Heavy rainfalls

	
Structural damages, equipment damage due to dust -> Resistant structures (roofing), external ventilation shutdown, filter cleaning, server access blocks

	
Punctual damage to transport system (trees), electrical, transport and telecommunications control units -> Access network redundancy, electric autonomy for a few hours, telecommunications network support




	
Drought

Regional

	
Trend in precipitation reduction on the basis of past data

	
-

	
Water availability problems -> Water system autonomy

	
Water deficit -> Autonomy for a few days/months, closed-loop systems




	
Forest fire

Regional, local

	
[image: Sustainability 15 06005 i003]

	
⌘→

Landslides

	
Structural and plants damages -> Avoid localization in at risk areas

	
Damage to transport, electricity and telecommunications networks, air conditioning and filtration systems -> Electric autonomy and radio connections




	
Heat wave

Regional

	
[image: Sustainability 15 06005 i003]

	
-

	
Plants damages -> Modernization of air conditioning systems and e use of electrical generators for self-production

	
Power outages due to overcharging of the public network -> Electric autonomy for a few hours/days by electrical generator




	
Sea level rise

Regional

	
[image: Sustainability 15 06005 i003]

	
⌘→

Coastal flooding

	
Plants damages due to water contact and humidity -> Avoid localization in at risk areas

	
Damage to transport, electricity and telecommunications networks -> Verification of dependence on coastal networks




	
Epidemic/Pandemic

Regional, national

	
[image: Sustainability 15 06005 i003]

Several studies show a correlation with Climate Change

	
-

	
Impact on the availability of staff -> Remote work but need for presence of critical workers on site

	
Impact on population




	
Installations at major accident risk

Regional, local

	
-

	
⌘→Na-tech due to:

Flooding

Earthquakes

Landslides

Tsunami

Storms

	
Damage to structures if located in damage areas, dust infiltration and/or toxic substances -> Localization of the plants in damage, verification not Seveso plants

	
Interruption of the transport network -> Shift to air recirculation system




	
Transport of dangerous substances

Local

	
-

	
-

	
Damage to structures and electrical and telecommunications unit controls in case of proximity of the event -> Avoid location adjacent to high-speed roads

	
Interruption of the transport network -> On site in case of prolongedstay conditions




	
Aquifer pollution

Regional and local

	
-

	
⌘←

Flooding

⌘→

Installations at major accident risk

	
Damage to the cooling system -> Monitoring system of aquifer pollutants

	
Water supply disruption -> Shift to traditional conditioning, closed-loop systems




	
Road accident

Local

	
-

	
-

	
Damage to structures and electrical and telecommunications unit controls in case of proximity of the event -> Avoid location adjacent to high-speed roads

	
Interruption of the transport network -> On site in case of prolonged stay conditions




	
Excavations/

road works

Local

	
-

	
-

	
Power supply loss -> Diversification of access routes to data center

	
Power supply loss -> Redundancy of the networks




	
Sabotage

Local, multisite

	
-

	
-

	
Intentional damage to structures and plants -> Data protection measures and staff monitoring

	
Vandalism and/or terrorism in sensitive targets close to the data center -> Avoid localization near known sensitive targets




	
⌘ Multirisk

	
[image: Sustainability 15 06005 i004] Climate Change impact: reduction of hazard frequency/severity




	
⌘→ Multirisk: event that can be triggered by

	
[image: Sustainability 15 06005 i003] Climate Change impact: increase in hazard frequency/severity




	
⌘← Multirisk: hazard that can trigger another one

	
[image: Sustainability 15 06005 i005] Climate Change impact: hazard could increase/decrease depending on the area
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Table 4. Comparative assessment of risks of the primary–recovery couple or multisite configuration.
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Hazards

	
Summary of the Assessment for Individual Data Centers

	
Evaluation of the Direct Impact on the Primary–Recovery Data Center Configuration

	
Evaluation of Systemic Impacts on the Primary–Recovery Data Center Configuration

	
Available or Recommended Protection






	
Natural hazards

	
Site 1

Site 2

Site n

	
Comparison between the hazards levels fo the primary–recovery sites and assessment of the possibility of having both affected by the same event

	
Comparison between the hazards levels fo the primary–recovery sites and assessment of the possibility of having both affected by the same event

	
Recommended mitigation for the configuration as a whole




	
Climate Change impacts




	
Hazardous installations

	




	
Health related hazards (epidemics, toxicbcontamination)

	

	




	
Accidents in the transportation system
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Table 5. Risk factors and direct/indirect impact assessment of the data center sites.
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Risk

	
Hazard

	
Potential Impact Assessment

([image: Sustainability 15 06005 i001] Direct on Data Center,

[image: Sustainability 15 06005 i002] Indirect on Territorial System)

	
Protection Factors




	
 

	
 

	
Site 1

	
Site 2

	
 






	
Seismic

	
Sites are located

in seismic zone 4

(low probability)

	
[image: Sustainability 15 06005 i001] Low

[image: Sustainability 15 06005 i002] Medium/low

	
Seismic resistant buildings, power generators, road system redundancy




	
Heavy

rainfall

	
Rainy events have been less frequent but more intense in the last 15 years [48]

	
[image: Sustainability 15 06005 i001] Medium/low

[image: Sustainability 15 06005 i002] Medium/low

	
Resistant structures with sealed roofs, emergency generators, power grid redundancy, alternative traffic




	
Windstorm

	
Increasing frequency of wind phenomena daily peaks (v > 100 km/h) [48]

	
[image: Sustainability 15 06005 i001] Low

[image: Sustainability 15 06005 i002] Medium/low

	
Power supply medium voltage redundancy




	
Drought

	
Rainy events have been less frequent

in the last 15 years [48]

	
[image: Sustainability 15 06005 i001] Low

[image: Sustainability 15 06005 i002] Medium

	
Redundancy of air conditioning systems




	
Heat wave

	
In recent years, temperature peaks (~30/35 °C) have been more frequent [48]

	
[image: Sustainability 15 06005 i001] High

[image: Sustainability 15 06005 i002] Medium

	
Advanced/redundant air conditioning system, emergency generators




	
Pandemic

	
Sites are characterized by the same risk

	
[image: Sustainability 15 06005 i001] Low

[image: Sustainability 15 06005 i002] Medium/high

	
Emergency plans, infection spread control measures




	
Hydraulic

	
Site 1 is close to potentially flood area of the main hydrographic system; site 2 is located near some minor streams

	
[image: Sustainability 15 06005 i001] Low

[image: Sustainability 15 06005 i002] Medium/high

	
[image: Sustainability 15 06005 i001] Low

[image: Sustainability 15 06005 i002] Medium/high

	
Organization of alternative roads system




	
Forest fire

	
Site 1 is located in a medium-/high-forest-fire-risk area and site 2 in a medium-forest-fire-risk area [49]

	
[image: Sustainability 15 06005 i001] Medium/high

[image: Sustainability 15 06005 i002] Medium/high

	
[image: Sustainability 15 06005 i001] Medium

[image: Sustainability 15 06005 i002] Medium/high

	
Vegetation maintenance and on-site fire protection systems, civil protection plans, cooperation with firefighters




	
Installations at major risk of accident

	
Site 2 is located close to

two chemical plants [50]

	
[image: Sustainability 15 06005 i001] Low

[image: Sustainability 15 06005 i002] Medium/high

	
[image: Sustainability 15 06005 i002] High

[image: Sustainability 15 06005 i002] Medium/high

	
Air circulation systems, alternative road system, civil protection plans, cooperation with firefighters




	
Transport of dangerous substances

	
Road

Proximity to A4 and A50, classified in R4 class (high risk), and A8, in R2 class (moderate risk) [51]

	
[image: Sustainability 15 06005 i001] Low

[image: Sustainability 15 06005 i002] Medium/high

	
[image: Sustainability 15 06005 i001] Medium

[image: Sustainability 15 06005 i002] Medium/high

	
Interruption of the vehicular circulation with difficulty in accessibility of the area




	
Railway

Proximity to railway Milan-Turin classified in R3 (medium risk) [51]

	
[image: Sustainability 15 06005 i001] Low

[image: Sustainability 15 06005 i002] Medium/high

	
[image: Sustainability 15 06005 i001] Low

[image: Sustainability 15 06005 i002] Medium/high

	
Interruption of the vehicular circulation




	
Pipelines

No proximity [51]

	
[image: Sustainability 15 06005 i001] Low

[image: Sustainability 15 06005 i002] Low

	
Interruption of the vehicular circulation with difficulty in accessibility of the area




	
Road accident

	
A4 and A8 classified in R4 class (high risk), A50 in R3 class (medium risk) [51]

	
[image: Sustainability 15 06005 i001] Low

[image: Sustainability 15 06005 i002] Medium/high

	
[image: Sustainability 15 06005 i001] Low

[image: Sustainability 15 06005 i002] Medium/high

	
Interruption of the highways or closure of the ring road junctions
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