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Abstract: Blockchain technology contributes to achieving the Sustainable Development Goals. Edu-
cation for sustainable development (ESD) is UNESCQO's education sector response to the urgent and
dramatic challenges the planet faces. The traditional way of donating money to charitable causes,
such as education, has been through centralized methods and organizations that lack transparency,
and donors often do not have a clear understanding of how their contributions are being utilized.
Blockchain technology, particularly, platforms like Ethereum and Polygon, has the potential to ad-
dress the issues associated with traditional donation systems. This paper proposes a decentralized
web3 application that utilizes blockchain technology to enhance transparency and efficiency in edu-
cational donations in the context of sustainable development. The platform leverages decentralized
protocols and smart contracts to ensure secure and transparent transactions, enabling donors to
track the utilization of their contributions and ensuring their funds reach their intended beneficiaries.
This paper discusses the design and implementation of the platform, highlighting its features and
potential for transforming the landscape of charitable donations. This software application can be
used in education, and a demo plus some scenarios/work cases are presented/analyzed. The main
results and contributions open other future research directions for not only authors.

Keywords: education; blockchain; decentralization; web3 platform; Ethereum; smart contracts;
transparency; sustainable development

1. Introduction

The goals for sustainable development, named the SDGs, means a total of 17 general
targets with a highlight on sustainable development aspects related to:

Education, poverty, and equality.
The changes in climate, infrastructure, water, and land.
Production and consumption.

The target for these SDGs is the year 2030.

About Sustainability Education

UNESCO shares knowledge, produces information, and provides policy support plus
technical guidance to its Member States. It implements projects related to the SDGs. It
also acts as an advocate with one objective: that governments are able to provide quality
Climate Change Education (CCE) [1].

Education for sustainable development is an exciting new field. The objective is to
highlight the connections between the environment, society, and economy. This contributes
to a sustainable future [2]:
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1.  Students are able to understand and apply the concepts (at a basic level) and principles
related to sustainability.

2. Students know about sustainability viewed as a triad: economic plus ecological plus
social systems.

Today, the blockchain is an important and new technology. Its impact is related to:

The economy, as it can transform interactions (it is about social interactions);
Public institutions;
Our relationship with the environment [3].

How does blockchain technology contribute to achieving the SDGs? The answer can
be considered as follows:

1. Blockchain technology has apps that regard sustainable goals in different ways.

2. It offers resilience and security capabilities, without any implications that may harm
third parties.

3. The blockchain guarantees precision in the surveillance of actions [4]. We can use
smart contracts, which validate the actions that occur within the blockchain.

The paradigm shift that started with blockchain technology can be seen in the world’s
biggest companies like Google, IMB, and Meta (formerly Facebook), which are adopting
this technology to build new decentralized applications or to integrate it into already
existing products to enhance security, transparency, and innovation.

Decentralized applications are software apps that live and run on the blockchain
instead of on a single server. These applications can benefit from security (most blockchains
use cryptographic algorithms to secure data), user privacy, and a lack of censorship.

Blockchain technology is most commonly used in the financial and banking industries,
with protocols like AAVE allowing you to stake digital assets like cryptocurrencies and
stable coins to receive incentives and borrow assets against your collateral. The advantages
of blockchains can also benefit the educational industry:

1.  Shah et al. [5] presented a combined approach in which they integrated a blockchain
for storing student information, used a machine learning algorithm to forecast the
potential job roles for students post-graduation, and evaluated the outcomes using
various machine learning methods.

2. Zhang etal. [6] presented an innovative approach aimed at improving the management of
teaching information in higher education with the integration of blockchain technology.

3. Gresch et al. [7] presented a fresh technique for enhancing the transparency of edu-
cational certificates with the application of blockchain technology. They integrated
blockchain networks at every stage of the system, ensuring the secure transmission of
student certificates.

People often donate money to charities because they wish to give back to society
and their communities, because they believe in a certain cause, or because they have
experienced some traumatic events and the donations of others have been helpful to them
or their loved ones. Some of the main causes that people donate money to support include,
for example:

e Disaster relief: to assist those affected by natural disasters like earthquakes, hurricanes,
and floods.

e  Health causes: to assist those in need of financial assistance for surgeries or to support
research into diseases such as cancer, Alzheimer’s, or Parkinson’s.
Animal shelters.
Education: to support local schools and universities as well as to provide scholarships
and school supplies for students in need.

With the development of technology, donations can now be made using a variety of
channels, including social media, online donation platforms, and SMS. The Blackbaud
Institute conducted research on charitable giving [8], and it estimated that the total amount
of donations made in the United States in 2021 was around USD 46.4 billion, of which
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USD 2.9 billion came from online donations, representing a 42% increase in overall online
giving since 2019. The problem with these traditional ways of donating money to charities
is that they lack transparency. Centralized organizations, also known as banks, handle
the processing of donated money, and most of the time, the donors do not have a clear
understanding of how their contributions are being utilized. Furthermore, the distribution
of the raised funds may be slow and bureaucratic, with funds often taking a long time to
reach the intended beneficiaries.

The technology of distributed and decentralized networks has advanced significantly
over the past few years, particularly blockchain technology. Numerous public decentralized
blockchain protocols like Bitcoin, Ethereum, Elrond, and Polygon have been developed and are
used by millions of users daily. This paper proposes an alternative solution to the conventional
methods of donating funds to charities, which uses a decentralized blockchain protocol and
allows users to transparently see how all the contributions are being utilized to support each
cause. This paper is divided into seven sections: the second presents the motivation and the
weaknesses of the existing centralized methods; the third presents the main concepts and
technologies (such as blockchain, smart contracts, wallets, Ethereum, and Polygon); the fourth
describes the proposed solution and its implementation; the fifth illustrates a short demo of
the platform; the sixth discusses the security of the smart contract; and the final section wraps
up this article and discusses some ideas for future development.

2. Motivation

To design the solution and a smart contract, we started with the problems of the
existing tools that we want to solve or improve, namely:

e High fees: By using a public blockchain protocol, such as Polygon, we can eliminate
the commissions applied by donation collection platforms. However, in order to
interact with the platform, in particular, with its smart contract, users have to pay
fees imposed by the Polygon network to secure it. These fees are significantly lower
compared with existing platforms. For example, if we compare the fees of 2.9% + USD
0.30 for each transaction on the GoFundMe platform with the fees paid to the Polygon
network for a donation of USD 100, we obtain the following results:

@) GoFundMe: out of USD 100, USD 3.2 is tax-represented and USD 96.8 reaches
beneficiaries

O Proposed solution: out of USD 100 paid to MATIC, the full amount will reach
the balance of the contract, with the user paying separately a transaction fee of
MATIC 0.00015112, which means less than USD 0.001 (calculated taking into
account the network load at that time and using the price of 0.61 USD/MATIC
on 11 June 2023).

e Bureaucracy and delays: Some platforms, such as DonorsChoose, use a platform
campaign verification process to ensure that they follow some rules and standards.
Due to the public nature of the smart contract, anyone can interact with it and create
new campaigns. After the completion and expiration of the campaign deadline, their
initiators can immediately use the amounts collected, without any further delays.

e  Lack of transparency: This is a sensitive and difficult issue to address. Although most
platforms provide users with a transparent way to track the progress of donations
after the end of the campaign and the transfer of money to beneficiaries, there is no
longer a possibility to follow how they are used to support the case. The proposed
solution implements, with smart contracts, a functionality in which the initiators of the
campaigns must provide a description of the transaction, the address of the recipient,
and the amount they intend to use. For example, there may be a campaign that
aims to raise donations for the purchase of beds to equip a ward in a hospital. After
the end of the campaign, after the necessary funds are collected, the initiator of the
campaign can use the platform to send the necessary amount to the bed merchant. This
can be performed using a form that completes the description of the transaction (for
example, the name of the beneficiary hospital and the number of beds purchased can be
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mentioned), the amount of the transaction, and the address of the consignee (in the case
of the above-mentioned example, the address of the bed trader, which can theoretically
be verified on the official website of the trader). All these transactions are public and
available both on the blockchain and within the platform, providing transparency to
donors and the opportunity to monitor the progress and use of donations.

e  Geographical limitation: As mentioned above, platforms are generally only available
in certain countries, such as the United States and some countries in Europe or Asia.
Due to the decentralized idea of the blockchain, the proposed solution is available
regardless of the geographical region in which the users are located, provided that the
law of the country in which the activity takes place allows the holding and trading of
cryptocurrencies [9].

3. Main Concepts and Technologies
3.1. Blockchain

Blockchain technology is considered by universities as an approach to improving the
teaching and learning process. It encourages the participation of all stakeholders like

(1) Undergraduates;
(2) Professors;
(3) Family members [10].

Blockchain technology is based on Distributed Ledger Technology (DLT), which en-
ables direct transactions between users without the need for intermediaries or a centralized
authority to oversee them [11]. Transactions are validated with a consensus mechanism
within an interconnected network of computers.

What is a blockchain? In 1991, Stuard Haber and W. S. Stornetta published a paper
titled “How to Time-Stamp a Digital Document” [12], in which they proposed a method
for digitally time-stamping documents using hash functions, digital signatures, and data
stored in blocks. This paper is considered to be the first description of the blockchain
concept. Now, we refer to the term “blockchain” as a distributed database or ledger that is
shared among the nodes of a computer network and stores data into blocks that are chained
together using different consensus algorithms. Being open and distributed, the blockchain
provides immutability, security, and transparency.

In 2008, Satoshi Nakamoto published a paper titled “Bitcoin: A Peer-to-Peer Electronic
Cash System”, in which he proposed a decentralized financial instrument using a digital
currency called Bitcoin. It proposes a “peer-to-peer network using proof-of-work to record
a public history of transactions” [13].

There are several organizations with connections in the development of a blockchain,
such as:

IBM is the most involved and a principal investor.

Mastercard is another organization that has over 100 blockchain patents filed. This
company uses technology to increase protection against fraud and to reduce transac-
tion costs [14].

According to Investopedia [15], the three biggest blockchain companies are

> Coinbase Global Inc. (San Francisco, CA, USA)—COIN;
» Canaan Inc. (Beijing, China)—CAN;
- Galaxy Digital Holdings Ltd. (New York, NY, USA)—BRPHF.

Last, but not least, some authors used blockchain technology to develop the BookChain
project—a secure library book for storing and sharing in academic institutions. For details,
please visit [16]. Another application of blockchain technology is an electronic voting
system—for more information, see [17].
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3.2. Cryptocurrency

A cryptocurrency is a decentralized digital currency that uses cryptography to secure
transactions and that lives on a blockchain, which may be interpreted as a public digital
ledger that records all transactions made using the cryptocurrency. In contrast with tradi-
tional fiat currencies, cryptocurrencies are not issued, regulated, or backed by any financial
institution. Instead, the transactions are verified and approved by a network of users that
uses various consensus algorithms such as Proof-of-Work or Proof-of-Stake.

The popularity of blockchain technology and cryptocurrencies increased considerably
after the launch of Bitcoin in 2009. As stated on CoinMarketCap’s website (https://
coinmarketcap.com, accessed on 10 September 2023) [18], on 23 April 2023, there were
23,562 cryptocurrencies with a total market capitalization of USD 1.17 trillion. According
to a report conducted by Crypto.com (for more information see https://crypto.com/,
accessed on 10 September 2023), on-chain data analysis revealed that the total number of
global crypto owners reached 425 million in December 2022 [19].

In addition, according to the “Developer Report” by Electric Capital, there are 23,343 ac-
tive developers in crypto monthly.

3.3. Polygon

The blockchain Trilemma [20] covers the challenges faced by developers in building
a blockchain that is secure, decentralized, and scalable without sacrificing any of these
characteristics.

Even though it sacrificed its scalability, the Ethereum Foundation has focused its
efforts on building a decentralized and secure blockchain. As a result, transactions can
be slow and expensive. According to the Etherscan website (see [21]), on 24 April 2023,
the average gas price was around Gwei 44, which means that a simple transaction on the
Ethereum network costs about USD 1.78 and takes roughly three minutes to complete.

As stated on their website, “Polygon is a Layer 2 scaling solution” (see [22]). As a
Layer-2 protocol, Polygon intends to increase transaction speed and reduce costs for users
rather than duplicate Ethereum’s functionalities.

The native cryptocurrency of the Polygon Network is MATIC. As a comparison, the
current number of transactions made on Ethereum per second is around 11, while on
Polygon, it is 34. However, Polygon promises the potential of over 7000 transactions per
second. If we look at the cost and completion time of a simple transaction, the average gas
price on 24 April 2023 was Gwei 439.6, which means that a transaction costs about USD
0.00823 and takes between 30 and 60 s to complete. Compared with Ethereum, this is 3 to
6 times faster and 215 times less expensive.

3.4. Sustainable Development Goals
Some important SDGs (selection from a set of 17 Goals) include:

Goal No. 1: NO POVERTY;

Goal No. 4: QUALITY in EDUCATION;

Goal No. 5: GENDER EQUALITY;

Goal No. 7: CLEAN ENERGY and AFFORDABLE ENERGY;
Goal No. 11: SUSTAINABLE CITIES AND COMMUNITIES.

4. Application for Social and Educational Causes

The web platform in this study is designed to facilitate interaction between blockchain
and the deployed smart contract by creating an intuitive and user-friendly interface to create
new campaigns and donate money to support the causes. The platform is developed using
Next.JS (Node]JS [23] is also a solution for developers) framework, which is a React framework
that enables the creation of full-stack web applications (for more information, see [24]).

The modules of the application are described below.
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4.1. Frontend

The frontend part of the application is developed using React, HTML, and CSS, and
its role is to provide an interactive and intuitive interface for users to easily interact with
the platform. Also, this module facilitates communication between the user, the smart
contract, and the backend of the application. Using the frontend, users can view and donate
cryptocurrencies to already-running campaigns, create a new campaign, and claim raised
funds for their own campaigns.

4.2. Backend

The backend part of the application is developed using JavaScript language, and its
role is to handle the server-side logic, data storage, and communication with other systems.

4.3. IPFS module
4.3.1. The IPFS

The IPFS (InterPlanetary File System) is “a peer-to-peer hypertext protocol designed
to preserve and develop the knowledge of humanity by transforming the web into an
up-to-date, resilient and more open platform” [25]. It was created to solve the problems of
scalability, redundancy, and censorship associated with traditional architectures for storage
and file transfer. This protocol is ideal for the proposed platform because we can use
it to store large files outside the blockchain network, such as pictures, and to store only
immutable and permanent links to those files on the blockchain.

4.3.2. The IPFS Module

The platform interface provides the ability to add a representative picture for each
campaign. In the contract, there is no possibility of storing pictures for campaigns. The
classic solution would be to add the pictures to a database (more info about databases
and SQL in [26]), but this would limit the decentralized nature of the proposed solution.
To avoid using a centralized database specific to the platform, we chose to use the IPFS
protocol to store campaign images and saved the reference to the picture uploaded on IPFS
in the contract for each campaign. Subsequently, this reference is used by the application
interface to retrieve the picture from the IPFS and display it to users.

4.4. Wallet Connect

In order to use the platform, it is mandatory to have a wallet. When a wallet is created
on the blockchain, it generates two paired keys: a public key that is used for identification
and a private key that is used for authorization (e.g., for signing transactions). In the new
Web 3.0 iteration, decentralized applications will now authenticate users by using wallets.

For implementing the connection to a crypto wallet, RainbowKit (https://www.
rainbowkit.com, accessed on 15 of September 2023 [27]) is used, which is a React library
that facilitates the wallet connection to decentralized applications.

4.5. Smart Contracts

Smart contracts are programs that are stored on a blockchain and run when predeter-
mined conditions are achieved. Smart contracts are used to automate the running of an
agreement. There is no involvement of intermediaries or time loss. Smart contracts can
automate workflows. They can trigger the next action when conditions are achieved [28].
A smart contract works as a simple “if/when...then...” statement. These statements are
inserted into the code of the blockchain. When the transaction is finished, the blockchain
is then updated. The conclusion refers to the fact that the transaction cannot be changed.
Another important aspect here is that only parties who have been granted permission can
view the results (based on [28]). The concept of “smart contracts” was first introduced
in the early 1990s by computer scientist Nick Szabo in his work titled “Formalizing and
Securing Relationships on Public Networks” [29]. Bitcoin is the first blockchain that uses
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this new concept, with Vitalik Buterin affirming in the Ethereum whitepaper that “Bitcoin
protocol actually does facilitate a weak version of a concept of “smart contracts”” [30].

Nowadays, smart contracts are implemented in numerous blockchain protocols, such
as Ethereum [21,31] and Elrond [32], and can be seen as self-executing programs that ensure
that the terms of an agreement are respected or fulfilled without the need for trust among
the involved parties.

The smart contract for our applications is developed using Solidity. It is an object-
oriented high-level language used for smart contracts. Ethereum is considered the most
known and secure blockchain, with a total of more than 500,000 validators as of December
2022. The main disadvantage of it is that it has a low level of scalability; it can only process
10-30 transactions per second, resulting in high gas fees. To solve the scalability issue and
to avoid the high gas fees of the Ethereum network, which is seen as a Layer-1 blockchain,
we chose to use the Polygon network. It is an overlay of Ethereum, also known as a Layer-2
protocol, that offers higher speed and lower gas fees. This Layer-2 protocol can handle
around 700 TPS, and the gas fees are around USD 0.01 per transaction. The contract is
deployed on the Polygon public blockchain, and users can interact with it using either the
platform or directly on the blockchain using the Polygon scan website. The smart contract
was developed by the authors without any additional cost.

Figure 1 shows the scheme of the contract and the data structures used. The data
structures used are as follows:

e  Donation: for each donation, this structure retains the donated value and the address
of the donor;

e  Transaction: for each transaction made by the campaign initiators, this structure retains
the donated value, the address of the recipient, and a description of the transaction;

e  Campaign: this structure is used to retain information relevant to a campaign, namely:
an ID, name, objective, balance, address of the originator, number of donations, a
deadline saved in UNIX timestamp format (UNIX timestamp = number of seconds past
from 1 January 1970 until now), a description of the campaign, a flag to know whether
or not the campaign is over, a reference to the image of the campaign uploaded to the
IPFS, and the final amount raised.

CAMPAIGN

+id: uint256

+ name: string

+ goal: uint256
+ balance: uint256
CROWDFUNDING + owner: address
+ owner: address + donationsCount: uint256
+ indexOfCampaigns: uint256 + deadline: uint256
. L e \ - .
+ paig| pping(uint256 => paign) + description: string
+ userDonationPerCampai pping(uint256 => mapping(address => uint256)) +isNotFinished: bool
d i er i N i (ui => D i il i
+ paign: mapy 256 => 0 +imageURL: string
+ i er ign: mapping(uint256 => Transaction([]) —

+ raised: uint256

+ createCampaign()

+ donate()
DONATION

+ endCampaign() + amount: uint256
+ useFunds()

+ getCampaign()

+ getBalanceOfContract()

+ getUserDonationPerCampaign()

+ donor: address

TRANSACTION

+ amount: uint256

+ getCampaigns()
+ getDonationsPerCampaign() | + recip
+ description: string

+ getTransactionsPerCampaign()

Figure 1. Smart contract and data structures used.

The structure of an intelligent contract is similar to the structure of a class in an object-
oriented language such as C++ or Java. The “Crowdfunding” contract encapsulates the
main functionality of the crowdfunding platform and provides the necessary functions and
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mapping for the management of campaigns, donations, and transactions. It contains the
following attributes and methods:

1. Attributes:

Owner: the address of the contract owner;

indexOfCampaign: the global variable used to assign a unique ID to each campaign;
Campaigns: the map structure that associates the ID of a campaign with the
structure of the campaign;

userDonationPerCampaign: mapping that retains the amount donated by each
donor for each campaign;

donationsPerCampaign: mapping that retains donations for each campaign;
transactionsPerCampaign: mapping that retains transactions performed for each
campaign after its completion.

2. Methods:

createCampaign: a function that allows users to create a new campaign, check
the deadline to ensure it is in the future, register the campaign in the campaigns
mapping, and increment indexOfCampaigns;

Donate: allows users to donate to a campaign, check the amount donated, up-
date the campaign balance, record the donation in the DonationsPercampaign
mapping, and increase the number of donations for the campaign;
endCampaign: allows the owner of a campaign to end the campaign, check that
the campaign is still active and the deadline has been exceeded, and update the
status of the campaign;

useFunds: allows the owner of a campaign to use the funds collected, check
various conditions such as the fact that the campaign has been completed, the
caller is the owner, the balance of the campaign is not zero, the amount used is
positive, etc., update the campaign balance, record the transaction in mapping
transactionsPerCampaign, and transfer the funds to the recipient;
getCampaign: getter function that returns information about a campaign;
getBalanceOfContract: getter function that returns the balance of the contract;
getUserDonationPerCampaign: getter function that returns the amount donated
by a specific user for a specified campaign;

getCampaigns: returns a list of “Campaign” structures that represent all the
campaigns created so far;

getDonationsPerCampaign: returns a list of “Donation” structures that represent
all registered donations for a specified campaign;
getTransactionsPerCampaign: returns a list of “Transaction” structures that
represent all transactions performed for a specified campaign.

The following diagram—see Figure 2, represents how the crowdfunding platform
is structured:
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Create campaign
Donate to campaign
Finish owned campaigns Display data to user
Connect wallet
Disconnect wallet

Fetched and parsed data about ) ‘ POLYGON BLOCKCHAIN

campaigns from the contract Get

Getall
_. Get donations

READ

_— Transaction details
FRONTEND e BACKEND CROWDFUNDING
~ CONTRACT

TRANSACTIONS \; > WRITE

Create campaign Create campaign
Donate to Donate to campaign

Finish owned campaigns Finish owned campaigns

Connect wallet
Disconnect wallet

Wallet connect using
Rainbow Kit

Figure 2. The architecture of the application.

5. A Short Demo for Educational Campaigns
An Introduction to Ethereum

Ethereum is a technology that is home to digital money, global payments, and
applications [33].

Ethereum is a decentralized open-source blockchain platform that natively supports
smart contracts. It was first introduced in 2014 by Vitalik Buterin in his paper enti-
tled “Ethereum: A Next-Generation Smart Contract and Decentralized Application Plat-
form” [30] and later launched in 2015. When the Ethereum network originally started, it
relied on a proof-of-work consensus system that let miners compete by solving mathemat-
ical problems to add new blocks to the chain and earn Ether as a reward. Later, in 2022,
Ethereum switched to a proof-of-stake algorithm. In this new proof-of-stake model, miners
stake their own Ether into a smart contract and use it as collateral in order to validate new
blocks and earn rewards in Ether proportional to the amount they staked.

Ether (ETH) is the native cryptocurrency of the Ethereum network. As stated on their
website, “Ether is the main internal crypto-fuel of Ethereum” [33], and it is used as payment
for transaction fees when users interact with the network or as collateral for staking in
order to secure the network and earn rewards.

Regarding Ethereum, two important concepts can be discussed:

1.  Accountability in Ethereum—for details, see [34].
2. Anonymity in Ethereum—for details, see [35].

In this section, we will illustrate how you can use the platform to create a charity
or educational campaign, donate to different causes, and claim the raised funds after the
campaign goal is reached. Blockchain technology can be used for developing applications
for other uses such as voting applications in non-profit systems (universities, communities,
etc.). These applications can be described by use case. Next, we detail a short demo for
educational campaigns.

Step 1: When you first access the platform—see Figure 3, you will be redirected to the
Donate page where you can see all the ongoing campaigns.
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@ v || TAIMATIC 0x45...0CE6 v

Testing campaign

Figure 3. Donate page where all ongoing campaigns are displayed.

Step 2: If you click on the “Create campaign” button, a form for creating a new
campaign will be displayed—see Figure 4.

B |

-]
—— e e

Figure 4. Form for creating a new campaign.

Step 3: After you fill the form by adding a title, telling your story, and setting the goal
(in MATIC) and the deadline for your campaign, at the bottom of the form, you will see a
message that informs you that you should first connect your wallet in order to create a new
campaign—see Figure 5. You can connect your wallet using the button at the top right corner.

Figure 5. Filled form for creating a new campaign.
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Step 4: After you click on the “Connect wallet” button—see Figure 6, a new modal
will appear, from which you can choose the wallet provider you want to use.

Connect a Wallet

R MetaMask

N Rainbow
© Coinbase Wallet

& walletConnect

Figure 6. Modal for choosing which wallet provider you want to use.

Step 5: After you connect your wallet, in the right top corner, you will see some
information regarding your wallet like the balance of your account and a part of your
public address. Also, a submit button will appear on the bottom of the form. After clicking
on the “Submit new campaign” button, you will be asked to sign a transaction because
this way you interact with the smart contract, which is deployed on the Polygon Mumbai
testnet. Figures 7-9 show some other aspects related to a new campaign.

Figure 7. Form for creating a new campaign with the submit button active.

Transaction is in progress

Please wait...

Figure 8. Signing the transaction for creating a new campaign.
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Congratulations!
Your campaign has been successfully created.

Close | Go to campaign

Figure 9. Display message after the campaign was successfully created.

Step 6: After successfully creating the campaign, you can either close the modal or
choose to go to the campaign page. We chose to close the modal and go to the “Donate”
page—see Figures 10 and 11, where we were able to see the newly created campaign.

Testing campaign New lecture room for local
school

Figure 10. Donate page displaying the newly created campaign—Part 1.

FUND THE CAMPAIGN

Empower with belief. Amplify with

DONATIONS

support.

Figure 11. Donate page displaying the newly created campaign—Part 2.
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Step 7: You can now click on the newly created campaign, and a new page will open
displaying relevant information for the campaign like the amount raised, the number of days
left, the number of backers, the number of donations, the story, and a list with all the donations.

Step 8: Now, you can support this campaign. First, you need to fill in the amount of
MATIC you want to donate and after that, you can click on the “Donate” button. You will
be asked again to sign a transaction and after the transaction is complete, a message will be
displayed. Some other aspect related to the campaign can be viewed in the Figures 12-19.

Step 9: After closing the modal, we now can see that the campaign raised 100% of the

goal. Also, we can see the list of donations.

Step 10: Now, if we scroll down, we can see an “End Campaign” section. This section
only appears when you are the owner of the contract. After successfully raising all the
funds needed for your campaign or after the deadline has passed, you can click on the
“Finish campaign” button to end the campaign and claim the raised amount. You will be
asked again to sign a transaction, and after the transaction is finished, a new message will
appear on the screen.

FUND THE CAMPAIGN

Empower with bellef. Amplify with
DONATIONS

support

Figure 12. The Donate page ready for a donation of MATIC 0.5.

@
@® osvarc

Transaction is in progress
Please wait...

Figure 13. Signing a transaction for donating to the campaign.
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Congratulations!
Your support is making a meaningful difference
in the lives of others.

Close Go to campaign
)

Figure 14. Display message after the donation was successful.

FUND THE CAMPAIGN

Empower with belief. Amplify with
support.

DONATIONS

END CAMPAIGN

Figure 15. Campaign page with the updated state.



Sustainability 2023, 15, 16205 15 of 19

FUND THE CAMPAIGN

Empower with belief. Amplify with
DONATIONS

support.

END CAMPAIGN

Complete the campaign and
collect the raised funds.

Figure 16. Campaign page with the “End Campaign” section.

A 0.00006098 MATIC
Transaction is in progress

Please wa

Total
0.00006098 MATIC

Figure 17. Signing the transaction for finishing the campaign and claiming the raised funds.
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Congratulations!
The funds you have claimed will be available in

your wallet shortly.

\/ Close | Go to campaign )

Figure 18. Display message after ending the campaign successfully.

Txn Hash Method Block Age From Y To Y Value [Txn Fee]

5 hrs 47 mins ago X N Oxea3f0ee9863fc4eb307 0 MATIC

5 hrs 51 mins ago x4 f N 0Oxea3f0ee9863fc4eb307 0.5 MATIC

@ f! 1ed Donate 7! 5 hrs 53 mins ago X 1 N Oxea3f0ee9863fc4eb307 0.5 MATIC

ate Campaign 5 hrs 55 mins ago X N Oxea3f0ee9863fc4eb307 0 MATIC

Create Campaign 6994 6 hrs 2 mins ago x4 N Oxea3f0ee9863fc4eb307. 0 MATIC

@ 0806040 6984 6 hrs 5 mins ago X f N Contract Creation 0 MATIC

Figure 19. The Polygon scan—the transparent view of the crowdfunding platform.

All the interactions with the smart contract can also be found on Polygon scan, which
provides users with a transparent view of what is happening on the crowdfunding platform.

6. Security of the Smart Contract—Unit Testing

Unit tests are a form of software testing that focuses on verifying the individual
functionality of its smallest components, called units. These can be functions, methods, or
classes of an application. The main purpose of unit tests is to validate the correct behavior
and functionality of these units. You can develop your apps by using [36] and monitor
them by using [37].

In the blockchain environment, a single mistake can compromise the security of the
contract and implicitly of its funds. Once a contract is loaded on a blockchain, it becomes
public and immutable, and any errors in the contract can no longer be resolved. These
errors can lead to contract vulnerabilities that can be exploited by malicious users, and for
this reason, contract testing is a necessary step.

The Hardhat development environment also provides support for testing contracts
by writing unit tests. In Figure 20, the coverage percentage of the code with the unit
tests written for the verification of the contract is presented. It measures the coverage of
instructions, decision-making branches, functions, and lines in the code. The percentage
for covering branches is 94.74% because we failed to simulate the case where the transfer of
cryptocurrencies between the contract and an external address fails.
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________________ [

Uncovered Lines |

contracts/

|

|

|

- |

Crowdfunding.sol - |
|

|

|

Figure 20. Percentage of coverage of written unit tests.

7. Contributions, Future Work, Limitations and Conclusions
7.1. Contributions

This platform aims to demonstrate the potential of blockchain technology and de-
centralized applications, provide a decentralized and transparent system for creating and
managing crowdfunding campaigns, and enable greater trust and accountability between
donors and recipients in the field of charitable giving to support educational causes. Some
contributions include:

e Bibliographic research on the paper topic: Polygon, Ethereum, blockchain, smart
contracts, etc.;

The design of the platform (including the architecture of the platform);

The implementation of the web application, which consists of the frontend and backend;
The implementation of smart contracts for the platform;

A short demo for charity and educational campaigns.

This project tries to innovate by providing a decentralized solution for raising funds
for schools, students, and the educational field in general. It uses the latest technologies
like Next.JS for the web platform development and also combines blockchain protocols like
Polygon, which is the network where the smart contract is deployed, and IPFS, where the
platform stores images to not limit the decentralized character of the proposed solution.

7.2. Future Work

The platform’s next stage is to offer a brand-new, improved user interface. Also,
we plan to integrate multiple blockchains and cryptocurrencies, explore the use of non-
fungible tokens (NFTs) as a means of incentivizing donations, and integrate smart contracts
to automate and streamline fund distribution. Blockchains can reshape the educational
system as we know it. In this context, blockchains provide significant benefits that can
secure processes. Blockchains create security and trust, as they eliminate the need for an
intermediary to validate transactions.

7.3. Limitations

Generally speaking, the desire for objectives like decentralization, transparency, and
privacy has limitations. Also, the platform’s user interface and experience are still in their
early stages. The user interface is on the second version and could also be improved.

Regarding the application, it is not fully decentralized due to some data that are not
stored on the blockchain, and we aim for them to be improved or corrected in case of errors.
The application stores information like images or descriptions of the charities and any other
relevant data.

7.4. Conclusions

The Sustainable Development Goals (more info in [38])—SDGs—are a set of 17 general
targets focused on sustainable development issues. The following is a selection from this
set of 17 goals:

Goal no 2: Zero hunger;

Goal no 3: Good health plus well-being;

Goal no 6: Clean water plus sanitation;

Goal no 8: Decent work plus economic growth;
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Goal no 9: Industry, innovation, and infrastructure;
Goal no 10: Reduced inequalities;

Goal no 12: Responsible consumption plus production;
Goal no 13: Climate action;

Goal no 14: Life below the water;

Goal no 15: Life on the land;

Goal no 16: Justice, peace, and strong institutions;
Goal no 17: Partnerships for goals.

According to this direction, in this paper, we propose a decentralized web3 application
that utilizes blockchain technology and addresses the problems of traditional donation
systems by creating a platform where people can create and manage charitable campaigns
to support educational causes, all of which are performed by interacting with a smart
contract deployed on a public blockchain. The platform leverages decentralized protocols
and smart contracts to ensure secure and transparent transactions, enabling donors to
track the utilization of their contributions and ensure their funds reach their intended
beneficiaries. The main contributions are highlighted in a separate section. The limitations
and future works are also provided. The software application can be used for now in
education, but not only, and it will have some new features in the near future.
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