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Abstract: This study investigated the roles of security and technological factors in the adoption of
smart cities, with the aim of developing a deeper understanding of the key aspects of the successful
adoption of smart cities in Jordanian traditional cities. This study developed a conceptual model
to investigate the importance of security and technological factors in the adoption of smart cities.
The proposed model was tested using the structural equation modeling method after collecting data
from ICT experts. The findings of the study revealed that perceived security, perceived trust, and
service quality play pivotal roles in enhancing the adoption of smart city services. Moreover, the
results indicated that information security and information privacy positively impact intentions
toward adopting smart city services. These research findings provide valuable insights into the
critical factors that can drive the adoption of smart city services. Policymakers and academics could
utilize this knowledge to devise and implement new strategies aimed at increasing the adoption of
smart city services.

Keywords: smart cities; TAM; perceived security; perceived trust; perceived risk

1. Introduction

In recent years, the majority of countries around the world have sought to improve
the lives of their citizens by transforming traditional cities into smart cities [1]. This
transformation makes the newest information and communication technologies available
to citizens, improving sustainability and quality of life [2]. Although smart cities have many
benefits, their adoption still faces critical challenges related to security and privacy issues,
trust, and reliability [3]. In recent years, major advancements have been made in the field of
information and communications technology, such as smart city technologies, the IoT, and
mobile computing [3]. This has prompted a shift in many sectors concerning the delivery
of these intelligent services via various technologies [4–7]. Smart city technologies are
examples of such technologies, offering a number of significant opportunities for citizens
to enhance their livability, productivity, and sustainability. Smart cities provide intelligent
living that is delivered through various intelligent devices [8–10], and they have received
increasing attention due to their efficiency, convenience, and flexibility [11–13].

The adoption of smart cities is considered a vital step in making life easier and
more convenient for citizens. The adoption of smart city technologies among citizens is
considered the most important step in ensuring the success of smart cities [14]. In addition,
factors related to security and privacy are considered very important for the successful
adoption of smart cities to address the risks that arise from their vulnerabilities. These
factors also increase citizens’ trust. Ullah and Al-Turjman [15] revealed that these security-
and trust-related factors are interrelated in the adoption of smart cities as citizens’ beliefs
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about privacy and security may affect their adoption of smart city technologies. Prior
studies considered security and privacy as primary factors in predicting the adoption of
new technologies [16]. A limited number of studies have addressed the roles of security-
and privacy-related factors in the adoption of smart cities through conceptual models; these
studies were focused on factors related to environmental, behavioral, and organizational
issues and were missing critical factors such as security, risk, and privacy [17–20].

Despite the benefits that smart cities provide for citizens, the rate of the adoption of
these technologies around the world is still low [21–25]. According to a study conducted
by Cao et al. [26], the adoption percentage of smart cities is only 33%. There is a need to
understand the factors associated with the adoption of smart cities to ensure their successful
implementation. Regarding smart city adoption, there have been limited studies conducted
in the literature [27–30] aimed at understanding the security factors related to the adoption
of smart cities.

The objective of this research was to investigate the key security and technological
factors that influence the adoption of smart cities by developing and validating a conceptual
model using structural equation modeling (SEM). A study conducted by Alshuwaikhat [31]
mainly focused on Saudi Arabia, a Middle Eastern country of the Arab world. They found
that despite the technical support and infrastructure technologies in Saudi Arabia, its smart
city adoption rate is still unsatisfactory [31]. Given this finding, this study aimed to answer
the following question:

What are the primary critical success factors that could lead to the adoption of
smart cities?

2. Literature Review
2.1. Related Works on Smart City Adoption Models

Various models have been developed to study the adoption of smart cities [32–39].
The majority of these studies [39–45] extended technology adoption theories, such as TAM,
UTAUT, TBP, and TOE, to investigate the adoption of smart cities. The TAM explains
the adoption of technology in terms of two main constructs: perceived ease of use and
perceived usefulness [46–52]. The TAM has been widely applied in measuring the adoption
of many types of technologies, such as cloud computing, the IoT, and smart cities [53–58].
Many researchers have demonstrated that the original version of the TAM can be used to
understand adoption behavior with respect to new technologies [59–64]. The TAM could
be useful in predicting the most important factors related to the adoption of smart cities.

A study used the TAM to predict the most important factors in the adoption of the
Internet of Things [65]. Researchers [66] proposed a framework which used the TAM to
investigate the primary determinants of smart city adoption. Although several models
have provided a basis for studying smart city adoption, they have not included several
important factors, such as security, privacy, and trust factors [67]. The majority of these
models have focused on studying the adoption of smart cities in terms of organizational,
environmental, and technological dimensions [68–75].

Several researchers have focused on understanding the most important technological
factors that could improve the adoption of smart cities [76–81]. For instance, a study [82]
indicated that technological factors have a significant impact on the successful adoption of
IoT technologies. Another study [83] confirmed that technological factors are fundamental
factors that ensure the success of smart city technology. Researchers [84] proved that there is
a strong relationship between technological factors and the adoption of smart cities. Several
previous studies [85–88] indicated that technological factors explain the adoption of new
technologies in terms of functionality, facilitating conditions, and perceived usefulness.

Based on the above, this study aimed to address the identified research gap by propos-
ing a security- and technological-factors-based model for the adoption of smart cities.
This research aimed to help decision makers better understand the primary security and
technological requirements for the successful adoption of smart cities.
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2.2. Technology Adoption Models

Several technology adoption models have been used to provide structured frame-
works for understanding how individuals, organizations, or societies adopt and integrate
new technologies [89]. These models are powerful tools for researchers, policymakers,
and businesses seeking to understand the factors that influence technology adoption deci-
sions [90]. The Unified Theory of Acceptance and Use of Technology (UTAUT), proposed
by Saprikis et al., offers a comprehensive framework by integrating elements from various
prior models [91]. The UTAUT identifies four core constructs: Performance Expectancy,
Effort Expectancy, Social Influence, and Facilitating Conditions. It also incorporates mod-
erating factors such as gender, age, and experience [92]. This model is particularly useful
for understanding the adoption of individual technologies in various contexts, and it has
gained popularity for its ability to capture both performance-based and social factors that
influence adoption decisions [93].

The Technology–Organization–Environment (TOE) Framework, developed by Tor-
natzky and Fleischer, focuses on technology adoption within organizational settings [94]. It
identifies three key dimensions: technological factors, organizational factors, and environ-
mental factors. By considering these dimensions, researchers can assess how the interplay
between technology, an organization’s structure and culture, and external environmental
factors influence technology adoption processes within businesses and institutions [95].
The Theory of Planned Behavior (TBP) is a widely recognized and influential model in
the fields of social psychology and behavioral science [96]. It was originally developed
by Ajzen in 1985 as an extension of his earlier work on the Theory of Reasoned Action
(TRA). The TBP provides a structured framework for understanding and predicting hu-
man behavior, including technology adoption. The TBP model assumes that attitudes,
subjective norms, and perceived behavioral control collectively influence an individual’s
behavioral intentions which, in turn, predict their actual behavior. The predictive power
of the model has been supported by extensive empirical research across various domains,
including technology adoption [97]. The Technology Acceptance Model (TAM), developed
by Fred Davis, centers on the adoption of individual technologies. The TAM suggests
that users’ behavioral intentions and actual usage are influenced by two primary factors:
the perceived ease of use (PEOU) and perceived usefulness (PU) of a technology [98].
This model highlights the importance of users’ perceptions in shaping their acceptance
of new technologies. Its simplicity and applicability have made it widely used in studies
concerning user interfaces, software, and other technology adoption scenarios [99].

Based on the above, the TAM, compared with other models, offers valuable insights
into the important factors in the adoption of technology at the individual, organizational,
or societal level. The TAM can help us understand the motivations, barriers, and success
factors that shape the adoption of new technologies [100]. Researchers and practitioners can
leverage this model to design more effective strategies for promoting technology adoption,
whether it involves individuals embracing new gadgets or organizations implementing
advanced systems [101]. The TAM was selected as a theoretical foundation for our proposed
model in this study in order to explain the factors influencing the adoption of smart cities.

2.3. Smart Cities

The concept of a smart city represents a major transformation in urban cities driven
by the use of smart technologies. The main goal of smart cities is to leverage cutting-edge
technologies to create a more efficient, sustainable, and livable urban environment [102].
Smart cities represent a visionary approach to urban development that embraces technology
and data as tools for addressing urban challenges and enhancing the quality of life of
inhabitants [103]. By integrating key smart city elements such as infrastructure, data,
mobility, sustainability, public services, resilience, inclusivity, and innovation, smart cities
aspire to create urban environments that are not only efficient and sustainable but also
more responsive to the evolving needs of a rapidly urbanizing world [104].
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Smart cities have several important elements, including (1) infrastructure and connec-
tivity: smart cities should have a robust and interconnected infrastructure. This includes
high-speed broadband networks, sensor systems, and IoT (Internet of Things) devices that
collect and transmit data [105]. These technologies serve as the core system of a city, en-
abling real-time monitoring and control over various functions ranging from transportation
and utilities to public safety. (2) Data and information: smart cities thrive on data. They
collect vast amounts of data from sensors, public records, and other sources. These data
are then analyzed to gain insights into operations, helping city officials make informed
decisions [106]. For example, data-driven solutions can optimize traffic flow, energy con-
sumption, waste management, and more, ultimately leading to resource efficiency and cost
savings. (3) Sustainability and environmental management: environmental sustainability is
a central element of smart cities. Green infrastructure, energy-efficient buildings, and waste
recycling programs are common features of smart urban planning [107]. They aim to reduce
carbon emissions, minimize energy consumption, and promote the use of renewable energy
sources. (4) Public services and governance: smart cities aim to make public services more
accessible and responsive to citizens’ needs. This includes digitizing government services,
enabling online citizen engagement, and enhancing public safety through technologies
like surveillance cameras and predictive policing [108]. (5) Quality of life and inclusivity:
the primary goal of smart cities is to improve the quality of life of all residents. This
means ensuring inclusivity and accessibility for people of all backgrounds and abilities.
Initiatives may include accessible public transportation, digital literacy programs, and
affordable housing solutions [109]. (6) Safety and security: smart cities invest in advanced
security systems to ensure the safety of their residents. This includes surveillance cameras,
smart lighting, and data-driven policing to prevent and respond to criminal activities
effectively [110].

2.4. The Role of Security Factors in Smart City Adoption

In recent years, smart city adoption research has gained an increasing amount of
attention [111]. Some of these studies [112] extended technology adoption theories such
as the TAM, UTAUT, and TBP to investigate decisions to adopt smart cities. Prior studies
considered security and privacy the primary factors in predicting the adoption of new
technologies [113]. A limited number of studies have addressed the role of security and
technological factors in the adoption of smart cities; these studies focused on environmental,
behavioral, and organizational factors, missing critical factors such as security, risk, privacy,
and technology [114].

According to previous studies [115], the security and privacy dimensions are strongly
associated with the adoption of new technologies. For instance, a study [116] revealed
that security and privacy issues are critical aspects in the adoption of IoT technologies,
which are considered a main component of smart cities. Another study [117] confirmed
that security and privacy are primary issues in the adoption of smart cities. Smart cities
rely on IoT devices, sensors, and smart devices, which have weaknesses that can allow an
attacker to breach their systems.

In the context of a smart city, security refers to protecting the sensitive information of
organizations and people from threats such as malicious attacks that could lead to data theft
or damaged infrastructure [118]. In our research, the security factor was the main criterion
in the proposed model, including information security, information privacy, perceived risk,
and trust.

• Information security

Information security is defined as the degree to which users feel that they will be
secured against risks when using their devices in a smart city [119]. Providing security
defense techniques to guarantee the security of users’ information, privacy, and transactions
is a top priority for the successful adoption of smart cities. A study [120] indicated that
users’ perceptions of information security are supported by providing robust security
defense techniques such as multi-factor authentication, encryption, and validation. Another
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study [121] confirmed that the security of online services is considered the primary factor
determining the success of smart cities. Therefore, we hypothesized that providing security
procedures would increase the successful adoption of smart cities.

H1. Information security has a strong impact on the successful adoption of smart cities.

• Information privacy

Information privacy is defined as the degree to which users can control their personal
information in terms of how their information is used or shared with other parties. Smart
city projects should guarantee the protection of users’ privacy and personal information. A
study [122] indicated that privacy issues in smart systems are a primary concern in smart
city projects. Another study [123] found that information privacy should be considered dur-
ing the implementation of smart city infrastructure. Therefore, we proposed the following
hypothesis:

H2. Information privacy has a strong impact on the successful adoption of smart cities.

• Perceived security risk

In the context of smart cities, perceived risk refers to the degree to which prospective
users perceive potential dangers to their personal information and devices [48]. This
perceived risk has been identified as a significant hindrance to the adoption and utilization
of new technologies. In the process of adopting a technology, users conduct a comparative
assessment between the perceived risks associated with a particular technology and the
benefits it offers in terms of convenience and utility. This perceived risk plays a pivotal
role in influencing the final decision of whether to adopt the technology or not. Previous
research [49–52] consistently demonstrated a negative correlation between perceived risk
and the adoption of new technologies. Moreover, other studies [53–55] emphasized the
vital link between perceived risk and technology adoption, suggesting that successful
adoption is more likely when perceived risk levels are minimized. In light of these findings,
our proposed model incorporates perceived risk as a key determinant of the successful
adoption of smart cities. Thus, we hypothesized the following:

H3. Perceived risk exerts a significant impact on the successful adoption of smart cities.

• Perceived trust

The trust placed by users in any new technology plays a pivotal role in determining
its successful adoption [56]. In the context of smart cities, trust emerges as a primary
determinant for their widespread usage and acceptance among users. The services offered
by smart cities instill a sense of trust among users given the perceived absence of risks in
their transactions and the associated benefits they receive. Notably, this trust factor also
significantly influences users’ loyalty, especially when they place high levels of trust in
the services provided by smart cities [57]. Conversely, a lack of trust in smart city systems
can lead to reduced consumer loyalty and diminished trust in the overall ecosystem. With
these considerations in mind, our study incorporated the trust factor into the proposed
model to assess its impact on the successful adoption of smart cities. Thus, we posited the
following hypothesis:

H4. Perceived trust exerts a substantial impact on the successful adoption of smart cities.

2.5. The Role of Technological Factors in Smart City Adoption

In the context of smart cities, technological aspects provide the required technical com-
ponents, such hardware, software, technical support, and internet networks, to effectively
build smart cities [44]. Technological aspects are related to the intelligent services that
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should be included in smart cities [45]. Several researchers have focused on identifying the
most important technological factors that could improve the adoption of smart cities [46].
For instance, a study [47] indicated that technological factors have a significant impact on
the successful adoption of IoT technologies. Another study [48] confirmed that techno-
logical factors are fundamental factors in ensuring the success of smart city technology.
Researchers [49] proved that there is a strong relationship between technological factors
and the adoption of smart cities. Several previous studies [50–53] indicated that technologi-
cal factors explain the adoption of new technologies in terms of functionality, facilitating
conditions, and perceived usefulness. Hence, in our research, technological factors were
the main component of the proposed model and included five main factors: functionality,
perceived ease of use, facilitating conditions, perceived usefulness, and service quality.

3. A Security- and Technological-Factors-Based Model for the Adoption of Smart Cities

To explore which user-perspective factors explain smart city adoption in higher ed-
ucation, a conceptual model was developed based on the TAM’s theory. The proposed
framework incorporated constructs of the TAM to explain the possible acceptance or re-
jection of smart cities, as well as cognitive factors supporting the adoption of smart cities,
in universities.

The TAM is one of several technology adoption models that has been widely ap-
plied to measure the adoption, acceptance, and use of smart cities [44–47]. The origi-
nal version of the TAM can be used to understand usage behavior with respect to new
technologies [48–51]. The TAM is an extended version of the original UTAUT model and
represents a combination of constructs from several models, including the TPB, the TRA,
and the TPB [52].

The TAM includes five constructs: perceived ease of use, perceived usefulness, attitude
toward use, intention to use, and actual use [53]. Previous studies found that the TAM
was better than other technology acceptance models at explaining the variance (R2) in
usage behaviors (from 40% to 52%) and intention behavior (from 56% to 74%) [54]. In
addition, the TAM was successfully used to predict users’ behavioral intentions and teach-
ers’ attitudes toward online learning systems [55]. The TAM was selected as a theoretical
foundation for our proposed model in this study in order to explain the factors influencing
users’ continuous intention to use smart cities. Figure 1 presents the proposed model of
this research.
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3.1. Perceived Usefulness

Within the scope of this study, perceived usefulness was defined as the extent to which
the utilization of a smart city application offers tangible benefits to clients when conducting
financial transactions [59]. Extensive prior research [60–63] established perceived usefulness
as a potent predictor within the Technology Acceptance Model (TAM), exerting a positive
influence on the attitude toward using technology. In the realm of e-banking, studies [64,65]
have further corroborated this by demonstrating a positive correlation between perceived
usefulness and users’ intentions to adopt e-banking systems. Given this background,
we anticipated that perceived usefulness would assume a pivotal role in encouraging
bank clients to embrace and utilize smart city applications, particularly if they perceived
tangible benefits from adopting this novel technology. Consequently, we formulated the
following hypothesis:

H5. Perceived usefulness exerts a positive effect on the attitude toward adopting smart city services.

3.2. Perceived Ease of Use

Perceived ease of use was the second predictor within the Technology Acceptance
Model (TAM). In the context of this study, it pertains to the level of ease associated with
utilizing a smart city application. We assumed that when bank clients perceived a smart city
application to be user-friendly and easy to navigate, it would enhance the likelihood of its
adoption. Furthermore, if interactions with a smart city application were characterized by
simplicity, clarity, and ease of understanding, it would foster positive attitudes toward using
the technology. Existing research [66–68] points toward perceived ease of use as the most
influential predictor in the TAM, positively impacting the attitude toward using technology.
This observation has been substantiated in studies focusing on e-banking [69,70] which
demonstrated a positive relationship between perceived ease of use and users’ intentions to
adopt e-banking systems. Hence, in our study, perceived ease of use was assumed to play
a crucial role in motivating users to adopt and utilize smart city applications, particularly
if they expected a seamless experience with this technology. Thus, we proposed the
following hypothesis:

H6. The perceived ease of use exerts a positive effect on the attitude toward using smart city services.

3.3. Service Quality

The paramount importance of excellent service quality in the success of smart city
applications cannot be overstated. Users assess the quality of smart city services based
on their experiences with an application and the perceived value it offers them. Prior
research [74–77] has consistently shown that higher service quality results in higher per-
ceived value, leading to more positive attitudes toward using the technology. As service
quality serves as a metric for evaluating the benefits of an application or product’s services,
a higher value of a smart city application would be perceived if it offered superior service
quality. When users perceive a smart city application as providing high-quality services
that meet their expectations, it will significantly increase the likelihood of their adoption
of the application. Previous studies [78–80] highlighted service quality as a potent pre-
dictor in the Delone and Mclean model which positively influences the actual usage of
technology. Similar findings have been observed in studies focusing on e-banking [81–84]
in which service quality demonstrated a positive relationship with users’ intentions to
use e-banking systems. Hence, in our study, service quality was assumed to play a criti-
cal role in encouraging users to adopt and utilize smart city applications, particularly if
they expected high-quality services from the technology. Consequently, we proposed the
following hypothesis:

H7. Service quality exerts a positive effect on the attitude toward using smart city services.
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3.4. Intention to Adopt Smart City Applications

As per the Technology Acceptance Model (TAM), intention to use refers to the subjec-
tive probability of a user adopting a smart city application. Among the various predictors in
the TAM and other technology acceptance models such as the UTAUT and TRA, the attitude
toward using a technology stands out as significant. Studies focused on e-banking [85–87]
have consistently demonstrated a positive relationship between users’ attitudes toward
use and their intentions to use e-banking systems. Drawing from this understanding, our
study emphasized the pivotal role of attitude toward use in predicting users’ adoption and
utilization of smart city applications. Thus, we proposed the following hypothesis:

H8. The intention to adopt exerts a positive effect on the attitude toward using smart city services.

4. Methodology
4.1. Data Collection Method

This study used a quantitative research methodology appropriate for studying users’
reactions to smart city acceptance or rejection, as well as cognitive factors which may
support the adoption of smart cities, in Jordanian universities [78]. The use of a quantitative
method included all proposed factors in the research model.

4.2. Participants

We selected research participants who used a smart city system during COVID-19.
Data were collected from 445 university users from three Jordanian universities who used
Blackboard on their mobile devices to attend courses during the pandemic. The participants
were approached directly by course instructors at the three Jordanian universities. The
author discussed the research with the course instructors directly prior to the selection of
participants. Online questionnaires were distributed for data collection, using an online
link delivered to the participants’ email addresses. Most of the invited participants agreed
to participate in the study.

4.3. Measurement Instrument

We established a strong survey instrument to adequately measure smart city adoption
among users which was based on an extensive literature review of articles and conference
papers published on the TAM between 2020 and 2022. We adopted TAM items from previ-
ous studies (Appendix A). The items of perceived ease of use and perceived usefulness were
extended from the study conducted by researchers [80]. The constructs of perceived risk,
trust, and perceived security were adopted from [66]. The items of social influence, service
quality, and attitude were adopted from a study performed by Palos-Sanchez et al. [81].
This research focused on university users; therefore, items from the TAM research and
smart city adoption research were considered for modification in the Jordanian context.
The study questionnaire used a five-point Likert scale [82] (strongly disagree, disagree,
neutral, agree, and strongly agree) [82].

The questionnaire included three sections: demographic questions, smart city use, and
users’ opinions on smart city adoption attributes in the proposed model. As Arabic is the
native language of Jordan, the questionnaire was translated from English into Arabic by
three English experts from the University of Jordan. Then, the questionnaire was validated
by three professors and master users. The final questionnaire had seven constructs and a
total of twenty-one items. Table 1 shows the pilot study results.
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Table 1. Pilot study findings.

No Factors Code Pilot Test Final Test

1 Information Security IS 0.881 0.841
2 Information Privacy IP 0.807 0.835
3 Perceived Security Risk PSR 0.874 0.821
4 Service Quality SQ 0.792 0.828
5 Perceived Trust PT 0.921 0.911
6 Perceived Usefulness PEU 0.824 0.843
7 Perceived Ease of Use PES 0.777 0.792
8 Intention to Adopt INA 0.890 0.881

5. Results and Analysis

In the analysis of the Structure Model (Inner Model), the assessment of the structural
equation model via Partial Least Squares (PLS) path modeling involved the application
of the R-squared (R2) test and the relevance test, employing correlation and path estima-
tions. The R-squared (R2) value was utilized to gauge the impact of a latent variable on a
dependent latent variable. As reported by [92], the R2 results ranged from 0.487 to 0.762,
indicating the model’s suitability and appropriateness for the given data. The dependability
and validity of the variables were evaluated using structural equation modeling (SEM).
The data analysis was conducted using SPSS 23.0 and clever PLS 2.0.

5.1. The Reliability and Validity of Measures

To assess the validity and reliability of each factor’s measurement, we employed alpha
coefficients, composite reliabilities, and average variances (AVEs). Cronbach’s alpha, a
widely used reliability statistic, was initially utilized to evaluate the internal consistency.
The results of a Confirmatory Factor Analysis (CFA), as reported by [93], were highly
favorable, with all 30 item loadings surpassing the 0.70 threshold and a convergent validity
value ranging from 0.862 to 0.953. The validity of the findings was further confirmed via
Cronbach’s alpha values, which ranged from 0.824 to 0.927. The R-squared values varied
between 0.487 and 0.762, while the AVE values ranged from 0.675 to 0.872. The findings are
summarized in Table 2.

Table 2. Reliability and validity analysis.

Factors Items Factor Loadings Composite Reliability Cronbach’s Alpha AVE R-Squared

Intention to Adopt
INA1 0.881

0.892 0.822 0.751 0.652INA2 0.922
INA3 0.795

Information Security
IS1 0.894

0.915 0.849 0.779 0.661IS2 0.879
IS3 0.871

Information Privacy
IP1 0.889

0.920 0.869 0.790 0.480IP 2 0.881
IP 3 0.900

Perceived Security Risk
PSR1 0.909

0.931 0.890 0.811 0.510PSR2 0.894
PSR3 0.895

Perceived Ease of Use
PES1 0.850

0.881 0.891 0.707 0.521PES2 0.872
PES3 0.801

Perceived Usefulness
PEU1 0.872

0.886 0.809 0.725 0.594PEU2 0.911
PEU3 0.781

Perceived Trust
PT1 0.865

0.870 0.871 0.680 0.741PT2 0.798
PT3 0.822

Service quality
SQ1 0.942

0.960 0.933 0.879 0.770SQ2 0.940
SQ3 0.932
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5.2. Measurement Construct Validity

Construct validity, as defined by [93], refers to the degree to which products accurately
represent the underlying idea for which they were developed. This aspect was scrutinized
by considering various research factors that have garnered substantial confirmation. The
components that were required to be encompassed in the customized structure, along with
their corresponding loadings, are presented in Table 3 [93].

Table 3. Loading factors analysis.

Factors Items INA IS IP PSR PES PEU PT SQ

Intention to Adopt
INA1 0.871 0.560 0.620 0.525 0.544 0.631 0.719 0.659
INA2 0.921 0.615 0.604 0.539 0.609 0.561 0.699 0.691
INA3 0.761 0.451 0.510 0.375 0.440 0.370 0.551 0.589

Information Security
IS1 0.590 0.889 0.652 0.560 0.600 0.619 0.580 0.522
IS2 0.539 0.881 0.550 0.504 0.528 0.529 0.519 0.551
IS3 0.620 0.901 0.679 0.528 0.619 0.539 0.600 0.590

Information Privacy
IP1 0.635 0.670 0.907 0.540 0.611 0.630 0.769 0.655
IP 2 0.571 0.625 0.899 0.542 0.590 0.600 0.712 0.670
IP 3 0.615 0.630 0.898 0.522 0.560 0.575 0.669 0.589

Perceived Security Risk
PSR1 0.411 0.520 0.437 0.865 0.513 0.474 0.441 0.409
PSR2 0.517 0.540 0.541 0.874 0.613 0.641 0.627 0.525
PSR3 0.489 0.460 0.511 0.874 0.651 0.439 0.498 0.437

Perceived Ease of Use
PES1 0.509 0.502 0.533 0.519 0.602 0.870 0.660 0.480
PES2 0.597 0.611 0.580 0.577 0.620 0.905 0.669 0.505
PES3 0.474 0.495 0.559 0.474 0.599 0.770 0.563 0.390

Perceived Usefulness
PEU1 0.822 0.628 0.704 0.511 0.576 0.854 0.857 0.824
PEU2 0.513 0.482 0.609 0.492 0.565 0.821 0.792 0.464
PEU3 0.490 0.440 0.632 0.550 0.483 0.836 0.816 0.529

Perceived Trust
PT1 0.696 0.605 0.633 0.484 0.548 0.494 0.799 0.939
PT2 0.730 0.580 0.702 0.566 0.608 0.523 0.792 0.938
PT3 0.680 0.576 0.645 0.467 0.581 0.503 0.796 0.924

Service quality
SQ1 0.649 0.545 0.555 0.374 0.472 0.426 0.699 0.855
SQ2 0.697 0.611 0.564 0.527 0.569 0.503 0.741 0.849
SQ3 0.681 0.543 0.638 0.596 0.658 0.580 0.744 0.852

5.3. Convergent Measurement Validity

Discriminant validity pertains to the distinctions between a set of concepts and their
corresponding measurements. This study posited that values greater than 0.50 with a
significance level of p = 0.001 would affirm the discriminant validity of both concepts [93].
Following the guidelines provided by colleagues and Hair [93], Table 4 shows that correla-
tions among the elements within the constructs should be lower than the square root of the
Average Variance Extracted (AVE) value shared by the items representing a single notion.

Table 4. Discriminant validity.

No Factors 1 2 3 4 5 6 7 8

1 Intention to Adopt 1.000
2 Information Security 0.694 1.000
3 Information Privacy 0.764 0.633 1.000
4 Perceived Security Risk 0.571 0.595 0.539 1.000
5 Perceived Ease of Use 0.679 0.715 0.717 0.592 1.000
6 Perceived Usefulness 0.766 0.644 0.775 0.640 0.796 1.000
7 Perceived Trust 0.762 0.644 0.851 0.570 0.665 0.744 1.000
8 Service Quality 0.633 0.641 0.545 0.622 0.662 0.750 0.571 1.000



Sustainability 2023, 15, 15915 11 of 19

5.4. Model Measurement Fit

Based on the findings, the successful retrieval of five external factors, three mediator
variables, and two endogenous variables was achieved. To ensure the reliability, concurrent
validity, and divergent validity of the multi-item scales, a Confirmatory Factor Analysis
(CFA) and Exploratory Factor Analysis (EFA) were employed, following the recommenda-
tions in [94]. While the chi-square value has relevance, it is worth noting that these statistics
can be influenced by the sample size and the model’s complexity (2.55). To evaluate the
model’s fit, other statistics such as the Goodness-of-Fit Index (GFI = 0.943), Comparative
Fit Index (CFI = 0.964), Incremental Fit Index (IFI = 0.966), Normed Fit Index (NFI = 0.972),
and Root Mean Square Error of Approximation (RMSEA = 0.051) are preferable [94].

5.5. Analysis of the Structural Model

The adequacy of the structural model employed in this study was evaluated us-
ing global fit measurements. The absolute fit measurements, including the GFI (0.934),
CFI (0.955), IFI (0.951), NFI (0.959), RMSEA (0.959), and RMR (0.048), exhibited appropriate
values during the progressive model estimation, indicating a good fit according to the
existing literature [94]. To assess the study’s assumptions and establish correlations, Smart
PLS 2.0 was utilized. The results of the path coefficients and their corresponding T-values
are presented in Table 5.

Table 5. Testing of hypotheses.

No Hypotheses Links Path Coefficient Mean S.D S.E T-Values Results

1 IS→ INA 0.221 0.084 0.091 0.091 0.682 Accepted
2 IP→ INA 0.201 0.180 0.120 0.120 1.655 Accepted
3 PSR→ INA 0.229 0.341 0.102 0.102 2.988 Accepted
4 PT→ INA 0.320 0.085 0.119 0.119 0.598 Accepted
5 PES→ INA 0.291 0.090 0.109 0.109 0.665 Accepted
6 PEU→ INA 0.310 0.088 0.110 0.110 0.441 Accepted
7 SQ→ INA 0.109 0.084 0.101 0.101 4.170 Accepted
8 INA→ ATU 0.365 0.075 0.110 0.110 0.662 Accepted

Based on the findings presented in Table 5, the analysis indicated that all hypotheses
can be accepted. The study’s model encompassed eight primary factors and twenty-four
research items. The first factor examined the relationships between information security and
intention to adopt (0.221) and information privacy and intention to adopt (0.201), leading
to the acceptance of both hypotheses H1 and H2. Furthermore, the correlations between
perceived security risk and intention to adopt (0.229) and perceived trust and intention
to adopt (0.320) supported the acceptance of the hypotheses H3 and H4. Regarding the
fifth and sixth hypotheses, the correlations between perceived usefulness and intention
to adopt (0.310) and between perceived ease of use and intention to adopt (0.291) were
confirmed. Additionally, the associations between service quality and intention to adopt
(0.109) provided further confirmation of H7. Finally, the relationship between intention to
adopt and actual adoption (0.365) was accepted, concluding the successful validation of
these hypotheses.

6. Discussion

The primary objective of this study was to develop a conceptual model that integrated
constructs of the Technology Acceptance Model (TAM) with four external factors: perceived
risk, perceived trust, perceived security, and service quality. This comprehensive model
sought to investigate the key drivers influencing users’ decisions to exclusively use or
not use smart city services. Through this method, this research aimed to gain a deeper
understanding of users and ultimately increase the adoption of smart city services offered to
them. We aimed to address the research gap pertaining to the limited exploration of smart
city acceptance. Specifically, we examined the impact of information security, information
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privacy, perceived trust, perceived security risk, perceived ease of use, perceived usefulness,
and service quality on the intention to adopt smart city services. Our findings will provide
valuable insights to policymakers and academic researchers regarding the critical factors
that may encourage users to embrace smart city services, especially in the aftermath of the
COVID-19 pandemic.

We found that the security of information and online services is considered the primary
factor for success of the adoption of smart cities. The results indicated that information se-
curity had a positive impact on intention to adopt. Providing security defense techniques to
guarantee the security of users’ information and transactions should be considered a top pri-
ority. We recommend that information technology providers consistently provide security
mechanisms for smart cities, such as multi-factor authentication and transaction encryption.
These results were consistent with previous studies on smart city systems [113–115]. In
addition, the results indicated that information privacy had a positive impact on intention
to adopt. Smart city projects should consider the information privacy factor during the
creation of infrastructure [113–115].

The findings unveiled a positive impact of perceived security risk on intention to
adopt smart city services. This can be attributed to the inherent risks associated with
these applications as they may be vulnerable to attacks by hackers, impacting users’ trust.
These results aligned with the findings of previous studies [100–107]. Moreover, this study
established a significant link between perceived risk and user trust. When deciding whether
to adopt a technology, users often assess the perceived danger against the convenience
it offers. Prior studies [108–112] also suggested a strong association between perceived
risk and perceived trust, indicating that users are more likely to trust a technology when
perceived risk levels are minimized.

Furthermore, our findings indicated a positive impact of perceived trust on the inten-
tion to adopt smart city services. This can be attributed to user trust being bolstered by the
perceived absence of risks in their transactions and activities, coupled with the benefits
they receive from smart city applications. Additionally, our study established a significant
relationship between perceived trust and user loyalty, especially when smart city services
are highly trusted. These results were also consistent with previous studies [113–115],
which emphasized the pivotal role of user trust in the successful adoption and utilization
of smart city services.

The study’s findings revealed a positive impact of perceived security on intention to
adopt smart city services. This can be attributed to the implementation of robust security
defense techniques, ensuring the safety and confidentiality of users’ services, activities,
privacy, and data. The prioritization of users’ information security is crucial for fostering
successful adoption and usage of smart city services. Moreover, the study established a
significant link between perceived security and user trust. Investing in advanced security
mechanisms for smart city applications is recommended. Previous studies in this area [116]
emphasized that the provision of high-quality security procedures leads to increased user
trust, subsequently positively influencing user attitudes toward smart city services.

This study also found that perceived ease of use and perceived usefulness positively
impact the intention to adopt smart city services. Emphasizing the simplicity of smart
city applications is critical for the successful adoption of these services. However, it is
important to note that perceived ease of use alone, without a strong sense of usefulness,
may not be sufficient. When students find the interaction with smart city applications to
be simple, understandable, and clear, it enhances their willingness to use the application.
Prior studies [66–68] also highlighted perceived ease of use as the strongest predictor in
the TAM, positively influencing the attitude toward using technology. In the context of
smart cities, other studies [69,70] have also confirmed the positive relationship between
perceived ease of use and users’ intention to use smart city services.

The findings of this study highlight that service quality significantly and directly
influences the intention to adopt smart city services. This underscores the critical impor-
tance of focusing on the development of smart city applications with high-quality services.
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Moreover, this study establishes that the development of smart city applications lacking
high-quality features and services may be insufficient. When users perceive that an appli-
cation offers high-quality services that meet their needs, it enhances the likelihood of their
adoption of the application. These results were consistent with prior studies [78–80] which
emphasized service quality as one of the strongest predictors in the Delone and McLean
model which positively affects the actual usage of technology. Additionally, studies in
the context of smart cities [81–84] have also confirmed the positive relationship between
service quality and users’ intention to adopt smart city services. Furthermore, our find-
ings indicated that the intention to adopt had a positive impact on the actual adoption of
smart city services. Previous related studies [85–87] also confirmed a positive relationship
between the intention to adopt and the actual adoption of smart city services.

6.1. Research Implications

This study contributes to the literature by offering both theoretical insights and practi-
cal implications for the adoption and utilization of smart city platforms in the post-COVID-
19 era. It represents a pioneering effort in extending the Technology Acceptance Model
(TAM) to predict the actual usage of smart city platforms in the post-COVID-19 context.
This extension was particularly relevant as it anticipated an increase in the adoption of
technology among users, thereby enhancing their transactional and lifestyle activities.
The study also found empirical evidence for the factors that substantially increase the
actual utilization of smart city platforms. The results provide valuable insights into users’
attitudes and their ongoing intention to use smart city platforms in the post-COVID-19
period. The research offers recommendations to gain a deeper understanding of the security
and technological considerations that are necessary when adopting smart city platforms.
We confirmed the significance of optimizing technological resources within smart city
platforms to address technical challenges, such as internet connectivity issues. Adequate
infrastructure support, encompassing hardware, software, and internet connectivity, is
integral to fostering continuous user engagement. This research also underscored the
importance of smart city developers aligning their platforms with user requirements and
needs. Finally, this study highlights the role of governments in encouraging users to
embrace smart city services as a primary tool for enhancing quality of life.

6.2. Limitations and Future Work

While this research offers valuable insights, certain limitations may serve as guidance
for future investigations. Firstly, the model proposed in this study could be improved by the
inclusion of additional factors regarding system quality, content quality, and technological
aspects, with the aim of providing more comprehensive and robust research solutions for
addressing the issue of smart city adoption. Secondly, the study’s scope was confined to
the Jordanian population. To ascertain the generalizability of our findings, it is necessary to
replicate the study in diverse geographical contexts. Such cross-cultural comparisons could
illuminate the cultural dimensions pertinent to the acceptability of smart city initiatives.
Finally, our study only focused on users’ perceptions. Future research endeavors could
also explore the perspectives and insights of experts in the field regarding the successful
adoption of smart city applications. By considering these limitations and potential solutions,
this research could further contribute to increasing the adoption of smart city services.

7. Conclusions

The utility of smart city services and applications has become increasingly paramount
for the facilitation of transactions and activities. Despite the benefits of smart cities for
citizens, the rates of the adoption of these technologies remain low. There is a need to
understand the factors associated with the adoption of smart cities in order to ensure their
successful implementation.

The primary objective of this study was to understand users’ perspectives and the
adoption of smart city services. We used the Technology Acceptance Model (TAM) and
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incorporated external factors, including information security, information privacy, per-
ceived security risk, perceived trust, perceived ease of use, perceived usefulness, and
service quality. The proposed model measured users’ adoption of smart city services. The
analytical framework employed in this study to assess the proposed hypotheses was SEM.
This study identified the pivotal roles played by perceived security risk, perceived trust,
and service quality in motivating the adoption of smart city services. Additionally, the
results confirmed the positive influence of information security and information privacy on
the intention to adopt smart city services. These research findings offer valuable insights
into the critical factors that drive users’ adoption of smart city services. Policymakers and
academics could leverage these findings to formulate and implement strategies aimed at
increasing the rates of the adoption of smart city services.
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Appendix A

Factors Items

Information Security
IS1: Smart-cities services have mechanisms to ensure the safe transmission of its users’ information
SR2: Smart-cities providers show great concern for the security of any transactions and services.
SR3: When I send data via smart-cities applications, I am sure that they will not be intercepted by
unauthorized third parties.

Information Privacy
IP1: My information privacy by using smart-cities services is protected.
IP2: I think that smart-cities providers will not provide my personal information to other companies
without my consent.
IP3: I think smart-cities providers respect the user’s rights when obtaining personal information.

Perceived Security Risk
PSR1: Providing user information through smart-cities services is safe.
PSR2: I think it is not risky to provide user information to smart-cities providers.
PSR3: I would not hesitate to provide my user information (such as name, address, health condition,
bank information, and phone number, etc.) to smart-cities providers.

Perceived Trust
PT1: The services of Smart-cities are very adequate.
PT2: The services of Smart-cities are very appropriate.
PT3: The services of Smart-cities full meet my needs.

Perceived Usefulness
PEU1: Smart-cities services will be useful in my daily life.
PEU2: Using Smart-cities applications will increase my chances of doing tasks.
PEU3: Using Smart-cities applications will help me to accomplish tasks more quickly.

Perceived Ease of Use
PES1: Smart-cities applications easy to use.
PES2: My interaction with Smart-cities applications is clear and understandable.
PES3: Learning how to use Smart-cities applications is easy for me.

Service Quality

SQ1: The service provider of smart-cities provide attention when I face problems with the use
smart-cities applications.
SQ2: The service provider of smart-cities provide services related to me at the promised time.
SEQ3: The service provider of smart-cities have sufficient knowledge to answer my questions
regarding the smart-cities applications.

Intention to Adopt
INA1: I intend to use smart-cities services to accomplish my tasks in the future.
INA2: I will always try to use smart-cities services in my daily life.
INA3: I plan to use smart-cities services in the future.
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