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Abstract: Border control systems at Europe’s Schengen (and worldwide) borders are necessary to
mitigate cross-border threats, but are perceived as free-traveling bottlenecks. Today’s applicable
European regulations demand rule-based control schemes and do not allow risk-based elements.
A policy shift towards risk-based border control has been considered in several studies and research
(including HEU projects). However, there is a lack of scientific evidence on how they compare
with existing rule-based schemes. This paper aims to fill that gap. The simulation allows design
of a realistic border control system. The passenger flow is modeled via travelers with good and
bad intents. The border control system includes decision-making elements to classify travelers into
risk groups. System elements including operators and their interaction were modeled in terms of
statistical distributions based on the subject matter experts’ input. The performance is estimated
across security effectiveness, resource usage, passenger flow, and traveler experience. Assessment of
a set of simulations reveals better scalability of risk-based systems in terms of resource usage and
passenger flow. The potential factors to improve the detection rate of the border control process are
also studied. Despite having several benefits, the model demonstrates that social acceptance of the
risk-based system is the limiting factor for increased scalability.

Keywords: risk-based border control system; security assessment simulation; person identification;
rule-based; optimization; operational efficiency; Monte Carlo simulation; simulation; discrete event
simulation

1. Introduction

Border control is crucial for the safety of countries, e.g., as highlighted in the mission
statements of two of the biggest organizations ensuring the safety of their respective
territories. FRONTEX [1] is, together with EU member states, responsible for migratory
flows, vulnerability assessment, and risk assessment at European external borders to
ensure a safe and smooth passenger flow. U.S. Homeland Security’s mission is described as
protecting borders from the illegal movement of drugs, weapons, people, and contraband,
while supporting lawful entry [2].

Increasing cross-border transportation activities in the past decades have brought
along questions about the capabilities of existing security measures. The purpose of
strengthening airport security gained an alarming significance after the terrorist attacks
on 11 September 2001. Although the immediate course of action led to the enforcement of
the Transportation Security Administration (TSA), it initially worked on an equal-resource
fallacy, where every passenger and piece of baggage is equally scrutinized, assuming that
each passenger has the same potential of being a threat. However, such non-distinctive
approaches intensively use the same amount of resources, for instance, Explosive Detection
Systems (EDS) for every person without knowing the background of the owner [3,4]. This
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makes the process very time intensive and expensive [5]. Also, for land borders, cost effi-
ciency is critical for improving security designs [6], not to mention the inconvenience faced
by passengers due to extremely scrutinizing security screening [7], which ultimately lead
to airlines incurring losses [8]. Such approaches allow focus to be only on the optimization
of passenger flow without ensuring tighter security with efficient resource usage [9]. The
Schengen area serves as a free travel zone and allows the movement of people, goods,
and services [10]. Because of, inter alia, potential illegal migration [11], human trafficking,
and terrorist intrusion [12], as well as non-identification of persons on search lists [13],
there is a need for an efficient and reliable method to identify high-risk travelers during
cross-border activities, in particular at external borders [14]. Another challenge with the
present approach is to economize the flow of passengers [15]. However, in addition to
security and flow, ethical concerns, privacy and data protection compliance, and passenger
satisfaction [16] should also be considered.

This motivates the need for risk-based decision-making, which emphasizes identifying
the passengers that fall in the higher risk categories and scrutinizing them along with their
baggage more intensively. This approach has been formulated, e.g., within the “Smart
Borders” policy process in 2011 within the EU [17,18], which has to be distinguished
from risk-inspired overall border policy management [19]. While the current risk-based
paradigms take into account identification factors like personal data, biometrics, etc., at
the border control point (BCP) only, it would be beneficial to consider other factors like
voluntary information given by passengers, remote sensor data, and search lists of persons,
whilst maintaining and fostering social, ethical, and privacy requirements [20,21]. Along
these lines, the EU research projects XP-DITE [22] focused on overall system performance
and security control regarding dangerous items at airport borders [4] and TRESSPASS [23]
focused on risk-based border control at land, sea, and air borders [24,25]. In TRESSPASS,
all these factors were assessed to reach an adaptive risk-based approach to determine the
objective risk categories of the travelers.

Having said that, the challenge at hand is to evaluate the overall performance of the
risk-based approach while taking into account a large number of possible scenarios [26].
These challenges have been addressed initially by the XP-DITE project, which worked
towards providing help to airports in evaluating the performance of checkpoints whilst
keeping security regarding dangerous objects, cost, throughput, passenger satisfaction,
and ethical factors as the top priorities [27]. The ambition was to develop a checkpoint
design and evaluation tool to assess the performance of the checkpoints at the system
level [4]. In contrast, this paper focuses on simulated comparison of the risk-based border
control process as developed within the EU project TRESSPASS [23] with the existing
rule-based methodology.

The framework presented in this paper aims to achieve optimum security while
maintaining high performance in terms of throughput, cost-efficiency, privacy, and ethical
compliance, as well as perceived comfort. The simulation works according to the concept
of operations (CONOPS) of feasible and realistic identification processes at border control
points. Using the risk factor, the present Monte Carlo (MC) agent simulation determines
the risk score of every agent. As in the real world, within the simulation, the agents have to
pass through four different stages: (i) Pre-travel: The phase where travel planning begins;
(ii) Approaching BCP: The traveler starts traveling towards the BCP; (iii) At BCP: Stage
when the traveler is in the vicinity of the BCP; (iv) Post BCP: The traveler is allowed to
cross the border. Furthermore, the approach aims to support the design of secure and
efficient BCPs. It also provides solutions for reducing queuing due to high arrival rates at
BCPs by suggesting the targeted addition of more server desks with defined capabilities of
operators, extending the concept presented in [24]. The main aim of the paper is to address
the question of whether the risk-based approach is better than rule-based by comparing
the two within a comprehensive simulation framework.

Section 2 investigates the existing risk-based border control approaches along with
promising simulation methodologies and determines gaps that need to be addressed.
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Sections 3 and 4 describe the design and implementation details of the risk-based BCP
within the simulator. Section 5 talks about the performance assessment indicators. Section 6
presents several case studies while comparing the performance of sample BCPs. Section 7
summarizes and concludes.

2. Current Approaches and Research Gaps
2.1. Challenges of Risk-Based Traveler Profiling for Border Management

Several risk-based programs were seen to be deployed for transportation in the U.S.
The Immigration and Naturalization Passenger Accelerated Service System served as a
trusted traveler program for passengers returning from overseas [28-30]. Under this, the
volunteering passengers provided biometric information along with hand geometry during
registration. As a result, these returning passengers were allowed to use special kiosks for
biometric scanning instead of a slow immigration process to obtain clearance. However,
it is no longer in use, due to several drawbacks [31]. Another risk-based program is the
Advance Passenger Information System (APIS) [32], which focuses on passengers landing in
the U.S. from overseas. It mandates airlines to provide U.S. Customs and Border Protection
(CBP) with details of each passenger and crew member like name, sex, passport number,
and visa number prior to departure. This enables risk-based checks of all the passengers
by comparison with the records of numerous federal agencies before the flight lands, thus
helping to identify the high-risk passengers on board.

As a security measure following the 9/11 attacks, the United States and Canada formed
a fast-lane program for border crossing called NEXUS [33]. It allows a faster flow of pre-
screened, low-risk travelers, to save resources for high-risk travelers. Similar preclearance
models that have been introduced are the free and secure trade (FAST) program for truck
drivers and their cargo [34,35]. In October 2001, a system called PRIVIUM was introduced
at Amsterdam Schiphol Airport [36] which enables faster checking of passengers who own
a paid membership by allotting a separate fast lane. It includes a 15 min process where
passengers with valid passports or European identity cards from a country within the
European Union are digitally checked for documents and criminal history by scanning
their iris.

The present approach in particular goes beyond integrated border control and man-
agement (IBM) [37,38], as is currently in operation in highly industrialized neighboring
countries, such as U.S. and Canada, Norway and Sweden [39], and increasingly more
eastern borders of the EU [40]. Similar approaches are about to be introduced in India [41].
The approach also exceeds automated border control (ABC) checkpoints that authenticate
electronic machine readable travel documents (e-MRTDs) [42]. The approach is broader
when compared to smart border concepts [43] strongly focusing on massive identification
technology improvement, see, e.g., [44].

2.2. Border Control System Simulation Approaches and Gaps

Risk-based simulation calls for the evaluation and analysis of security and flow as-
pects of border control while maintaining societal and ethical standards. These aspects
include passenger consent to information gathering as the basis of most data collection and
generation [45], including national and security databases, remote sensor data, voluntary
information provided by passengers, search lists, social media profiles, and employment
status, among many others [46]. The present approach simulates, in an aggregating way,
these properties to provide insight into the risk associated with the entry of each passenger.

Zhang et al. [47] evaluated a two-stage security-check system (TSCS) of border control
while balancing performance and security using a cost function. Nie et al. [48] used a
rule-based heuristic to optimize the resources of selectee lanes while maximizing the true
alarm rates. Ruiz et al. [49] worked on multi-agent modeling of legal interaction and effects
of policies at the micro-level at border control points on migration flows. These three
publications are examples of simplified border control process models that cannot cover
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the full range of risk indicators for decision-making thereby influencing passenger flows,
as aimed for in the present paper.

With the increasing need for risk-based border control checks, there have been different
types of simulations developed so far. A Sequential Stochastic Multilevel Passenger Screen-
ing Problem (SSMPSP) [50], which is an extension of the Multilevel Passenger Screening
Problem (MPSP) [51], follows a multilevel screening methodology using Markov Decision
Processes. The SSMPSP relies on a dynamic approach to risk assessment in which the
risk classification updates dynamically as more information about the traveler is gathered
during screenings. The approaches reveal that passenger risk information can be used for
effective security screening subject to budget constraints. Nikolaev et al. [52] introduced
the multistage sequential passenger screening problem (MSPSP) along with the feature of
dynamic perceived risk updates to ensure maximum security. Their paper also presented an
MC simulation-based optimal assignment policy (OAP) heuristic regarding the risk levels
of passengers. The last three approaches can be seen as abstract optimization problems of
the present approach, which are more driven bottom-up by feasible checkpoint designs,
realistic risk-indicator modeling, and supplement information available at decision-making
points in BCPs. Janssen et al. [53] introduced AbSRiM, an agent-based security risk manage-
ment for airport operations. Agent-based modeling is used to perceive the threat scenarios
along with MC simulation to estimate the risk. It is based on traditional risk management
methodologies such as threat, vulnerability, and consequence (TVC).

In summary, there are a few shortcomings with these simulation approaches, as per
the rising emphasis on maintaining maximum security while ensuring the efficiency of
these risk management strategies. For instance, the SSMPSP approach does not take
into consideration the overload caused by the excessively high arrival rates of travelers.
Since there is a high possibility of the passengers outnumbering the actual capacity of the
checkpoint in a short period of time, this may lead to longer queues and waiting times.
Integrating social interactions and gathering more information than just the generic details
of passengers is also lacking. It is also important to monitor the behavior of passengers at
the airport and to consider related risk indicators determining the risk score of passengers.
Furthermore, the voluntary provision of data while ensuring data privacy and security are
also not covered within the past approaches.

In a nutshell, an ideal risk-based border management strategy should be evaluated
on security as well as performance criteria such as cost-effectiveness, ethics, privacy, and
passenger flow. The main objective of a risk-based simulation approach is to enable a
maximum level of security while keeping the cost of resources in check, carrying out the
screening process in an ethical manner, and ensuring no infringement of the passengers’
privacy. This includes in particular the option to opt out of any voluntary data provision
by passengers, including being not observed if no consent has been given. Thus, ‘hybrid’
scenarios need to be considered where partial or in particular no information is provided
by the passenger.

3. Risk-Based Screening Concept and BCP Design Overview

This section describes the concept of risk-based methodology to motivate the design
of risk-based BCP. The detailed concept was developed in the TRESSPASS project and is
documented in [46].

3.1. Threat and Risk Information Encapsulation

The purpose of a BCP is to minimize the risk posed by a set of threat categories which
are prioritized based on the geographical and political position of a country. For some
BCPs, threats like irregular migration and cross-border crime are more important, and,
for others, the smuggling of goods could be more important. It is important to mention
that “public health hazard” is another important threat, for instance, as a consequence of a
pandemic such as COVID-19, which affected almost all countries around the globe [54].
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To minimize the overall risk, it is important to minimize the risk posed by all entities
(travelers and cargo) individually. In the context of this article, we have excluded the
cargo. In a rule-based BCP, the minimization of risk posed by each entity is achieved
by establishing the policy “same check for everyone”. An upgrade to rule-based BCPs
is risk-based BCPs. They are meant to increase the flow performance of the BCP while
establishing an ethically convenient process for travelers to cross the border.

As can be seen in Figure 1a, each threat is characterized by a set of risk indicators,
which themselves are derived from the fusion of basic information. A few of the already
existing data sources are Passenger Name Record (PNR, [55]), Schengen Information System
(SIS, [56]), and Visa Information System (VIS, [57]). Another information type is behavioral
information obtained through cameras, security guards (or border guards), sensors, etc.
when the traveler is in proximity to the physical border. All this information is profiled
and combined (see Figure 1b) to generate risk indicators. A trust category is also identified,
which is characterized by all the indicators that represent that a specific traveler is bona
fide. These indicators are then used to evaluate the risk and trust score for each threat and
trust category, and then compared to the threshold associated with each category for each
traveler (see also [25] for a first, mainly graphical, overview).

BCP Data sources
Data fusion
y1 indicators risk score generation and decision rule N
. Databases
H H H H Legacy system, TRA,...
category 2 indicators risk score generation and decision rule M
; Camera monitoring
‘ r RTBA, VTC,... Risk indicator
2 generation
category N indicators risk score generation and decision rule Wel\)Nllntel (risk indicator
value,confidence)
:
y indicators risk score generation and decision rule Sensors
@) (b)

Figure 1. (a) Each border control point (BCP) considers several threat categories corresponding to
identified threats and a trusted category that are composed of a set of risk indicators. These indicators
are used to generate a risk score which is compared with a threshold by a decision rule; (b) Each risk
indicator is determined from heterogeneous data sources (e.g., databases, cameras, the world wide
web, sensors, etc.) along with a confidence value using data fusion.

Based on the evaluation, each traveler is classified into one of the four risk groups, as
shown in Figure 2. The initial classification is mala fide and bona fide passenger. Within the
presented approach, the following risk groups were identified, and the same is replicated
within the simulation of the distributed risk-based border control system:

¢ Unknown: Not enough traveler data are available to generate indicators, including
passengers that did not consent to voluntary data sharing;

*  Trusted: Traveler not exceeding any threshold in the threat categories and also scoring
higher than thresholds in the trust category;

¢  Neutral: Travelers not exceeding any threshold in the threat categories, who also score
lower than the threshold in the trust category;

*  Suspicious: Travelers exceeding a threshold in one of the threat categories.
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Figure 2. Risk group categorization of travelers according to N factors for threat categories and
a trustworthy factor.

Based on this classification, BCP operators can decide what kind of check should be
established for each risk group. This also allows them to control the amount of acceptable
risk at a BCP.

3.2. Design of a Risk-Based BCP

The underlying idea of risk-group classification (Figure 2) is used to build up the
configuration of a BCP, where the risk group defines the traveler flow within the BCP
process. These different parts of the BCP are called stages [24]. Each stage dynamically
updates the risk group of the traveler based on which next stage is decided.

In order to perform this classification, each stage is characterized by components that
perform the functionality of collecting a specific piece of information from the traveler
profile. For example, the PNR database is a component that collects information related
to the travel dates, itinerary, travel agent, payment method, baggage, nationality, etc.
associated with the traveler. On the other hand, these components could also be a sensor
like a camera or a border guard, representing the information gathered by the border guard,
either during the border control checks or random interviews within the area of BCP.

To replicate the functionality of a number of lanes or service points, the term component
group is defined. A component group encapsulates one or more components together. An
example scenario is shown in Figure 3a, where, at a BCP, there are three operational lanes,
each with a border guard (component) and an identity (ID) check system (component), e.g.,
passport or ID scanner and related database ecosystem. To replicate this functionality in
the simulator, the two components (ID check and border guard) are grouped together in
one component group (component group X), and the parameter number of lanes is assigned
a value of 3. Essentially, this parameter affects the throughput of the stage.

e

ID check | |Border guard
L g Component group X

=ije
=)o
=ije

=ije
=il
=i

ID check | |Border guard ID check Border guard

e

ID check | |Border guard Number of lanes=3

-

=ije
=ile
=i

@) (b)
Figure 3. Sample checkpoint with three lanes. (a) A real scenario representing three queues consisting
of ID checks and border guards, i.e., same components. (b) The equivalent behavior is replicated in a
simulation using a component group, which itself consists of the components (ID check system and
border guard in this case). The component group X is associated with a stage where the number of
queuing points is defined by the parameter number of lanes.

Keeping the above-mentioned concept in mind and going beyond the example in
Figure 3, a simple distributed risk-based BCP is created (shown in Figure 4):

e  Stage 1: This stage represents the pre-travel or the planning phase when the journey
has not yet started. Associated components 1 and 2 do not require the physical pres-
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ence of travelers and have zero service time, thereby not introducing any queues into
the system. After Stage 1, the risk of all travelers is evaluated and corresponding risk
groups, as shown in Figure 2, are determined. Travelers who are classified as Unknown
(represented by black arrow), which also includes travelers not providing any personal
information voluntarily, and Suspected (represented by red arrow) are navigated to
Stage 3, while, on the other hand, travelers classified as Trusted (represented by green
arrow) and Neutral (represented by yellow arrow) are navigated to Stage 2;

e  Stage 2: All the neutral and trusted travelers after Stage 1 are navigated to Stage 2.
As described in Section 3.1, this stage could have several components like real-time
behavioral analytics (RTBA) (e.g., [58-60]), face recognition of consented travelers [61],
and web intelligence [62]. After this stage, all the travelers who are classified as
“Unknown” and “Suspected” are navigated to Stage 3. The other travelers proceed to
cross the border at stage 5.

e Stage 3: At this stage, all the travelers classified as Suspected or Unknown are in-
terviewed by the border guards, including the passengers not consenting to any
monitoring or data transmission, i.e., rule-based standard border check. The compo-
nents at this stage could be, e.g., a border guard interviewing travelers and checking
their travel documents and history thoroughly. Border guards could be supplemented
with other legacy devices which can be represented by adding additional components
in Component group 3. Ideally, all the travelers after the assessment of Stage 3 should
be classified in one of the four risk groups, but, since this stage is accompanied by a
border guard with a binary decision, the travelers are only classified into two groups,
i.e., Alarm, which is equivalent to Suspected, or Clear, which is equivalent to Trusted.
Travelers with Alarm status are navigated to Stage 4, which is equivalent to travelers
being stopped or denied crossing the border. Travelers with Clear status after Stage 3
are navigated to Stage 5, representing travelers who are allowed to cross the border;

*  Stage 4: This stage is the sink for all the travelers with Suspected or Alarm status.
Travelers at Stage 4 could either be denied crossing the border or could also be in-
vestigated further during a detailed interview process. This latter process is referred
to as a second-line check in the context of border control and is out of scope in the
current scheme;

e  Stage 5: At some BCPs, there is no physical existence of this stage, meaning that the
traveler is allowed to cross the BCP, for example, at the external EU land border at the
Poland-Belarus land border. But, in some places, it is an electronic gate, for example,
at the external EU air border at Schiphol airport with a very small service time. Thus,
effectively, this stage does not contribute to the risk assessment of the traveler but only
affects the flow of the travelers.

Stage 3 Stage 4 (STOP)
Em—
Componentgroup 3 | RaA —>»| Component group 4 RA
Stage 1 Stage 2 Stage 5 (PASS)
Component group 1 RA Component group2 = RA Componentgroup 5 = pa
—
‘Component 1 ‘ ‘Component 2‘ —> Comp t3 Comp 6

Figure 4. A simple BCP with five travel stages and component groups, with six different types
of components The color scheme of the arrows is the same as the color scheme of the risk groups
shown in Figure 2.

It is important to note that the classical distinction of passengers is only Bona fide
and Mala fide. Hence, within the above scheme, Suspected and Unknown passengers are
treated similarly to Mala fide passengers, and trusted and neutral as Bona fide.
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4. MC Models and Algorithms

This section describes, in detail, the simulated entities used in the model. The Monte
Carlo (MC) sampling methods were used to estimate the target values. Pseudo-algorithms
are also described, which were used to perform the risk assessment and flow simulations.

4.1. Agent Model

The model uses instantiations of agents based on a person model. The person model
attributes, to each agent, a predefined traveler behavior associated with the threat category.
These detailed traveler profiles were built during the project TRESSPASS, with strong
involvement from end users of land, sea, and air border checkpoints. The data for different
types of traveler profiles defined within the simulation allow for covering illegal migra-
tion, terrorism, cross-border crime, and smuggling in different modalities. Generalized
profiles were also developed representing suspected, trusted, and neutral travelers. These
behavioral traits consist of discrete values like gender, age group, etc., and continuous
values like age, the unemployment rate in the country of origin, visa date, etc. Values are
estimated using the probability density functions with a known prior as the threat category.
Each simulation run generates multiple agents with a predefined distribution of agent type,
i.e., bona fide or mala fide, and, if mala fide, then the threat category to which the agent
belongs. The agent data are generated at the beginning of each simulation. This also acts
as simulated ground truth to perform the final evaluation of the effectiveness of the BCP
process simulation.

4.2. Risk Indicator Model

In the hierarchy of risk assessment, the risk indicators are the base entity to assess
the risk of an agent (see Figure 1b). Each indicator value is identified by fusing one or
more parameters of the agent profiles. Within the simulator, the fusion operators for each
indicator are pre-defined using the expert knowledge gathered during the project. Within
the risk-based identification approach, as described in Section 3.1 (see Figure 2), all the risk
indicators are further organized into groups as per their occurrence rate and the confidence
for each traveler profile. This grouping creates a threat profile for the BCP.

4.3. Sensor, Data Gathering, and Border Guard Component Models

The sensor and data gathering models, or general component models, as introduced
in Section 3.2, describe how, at different stages within the BCP configuration, simulation
data are gathered for each agent as the agent moves through the BCP. The information
collected by these components is further used for the risk assessment of each traveler at
each stage using the risk indicators. The aim is to assess the intent of the agent and to
classify it in any of the four risk groups in Figure 2, based on the data collected by the
components within the BCP process. It should be noted that, even if the agent is initialized
with the data having accurate information of the mala fide intent, this information is not
considered within the risk-based assessment until a relevant component is present within
the infrastructure of the BCP to extract and process that specific information. In general,
several generalized sensors or components are involved. Each component’s performance is
characterized by a confusion matrix (see, e.g., [63]), generated using the experimental data
from TRESSPASS. If the data are not available, they are assumed to be a perfect component
with zero false positives and negatives.

The functionality of the border guard in a classic rule-based scenario is quantified
based on their experience [22], which is essentially reflected in the interview questions they
tailor for each individual traveler [64]. Each border guard is characterized by a detection
rate (DR) and false alarm rate (FAR), where DR is their capability to correctly identify a
mala fide traveler, and FAR corresponds to the false identifications of bona fide travelers.
For an ideal border guard, the DR is one and the FAR is zero.

In a risk-based configuration, the border guard has a priori information based on
the classification of risk-based evaluations, as shown in Figure 2. Based on this a priori
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information and their experience, they make their decision. To model the border guard,
this a priori information is also considered, as shown in Figure 5. Using this methodology
a border guard’s performance can be quantified by four values highlighted in Figure 5b.
These values are renamed as per the ontology used by the border control operators and are
shown in Table 1. In the current article, due to the lack of publicly available data, DR; is
the same as DR,, and FARq as FAR;.

Alarm (A) Clear (C)
TS TS-TA TS-FC
true suspected-true alarm | true suspected-false clear
Suspected | Trusted = FT-TA FT-FC
(S) (T) false trusted-true alarm false trusted-false clear
Mala fide TS FT ES FS-FA FS-TC
(M) false suspected-false alarm |false suspected-true clear
Bone fide TT-FA TT-TC
(B) FS i T true trusted-false alarm True trusted-true clear
(a) (b)

Figure 5. Modeling of the border guard: (a) The confusion matrix represents the classification of
travelers as suspected and trusted by the risk-assessment method. The possible classifications are
True suspected (TS), False trusted (FT), False suspected (FS), and True trusted (TT). These classes act as
the a priori for the border guard evaluation; (b) Border guards are considered as binary components,
with the output class either to be “Alarm (A)” or “Clear (C)”; based on the a priori and the output
class, there are eight possibilities, as shown in the figure.

Table 1. Mapping of border guard performance model to the ontology used by the border
control operators.

Parameter Border Control Ontology
TS-TA Detection rate 1 (DR7)
FT-TA Detection rate 2 (DR»)
FS-FA False alarm rate 1 (FAR)
TT-FA False alarm rate 2 (FARj)

4.4. Effectiveness and Flow Algorithm

The risk assessment starts by initializing all agents and assigning them to the start
stage—see Figure 4. The current stage which, is the start stage, performs the risk assessment
based on the information collected by the components grouped within this stage, as
described in Section 4.2. Based on the risk assessment, each agent is classified into one of
the four risk groups, as shown in Figure 2, i.e., trusted, neutral, suspected, or unknown.
Based on this classification, the next stage is identified and assigned to the agent. The
assignment process continues until the agent is either assigned to the stop stage or the pass
stage—see again Figure 4.

Flow is simulated using a discrete event model. Each agent is generated at a discrete
arrival time representing the first interaction with the BCP. Arrival time is estimated using
the arrival rate of the travelers at the BCP. This parameter has a huge impact on the
performance of the BCP. In the current framework, the arrival rates are static, but, for
feasible real-time operation, the arrival rates should be estimated for each time frame [65].
As soon as the agent is generated, it is assigned to the start stage which marks the start of
the simulation. Waiting time is identified based on the occupancy of the server (component
group) and the next stage is identified as explained previously. Stages are separated by a
distance that is equivalent to the physical distance between the interaction points in a BCP.
Hence, in addition to the interaction delay for each stage, a further delay is added based on
the distance to the next stage and a predefined velocity of the agent. The simulation will
terminate as soon as the agent reaches either the pass stage or stop stage stage nodes.
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5. Performance Assessment

The performance of a BCP is estimated in four different dimensions, as shown in
Table 2. Effectiveness corresponds to the capability of a BCP to identify mala fide travelers.
As explained in Section 3.1 (see Figure 1), each BCP observes several threat categories
and, thus, a separate detection rate (DR) can be assessed for each category along with an
overall detection rate (ODR). For the scope of this paper, we only use the overall detection
rate (ODR):

ODR = N 1)
=N
where Ny, is the number of agents initially generated as mala fide and N, is the number
of mala fide agents who are classified as Suspected by the risk assessment system and are
stopped at the BCP.

Table 2. Dimensions of BCP performance.

BCP Performance Dimensions

Traveler Experience

Security Effectiveness Flow Resource and Ethics
. 1. Flow rate 1. Operation cost 1. False alarm rate
1. Overall detection rate .. . . .
2. Average waiting time 2. Overhead cost 2. Average waiting time

Flow performance is assessed by analyzing the flow rate, i.e., the number of agents
leaving the BCP per unit time. The average flow rate fr is calculated as

fr="1 @

where Nt is the number of agents processed by the BCP within time T. The average
waiting time of normal travelers and queuing behavior are also important to analyze
the flow performance of the system. Normal travelers are assumed to pose no risk and
should be allowed to cross the BCP without delay. An ideal BCP should allow all bona fide
travelers to cross the BCP and should stop all mala fide travelers.

Resources used at a BCP are, by convention, classified into operational costs and over-
head or investment costs. A trade-off exists between resources and the flow performance
of the BCP, but a user decides the optimal distribution of resources to maintain a desired
flow rate:

®)

OVgcp = Y_n; OV,
i=1

where 7; is the number of components of the i-th type (specified by number of lanes pa-
rameter, as shown in Figure 3), and OP; and OV, are average operational and overhead
costs, respectively.

Traveler experience, ethics false alarm rate (FAR), and average waiting time (AWT)
are evaluated to estimate the performance of the BCP. The FAR is

S

far =2, @
N,

where Nj is the total number of agents who are initially generated as bona fide and Nj is
the total number of bona fide agents stopped at the BCP. A higher FAR implies that a high
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number of bona fide travelers have been assigned to the evaluation process meant for mala
fide agents, which certainly does not contribute to a positive traveler experience.

Average waiting time is the time spent by travelers while waiting in several queues.
The average waiting time for bona fide travelers is

Np -y
Zl:1 i , (5)

b
T, = N,

where Nj, is the total number of bona fide agents and ¢}’ is the total waiting time for the
i-th agent.

6. Case Study Setup, Simulation Results, and Discussion
6.1. Simulation Setup

The setup is essentially a comparison study between risk-based and rule-based sce-
narios. The test cases were created using the BCP arrangement of Schiphol Airport. In the
rule-based scenario (Figure 6), travelers are first interviewed by the border guards. Based
on the border guard’s assessment, the traveler is either sent for a longer second-line inter-
view or is allowed to cross the border through automatic gates. Queues could appear either
at the border guard or at the automatic gate. Border guard performance is characterized
as described in Section 4.3. The distance between the stages represents the actual physical
distance between different stages at Schiphol Airport. The detailed layout of the border
control process at Schiphol airport is proprietary and, therefore, cannot be shown in the
paper. However, a detailed arrangement of the resources, which comes close to Schiphol’s
ongoing innovative border control implementation plans, is presented in [66,67].
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second line group RA

second line check

el

c

£3

£ % Second line

53z interview EEEEEEEEEEE——— J—

at_bcp_stage Stage 3 (pass_stage)
—,
50 m
Bord L border guard group  RA RA
or Zr E g Border bcp pass
guar 2 g border guard automatic gate
s C | | | |

—
o
~

(b)
Figure 6. Rule-based configuration. (a) The logical flow of travelers with different risk categories
between the travel stages. (b) The equivalent representation used within the simulation, where the
risk categories are color coded as in Figure 2.

Risk-based configuration (Figure 7) is essentially a rule-based configuration (see the
grey box in Figure 7a), appended with information-gathering components to perform a risk
assessment. Enrollment kiosk is a mandatory process to register the arrival of individual
travelers in the vicinity of BCP and correlate the traveler’s identity with their risk profile.
Enrollment kiosk, like the border guard in a rule-based configuration, is a mandatory
process. But the enrollment kiosk has a lower service time, thus resulting in an increased
flow performance. Random selection, being a logical process, introduces no additional
queuing and mimics the functionality of random checks of bona fide travelers by selecting,
at random, a fraction of travelers to undergo a detailed check similar to those for Suspected
or Unknown categories. Having a higher fraction results in reduced overall throughput and
increased FAR, but with increased security.

It is to be noted that the Unknown category also comprises those travelers who opt
not to pre-declare their personal information, like social media account, and, therefore,
web-intelligence also does not generate any risk information for them. They will even-
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tually undergo a conventional rule-based evaluation. This is an example where other
information agreement choices of travelers could be requested because of current legal
requirements, also depending on EU member states. However, travelers who decide not to
provide this information will still be able to cross the border by undergoing conventional
rule-based checks.
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Figure 7. Risk-based BCP configuration with 7 stages and 10 components, where (a) shows the logical
flow and (b) is equivalent simulation flow. The color coding of the arrows uses the same convention
as in Figure 2.

In the risk-based configuration shown in Figure 7, there are three travel stages,
appr_bcp_stg, at_bcp_stg, and pass_stg, with “enrollment kiosk”, “border guard”, and “au-
tomatic gate” components having non-zero service time. All the service time values are
listed in Table 3. In terms of the spatial geometry of the BCP, both border guard and automatic
gate are placed at a distance of 50 m from the enrollment kiosk. Furthermore, the distance
between the border guard and the automatic gate is also 50 m. The distances determine the
time required to walk between stages. The interaction times at stages are determined by
their components.

The simulator was used in the three pilot use cases of TRESSPASS and has been
validated for the applicability of the risk-based methodology. The high-level scenario for
the three pilots is described in [66] and the results (excluding the classified information) are
presented in [67].

All the simulations were performed on a standard computer without using multi-
threading and distributive computing. The complexity of the simulation increases with the
number of interaction points (stages) or the number of agents. There are other parameters
like the number of risk indicators used for traveler profiling that also increase the complex-
ity of the simulation, but these parameters were kept constant for all the simulations. Each
simulation took between 2 and 5 min to complete.
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Table 3. Service time parameters of the components with non-zero service time for the simulated
configurations. The distributions are assumed to be Gaussian.

Component Name Mean Service Time (s) Standard Deviation (s)

Rule-based configuration

Border guard 52
Automatic gate 15
Risk-based configuration
Enrollment kiosk 50 20
Border guard 52
Automatic gate 15
Risk-based config. with no bottlenecks
Enrollment kiosk 0
Border guard 52
Automatic gate 15

6.2. Results and Discussion

At border control, border guards are the most critical and expensive resource, in
particular after the COVID-19 pandemic [68]. In order to estimate the flow performance,
Figure 8 compares the maximum arrival rate of travelers that a configuration can handle
while keeping the average waiting time of travelers under one minute. Three different
types of configurations are compared: rule-based, risk-based, and risk-based with no other
bottlenecks, i.e., zero service time for enrollment kiosks.

In the rule-based configuration shown in Figure 6, border guards are the flow bottle-
neck. This can be avoided either by increasing the number of resources or by reducing
the service time of the border guards. To estimate this, the service time of each border
guard is kept fixed and the number of resources i.e., border guards, are increased. It can be
seen that the risk-based configuration can handle higher traveler flows than the rule-based
configuration, assuming the same number of resources are used. Since the risk-based
configuration pre-classifies the travelers into a specific risk group, all the travelers lying
within Neutral and Trusted profiles cross the border without being interviewed, as long as
they are not randomly selected (see Figure 7). This ensures a higher flow rate, according
to Equation (2), at the risk-based BCP in comparison to the rule-based equivalent which
scrutinized every traveler equally.

—— risk-based with no bottlenecks
2000 rule-based
- risk-based

1500

1000

arrival rate [travelers/hour]
w
o
o

2 4 6 8 10
number of border guards
Figure 8. Comparison of the maximum arrival rate of travelers that a border control process can

handle. The results are extracted while ensuring that the average waiting time of the travelers for
each configuration is around one minute.

In risk-based BCP, the improved flow rate comes at the cost of introducing more queues
at enrollment desks. Our scenario has 15 enrollment desks with service time parameters as
shown in Table 3. The number of automatic gates is optimized so that no major queue will
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appear at the gates. In such a configuration, maximum arrival rate handling capacity of the
BCP stagnates beyond six border guards (see the gray line in Figure 8). This behavior is due
to the extensive queuing at the enrollment desks for arrival rates higher than 1040 travelers
per hour, as seen in Figure 9a, which plots the queue length in terms of the number of
agents waiting at enrollment desks in the case of 6 border guards and an arrival rate of
1040 travelers/hour. Figure 10 shows the queue plots for the rule-based scenario with
six border guards and six automatic gates for comparison. It can be seen that there are
almost no queues at the automatic gates because, in this case, the flow bottleneck is the
border guards with an ever-increasing queue. Figure 9d shows that the enrollment queues
for the risk-based scenario increase exponentially with arrival rate, making it become the
flow bottleneck rather quickly. In comparison to this, the queues at the border guard
and automatic gates increase linearly (Figure 9¢c). Extensive queuing at enrollment can be
resolved by adding more enrollment desks. The blue line in Figure 8 plots this behavior
while assuming that enrollment kiosks introduce no queuing. In the future, enrollment
can also take place online before entering the airport using appropriate mobile phone
apps [69]. This would reduce the need for airports to provide an ever-increasing number of
self-enrollment desks.
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Figure 9. Queue length in terms of the number of waiting agents plotted for risk-based configuration
with 6 border guards, 15 enrollment desks, and 6 automatic gates for (a) automatic gates, and
(b) enrollment desks. Average queue length plotted for the same configuration with increasing
arrival rate at (c) border guard desks and automatic gates, and (d) enrollment gates.

Another aspect of the risk-based design is to increase the security effectiveness at the
border. This can be facilitated by increasing the service time of the border guards, implying
that the border guards spend more time interviewing each traveler, thereby increasing the
decision confidence while negatively affecting the flow rate. A better way is to provide
the border guard with structured pre-analyzed information about each traveler. This is
expected to increase the DR and reduce the false alarms. This hypothesis is tested and
plotted in Figure 11. It compares the scenarios of a perfect risk-based system and a risk-
based system with 1% mis-classification. A perfect system, even though unrealistic, still
gives a baseline for the ODR. The ODR increases linearly with the border guard detection
rate (BGDR), implying intelligence gained by them due to the risk-based system. The BGDR
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in a rule-based system is mostly influenced by the experience of border guards in organizing
the traveler-specific interview in a short time. In the risk-based BCPs, the improvement is
presumably due to a less training-intensive means and through efficient organization and
presentation of the intelligence gained through the risk-based components.
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08 25,000
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Figure 10. Queue length in terms of the number of waiting agents plotted for rule-based configuration
for (a) automatic gates and (b) border guards. The configuration has 6 border guards, 6 automatic
gates, and an arrival rate of 1040 travelers/hour, and was simulated for 50,000 agents.

— perfect risk-assessment
—— 1% miss-classification by risk-assessment

0.991

0.98

overall detection rate

0.96 1

0.97 0.98 0.99 1.00
border guard detection rate

Figure 11. Overall detection rate (ODR) plotted against the border guard detection rate (BGDR) in a
risk-based paradigm. The increase in BGDR is due to the intelligence gained by the risk-based system.
The interpolation is plotted using linear regression.

Another parameter that controls the performance of the BCP is the random statistical
selection (RS), shown as rand_sel_stg in Figure 7b. It selects a fraction of travelers and sends
them in the direction of the red arrow, essentially to the checks meant for the Suspected
travelers. This parameter allows the BCP to dynamically adapt to varying arrival patterns
of the travelers, e.g., during passenger peak hours [70], when BCP operators can vary this
parameter to maintain a fast flow of travelers. Figure 12 shows the effect of RS on arrival
rates, ODR, and FAR, i.e., all three performance areas mentioned in Table 2. Figure 12a
shows that, up to 50% of RS, the maximum arrival rate is around 1044 travelers/hour.
Beyond 50%, the arrival rate reduces almost linearly as more queues appear at border
guards, and, to avoid this, the maximum arrival rate has to be reduced. Figure 12b shows
that FAR increases linearly with RS; this observation is obvious, as increasing RS of normal
travelers leads to increased flow to, and, consequently, increased inspections by, border
guards. On the other hand, ODR, instead of increasing, stays rather the same. We assumed
a perfect risk assessment, thereby identifying all the mala fide travelers for the border
guard inspection. This is visible in Figure 13, where all the mala fide travelers enter
at_bcp_stg with border guards due to the perfect risk assessment at pre_travel_stg and
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appr_bcp_stg, without even entering rand_sel_stg. Since the detection rate of border guards
is 0.97 throughout the simulations, the overall detection rate also lies in the proximity of
0.97 with Monte-Carlo-induced randomness.
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Figure 12. Effect of changing the random selection of travelers for border guard checks on
(a) Maximum arrival rate handling capacity of the BCP; (b) FAR of the BCP; and (c) ODR of the BCP.
The red line indicates the detection rate of the border guards used for the simulations.
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Figure 13. The movement of travelers among BCP stages. It can be seen that all the mala fide travelers
(orange) visited the border guard desk (bg_desk_stg) after the enrollment desk (appr_bdk_stg), as
depicted by the red arrow in Figure 7b.

For a risk-based system to be efficient, it should be socially acceptable. Figure 14
shows the effect of social acceptance on several aspects of the BCP where social acceptance



Sustainability 2023, 15, 12991

17 of 21

is the percentage of travelers voluntarily agreeing to the risk-based assessment. As per
these estimations, a 30% acceptance drops the FAR by 29%, average waiting time by 80%,
and queues at border guards by 84%. However, this drop comes at the price of increasing
queues at automatic gates (see Figure 14b), which follows an almost linearly increasing
trend, but the queue length is still insignificant as compared to the queues at border guards.
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Figure 14. Social acceptance pattern of the risk-based BCPs on (a) average queue length at the border
guard desk, (b) average queue length at automatic gates, and (c) false alarm rate and average waiting
time of travelers.

7. Conclusions

We conclude that risk-based BCPs provide scalable advantages compared to rule-
based systems for increasing passenger flow, although the scalability is achieved at the
expense of introducing additional queuing points within the BCP.

Somewhat less obvious are the results regarding achievable detection rates of risk-
based BCPs compared with rule-based BCPs. As the border guard is not only confronted
with travelers that were assessed to be of high risk or unknown risk, but also a statistically
added fraction of travelers from the travelers already assessed as low risk, it can be assumed
that the border guard’s decision-making is improving due to more information being made
available. This improved detection rate of the border guard proves to have a proportional
effect on the overall detection rate of the BCP assuming all other detection rates are not
changed. This conclusion holds if the risk classification identifies all mala fide passengers,
i.e., assuming that it conservatively overestimates the risk, but does so successfully. The
overestimation ensures that all the mala fide travelers are identified but with an added effect
of increased false alarm rates, i.e., the increased mis-classification of the bona fide travelers.

It was shown that, for reasonable and even for very high detection rates of bor-
der guards, the overall detection rate of the risk-based BCP is counteracted by the mis-
classification of the risk-assessment process. However, the risk-based classification can be
calibrated during the operation of the checkpoint by proposing a feedback loop to recali-
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brate the risk classification. This includes a long-term update loop of the risk indicators that
constitute the traveler profile. This update should be based on the available intelligence
of the modus operandi of mala fide travelers. Another possible way would be to reduce
the risk acceptance threshold, which will eventually push the BCP performance towards
the rule-based scenario, as more bona fide travelers will undergo the interview by border
guards. The effect would be similar to the effects of random sampling, as the process will
catch the mala fide travelers who are actually classified as bona fide by the risk assessment.

The dynamic nature of the risk-based BCP enables the user to enhance the flow
performance of BCP in real-time during operation. Higher statistical or random selections
of bona fide travelers can drastically affect the maximum arrival rate handling capacity of
the BCP. As described, this random selection fraction can be reduced during peak travel
times to avoid queuing. This also positively affects the false positives. Since the described
risk-assessment process is assumed to be perfect, random selection has no effect on the
overall detection rate of the BCP.

Finally, we conclude that, if the system will have a higher acceptance among regular
travelers, the overall waiting time of bona fide travelers can be reduced drastically. This
also reduces the queues at the border guards, enabling them to have a higher service time
when needed, i.e., when interviewing mala fide travelers, in turn making better and more
informed decisions.

For the follow-up research, the impact of calibration loops on the performance of BCP
would be crucial. Currently, the simulator is only restricted to the border control process,
but it is also possible to design other processes like customs checks and check-ins within
the simulator. The scope would be to study the performance of the complete infrastructure
rather than just the border control process, while focusing on all performance areas.
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The following abbreviations are used in this manuscript:

HEU horizon Europe

EU European Union

TSA Transportation Security Administration
EDS explosive detection systems

BCP border control point

CONOPS  concept of operations

PNR passenger name record

BG border guard

DR detection rate

ODR overall detection rate

FAR false alarm rate
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