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Abstract: Industry 4.0 (I4.0) is challenging for organizations, as workers lack digital competencies, and
research on new roles is limited. Additionally, existing models for its adoption focus on technology
incorporation, process improvement, and organizational transformation. Therefore, the opportunity
exists for designing a new model that emphasizes developing employees’ competencies. A systematic
literature review was conducted regarding existing models for I4.0 adoption and the desired worker
competencies. After examining the gap in the current models and the categorization of their main
elements, a new maturity model (MM) for I4.0 adoption, based on the development of employees’
competencies, is proposed. The MM helps practitioners and researchers assess an organization’s I4.0
adoption level in order to improve future actions. A validation process for the MM was implemented
through the Delphi method. Additionally, a roadmap to guide workforce development is presented,
which considers the digital challenges face by employees in advancing a strategic I4.0 adoption. The
proposed roadmap allows for depicting new deployment strategies aligned with digital trends and
employees’ commitments to sustaining the implementation efforts. This research recognizes talent,
organizational culture, and communication plans as key elements for defining actions for developing
the skills and competencies required for embracing the I4.0 enabling technologies.

Keywords: industry 4.0; adoption; worker 4.0; operator 4.0; skills and competencies; maturity model;
development roadmap; talent 4.0; human perspective

1. Introduction

Currently, organizations deal with challenges driven by dynamic markets, uncertainty,
and worldwide competitiveness [1]. Likewise, market trends such as digitalization are
changing customer behavior and the way in which organizations compete. In this regard,
the initiative of Industry 4.0 (I4.0) has become a reference for enterprises looking for a new
competitive advantage. This initiative provides a meaningful opportunity to implement
digitalization in enterprises, as it seeks to integrate enabling technologies into organizations
so that they can support workers in making decisions and solving problems in real time.
Based on these assumptions, I4.0 has been consolidated as a term referring to the Fourth
Industrial Revolution. It is a transformation initiative integrating production systems
and digital technologies to provide intelligent decision-making processes to radically
modify an organizations’ value chains and business models [2]. By adopting this initiative,
enterprises can achieve higher flexibility, productivity, quality, cost benefits, and customer
satisfaction [3]. However, adopting I4.0 strategies is not an inconsequential journey for
organizations, since ambiguity, unawareness, and high-cost investments trigger their
decisions regarding whether or not to embrace it [4].

The adoption of I4.0 represents significant challenges and opportunities for organi-
zations, especially for people working and interacting with industrial systems [5]. Due
to the adoption of new advanced technologies and the human–technology interaction
required, employees are challenged with complex change management in their workplaces
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and are asked to accept and trust the implementation of these technologies [6]. In this
regard, employees with many years of experience in their professional fields are confronted
with crucial changes. They are familiar with their everyday tasks and have mastered their
performance after years of practice. Nevertheless, these practices are drastically changing
into digitally interconnected scenarios in which a lack of technical skills is identified in
workers [7]. Therefore, the role of human beings is evolving, and with it, the skills and
competencies needed in the industrial field. In this sense, job profiles have been modified,
and the need for new specialized skills to manage digitalization appropriately is emerg-
ing [8]. Consequently, organizations need to conduct training programs to develop the
desired competencies and to encourage workforce participation in gaining confidence and
awareness of the relevance of adopting the I4.0 initiative in today’s digital world [9].

Due to the current I4.0 scenarios, organizations are demanding new skilled employees
with high digital competence. However, they have difficulty integrating their workers into
innovative, technological, and automated processes, as well as using data analysis for deci-
sion making and problem solving [10]. Additionally, enterprises are coping by modifying
their organizational culture, hiring new skilled workers, developing their current work-
force’s skills and competencies, and significantly investing in development programs [4].
Thus, management expectations for I4.0 adoption are essential, since a lack of research
regarding this digital era’s organizational and managerial aspects has been identified [11].

Moreover, according to Kumar, Bhamu, and Sangwan [3], there are challenges re-
garding cybersecurity, data management and quality, and standards and norms, based
on literature research and interviews with experts. Thus, rapid industrial changes occur
in manufacturing and social scenarios in regard to this initiative. In fact, not only are
enterprises confronting disruptive transformations, but cities are also modifying their
lifestyles through “smart” technologies, aiming to improve citizens’ well-being and quality
of life [12]. Therefore, despite its challenges, first-world countries have proposed strategies,
initiatives, and action plans with the intention of embracing I4.0. These countries aim to
facilitate I4.0 adoption in industries and cities. Similarly, they intend to seize new business
opportunities, promote competitiveness between nations, and positively impact the quality
of their citizens’ lives [13]. Additionally, researchers, academies, and consulting firms have
developed models for I4.0 adoption to help evaluate the current state. Nevertheless, exist-
ing models for the adoption of this initiative focus on technology incorporation, process
improvement, and organizational transformation.

Based on the previous statements related to I4.0 adoption, this research focuses on the
needs of current employees which must be addressed in order for them to be able to adopt
the new I4.0 technologies in terms of knowledge and culture, mainly in the development of
skills and competencies that allow workers to implement, coexist with, and be supported
by technologies enabling decision making. Hence, the objective of this work is to develop
a maturity model (MM) that guides organizations in adopting I4.0, based on employees’
competencies development, and to provide a roadmap to achieve workforce progress.
The model developed is called “ECDMM4.0”, referring to an “Employee Competency
Development Maturity Model for I4.0 Adoption”. For the ECDMM4.0, it was necessary
to recognize I4.0 implications and the main challenges workers face when implementing
enabling technologies and performing digital tasks. It was also necessary to review exist-
ing models for I4.0 adoption, detect relevant elements for a model characterization, and
identify dimensions that enrich the human factor in this era. Lastly, it was also vital to
identify the state-of-the-art skills and competencies required in the new “worker 4.0” role.
After developing the ECDMM4.0, a validation process was implemented using the Delphi
method, for which experts from industry and academia provided their comments and
suggestions to improve the model design.

The remainder of the paper is organized as follows. Section 2 details the evolution of
human tasks through the Industrial Revolutions, conceptualizes the I4.0 initiative, outlines
the “worker 4.0” profile, and highlights the challenging role of employees according to
new digitalized working scenarios. In Section 3, the methodology followed to develop the
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maturity model, including conducting a systematic literature review (SLR) regarding the
main existing models for I4.0 adoption and the primary skills and competencies required for
workers in I4.0, is explained. Section 4 provides a comparative analysis of current models
for embracing I4.0 and determines the required skills and competencies for workers. In
Section 5, an MM for I4.0 adoption, based on the development of employees’ competencies,
and a roadmap for workforce development are proposed. In this section, the validation
of the model from experts’ point of view, applying the Delphi method, is also presented.
Finally, Section 6 provides the conclusions, emphasizing how the ECDMM4.0 can guide
enterprises in this challenging process by starting from a workers’ development perspective.
A direction for future research is also suggested.

2. Literature Review

This section reviews two main approaches: Section 2.1, the pathway of the Industrial
Revolutions and the I4.0 initiative, and Section 2.2, the role and development of employees
in I4.0.

2.1. The Fourth Industrial Revolution Origin and Key Elements

Throughout industrial history, humans have experienced a significant evolution in how
they perform tasks, progressing from mechanical production, where operators performed
their activities manually using machine tools [14], to mass production in assembly lines,
where numerically control machines assisted workers in completing tasks [15], followed
by automated production, in which human activities were reduced significantly, since
employees worked cooperatively with industrial robots [16]. Currently, industries are
embracing digital production, in which people, processes, and products are digitally
interconnected, and enabling technologies support workers in performing tasks and making
decisions in real time. This digital production is included in the I4.0 initiative, also denoted
as the Fourth Industrial Revolution, presented by the German Federal Government during
the Hannover Fair event in 2011. It was proposed as part of Germany’s high-tech strategy,
referring to its technological potential in manufacturing processes and indicating the
beginning of worldwide digitalization [17].

The I4.0 initiative aims to involve people in innovative and digital scenarios in indus-
tries or cities. People can use and interact with enabling technologies to contribute to the
resolution of entrepreneurial and urban challenges [18]. Regarding the I4.0 context, this
initiative is recognized as an interconnected digital strategy. It has been considered relevant
to place the human at the center of the entire value chain, since workers are digitally linked
to processes and products for real-time data analytics and decision making [19]. In this
sense, I4.0 influences the creation of future factories where digital interconnection exists
so that instant data can be obtained and analyzed using software and algorithms [20]. It
is characterized by a digital and innovative transformation that allows the system to be
more flexible, agile, effective, and efficient across the value chain [21]. Thus, this initia-
tive requires providing workers with the best advanced technologies and digital tools to
empower them, enhance their capabilities, and facilitate their activities [22].

Furthermore, I4.0 requires the use of enabling technologies which include the cyber-
physical systems (CPS), Internet of things (IoT), big data, cloud computing, additive
manufacturing, augmented and virtual realities, autonomous robotics, and artificial in-
telligence [23]. Each technology has a specific purpose. Therefore, organizations must
recognize each department’s existing areas of opportunity in order to employ the appropri-
ate advanced technologies according to specific cases [24]. I4.0 enabling technologies will
allow organizations to increase their efficiency and productivity and improve their product
or service quality [25]. Concerning the adoption of I4.0 enabling technologies, the terms
“smart factory” or “intelligent factory” have been applied in the literature to indicate a com-
pletely interconnected manufacturing system. This system generates, transfers, receives,
and processes data for analysis, decision making, and, most importantly, problem solving
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in real time. The system is proposed to operate without a human workforce, avoiding the
performance of manual tasks [26].

2.2. Workers’ Role and Development in I4.0

The I4.0 initiative proposes that human beings can put their skills, experiences, and
senses into practice [27]. Different terms have been used to identify and characterize the
human worker of this era. Romero et al. [28] introduced the “operator 4.0” concept as
a “smart” and skilled person who works interactively and cooperatively with advanced
technologies, creating human–automation symbiosis work systems. It is a paradigm to
support, complement, and enhance the future workforce by encouraging industries to
increase human knowledge and improve their abilities and skills instead of replacing
workers [29]. In addition, the term “worker 4.0” was applied to identify a participating
and proactive employee who performs tasks actively, making decisions supported by
digitalization [30].

Although I4.0 proposes placing the operator at the center of every process [19], it
mainly challenges employees to integrate themselves into digital systems [31]. Whether
or not companies are uncertain about the results that I4.0 adoption will create, the rapid
evolution of digital transformation results in another significant challenge for industries [32].
Moreover, the human resources department is challenged by this initiative, as recruitment
processes differ from common procedures. Also, motivating and engaging workers to
participate actively in an I4.0 scheme is complex [33].

Additionally, when adopting I4.0, a high cost is implicated. Organizations do not know
which enabling technologies to select and where to implement them in their operations [34].
There is a lack of knowledge regarding the successful adoption of I4.0 in enterprises and the
methods for persuading, encouraging, and involving people in this digital initiative. It is
worth mentioning that one of the most significant challenges is that the implementation of
I4.0 enabling technologies is directly related to performing new skills [35]. However, high
implementation efforts (e.g., costs, time, etc.), as well as the lack of employee expertise and
their fear of adopting the I4.0 initiative, are associated with challenges in its adoption [36].

Not only has the job market been affected by the introduction of the I4.0 initiative,
but also required employee competencies [37]. Thus, based on the rise of digitalization,
connectivity, and analytics, I4.0 requires people to develop new skills and adapt skills,
those already learned [38]. For instance, the top skills needed in workers to support
I4.0 adoption include leadership, aptitude, decision making, and multidisciplinary think-
ing [39]. Therefore, companies that do not have the desired skilled employees require
training and development programs to develop and improve their workforce competen-
cies. Regarding this situation, learning factories have been suggested to include employee
training plans [40]. These training programs should focus on developing specific skills and
competencies for I4.0 to successfully advance its application in the digital schemes [41].

Furthermore, some authors have proposed managerial concepts to guide the adoption
of I4.0. For instance, “Smart Human Resources 4.0” was established to be adapted in
companies to attract and develop new human talent in I4.0. This concept contributes to a
more efficient and optimal operation scheme regarding human resources [42]. Moreover,
“Human Resources Management 4.0 (HRM4.0)” was suggested to cover the impact of I4.0
on human resource management across supply chains [43]. Other authors suggested the
“Leadership 4.0” concept, which recognizes people’s skills and competencies from a lead-
ership perspective. It envisages managers’ exemplary participation so that through their
support in adopting I4.0, other workers can become interested, motivated, and successfully
involved [44]. Given the role of a leader in I4.0, once the manager’s participation has been
achieved, it will be possible to establish and execute specific roles for other employees,
including “operator 4.0”.

In particular, Gazzaneo, Padovano, and Umbrello [7] proposed the “Operator 4.0 Com-
pass”, which identified the I4.0 enabling technologies and matched them to the “operator
4.0” capabilities needed in this digital era. Furthermore, by recognizing workers developing
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new tasks, Dornelles, Ayala, and Frank [45] identified that I4.0 enabling technologies can
develop workers’ capabilities, such as analytical, augmented, collaborative, healthy, smart,
social, super-strength, and virtual skills.

3. Methodology

This work stems from the fundamental role of workers in adopting the I4.0 initiative.
It seeks to present an MM for I4.0 embracing, based on the development workers’ com-
petencies. Therefore, it focuses on characterizing a pertinent model for this initiative’s
adoption and recognizing the skills and competencies workers need according to the en-
abling technologies to be implemented. Hence, the research questions for this study were
defined as follows:

• RQ1. What is a proper characterization of a model for I4.0 adoption from an employees’
competencies development perspective?

• RQ2. What are the skills and competencies desired for workers when adopting I4.0?

The conceptual framework selected to develop the model for I4.0 adoption was based
on the multi-methodological research approach for the development of maturity models,
implemented by Wagire et al. [46] and Schumacher et al. [47], who based their established
development guidelines on the work of Becker et al. [48], in which they followed the design
science methodology presented by Hevner et al. [49]. The research framework used to
develop a model for I4.0 adoption, based on the development of employees’ competencies
and implemented in the present work, is summarized in Figure 1, which leads to a three-step
methodology further detailed in Section 3.1, Conceptualization; Section 3.2, Development;
and Section 3.3, Validation.

Figure 1. Research framework for the development of the model for I4.0 adoption.
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3.1. Step 1: Conceptualization

The first step encompasses understanding the I4.0 initiative and the “worker 4.0”
profile. The I4.0 principles, characteristics, enabling technologies, and benefits, as well as
the employees’ role and challenges faced due to the adoption of advanced technologies
and the new digital tasks involved, were acknowledged. Moreover, this step involved
conducting an SLR on the topic. For this, the PRISMA methodology was implemented.

The SLR was performed in December 2022 by searching publications containing key
phrases in the article title, abstract, and/or keywords regarding two main areas which
relate to the research questions. Since two research questions were established for this
study, two SLR stages (A and B) were conducted separately. For Stage A, the search string
used was [(“Industry 4.0” OR “Fourth Industrial Revolution”) AND (“maturity model”
OR “readiness model” OR “assessment model” OR “diagnostic model” OR “capability
model”)]. For Stage B, the search string implemented was [(“Industry 4.0” OR “Fourth
Industrial Revolution”) AND (“skill*” OR “competenc*”) AND (“operator” OR “worker”
OR “employee” OR “human factor”)].

The databases Scopus and Web of Science were used for search purposes. They were
selected due to their renowned and high-quality worldwide journal coverage [50]. Only
journals publications written in English and published from 2011 to 2022 were considered
to support the literature review. This period was chosen, as I4.0 originated in 2011 during
the Hannover Fair event in Germany [17]. For both databases, records that appear more
than once in several search phrases were detected. Additionally, duplicates were removed,
since the research was conducted in two databases.

The inclusion and exclusion criteria were determined following the selection of the
significant publications for the study. On the one hand, the specified inclusion criteria
included: (i) peer-reviewed publications in journals, (ii) full-text available documents,
and (iii) considering the title, abstract, and keywords, the manuscripts should present, for
Stage A, a new model proposal for I4.0 adoption, depicting its main characteristics, and for
Stage B, research regarding I4.0 and worker development, indicating the main skills and
competencies needed by employees in this adoption journey. On the other hand, the defined
exclusion criteria comprised: (iv) duplicated records in a database or between databases
used, (v) non-peer-reviewed publications, (vi) non-available documents, (vii) manuscripts
mentioning, for Stage A, existing models for I4.0 adoption, without presenting a new model
proposal, and for Stage B, I4.0 and workers’ roles and challenges, without specifying skills
and competencies.

For Stage A (Figure 2), 600 publications were first identified, from which 91 were
removed, since they were duplicated. When screening the titles, abstracts, and keywords of
the 509 records, 385 were also excluded due to the following: (a) the publications were not
published from 2011 to 2022, issued in journals, nor written in English; (b) the publications
were not displayed online in their full text; and (c) the publications did not include one
of the search terms fostering models related to I4.0 adoption in their title, abstract, or
keywords. The remaining 124 full-text documents were analyzed, and 82 publications were
excluded based on the following: (d) the publications did not propose a new model for
I4.0 adoption nor specify its main characteristics. Hence, 42 records were finally chosen for
this review because they present new models oriented toward I4.0 adoption and present
the relevant characteristics of a model, including objective, scope, levels, level descriptors,
and dimensions. Moreover, from the records that presented a literature review of existing
models for I4.0 adoption, rather than developing a new example, new documents were
selected from their references and other research sources, including governmental records,
academy publications, or consulting firm reports. In this stage, 119 publications were
identified, from which 59 were disregarded due to: (e) the publication was not published
during in the period considered, published in journals or official websites, nor written in
English. Hence, 60 records were eligible full-texts, from which four were excluded based
on previously defined reasons (d), yielding a total of 56. From the searches via databases
and other methods, 39 publications were relevant for the review of existing models for
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I4.0 adoption. Of them, only five were key to developing the employee competency
development maturity model. Moreover, for Stage B, the PRISMA method was also applied,
from which 428 records were identified in the databases searched, identifying 68 duplicates.
Thus, when reviewing their titles, abstracts, and keywords through a screening process,
255 were excluded, with 105 records retained.

Figure 2. PRISMA flow diagram used for the SLR of Part A.

After developing the SLR, publications relevant to the literature review’s research
questions were selected and analyzed. A comparative analysis of the existing models
for I4.0 adoption was developed. The relevant characteristics of a model were identified,
including the objective, levels, levels descriptors, and dimensions. Also, the primary desired
employee skills for digital interaction in their interconnected working environments were
identified and classified accordingly into competencies.

3.2. Step 2: Development

In the second step, based on the research carried out, an MM was developed for I4.0
adoption, since this type of model is commonly implemented to measure an organization’s
maturity based on a target state [47]. The model was developed following the model’s
design requirements and the definition of its main characteristics. Additionally, a possible
roadmap was generated to provide a guideline for the adoption process from the workforce
development point of view.

First, the levels and their descriptors were established for the model design, followed
by the recognition of relevant inputs. Then, the dimensions were indicated as the competen-
cies identified in the literature review. The corresponding skills of the competencies were
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encompassed as subdimensions. After this, the main components of the model—scope,
supplies, and tools—were also depicted. Through the integration of all these elements, the
MM was obtained. Later, the stages required to advance favorably toward I4.0, from a
workers’ development perspective, were stipulated for the roadmap design.

3.3. Step 3: Validation

Lastly, in the third step, a validation strategy was implemented following the tech-
nique proposed by the Delphi method. The RAND Corporation generated this technique
in the 1950s. Its objective is to structure an effective communication process I n a group of
experts to deal with a problem and obtain the most reliable opinion from experts [51,52]. In
this method, a group of experts on the topic participates, providing their comments, obser-
vations, and independent judgments on a particular subject, according to the questionnaire
provided [53,54].

The subject in question for this study is the MM for I4.0 adoption, from a human devel-
opment perspective. After some iterations with controlled opinion feedback, a consensus
from all experts is reached, and a report can be documented [51]. It is worth mentioning
that this research validation technique has been applied in several different areas, such
as indicating the pros and cons associated with policies, exposing the priorities of social
goals, and developing the structure of a model, among others [55]. The last area mentioned
concerns the research being developed, as it is intended to generate an MM for I4.0 adop-
tion, based on the development of workers’ competencies. In this sense, the validation of
the MM is significant since the usefulness of a model must be validated so that its future
applicability is not suspect [56].

Since the selection of experts is relevant for applying the Delphi method, for this
study, an expert was identified as an academic or professional with more than five years of
expertise in the fields of technology, innovation, I4.0, or other related areas. These include
using the Internet, implementing robots in manufacturing areas, and managing computer
programs, among others. This is because technology and innovation are the first priorities
for digitalization in I4.0. For the MM validation, a group of experts was identified in the
academic field of investigation and another in the organizations’ professional domain.
This was possible due to the authors’ university connections with research professors and
professionals through education and company consulting projects. The experts were asked
pre-defined open questions about the model’s design, understanding, and applicability,
among other aspects. The duration of the interviews was around 60 min, being virtually
implemented through an online video platform.

4. Results

This section provides answers to the research questions according to the results ob-
tained from the SLR. For each research question, a Section is depicted as follows: Section 4.1,
the existing models for I4.0 adoption, and Section 4.2, the desired worker skills and compe-
tencies.

4.1. Existing Models for I4.0 Adoption

The first research question was: “What is a proper characterization of a model for
I4.0 adoption from an employees’ competencies development perspective?” Therefore,
models for I4.0 adoption created over the last ten years were reviewed and analyzed by
research authors, globally recognized consulting firms, and research academies to guide
organizations toward embracing I4.0. Among these models, the following types can be
distinguished:

1. Maturity Model: It evaluates the current maturity of an organization according to
maturity levels and a target state [47,57].

2. Readiness Model: It determines how ready an organization is to start a development
process [47].
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3. Assessment Model: It measures an organization’s implementation level based on
determined dimensions [58].

4. Diagnostic Model: It identifies the relevant elements of an organization and their
subsequent association [59].

5. Capability Model: It recognizes an organization’s ability to achieve a particular objec-
tive [60].

The models’ characterization includes the following criteria:

• Objective: It defines the main purpose of the model, intending to evaluate the organi-
zations’ status in regard to I4.0 adoption.

• Levels/Stages: They denote the maturity of a dimension or driver, considering the
advancement path on I4.0 adoption based on the evaluation criteria. The relevant
characteristics of each level are provided and well-defined as level descriptors.

• Dimensions/Drivers: They determine the criteria to be evaluated for specific areas
related to the field of interest; in this study, I4.0 and worker development.

Appendix A depicts a sample selection of 39 existing models for I4.0 adoption, indi-
cating the model’s name, reference, publication year, type, objective, levels/stages, and
dimensions/drives.

The presented models included 27 MMs, 4 RMs, 6 AMs, 1 CM, and 1 GM (a new
category defined for a general model). These 39 models help organizations recognize
their current state regarding I4.0 adoption. However, some of them are mainly focused
on a company’s sector, and consequently, could not apply to other organizations. Further-
more, generally, these models focus on technological (>76%) or manufacturing aspects
(>66%). Only 17 of the total number included the organizational perspective as a dimension
(43.59%), and 17 considered employees (also workforce, or people) (43.59%). Additionally,
five publications were identified as being related to competencies development. The first
was an AM designed by Colli et al. [61] in 2019. It relates to a maturity assessment approach
that proposes “competences” as a dimension. In this work, they refer to this dimension
as a set of skills required for digital transformation, which includes digital competencies
and training and learning cultures. Then, in 2020, Dzwigol et al. [62] presented an AM
for manager competency, in which they assessed current managers’ competencies using
an algorithmic “fuzzy logic” model. In the same year, an RM was presented by Sony
and Aithal [63] for engineering industries in India, depicting “employee adaptability with
Industry 4.0 skills in Indian Engineering Industries” as a dimension. Moreover, Maisiri and
van Dyk [64] developed an MM to evaluate industrial engineering professionals’ competen-
cies in preparation for graduation. One year later, in 2021, Steinlechner et al. [65] generated
an MM to assess employee competencies, focusing uniquely on digital competencies in
industrial enterprises.

Although relevant models for I4.0 adoption have been identified in the literature,
and some of them focus on competencies development, they do not present a holistic
view of worker development. This condition prevents the improvement of people skills
and competencies in all areas (i.e., professional, personal, social) and the guidance of the
workforce in a new digital scenario. Moreover, since the models could not be used to adopt
I4.0 based on the development of talent aligned to the new digital era, a significant area of
opportunity for improvement is distinguished. Mainly in providing an MM and a roadmap
that go hand in hand to recognize the current state of an organization, allow it to propose
its desired state, and guide it throughout its favorable progress in embracing I4.0 based on
their employees’ competencies development.

Based on the comparative analysis developed and the categorization of the desired
skills for workers into competencies, the new model must be able to assess the maturity
level in I4.0 adoption based on employees’ competencies development. Therefore, the
levels, dimensions, and subdimensions must be depicted properly, including clear and
understandable definitions. This will allow organizations to evaluate their current status
and determine future steps toward embracing I4.0.
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4.2. Skills and Competencies Desired in “Workers 4.0”

The second research question asked: “What are the skills and competencies desired in
“workers 4.0” when adopting I4.0? Considering the relevance of humans in I4.0, valuable
skills and competencies are required in workers to achieve digitalization in organiza-
tions properly. For instance, Kipper et al. [66] carried out a systematic literature review
identifying the set of skills desired in workers due to I4.0 needs. These skills include
leadership, self-organization, pro-activity, creativity, problem-solving, interdisciplinary,
teamwork, collaborative work, communication, adaptability, flexibility, among others. Like-
wise, Hernandez-de-Menendez et al. [67] acknowledged the skills previously mentioned
and others needed in people and classified them into technical, methodological, social,
and personal competencies. Also, Hecklau et al. [68] identified the skills for I4.0 through
surveys to enterprises and classified the main competencies into social, methodological,
personal, and domain. Moreover, it is worth indicating that before I4.0, Erpenbeck and
Rosentiel, cited by Scharnhorst and Ebeling [69], recognized personal, technical-methodical,
socio-communicative, and activity-related as the main competencies needed for human
development. However, it is the embracing of new I4.0 enabling technologies that updates
the competencies required to deal with digital tasks.

Based on the classifications reviewed in previous publications and the research gap
we intend to close about the evaluation and development of employees’ competencies in
I4.0, the categorization chosen to provide an answer to the RQ2 includes four competencies
determined as follows:

1. Personal competencies: Human beings carry out their activities under an organized
reflexive criterion.

2. Socio-communicative competencies: Individuals demonstrate a disposition to com-
municate and cooperate when performing tasks.

3. Problem-solving competencies: People use their intellectual and technical knowledge
to solve objective problems.

4. Activity-related competencies: Humans actively execute tasks and integrate emotions,
skills, and experiences to implement plans effectively.

A set of desired skills was identified from the literature reviewed for each of these
competencies. Soft and hard skills were identified and classified according to the four com-
petencies. Based on the literature, several authors highlight the requirement of soft skills as
they account for human behaviors that technological elements cannot perform. The soft
skills recognized for personal competencies include creativity, cognitive flexibility, people
management, emotional intelligence, and service orientation [33,70]. Various authors have
defined that for these, a committed person with leadership is expected to take an active
role [30,33,71].

Since in the I4.0 initiative, customers take on additional value under personally cus-
tomized and dynamic demand schemes, the sense of negotiation and understanding with
people, principally customers, is critical for a “worker 4.0” [70]. Collecting, visualizing, and
analyzing data to make real-time decisions are fundamental activities in I4.0 [72]. Mainly
because the information is shared across the company’s departments and levels, being
necessary for employees to develop new communication and teamwork skills determined
for socio-communicative competencies [73].

For problem-solving competencies, “workers 4.0” distinguishes by collaborating with
advanced technologies and being supported by them to make real-time decisions and solve
problems [30,71,74]. In this regard, employees should quickly adapt to digital trends and
innovations, use Big Data and Analytics, and interact with robots to forecast and identify
important information [75].

Based on the previous, not only digital capabilities are required, but also personal
and socio-communicative competencies are relevant. Participative talent is desired when
considering the skills identified for the three competencies previously mentioned. A person
capable of managing complexity, having the willingness to share knowledge, and working
in teams. These skills correspond to activity-related competencies.
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In addition to the skills identified and classified into competencies, when focusing on
the soft skills found in the literature, it is worth indicating that previous works have studied
the impacts of implementing enabling technologies such as IoT, VR, among others, to
enhance learning and development programs. These advanced technologies have shown an
increase in humans’ abilities, behaviors, knowledge, and skills in solving problems [76,77].

5. Discussion

A comparative analysis of the different existing models in the literature for the I4.0
adoption was carried out throughout the investigation. Likewise, the main characteristics of
a maturity model were identified to determine a new model proposal focused on covering
the identified gap in the development of competencies in workers to face the digital
challenges that I4.0 brings with it. Additionally, the maturity levels and dimensions for the
model developed were defined.

Considering the comparative analysis of existing models’ main characteristics and
selection of maturity levels and dimensions, the proposed model named “Employee Compe-
tency Development Maturity Model for I4.0 Adoption” (ECDMM4.0) arises. In this section,
discussions on what was developed in the research are presented as follows: Section 5.1,
the ECDMM4.0 development; Section 5.2, the Worker 4.0 Development Roadmap proposal;
and Section 5.3, the validation from experts through the Delphi Method.

5.1. The ECDMM4.0 Development

The transition process for I4.0 adoption is defined by digitalization and human devel-
opment in digital ecosystems. In this regard, an MM focused on developing employees’
competencies is necessary for organizations to embrace I4.0. For instance, it will provide a
guideline through the initiative adoption journey. From the workers’ perspective, devel-
oping strategic levels to guide organizations and success in this process is highly relevant.
The model developed considers the previously conducted comparative analysis of existing
models for I4.0 adoption, which identifies model levels and dimensions, hence establishing
five maturity levels (MLs) that indicate the progress of workers in developing I4.0 compe-
tencies, from the very basic to the most specific skills needed. These include: (1) Beginner,
(2) Managed, (3) Proactive, (4) Expert, and (5) Leader. The maturity level (ML) descriptors
for the ECDMM4.0 are detailed as follows:

• ML1. Beginner: The organization must recognize an existing I4.0 initiative and create
a benchmark to identify the practices of other countries and enterprises. It must
also evaluate the organization’s current status and carry out a gap analysis for I4.0
adoption, recognizing the need for “Talent 4.0” development. Thus, workers start
establishing a conceptualization of I4.0 terms.

• ML2. Managed: It is relevant for the organization to determine a strategy to define
training and development programs for its workforce. In this sense, the Worker
4.0 Development Roadmap (proposed in Section 5.2) can be followed to allow the
organization to generate a strategic plan for embracing I4.0 from the workers’ per-
spective. Focus groups are essential because the organization needs to identify how
its employees feel about these programs and their expectations and uncertainties
about I4.0.

• ML3. Proactive: The organization must implement training and development pro-
grams to develop workers’ skills and competencies. It is suggested to follow up on
strategic projects and use I4.0 enabling technologies, such as virtual and augmented
realities, for carrying out the programs through simulations. In this regard, worker
participation in working and collaborating in “smart” operations is enhanced.

• ML4. Expert: It is fundamental for the organization to start mastering its understand-
ing of the I4.0 enabling technologies. They include the IoT, CPS, big data, artificial
intelligence, and additive manufacturing, which are fundamental for I4.0 embracing,
according to each organization’s profile, are adopted. In this sense, the organization
has a clear vision of the benefits of enabling technologies. It accepts this digital genera-
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tion of disruptive tasks and identifies the added value that people provide to its value
chain. Thus, employees become experienced in implementing and collaborating with
these technologies and are empowered to make real-time decisions supported by I4.0
enabling technologies.

• ML5. Leader: The organization becomes “smart” when it digitally interconnects
“smart” people, processes, and products (or services), accomplishing a leader profile
regarding I4.0 worldwide adoption. Hence, human–technology interaction is possible,
and real-time data analysis for making decisions, among other relevant digital activi-
ties, occurs. In light of this situation, a leading digital organization is distinguished by
transcending and seeking to become a benchmark for others worldwide. It identifies,
documents, and shares its best practices in an information repository to replicate the
followed-up strategies. Moreover, at this level, a leading organization in I4.0 consid-
ers it fundamental to perform continuous development in a digital ecosystem and
consolidates a “work culture 4.0”.

In addition to the MLs recognition, three main inputs are identified for these lev-
els: the I4.0 reference model, I4.0 MMs, and I4.0 frameworks. Additionally, the MM
takes into consideration the classification previously proposed by other author regarding
competencies desired in workers; thus, it depicts four dimensions corresponding to the
four main selected competencies require by employees for I4.0 adoption (i.e., personal,
socio-communicative, problem-solving, and activity-related). The four competencies are
integrated into the ECDMM4.0 as dimensions supporting employees’ development which
are necessary to advance toward the MLs in I4.0 adoption. Thus, the skills are classified for
each competency, and their advancements, encompassing the subdimensions, are detailed
across the MLs, as shown in Appendix B.

Lastly, the ECDMM4.0 includes three components:

• Scope: The target (final achievement) the organization must consider to achieve
the requirements indicated for each ML and meet all the skills stipulated in each
competency for each level.

• Supplies: The inputs the organization requires to start each ML.
• Tools: The technologies, software, equipment, and other components the organization

requires to perform the activities related to the ML.

Once all elements of the model are integrated (i.e., MLs, dimensions, support elements,
inputs, timeline, and components), the ECDMM4.0 is reached, as illustrated in Figure 3,
aiming to guide organizations to advance from a thorough understanding of the concept of
I4.0 to a leading position in its adoption. The figure shows the advancement in the levels
toward I4.0 adoption, for which it is necessary to consider the set of competencies, along
with their corresponding specifications, and reach a specific scope for each maturity level.
To achieve these, it is required to use the supplies and tools indicated in the figure. In
addition, it is worth noting that the ECDMM4.0 specifies two areas. The model focuses
on worker 4.0 development throughout the first three maturity levels. It is only in the
fourth and fifth levels that the model focuses on talent and culture scalability to sustain I4.0
adoption, based on updating and enriching the organization, according to the latest digital
and technological trends.
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Figure 3. ECDMM4.0 for I4.0 Adoption.

5.2. Worker 4.0 Development Roadmap

After developing the SLR, the most relevant skills were acknowledged and categorized
into the worker competencies required for embracing I4.0. From this categorization and the
identification of the main elements proposed in previous existing models for I4.0 adoption,
the ECDMM4.0 was developed. However, when performing the literature review, a clear
path for embracing I4.0 was not evident in the model review. Consequently, a roadmap to
achieve “worker 4.0” development was determined, intending to encourage employees to
develop new competencies, improve those currently mastered, and aligned with the digital
strategy adopted in their organization.

This proposed roadmap could be seen as a starting point to incorporate workers’ de-
sired skills and competencies for I4.0 adoption. Its main objective is to guide organizations
toward developing and enhancing their employees in order to create a competitive work-
force with the required qualifications. Figure 4 shows the proposed five-stage roadmap
from a worker’s perspective. It incorporates the maturity levels of the ECDMM4.0 such
that the simultaneous advancement path can be visualized.
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Figure 4. Worker 4.0 Development Roadmap.

In the first stage, a clear understanding of the relevant concepts is required, including
I4.0, “operator 4.0”, “worker 4.0”, and enabling technologies, among others. Exploring the
best practices implemented worldwide and developing a benchmark to define the target
state of adoption are indicated. For this step, paying attention to employees’ points of
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view is significant since they possess valuable experience with their established tasks and
can express critical uncertainties for the I4.0 adoption strategy. Workers’ experiences and
perspectives can provide important opinions and dynamic communication.

The second stage corresponds to an analysis of the current situation which must be
performed, based on an assessment to recognize the human talent in the organization to
detect the existing gaps between the “as-is” and “to-be” “worker 4.0” in this digital era in
order to prioritize the main activities to be carried out and identify potential trainers for
desired skills and competencies to create the implementation plan.

In the third stage, planning the main activities to be developed is relevant, specif-
ically determining how the training and development programs will be implemented
and what they will include. In this step, a communication plan is fundamental to inform
workers about the strategy for embracing I4.0, particularly for developing employee skills
and competencies.

The fourth stage involves conducting training programs in which workers can de-
velop and improve their competencies, as well as motivate workforce participation and
commitment, encouraging team and cross-functional collaboration between departments.
Therefore, top managers should communicate and transfer their knowledge to other or-
ganizational levels [78]. Within this stage, it is intended that employees develop their
competencies while using enabling technologies and interacting with “smart” devices to
understand digital functionalities and their roles. These methods are aimed at procuring
worker willingness to adapt and move forward, while keeping individual and organiza-
tional values in mind.

In the fifth stage, maintaining a sustainable and continuous improvement model of
“talent 4.0”, capable of adapting to digital and organizational changes, is achieved. Thereby,
digitally enabled knowledge-sharing solutions are recommended to pursue the continuous
improvement of multi-skilled employees.

Obviously, the I4.0 journey is complex and demands great determination and respon-
sibility. Hence, following a path, such as the proposed roadmap, is necessary in order
to successfully adopt this initiative. This method will help workers take ownership, join
forces, and focus on the areas of opportunity that must be enriched to support organiza-
tional advancement. This roadmap can be used whenever needed to pursue continuous
improvement in workers. Moreover, organizations should bear in mind that in line with
the digital transformation process, the company’s key strategies and procedures must be
retained for greater competitiveness in adopting I4.0 [79].

5.3. Experts’ Validation through the Delphi Method

To provide a clear vision of the ECDMM4.0 and ratify its purpose, validation is
required. Therefore, the implementation of the Delphi method was selected. This is a
research validation technique that supports communication with a group of experts to
acquire valuable information and comments regarding the model [55]. This method has
been used as a validation instrument in developing previous studies of maturity models, in
which experts provide comments and suggestions to improve and validate the model [80].

Figure 5 demonstrates the methodology followed to implement the Delphi method. A
questionnaire was designed and sent, along with a personal invitation, to each expert. After
obtaining their answers, an analysis was developed, and when a complete validation of the
ECDMM4.0 was achieved, a report based on their responses and opinions was generated.
Using this method, it was necessary to send an iterative reformulation of the questions to
the experts until approval was reached for the final version of the MM.

To conduct this validation method, the expert profile was defined as any person
who works in the academic or industrial field and has an average of at least five years
of knowledge and experience in innovation, technology, or I4.0. A total of 16 experts
from academia and industry were asked to review the ECDMM4.0 generated in order to
obtain their points of view regarding the model, its strengths, and the areas of opportunity.
Throughout the validation process, enriching responses were received, among which the
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suggestions were made that the model allows for the visualization of the progress in the
levels by indicating the different steps in the process. With this visualization, the purpose
of each stage is evident, and therefore, it is apparent that organizations cannot proceed
to the next level until they have complied with what is stipulated in the current step. In
addition, it is a model that covers any company and develops detailed leadership skills.
Industry experts agreed that companies require this guidance for the timely advancement
of the adoption of I4.0. The importance of the worker in this process was also recognized,
even though, in many cases, companies tend to focus on operations, leaving the human
being out of the equation. The human factor cannot be omitted from the competitive
advantage equation of organizations, since it includes a talented and committed workforce
that has a significantly favorable influence on the value chain. Based on this, worker is the
backbone—the engine facing the most challenging changes—that will be required to leave
comfort zones behind to be recognized as “talent 4.0”.

Figure 5. Delphi method process implemented for validation of the ECDMM4.0.

In turn, the experts shared suggestions to improve and strengthen the model. Com-
ments included: (a) it would be appropriate to stipulate job profiles, and for each one, a
description should be created for each ML. This is given according to the level of detail and
the diversity of classifications in the worker’s job profile. It was suggested and agreed upon
that specifying job profiles could be addressed as future work according to the specific
case of an organization, and (b) it would be advisable to detail timelines in order to obtain
an idea of how the progress and completion of each stage vary concerning each company
(according to its business, sector, and size, among other factors). When analyzing the an-
swers provided by the experts, it is recognized that the current model serves as a basis for
adopting I4.0 from a workforce development perspective. Consequently, the model meets
the criteria of the desired objective. Hence, as a future step, it is proposed to implement
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the recommendations provided by the experts who helped to delve deeper into the model,
supporting specific job profiles and organizations.

Performing the Delphi method’s iterative process, a final version of the ECDMM4.0
was obtained (presented in Section 5.1), which will help organizations embrace I4.0 from
workers’ perspectives, based on the development of their competencies. The final validated
ECDMM4.0 (previously shown in Figure 3) focuses on achieving a leadership position
in I4.0 adoption from the employees’ perspective. It considers all industrial sectors and
enterprise sizes.

6. Conclusions

Continuous technological and organizational training programs are necessary, pri-
marily because “smart” technologies require people who can adapt quickly to unexpected
changes. Organizations intend to pursue continuous improvement in their operations
to achieve higher competitiveness. The appearance of the I4.0 initiative contributes to
this goal; however, it has led to uncertainty regarding its implications and application. If
organizations have no clear idea of how to follow an adoption strategy, how would they
embrace I4.0? This paper contributes to the industrial, organizational, and academic fields
by integrating the relevant concepts of existing models for I4.0 adoption and identifying,
classifying, and prioritizing the skills and competencies desired for workers in order to face
the challenging I4.0 era. These models seek to provide tools that foster digitalization from
a workers’ point of view, endeavoring to let organizations become leaders in I4.0. In this
sense, an ECDMM4.0, a Worker 4.0 Development Roadmap, and a Talent and Culture 4.0
Scalability Model are proposed to orient companies in adopting the I4.0 and developing
the desired employee competencies.

The ECDMM4.0 aims to guide enterprises in the I4.0 adoption process, based on
the workers’ perspective. This model emphasizes providing five maturity levels to let
organizations design and implement strategies to lead the I4.0 initiative from a human-
centered perspective. It was developed by identifying the main challenges of employees
when embracing I4.0, especially when using enabling technologies and performing digital
tasks. This is because workers are not digital experts and are not ready to coexist with
these “smart” systems. Moreover, the model was designed by comparatively analyzing
the existing models for I4.0 adoption and characterizing their relevant elements and by
grouping skills according to the classification of the desired competencies for workers, who
are continuously challenged by this initiative embracement. In this regard, the skills were
categorized according to four identified competencies: personal, socio-communicative,
problem-solving, and activity-related. Furthermore, the ECDMM4.0 was validated through
the literature review developed and the consensus reached by the group of experts from
academia and industry, using the Delphi method.

Within this framework, worker development in organizations is a promising strategy
to face I4.0 adoption challenges. Thus, recognizing the main gaps in the current state of
business enterprises is needed to further establish initiatives, according to human needs
and digital trends. Organizations must start by understanding the situation, defining
strategies, and implementing programs, which will lead to success and leading out in I4.0.
Accordingly, this work proposed a Worker 4.0 Development Roadmap that seeks to prepare
people to develop the desired skills and competencies for I4.0.

Developing digital competencies in employees and enhancing “talent and culture
4.0” in organizations is of interest to lead out in the adoption of I4.0. This goal requires
commitment and motivation from companies and their workforce. Hence, through the
five maturity levels proposed in the model, enterprises can improve their adoption status
to become leaders in I4.0 by implementing training and development programs. With
these programs, workers can develop their competencies and distinguish themselves by
cultivating the capability to be resilient and adapt to changes with a strategic, planning
mindset. Consequently, they can specialize and become experts in their working fields.
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From the proposed model, talent and cultural development are distinguished as key
factors in the adoption process. Organizations need to promote dynamism and develop a
communication and deployment plan in which leadership centered around people plays a
fundamental role. In addition, it was identified that I4.0 requires the continuous updating
of education and sustainable approaches to company organizational culture. Managers,
leaders, and all employees involved must partake in a shared vision to better structure and
update their strategies.

From the framework proposed, future work is necessary in regard to research on
the required skills, based on each organizational job profile level and on the perception
of developing countries, as well as small and medium enterprises. This is relevant for
determine strategic guidelines for different job profiles in regard to the size and sector of
organizations. Additionally, potential research can be extended from this framework by
incorporating future innovative, technological, and digital trends, specifically by linking
the proposed model with new emerging initiatives with concepts such as industry 5.0
(I5.0) or society 5.0, which seek sustainable solutions by locating the human factor at the
center of the model, for which human resources development (HRD) is crucial. Also,
investigating the stakeholders involved in the I4.0 adoption is suggested, mainly because
a strategic linkage between enterprises, government, and universities is required to seek
human well-being in the event of the adoption of the I4.0 initiative. Lastly, although the
developed maturity model was validated using the Delphi method, it could be validated
through other validation methods, such as case studies, to enrich it.
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Appendix A

Table A1 lists the articles presenting existing models for I4.0 adoption and provides a
comparative analysis of their main characteristics.

Table A1. Comparative analysis of existing models for I4.0 adoption.

Model Name Reference Year Model Type 1 Objective Levels/Stages Dimensions/
Drivers

The Connected
Enterprise

Maturity Model
[81] 2014 MM

To assess large companies’
IT capability to identify

their readiness to connect
people, processes, and
technologies to acquire

more profits.

(5) Assessment;
secure and upgraded
network and controls;

defined and
organized working

data capital; analytics;
collaboration

(4) Information
infrastructure; controls
and devices; networks;

security policies

Industry 4.0
Readiness—

IMPULS
[82] 2015 RM

To evaluate the current
readiness state of

organizations to adopt the
I4.0 initiative and provide
a guideline with a strategy

to increase their current
level of I4.0

implementation.

(6) Outsider; beginner;
intermediate;

experienced; expert;
top performer

(6) Strategy and
organization; smart

factory; smart operations;
smart products;

data-driven services;
employees
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Table A1. Cont.

Model Name Reference Year Model Type 1 Objective Levels/Stages Dimensions/
Drivers

McKinsey Digital
Compass [83] 2015 GM

To help enterprises
identify the levels that are

significant for them,
which should focus on

solving specific problems
related to I4.0

implementation.

Not identified

(8) Resource/process;
asset utilization; labor;

inventories; quality;
supply/demand match;

time to market;
service/after sales

A Digital
Maturity Model

for Telecommuni-
cations Service

Providers

[84] 2016 MM

To help
telecommunication

service providers evaluate
their maturity state.

(6) Not started;
initiating; enabling;

integrating;
optimizing;
pioneering

(7) Strategy; organization;
customer; technology;
operations; ecosystem;

innovation

Industry
4.0/Digital
Operations

Self-Assessment

[85] 2016 AM

To provide a diagnostic
tool in which the

industries can recognize
their actual level while
comparing themselves

with other organizations’
current states.

(4) Digital novice;
vertical integrator;

horizontal
collaborator; digital

champion

(7) Digital business
models and customer
access; digitization of
product and service

offerings; digitization and
integration of vertical and

horizontal value chains;
data and analytics as core

capability; agile IT
architecture; compliance,

security, legal and tax
issues; organization,

employees, and digital
culture

A Maturity
Model of Industry

4.0 Readiness
[47] 2016 MM

To assess maturity for I4.0,
focusing on

manufacturing
companies.

(5) From lack of
attributes supporting
I4.0 concepts to the
state-of-the-art of

required attributes

(9) Strategy; leadership;
customers; products;
operations; culture;
people; governance;

technology

SIMMI
4.0—System
Integration

Maturity Model
Industry 4.0

[86] 2016 MM

To evaluate an
enterprise’s readiness

regarding its IT system
infrastructure.

(5) Basic;
cross-departmental;

horizontal and
vertical; full;

optimized full

(4) Vertical integration;
horizontal integration;

digital product
development;

cross-sectional technology
criteria

The Digital
Maturity Model

4.0
[87] 2016 MM

To help organizations
assess their overall digital

readiness.

(4) Skeptics; adopters;
collaborators;
differentiators

(3) Culture; technology;
organization; insights

Three Stage
Maturity Model
in SMEs towards

Industry 4.0

[88] 2016 MM

To guide and train
organizations to identify

new opportunities for
diversification within I4.0.

(5) Initial; managed;
defined; transformed;

detailed BM

(3) Envision 4.0 vision;
enable 4.0 roadmap; enact

4.0 projects

DREAMY—
Digital Readiness

Assessment
Maturity Model

[89] 2017 MM

To assess the process that
manufacturing industries
have achieved regarding
digital transformation.

(6) Initial; managed;
defined; integrated
and interoperable;

digital-oriented

(4) Process; monitoring
and control; technology;

organization

Industry 4.0
Maturity

Index—acatech
[90]

2017
(up-
dated
2020)

MM

To help manufacturing
organizations to identify
their maturity level and

the existing gaps between
the current and the

desired status and to
advance in every

stipulated stage of
transformation.

(6) Computerization;
connectivity;

visibility;
transparency;

predictive capacity;
adaptability

(5) Resources; information
systems; organizational

structure; culture
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Table A1. Cont.

Model Name Reference Year Model Type 1 Objective Levels/Stages Dimensions/
Drivers

M2DDM—
Maturity Model
for Data-Driven
Manufacturing

[91] 2017 MM
To evaluate the maturity

of a manufacturing
enterprise.

(6) Nonexistent IT
integration; data and
system integration;

integration of
cross-life cycle data;
service-orientation;

digital twin;
self-optimizing

factory

(6) Data storage and
computer systems;

service-oriented
architecture; information
integration; digital twin;

advanced analytics;
real-time capabilities

SPICE—Industry
4.0 Maturity

Model—Software
Process

Improvement and
Capability

Determination

[92] 2017 MM

To specify process
improvement and

capability determination
of multinational

enterprises regarding
software application.

(6) Incomplete;
performed; managed;

established;
predictable;
optimizing

(5) Asset management;
data governance;

application management;
process transformation;

organizational alignment

WMG
Model—Industry

4.0 Readiness
Assessment Tool

[93] 2017 AM To measure company
readiness.

(4) Beginner;
intermediate;

experienced; expert

(6) Products and services;
manufacturing and

operations; strategy and
organization; supply

chain; business model;
legal considerations

A Maturity
Model for

Business Model
Management in

Industry 4.0

[94] 2018 MM

To assess an
organization’s current

maturity level and
propose steps to advance
towards a business model

and process mastery.

(5) Implicit; defined;
vali-

dated/standardized/
analyzed/optimized

(9) Customer segment;
value proposition;
channels; customer

relationship; source of
income; key resources;

key activities; key
partners; cost structure

A Preliminary
Maturity Model
for Leveraging

Digitalization in
Manufacturing

[95] 2018 MM

To identify an
organizations’ maturity
level regarding smart

factory implementation.

(4) Connected
technologies;

structured data
gathering and

sharing; real-time
process analytics and
optimization; smart,

predictable
manufacturing.

(3) People; process;
technology

A Smart
Manufacturing
Maturity Model
for SMEs (SM3E)

[96] 2018 MM To support SMEs during
digital transformation.

(5) Novice; beginner;
learner; intermediate;

expert

(5) Finance; people;
strategy; process; product

DPMM
4.0—Industry 4.0
Maturity Model
for the Delivery

Process in Supply
Chains

[97] 2018 MM

To provide guidance to
organizations for the

digitization of the
delivery process in supply

chain management in
regard to I4.0 adoption.

(5) Basic digitization;
cross-departmental

digitization;
horizontal and

vertical digitization;
full digitization;
optimized full
digitization.

(3) Order processing;
warehousing; shipping

Maturity and
Readiness Model
for Industry 4.0

Strategy

[98] 2018 MM

To determine the maturity
level of an organization to

help it understand its
current state regarding

I4.0.

(4) Absence; existence;
survival; maturity

(3) Smart products and
services; smart business
processes; smart strategy

and organization

Towards a
Maturity Model
for Industry 4.0:

A Systematic
Literature Review

and a Model
Proposal

[99] 2018 MM

To assist organizations in
their transitions to the

utilization of I4.0
technologies/practices
and to guide them in

improving their
capabilities in a

standardized, objective,
and repeatable way.

(6) Incomplete;
performed; managed;

established;
predictable;
optimizing.

(5) Asset management;
data governance;

application management;
process transformation;

organizational alignment
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Table A1. Cont.

Model Name Reference Year Model Type 1 Objective Levels/Stages Dimensions/
Drivers

A Maturity
Assessment

Approach for
Conceiving

Context-Specific
Roadmaps in the
Industry 4.0 Era

[61] 2019 AM

To help organizations in
their digital

transformation, according
to specific contextual

factors.

(6) None; basic;
transparent; aware;

autonomous;
integrated

(5) Governance;
technology; connectivity;

value creation;
competencies

A Model for
Assessing

Maturity of
Industry 4.0 in

the Banking
Sector

[100] 2019 AM

To assess an
organization’s I4.0

maturity, focusing on the
banking sector.

(5) Initial; managed;
defined; established;

digital oriented

(7) Products and services;
technology and resources;
strategy and organization;

operations; customers;
governance; employees

Design of an
Assessment
Industry 4.0

Maturity Model:
An Application

for
Manufacturing

Companies

[101] 2019 MM

To help organizations
measure their I4.0

maturity and readiness
and visualize their current

position.

Weighted average
level based on specific

features maturity
items for each

dimension

(6) Products and services;
manufacturing; business
model; strategy; supply
chain; interoperability

IMA—
Infrastructure

Maturity
Assessment

[102] 2019 AM
To assess the maturity of

organizations, focusing on
infrastructure.

(8) Administrative;
tactical; fixed; mobile;

externalized;
integrated;

contextualized;
orchestrated

(5) Transport;
collaboration; security;
mobility; data center

Road Mapping
towards

Industrial
Digitalization
based on an
Industry 4.0

Maturity Model
for

Manufacturing
Enterprises

[103] 2019 MM
To evaluate

manufacturing industries’
I4.0 maturity.

Not identified

(6) Technology; products;
customers and partners;
value creation processes;

data and
information—corporate

standards; employee
strategy and leadership

SIRI—Smart
Industry

Readiness Index
[104] 2019 RM

To provide industries the
required knowledge about

I4.0 benefits, maturity
levels, and the initiation
of the adoption process
and the improvement of

state-of-the-art status

(5) The names of the
levels vary for each of

the dimensions.

(8) Process: operation;
supply chain; product
lifecycle; automation.

Technology: connectivity;
intelligence. Organization:
talent readiness; structure

and management

An Industry 4.0
Maturity Model [105] 2020 MM

To guide a
self-administered
assessment of I4.0.

(6) Low or no degree
of implementation;
pilot actions being

planned;
implementation of

actions initiated;
partial

implementation of
actions; advanced
implementation of

actions; reference in
applying I4.0

(6) Organizational
strategy; structure and

culture; workforce; smart
factories; smart processes;

smart products and
services
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Table A1. Cont.

Model Name Reference Year Model Type 1 Objective Levels/Stages Dimensions/
Drivers

An Industry 4.0
Maturity Model
for Machine Tool

Companies

[106] 2020 MM
To evaluate maturity of

I4.0 for machine tool
companies.

(6) Outsider; beginner;
intermediate;

experienced; expert;
top performers

(5) Strategy and
organization; smart

factory; smart operations;
smart products;

data-driven services;
employees

Developing an
Industry 4.0

Readiness Model
for Indian

Engineering
Industries

[63] 2020 RM To evaluate I4.0 readiness
of Indian organizations. None identified

(6) Organizational
strategy readiness of
Indian engineering

industry for Industry 4.0;
digitization level of
Indian engineering

industries; digitization
level of the supply chain

of Indian engineering
industries; level of smart

products in Indian
engineering industries;

“employee adaptability”
regarding industry 4.0

skills in Indian
engineering industries;

top management support
and leadership for

Industry 4.0 in Indian
engineering industry

I4.0CMM—
Industry 4.0
Competency

Maturity Model

[64] 2020 MM

To assess I4.0 employees’
maturity competency in

regard to skills and
knowledge requirements
in industrial engineering.

(5) First Industrial
Revolution; Second

Industrial Revolution;
Third Industrial

Revolution; Fourth
Industrial Revolution;
future requirements

(2) Skills (soft and
technical); knowledge

Manager
Competency
Assessment

Model under
Industry 4.0
Conditions

[62] 2020 AM

To assess the
competencies of input
managers and obtain a
final assessment as a

parameter for achieving
strategic goals.

(3) Low level; middle
level; high level

(4) Experience and term of
work; education,

cognitive, and creative
potential; effective goal

setting and development;
communicative,

leadership function, and
managerial orthobiosis.

A Maturity
Model to Assess

Digital Employee
Competencies in

Industrial
Enterprises

[65] 2021 MM
To measure maturity on

an individual digital
employee level.

(4) From a lack of the
focused digital

competence to a state
of complete

development
compared to the

current
state-of-the-art

(4) Digital content;
human–machine;

human–human; personal

Development of
Maturity Model
for Assessing the
Implementation
of Industry 4.0:
Learning from

Theory and
Practice

[46] 2021 MM
To assess the maturity
level of manufacturing

organizations.

(4) Outsider; digital
novice; experienced;

expert

(7) People and culture;
industry 4.0 awareness;
organizational strategy;

value chain and processes;
smart manufacturing

technology; product and
services oriented

technology; industry
4.0-based technology
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Table A1. Cont.

Model Name Reference Year Model Type 1 Objective Levels/Stages Dimensions/
Drivers

Industry 4.0
Maturity Model

Assessing
Environmental
Attributes of

Manufacturing
Companies

[107] 2021 MM

To evaluate an
organization’s maturity
regarding I4.0, based on
environmental aspects.

(6) No
implementations in

production processes;
very limited

implementations in
production processes;

partial
implementation in

production processes;
significant

implementation in
production processes;

nearly complete
implementation in

production processes;
complete

implementation in
production processes

(4) Production; logistics;
maintenance; IT

Digital
Transformation

Capability
Maturity Model

[108] 2022 CM

To develop a holistic
maturity model in the
digital transformation

domain.

(6) Incomplete;
performed; managed;

established;
predictable;
innovative

(4) Strategic governance;
information and

technology; digital
process transformation;
workforce management

Digital
Transformation
Maturity Model

Development
framework based
on Design Science

[109] 2022 MM To evaluate I4.0 adoption
level in organizations.

(5) Awareness; pilot;
engagement; supply

chain integration;
optimization

(6) Strategy and
governance; organization

and corporate culture;
smartness; employee;
processes; customer

Frameworks of
the Maturity

Model for
Industry 4.0 with

Assessment of
Maturity Levels

using the
Example of the

Steel Enterprises
Segment in

Poland

[110] 2022 MM

To assess the maturity
degree of steel industries

in Poland, in regard to
smart production and

smart factories,

(5) Smart maturity on
startup; smart

maturity in building;
smart maturity in

growth; smart
maturity in results;
full smart maturity

(3) IT systems and
internet; building smarter
operations and processes;

developing smarter
operations and processes

Industry 4.0
Readiness Model [111] 2022 RM

To measure the readiness
level of manufacturing

companies with respect to
transitioning to I4.0.

(5) Not prepared;
primary level;

intermediate level;
progressive level;

prepared

(4) Cyber physical
systems; additive

manufacturing; Internet of
things;

industrial/autonomous
robots

The SANOL
Industry 4.0

Maturity Model
[112] 2022 MM To assess I4.0 maturity in

different sectors.

(6) Uninitiated;
initiated;

intermediate;
advanced; very

advanced; mature

(6) Strategy and
management; customers
and suppliers; employees

and corporate culture
(sense of belonging);

technology (products);
data and security; support

and incentives

1 MM: maturity model; RM: readiness model; AM: assessment model; CM: capability model; and GM: general
model. No diagnostic model was found.

Appendix B

Table A2 details the maturity levels and dimensions (classified into four main compe-
tencies) of the ECDMM4.0.
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Table A2. MLs and dimensions of the ECDMM4.0.

Competencies ML1.
Beginner

ML2.
Managed

ML3.
Proactive

ML4.
Expert

ML5.
Leader

Personal
Competencies

[33,64,68,70,
113]

- Ability to
learn concepts
and
applications

- Curiosity
when learning

- Willingness to
change from a
managerial
perspective

- Attention to
detail

- Cognitive
flexibility

- Flexibility
- Quick adaptability
- Ability to learn I4.0

implementation
- Attention to detail
- Self-organization
- Curiosity when

adopting I4.0
- Motivation
- Trust in new

technologies
- Willingness to change

from workers’
perspective

- Agile adaptability to
a quickly changing
environment

- Emotional
intelligence/
self-control

- Interdisciplinary
know-how

- Intuition
- Open minded

thinking
- Self-confidence

- Self-adaptability/
decentralization of
job positions

- Emotional
intelligence/self-
control

- Self-awareness
- Empathy
- Ability to learn

autonomously and
proactively

- Creativity/
innovation

- Entrepreneurship
- Future thinking
- Initiative/

courageous action
- Leadership
- Responsibility

Socio-
Communicative
Competencies

[64,68,113]

- Collaboration/
cooperation
between
managers

- Accuracy
- Verbal

aptitude
(vocabulary
and reading)

- Collaboration/
cooperation
between
managers

- Verbal
aptitude
(vocabulary,
reading, and
spelling)

- Accurate communica-
tion/language

- Collaboration/
cooperation between
internal team

- Effective communica-
tion/language

- Collaboration/
cooperation between
multidisciplinary
teams

- Mastery of I4.0 jargon
- Negotiation/

commerciality
- Usage of digital

media

- Influencing communi-
cation/language

- Networking
- Collaboration/

cooperation between
multidisciplinary and
multicultural teams

Problem-
Solving

Competencies
[64,68,113]

- Manually
collecting and
preparing data
for analysis

- Basic
mathematical
and statistical
knowledge

- Basic numeric
and statistical
analysis using
spreadsheets

- Operating
steam engines
and
mechanical
machines

- Recording and
processing
data using
tabulating
machines

- Intermediate
mathematical
and statistical
knowledge

- Intermediate
numeric and
statistical
analysis with
usage of
spreadsheets

- Ability to
control
systems and
machine
display
interfaces

- Design
thinking

- Ability to interact
with machines

- Advanced
mathematical and
statistical knowledge

- Advanced numeric
and statistical
analysis with strong
usage of spreadsheets

- Analytical minded
- Digital/technical

capability to interact
with “smart” devices

- Problem-solving
- Process

understanding
- Programming/

coding (SQL
knowledge)

- Retrieving, handling,
and querying data
using programming
software

- Ability to implement
robotics, automation,
and control systems

- Human–machine
interaction

- Understanding
IT/data/cybersecurity

- Ability to collaborate
with machines

- Ability to access
digital and “smart”
devices to visualize
data and detect
anomalies in real time

- Agile problem detec-
tion/identification

- Complex
problem-solving

- Big data
analysis/analytical
thinking

- Critical/ systemic
thinking

- Data optimization
- Data validation from

different sources
- Data trend

identification
- Data cleaning
- Actionable insight

detection from data
- Ability to implement

enabling technologies
such as IoT, CPS, AR,
VR, and smart
manufacturing,
among others

- Human–machine
interaction

- Decision-
making/judgment
supported by
enabling technologies

- Programming/
coding (R, Python,
among others)

- Ability to access data
from multiple sources
in real time

- Implementation of
algorithms and
statistical programs
to analyze real-time
data

- Complex handling,
analysis, and
interpretation of
digital data

- Big data analysis for
decision making and
problem solving in
real-time, supported
by programming
software and data
analytics technologies

- Ability to implement,
interact, and
collaborate with
enabling technologies
such as IoT, CPS, AR,
VR, smart
manufacturing,
autonomous robots,
and artificial
intelligence, among
others

- Human–machine
interaction

- External market focus
- Identify trends in

data and predict
problems, supported
by enabling
technologies

- Digital security
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Table A2. Cont.

Competencies ML1.
Beginner

ML2.
Managed

ML3.
Proactive

ML4.
Expert

ML5.
Leader

Activity-
related

Competencies
[64,68,113]

- Physical
ability

- Individual
attitude

- Interest in
change

- Coordination
between
managers and
leaders

- Multi-skilled
- Persistent

minded

- Coordination
between
multidisciplinary
teams

- Manage
complexity/change

- Participatory/
proactive role

- Coordination
between departments

- Teamwork

- Coordination
between all
departments across
the organization’s
value chain

- People/client
management

- Service
orientation/social
service

- Sustainable mindset
- Willingness to share

knowledge
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