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Abstract: Road traffic accidents in Saudi Arabia have become a serious issue because many of these
accidents lead to deaths, injuries, and financial losses. Human lives are often lost in road accidents
due to the delay in accident detection by medical assistance. In fact, the accident’s location and the
driver’s personal information are considered critical information that plays a vital role in preserving
human life. Additionally, previous studies have found a limitation in the encryption of sensitive data;
in fact, a leak of private information is thought to be one of the challenges that restrict the use of IoT
devices. To resolve this problem, this research presents an intelligent security framework, and an
Internet-of-Things-based system is proposed for immediate accident detection. Thus, this system
requires the highest level of security and privacy to maintain the driver’s privacy. Moreover, the
design science research methodology was followed to design and evaluate the artifacts. Thus, the
study’s research resulted in the ability to design a secure and effective IoT-based system to detect and
report a car accident instantly. In addition, the message is encrypted using Elliptic Curve Integrated
Encryption and sent through Message Queuing Telemetry Transport over GSM. The study’s overall
results show the flexibility with which the proposed artifact can be used for other purposes related to
the IoT security framework to send and encrypt critical information.

Keywords: Internet of Things; security; design science research; GSM; GPS; elliptic curve integrated
encryption scheme

1. Introduction

Nowadays, the number of road accidents has been increasing around the world,
especially in Saudi Arabia. The number of cars on the road is increasing with the growing
population, which contributes to the serious number of accidents that occur daily. Saudi
Arabia has been listed as a country with a high number of road accidents [1]. According
to statistics, 330,454 automobile accidents occurred in Saudi Arabia in 2022. The World
Health Organization predicts that by 2030, traffic accidents may cause 500 million injuries
and 13 million fatalities worldwide. If quick action is not taken, this prediction will come
true [2]. In fact, the lack of immediate accident detection, which might save a person’s life
by a few seconds, is the most common reason for a driver’s death when they are involved
in an accident. Once an accident occurs, the passengers’ lives are put at risk. An accident
detection system would detect the accident in a faster way and with a shorter response time,
which can provide the variance between life and death in a matter of minutes or seconds.
According to statistics, even one minute of rapid response to accidents can save 6% of
lives [3]. Therefore, every car should have an intelligent device that not only detects road
accidents but also immediately alerts the first responders with the required information. In
today’s computing world, the IoT has been reaching unexpected bounds. It is a concept
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that has the potential to influence not only human lives but also how they function [3],
where the selected IoT devices are the optimal solutions, which have the potential to play
a critical role in promoting sustainability by optimizing resource usage and promoting
sustainable practices in various industries. As such, it is essential to continue to develop
and integrate lIoT technology into sustainability initiatives to help build a more sustainable
future. In addition, the IoT is an emerging technology that intersects with many fields,
including science, industry, engineering, and policy. The IoT refers to a variety of products,
including sensors [4]. Smart sensors are at the heart of the IoT, without which it would not
exist. For communication, these sensors form a huge network. They record minute details
of their surroundings and communicate this vital information to one another. Relevant
actions are then taken in response to the information obtained [3].

Today, the IoT has improved systems to pave the way for intelligent technology
to detect or monitor if human lives are in critical situations [5]. An example of these
improved systems is an intelligent transportation system (ITS) that uses IoT sensors to
detect accidents and traffic jams. Furthermore, there are a variety of IoT applications,
such as home automation systems, that can control a home’s electronic devices from a
mobile phone. The advent of IoT technology has simplified the prediction of natural
disasters and the reporting of temperature fluctuations by monitoring the environment
using sensors. Additionally, the IoT is used in healthcare facilities for monitoring patients’
health parameters and activities [6].

In Ref. [7], it is indicated that the number of IoT devices will reach 75 billion by 2025,
up from approximately 7 billion in 2021. As a result, the internet network will soon become
even more complex. In addition, the IoT has three common layers: perception (i.e., sensing
interface domain), network (i.e., networking domain), and application layers (i.e., cloud
domain) from bottom to top [8]. Each IoT layer is designed to perform a specific function.
The perception layer works to gather information using IoT objects. This layer includes
RFID tags, sensors, and cameras, which are responsible for collecting information. The
network layer transmits the data gathered by the physical layer, also known as the IoT’s
heart. The application layer is the third layer. This layer’s goal is to work as a link between
industrial technology and the IoT’s social demands [6].

The IoT has become an essential component of potential solutions that span from
industrial to daily human life. This new technology is appealing for the facilitation
of human life, as it adds a new dimension of knowledge to artifacts and automates
decisions [7]. However, the authors in Ref. [9] present some of the IoT’s vulnerabilities,
which are unprotected network services, not enough authentication/authorization attempts,
privacy-violating concerns, unsatisfactory security configurability, and insufficient trans-
port encryption/integrity verification. The latter, due to insufficient encryption/integrity
operations, may transport unencrypted data and credentials. A leak of confidential data
is considered one of the challenges that limit the utilization of IoT devices. Thus, the
contribution of the proposed research is as follows:

e To develop an intelligent IoT framework for instantly and securely detecting and
reporting car accidents;

e To develop an IoT product that considers security and privacy requirements for
protecting critical information;
To respond as soon as possible to injured people before the situation becomes critical;
To evaluate and apply lightweight cryptography (LWC) for preserving and encrypting
sensitive information.

Hence, our proposed framework is also designed to contribute to sustainability by
improving road safety, reducing traffic congestion, protecting privacy, and promoting
more efficient use of resources. This paper is organized into seven main sections. First,
Section 1 is the introduction, which includes the research motivation, study issues, and
study objectives. Section 2 provides the related work, and this section reviews earlier
research pertinent to IoT-based accident detection systems, IoT security and privacy, and
LWC to determine which problems have already been addressed and which still need to be
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studied further. In Section 3, the methodology is provided by outlining the study’s phases,
case studies, and their analysis, as well as the software and the design of the components
employed; this section illustrates the research approach. Section 4 provides an analysis of
the requirements and the design; this section discusses the requirements, explains how to
assess the environment and difficulties associated with IoT security artifacts, and provides
the architecture and aims of the system’s design. Then, Section 5 covers the phases of
the study, detailing how to run the stages of the IoT artifact, implement the elliptic curve
integrated encryption scheme (ECIES) of the LWC algorithms, and provide the overall
design of the proposed artifact. Next, the evaluation and results are provided in Section 6,
covering the study’s findings and detailing how to evaluate the IoT security artifact,
providing an analysis of the test results and the knowledge base that will be contributed.
Finally, Section 7 is the conclusion and provides future work. The main conclusions of
these case studies are outlined in this chapter, along with recommendations and ideas for
further study.

2. Related Works
2.1. IoT Accident Detection System

Vehicle tracking systems are utilized in a variety of industries around the world,
including vehicle location tracking, stolen vehicle tracking, and fleet management [10].
The author of [11] proposed a simple vehicle tracking system that can be used in different
situations and cases, such as if the car is stolen (i.e., theft detection) or when parents
need to track their children’s school bus. The vehicle tracking system used GPS and GSM
technology to track and send SMS messages. In addition, the author concluded the research
with future work by monitoring some parameters of the vehicle, such as an LPG gas sensor
and gas leak alarm.

The IoT enables the tracking and monitoring of a variety of operations (for example,
an JIoT-based framework for vehicle overspeed detection). The concept of the proposed
system is to estimate the time required for a certain vehicle to travel from its starting point
to its destination. The smart vehicle overspeed detector assesses a vehicle’s speed using
radar, according to the data. This information is gathered and wirelessly transmitted to
the appropriate authorities at a remote location using IoT technology. The device includes
a GPS-sensing module with a transmitter and receiver that works in tandem with an
electronic tracking device to determine a vehicle’s speed. If a speeding car is detected, the
proposed device emits a buzzer signal to alert the authorities. The accuracy of the speed
tracking is predicted by the Connection App, which uses radar, to be between 40 and 80
percent, depending on the internet speed and connectivity [12].

Moreover, the authors of [13] proposed a fully functional system that works to detect
accidents using a shock sensor and sends SMS messages through a GSM module. The
reliability test of the proposed system showed that the system is robust, available, valuable,
operative, and workable, especially when the IoT device continues to send continual crash
notifications until it confirms receipt by the authorities.

The authors of [14] proposed a system that can identify accidents through an accelerom-
eter and GPS in conjunction with a smartphone. On the server, there is data pertaining to
the accident. Further, the system is more dependable than others, but failure may still occur
in the event of a server failure. Additionally, Khot et al. [15] developed a smartphone-based
system that employs an accelerometer to recognize accidents and report the location of such
accidents to emergency personnel. Once more, the single point of failure in this system
increases the likelihood of an erroneous accident alert. Furthermore, in another paper,
Chaturvedi et al. [16] proposed an accident detection and reporting system that recognizes
incidents with the aid of one sensor. A location is delivered to the police station when an
accident occurs. Moreover, in Ref. [17], a prototype for automatic accident detection using
the Vehicular Adhoc Network (VANET) and the Internet of Things (IoT) is shown. It uses
mechanical and medical sensors installed in the car to detect accidents and the severity of
emergency situations.
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2.2. 10T Privacy and Security

The IoT facilitates smart devices becoming more traceable, and, in turn, privacy and
security issues have multiplied. In Ref. [18], a single IoT environment that was extensively
researched is presented, and the findings relating to privacy, security, and defect detection
are provided. Thus, the study of the numerous security challenges related to the IoT is
extremely important. One target objective of IoT security is to ensure the privacy and
confidentiality of all users, as well as enhanced protection, infrastructure, and a guarantee
of the availability of various services provided by the IoT ecosystem. Regardless, issues
concerning security and data privacy must be addressed. Appropriate measures must be
taken to make the user feel at ease about being a part of the IoT system and sharing private
information. It must be clearly defined who owns the data and where it will not be utilized
without their permission, especially if the data are shared via the Internet [6].

Thus, IoT privacy and security are the main aspects that must be emphasized. For
achieving the security and privacy requirements, there should be data confidentiality, access
control, an IoT network, privacy, and trust among users and smart devices, including the
enforcement of security and privacy policies [8]. Moreover, the Open Web Application
Security Project’s (OWASP) IoT Top 10 list named the most popular issues related to the
IoT, including privacy concerns surrounding what would happen if critical data were
exposed or viewed by unauthorized users. Another IoT issue concerns a lack of data
transport encryption, which may cause data leakage or lead to a device or user account
being completely compromised [19].

In addition, the authors of [20] presented the most critical threats to IoT devices, which
are identification, such as the name and address of the individual entity, and sensitive
information, including localization and tracking. The latter, localization and tracking, are
considered to be the threat of identifying an individual’s position using various methods,
such as GPS, internet traffic, or smartphone location [20]. The authors reviewed a total of
122 original research papers on IoT privacy that summarized the top concerns about IoT pri-
vacy and security. In fact, location tracking and sharing private information are considered
the IoT’s top vulnerabilities and concerns that must be solved. Furthermore, they presented
an optimal solution for preserving privacy by performing cryptographic techniques, pri-
vacy awareness, access control, and data minimization. First, for cryptographic techniques,
the researchers may have spent many years suggesting new privacy-preserving strate-
gies. The encryption procedure remains the lead technology in most currently proposed
solutions [19].

2.3. Lightweight IoT Cryptography

IoT devices are prone to malicious attacks and data theft due to the fact that critical
information is transmitted across public networks. Advanced technology is required to
safeguard the system. Thus, cryptographic algorithms are a useful way to ensure data
security in the IoT. On the other hand, many IoT devices are still insufficiently able to
provide such strong solutions. As a result, algorithms must consume less energy while
preserving their efficiency to be used in the IoT [6].

In Ref. [7], the author found that most IoT devices do not currently use robust encryp-
tion or authentication techniques in their connections, which can corrupt the transmission
of data and lead to eavesdropping attacks. For example, many implantable medical de-
vices, such as ECG pacemakers, are affected in terms of memory, processing capabilities,
and power consumption because they rely on embedded microprocessors and integrated
circuits (ICs). The failure to use effective encryption on these devices can have major
consequences, such as unauthorized access to sensitive information and device failure [6].

In fact, cryptographic algorithms are used to ensure information is kept secret and
secure through transmission without exposing it to alteration. These algorithms are divided
into two categories: (i) symmetric-key algorithms and (ii) asymmetric-key algorithms.
Cryptographic algorithms that use the same cryptographic keys are known as symmetric-
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key algorithms. Pairs of keys are used in asymmetric cryptography, including public keys,
which are available publicly, and private keys, which are only known by the owner [21].

However, IoT devices are usually small in size with limited computing capacity,
memory, and power resources. Applying conventional cryptographic algorithms to IoT
devices that require intensive resources is difficult. Therefore, designing lightweight
protection schemes for the IoT becomes the optimal and recommended solution [22].

This research attempts to provide an in-depth and up-to-date analysis of lightweight
cryptographic primitives and which ones are best to use (asymmetric, symmetric, or a
combination of the two) to provide high-level data protection.

In Ref. [22], the authors provided a comprehensive evaluation and comparison among
the types of lightweight cryptographic primitives and their performance. Four different
types of lightweight cryptographic primitives can be used: (i) lightweight block ciphers
(LWBCs), (ii) lightweight stream ciphers (LWSCs), (iii) lightweight hash functions (LWHFs),
and (iv) elliptic curve encryption (ECC). A block cipher is a type of symmetrical cipher that
processes an entire block at once. Substitution-permutation networks (SPNs) and Feistel
block ciphers are two types of LWBCs. A stream cipher encrypts and decrypts “r” bits at a
time. Another technique to provide security is to use LWHFs. They take an arbitrary-length
message and turn it into a fixed-length “message digest”. IoT security using ECC also
utilizes an asymmetric cipher’s advanced encryption standard (AES). These ciphers offer
both authentication and confidentiality. AES requires a larger key size and higher memory
consumption. Rivest, Shamir, and Adleman (RSA) and ECC are two primitives that can be
utilized in a public-key cryptosystem for IoT encryption transmission messages compared
to higher memory consumption.

In comparison to RSA, ECC provides the same level of security with a reduced key
size. On 8-bit microcontrollers, AES is 100-1000 times faster than ECC. The computational
complexity of the algorithm can be reduced to enhance execution time.

Table 1 presents a comparison of lightweight asymmetric algorithms, which are RSA
and ECC, for the IoT environment based on their key size, code length, possible attacks,
key generation(s), signature generation(s), and signature verification(s).

Table 1. Comparison of lightweight asymmetric algorithms.

Asymmetric . . Key Signature Signature
Algorithm Key Size Code Length Possible Attacks Generation(s)  Generation(s)  Verification(s)
1024 Module attack, 0.16 0.01 0.01
RSA 15,360 900 (201 man-in-the-middle, fiming 679.06 9.20 0.03 3]
Elliptic curve 160 8838 Timing attacks, side 0.08 0.15 0.23
cryptography (ECC) 571 channel attacks 144 3.07 453

In addition, the authors conclude that AES is the preferred method for a symmet-
rical cryptography network, which provides provisioning and protection. ECC is the
optimal solution in asymmetrical cryptography because it can offer authentication and
nonrepudiation [22].

The authors of [23] presented secured text encryption cryptography using ECC. More-
over, the authors of [4] described that privacy and security in the IoT have proven to be
one of the most complex issues in recent years. In addition, they demonstrated the current
cryptographic models and security techniques used in encryption algorithms and privacy
standards. The AES ensures confidentiality in most circumstances as symmetric encryption.
Asymmetric encryption, digital signatures, and key management are all provided with
the asymmetric algorithm RSA. For secure hash functions, the standards are utilized. In
asymmetric cryptography, Diffie-Hellman (DH) and ECC are used to provide privacy
techniques [3].

Furthermore, the authors of [21] presented a framework design for secure communica-
tion among IoT devices and gateway (i.e., intra-network). The authors recommended that,
for the enhancement of changing asymmetric cryptographic techniques, RSA should be
substituted with ECC for protecting data transmission [19].
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2.4. Comparison of Related Works

To summarize, numerous systems place a high priority on accident detection accuracy,
as shown in Table 2, which provides a summary of previous studies. In addition, several
systems are designed to respond quickly in order to reach the location of the accident. The use
of smartphone sensors can also lower a system’s overall cost and increase user accessibility.
Researchers have offered a variety of smartphone-based alternatives. The accident detection
and response systems’ sensory inputs are described in detail in Table 3. As can be observed,
there are currently only two different types of sensors that can be employed in systems, and
no previous studies have used lightweight cryptography with IoT.

Table 2. Summary of related works’ findings.

Reference Methodology/Techniques Measure Evaluation
[11] Uses speed and GPS sensors Accuracy Prototype
[12] Uses GPS and GSM to detect and send messages Accuracy Testing and simulation
[13] Detects the accident using one sensor Reliability Testing and simulation
[14] Uses two sensors: accelerometer and GPS Accuracy Actual implementation
[15] Uses an acceleromete.r and GPS for detecting and Response time Actual implementation
reporting accidents
[16] Based on one sensor: ac'celeror'neter for detecting and Accuracy Microcontroller Arduino
reporting accidents
[17] Uses an accelerometer for detecting and reporting accidents Response time Testing and simulation
Table 3. Summary of sensor types and LWC used in the related works and the proposed work.
Reference Vibration Airbag GPS Other Total LWC Encryption
[11] 4} 1
[12] A A 2
[13] A 1
[14] | A 2
[15] | | 2
[16] | 1
[17] 4} 2
Proposed work ) M ) 3 |
] Include Is not include

The following table summarizes several researchers who have proposed works or plat-
forms for automatically locating accidents and informing authorities about them. Despite a
few developed proprietary solutions, most of the systems rely on smartphones. Typically,
these latter systems usually require manual activation and restrict calls to call centers.
The proposed system in this research is composed of the following elements: navigation,
communication, accident detection encryption, and rescue. It makes use of three sensors,
including accuracy, response time, and encryption of tracking information, for accident
detection, which are key components of our technology.

3. Research Design

The appropriate research methodology for this study is to use design science research
(DSR). DSR is a type of research paradigm that allows researchers to provide answers
addressing human issues and to create valuable artifacts. Furthermore, DSR is used to
grow the existing knowledge base [21]. In fact, the developed artifacts are both helpful and
challenging to understand, but they solve real-life problems [24].
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3.1. Research Methodology

The DSR framework comprises three research cycles: relevance, rigor, and design. First,
the relevance cycle works to take the requirement inputs from the contextual environment
into the research and initiate the research artifacts to be presented in the testing field.
Second, the rigor cycle works to provide the background theories and methods according
to the domain experience and expertise in the foundation’s knowledge base. Thus, the
rigor cycle acquires the new knowledge generated by research and uses it to grow the
knowledge base. Third, the central design cycle works as a tighter loop of research activity
for constructing and evaluating design artifacts and processes. In addition, the work with
these three cycles in a research project clearly defines the positions and differentiates design
science from other research paradigms [25]. Figure 1 defines the general combined DSR
framework published in Refs. [25,26].

Environment § Design Science Research Knowledge Base
2 @
£ z
3
P | S ‘ é * Foundations
* People 2 - _
* Roles 2 + Design § * Theories
* Capabilities < e Constructs g * Models
s * Methods

* Characteristics
* Organizations
* Strategies
* Structure & Culture

* Models
* Methods
* Artifacts

* Instantiation
* Frameworks

Relevance

* Processes @ K * Methodologies
* Technology 5‘ :’>)~ * Observation

* Infrastructure [~ « Evaluate 5 * Case Study
* Applications i Observation & * Data Analysis
* Communications = Case Study Techniques

Architecture. Analysis * Measures
* Development Testing * ValidationCriteria
* Capabilities

- T
Applied the Artifact in the Appropriate Environment dding the k ledge to the | ledge Base

Figure 1. Design science research framework (based on on Hevner, 2007; Hevner., 2004 [25,26]).

3.2. Cycle Design

To explain how the cycles work in this study, Figure 2 presents the roadmap stages
and cycles of the research methodology to initiate the process and understand the proposed
research, which can be observed in the following:

From
knowledge Base

I
I
I
I
I
I
|
I
I
I
I
I
I
|
I
I
= _ _

Environment [oT lightweight cryptography

I Relevance . . .
algorithms comparisons, and pick | . .
Cyel Define the problem ’ . . Design loT security framework
[ ycle slalemznl Review The Literature  — the optimal . | & SRRy TIINE
lee—_ - VY——————— —————————1 | |
e s o

Results and Research
Contribution

I
I
I : Add to ‘ |
I
|l I
I

I

| Develop an artifact for the
| accident detection system
I

I

— Testing and Evaluating the artifact -'—L

knowledge Base

Figure 2. The proposed research roadmap reflects the research methodology.
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Relevance cycle: The first stage is to define the problem in context and the require-
ments: a secure and effective IoT-based system to detect and report car accidents
instantly while ensuring privacy. In this cycle, as explained in the figure, the IoT secu-
rity framework literature is searched, and the requirements needed to implement the
proposed artifact are determined. Thus, this cycle specifies the scope of the research
and the literature review needed for this work.

Rigor cycle: This cycle uses a literature review of previous studies that have focused
on similar issues. Moreover, the information gathered from the literature will then be
used to provide a comprehensive comparison of IoT LWC algorithms. Equally im-
portant, this cycle also provides a summary of all studies on IoT security frameworks
related to detecting and reporting car accidents instantly.

Design cycle: A comparison between the IoT and LWC algorithms will assist in de-
livering an IoT security framework considering the delivery of sensitive information
by message and the authentication processes between the sender and recipient to
prevent spoofing by an attacker. Thus, the proposed research follows the DSR process
for developing and evaluating a prototype system as an loT-based security frame-
work artifact for an accident detection system. Additionally, the following section
covers how the research methodology works, aligns with the research objectives, and
develops the proposed artifact.

3.3. Development of the Study Using the Research Approach

The development of the study using the research methodology is covered in this

section. The section above provides a brief explanation of the research methodology’s
cycles. In addition, this section describes the cycle as it appears in the research study. In
addition, Figure 3 demonstrates how the three cycles of the DRS technique map to the
proposed study’s components.

Environment

Design Science Research Knowledge Base

Accident and preserving
Driver’s Private Information

| Application Domain Build \ Develop Artifacts Foundation
What the requirements needs or How can the study implement Check about “ what the knowledge is
components for loT-based the loT-based Accident | available about the research domain

the detection system and
preserving the Driver’s Private

activities needs

Relevance Phase

Helps to define the problem in context Evaluate Adds the knowledge to the knowledge
and what the requirements and

1
Design Cycle

Rigor Phase

base

How can the study evaluate the
loT-based Accident detection

Is there new levels added to the

Accident and preserving

application domain

How can the study uses loT-based Driver’s Private

Driver’s Private Information in the

system and preserving the existing knowledge

the

Figure 3. Mapping of the elements of the proposed research to the DSR.

The main elements of the design science research involved in the cycles.

Environment (relevance cycle): With this element, the research problem and motivation
are clearly defined. In addition, the value of the solution is justified, as mentioned in
Section 1, as well as in all related publications’ research outputs sections that identify the
problem and clearly motivate the research direction toward a solution. The related work
is divided into three major sections: IoT accident detection, IoT security and privacy,
and the IoT-LWC method. The sections were divided by the research’s objectives to
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define the problem and present the previous studies mentioned [3,5-8,10-24]. Equally

important, the researcher conducted face-to-face interviews with experts in the fields of

cryptography and the IoT as well as observational studies to gather data for this study.
2. Designs Science Research: This element is divided into two sections.

e  Build/develop the artifact: This section shows the design and development
of the research artifact. Here, the theoretical knowledge obtained from the
environment and knowledge base is applied to the creation of an artifact. To
address the identified problems, this includes both functionality and architecture.
In addition, the artifact is designed and tested, utilized in simulations, or used
in other ways as a solution to the perceived problems [26,27]. The proposed
solution of this research study was to provide a secure and effective lIoT-based
system to detect and report car accidents instantly. This used RPM, which relates
to other technologies such as IoT sensors (airbag and vibration) and GSM and
GPS modules, to detect accidents faster.

e  Evaluate: In this section, an analysis is performed as to how well the research
artifact meets the objectives highlighted once the problem has been identified [27].
The evaluating and testing section includes the sections that design and imple-
ment the overall proposed artifact. Additionally, improvements can be made to
the artifact to ensure the IoT-based security framework for the accident detection
system meets the objectives of detecting and reporting a car accident instantly,
preserving the driver’s private information securely.

3. Knowledge Base:

The last activity is disseminating the obtained results and their effectiveness in solving
the problems identified in relevant forums and publishing outlets. The research results are
added to the knowledge base [27]. Thus, the proposed solution applies a secure and efficient
IoT-LWC artifact for detecting accidents and encrypting the driver’s private information in
an effort to present and achieve a valuable framework that can prevent location tracking
and preserve the privacy of critical information during an accident.

4. Requirement Analysis

For the requirement analysis, information was acquired from a variety of publications
and proposed prototypes. To gather the required information on measurements, technolo-
gies in use, and challenges in the current approach, as well as to determine more concerning
the level of awareness and the challenges that will be encountered when designing an IoT
security framework for detecting accidents and encrypting driver’s data.

4.1. The Overall Conditions and Challenges for oT-LWC (Research Study Challenges)

This study’s first objective was to determine the optimal solution for preserving privacy
by performing cryptographic techniques. The data were used to provide insight into this
research using document analysis and a literature review for IoT-LWC. According to the
research published in Ref. [27], an in-depth and up-to-date, comprehensive comparison
of simple cryptography techniques was presented. The publication presented 54 LWC
algorithms in their respective classes, including five different ECC cryptography algorithms,
21 lightweight block ciphers, 19 stream ciphers, and nine lightweight hash functions.
The efficiency of the hardware and software, chip size, energy and power consumption,
throughput, latency, and figure of merit of the ciphers were compared (FoM). The research
concluded with a comparison of AES and ECC as the best lightweight cryptographic
primitives to use based on published research in the area of portable cryptography [28].
To protect the privacy of the IoT through messaging transmission, the study used ECC
combined with AES in the ECIES algorithm. The length and transmission duration of the
message could be a challenge.

The challenge and objective addressed in this research were also how to apply the
ECIES-LWC algorithm for preserving and encrypting sensitive information. The second
objective of this research was to determine how to apply the IoT-based LWC in the artifact
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to securely design an IoT framework for detecting accidents and encrypting the driver’s
private information.

Challenges Faced in an IoT-Based ECC LWC

The following challenges are divided into two sections.

e  Application of the ECIES algorithm:

1. Time consumption when sending a message: This research explored the use of
ECC to improve data privacy and security in the IoT. Due to its effectiveness
and performance in terms of time and energy, it is intended to demonstrate that
ECC is relevant for the IoT. To do so, this study also emphasizes earlier studies
on lightweight ECC to demonstrate the significance of ECC and to assess the
effectiveness of techniques, as described in Section 2.3 (Lightweight IoT Cryptog-
raphy), to quickly report an accident to first responders and encrypt messages.
Thus, this study focused on the ECIES algorithm key size and compared it with
the RSA algorithm in terms of time consumption in the generation of the RSA
key size. Furthermore, a comparison between the ECIES algorithm and the RSA
method is covered in the evaluation.

2. SMS message length: The message content must be kept to a minimum via a
maximum SMS message length for mobile devices to achieve the objective of
sending a message instantly while also being encrypted by ECC. In fact, the
message can only be 160 characters long at most. For instance, if an accident
occurs, a location is sent through an SMS message to first responders. For this
reason, only the longitude and latitude are encrypted to keep the message short,
and only one SMS is sent. However, the encrypted message is still more than
160 characters [28], and to solve this challenge, the message is sent from the
device controlling the signals, encrypted, and then sent to the CServer as MQTT.
The message is then sent from the CServer to the first responders.

e JoT-based Accident Detection System

The challenges of accident detection techniques and promptly alerting first responders
to incidents are provided in this section. Thus, a few sensors are fitted to the vehicles
to collect information on the location and direction of the car in the event of an accident.
To illustrate, the airbag sensor (AS) and vibration sensor (VS) can be used as examples.
The first responders receive information about the accident’s location using GPS/GPRS
modems. Furthermore, the sensors are examined and evaluated in this study to ensure their
functionality. If an incident occurs, the vibration in the VS increases above its maximum
level, or the airbag explodes out of its site (i.e., bursts). The GSM module then receives this
information. Later, the GSM module transmits a message to the first responders. In brief,
the integration of all of the proposed artifact’s functionalities with the encryption process
was the greatest challenge of this research.

4.2. Requirement Specification

In this section, different hardware, software, and platforms are required for deploying
the proposed system.

4.2.1. Software Requirements

e  Raspberry Pi OS Raspbian: The Raspbian operating system supports Raspberry Pi.
Based on Debian, Raspbian is a free operating system designed specifically for the
Raspberry Pi device [29].

e  PyCharm IDE Software2022.3.2: PyCharm is a Python IDE developed by JetBrains,
the organization that also produces the well-known Intelli] IDEA IDE for Java. Any
developer who wants to construct Python applications, including web applications,
data science applications, or even simply basic Python scripts, is encouraged to use
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PyCharm [30]. It has a code editor with tools such as automatic indentation, brace
matching, and syntax highlighting. A “Python file” is written code or a program.
The Central Server (CServer)—“Website-Database Server”: All information on an
accident is kept in a Microsoft SQL database, and MySQL was adopted as the database
management system (DBMS). In addition, the website develops client-side interfaces
using HTML, CSS, and Bootstrap. For server-side programming, it uses PHP [31].
MQTT (message queuing telemetry transport): An IoT ecosystem uses the MQTT
protocol for communication, which runs on top of the transport control protocol.
Moreover, MQTT is considered a lightweight machine-to-machine communication
protocol, and it was developed by IBM. It is used to send data from sensors to the
server [32].

Fritzing Software 0.9.10: The Fritzing software package can be helpful during devel-
opment phases, such as the assembly of the prototype based on the scheme in the
mock-up sketch and boards, as well as the automatic generation of schematic diagrams
and the PCB [33].

Twilio SMS Massage Service: The use of virtual phone numbers to deliver SMS
messages is made possible by Twilio’s cloud-based messaging technology [34].

4.2.2. Hardware Requirements

Raspberry Pi Model B: The newest and fastest Raspberry Pi model, the Raspberry Pi
4 Model B, was used to build an IoT ecosystem. It features different RAM capacities
(2,4, or 8 GB), a USB-C port for power, a MicroSD card slot for the operating system
and file storage, two micro-HDMI ports, and the option to connect to the Internet
wirelessly or with an ethernet cable. The features of the Raspberry Pi 4 Model B used
in this experiment are listed in Table 4 [35].

Table 4. Raspberry Pi 4 Model B specifications.

Raspberry Pi 4 Model B Specifications

Operating system Raspbian
Internet connectivity Wi-Fi
Card size 4GB

Airbag sensor: An airbag is a type of occupant restraint system and a vehicle safety
component. It is composed of an inflatable fabric bag, an impact sensor, an inflation
module, and an airbag cushion. If an accident causes the airbag to blow, the sensor de-
tects it. If the airbag bursts, the airbag sensor detects that an accident has occurred [36].
The digital airbag sensor in this research requires three wires for connection: a ground
pin wire (GND), a voltage pin (+5 Vcc) to supply the circuit with the required electricity,
and an input pin to communicate with the Raspberry Pi.

Vibration sensor (VS): This is a transducer that transforms vibrations into an electrical
equivalent, such as a voltage, such as one that uses a laser or piezoelectric crystal. It
is also known as a vibration transducer. It detects the vibration of a car, which is a
specific and substantial vibration. However, vibration sensors are used to measure
and analyze linear velocity, displacement, proximity, and various shock triggers [37].
GPS and GSM modules: A radio navigation system called GPS, or “global positioning
system”, enables land, sea, and aerial users to pinpoint their precise location, speed,
and time at any time, day or night, in any weather, anywhere in the world. An
accident’s location will be known. In addition, it is a digital mobile telephony system
that is widely utilized in Europe and other parts of the world. It stands for global
system for mobile communication [38]. Furthermore, the GSM and GPS modules are
utilized as a security system to improve the project and make it more secure by calling
or texting the user’s phone number if there is a car theft attempt [39].

Power supply: This is an electronic device that supplies electric energy to an electrical
load [38].
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4.2.3. Proposed System

This research addresses the challenges by developing an intelligent security framework
and an IoT-based system for immediate accident detection. It offers the following primary
actions: instant detection of an accident and sharing of the driver’s personal health record
and other crucial information with the first responders (for example, Najm and ambulance)
while ensuring privacy. Figure 4 explores the IoT security framework accident detection
system artifact proposed in this research.

Registration Form ‘ then

get Unique ID

e .

Decrypt MQTT that contains
9 10 and Location ((( ))) e

7~ Send encryption Massage As MQTT
@ scan at contains 1D and Location |m'm] | As SMS Massage :
EE=EE Ambutance
©8000090 PR Website [t |
ata Ba 2
(0 Base) Optional

Selection

Accident Occurred * recelving the
signals from the sensors * 2. Securing Database , constringe the access

1. Using the decryption algorithm

Figure 4. Accident detection system conceptual block diagram design.

First, the device’s unique ID is a code generated when the driver fills out their vehicle
owner information record and personal health record. Once an accident occurs, the AS and
VS that work together to report the accident instantly send the signal to the RPM to retrieve
the location from the GPS. Next, the GSM module enables the system to send sensitive
data about the accident using the message queue telemetry transport (MQTT) protocol to
the CServer. The message also includes coordinates from the GPS module and a unique
ID that connects to the system. The message must apply the proposed ECIES algorithm to
protect and preserve its security and privacy. Then, to prevent a potential attack, there is an
authentication phase between the sender (i.e., the IoT device) and the recipient to check
that the alerted accident is real. After that, the Cserver sends a message as an SMS to the
first responders, who are then able to view the data.

Eventually, the accident detection system’s artifact prototype is tested and evaluated under
real-life conditions, and its performance is evaluated using the system’s experimental setup.

4.3. System Design
4.3.1. Design Goal

An intelligent security framework and an IoT-based system are proposed as solutions
to this issue for instant accident detection. Its main features are instant accident detection,
privacy protection, and the ability to share a driver’s personal health information with first
responders, such as an ambulance and Najm.

4.3.2. Security Issue

This study focuses on two aspects: MQTT privacy transmitted by the artifact and
critical information sent as an SMS provided by the website. In any scenario, the system
and method of sharing messages should be secured. In fact, it is intended that only
authenticated and authorized first responders on the website side will have the right to
receive critical information. On the other hand, by creating an artifact that offers a secure
and efficient IoT-based system to instantaneously detect and report accidents, this research
protects the privacy of drivers” information during SMS transmission.
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4.4. System Architecture

The proposed architecture securely designs an IoT framework for detecting accidents
and encrypting drivers’ private information. Accordingly, the process flow is shown in the
following diagram (Figure 5).

Sensing/ Reading the state of
sensors(Airbag / Vibration )

Triggering sensors achieved

I

Raspberry Pi powering the GPS /GSM
Power supply from battery Modules for receiving the location and
transmitting it

Getting the location using Receiving the location in Raspberry Pi
GPS from GPS via GPS /GSM Modules

l

Sending the location as SMS
encryption from Raspberry Pi to GSM
serially

Transmitting the location as SMS
message from GSM to first responders

Receiving the SMS and first responders
team arrival to the accident location.

Figure 5. Flowchart for intelligent IoT-based accident detection.

System flowcharts are used to display the proposed project’s processes, from the
start of accident detection to the end, when the CServer sends an accident report to the
first responders.

4.4.1. Block Diagram

A block diagram displays a complex system or process, such as an electronic circuit,
in schematic form, along with a general layout of its pieces or components. In addition,
adopting this type of diagram will simplify the IoT-based security framework to detect and
report a car accident instantly as a block diagram.

The proposed architecture, as shown in Figure 6, is composed of the following el-
ements: first responders (e.g., Najm and ambulance), relationships among them, A9G
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GSM/GPS modules, tower, AS, VS, power supply, Raspberry Pi 4 Model B, and the CServer.

-
| A9G GPS/ GSM Module l (((1’)) - =)

Server
» Optional
Selection

Microprocessor (Raspberry Pi 4 Model B ) Power Supply |

| Vibration sensor | | Airbag Sensor |

Figure 6. Block diagram of intelligent IoT-based accident detection.

4.4.2. Sequence Diagram

A graphic that illustrates interactions among items and captures how activities are
carried out is called a sequence diagram (Figure 7). Therefore, it demonstrates how and
in what order various items interact. Additionally, a time-sequenced display of item
interactions is provided.

First Responders

Vibration / Airbag Sensors Raspberry Pi GSM/ GPS module

Optional Selection

Detect Signals

Request Location from
GPS

Record Location

Request GSM to send encrypted
Massage as MQTT

Send Encrypted Massage
by MQTT

Send Required
informationn

Send Required informationn

Send Required informationn }

Figure 7. Sequence diagram of automated requests.

5. Implementation

This section discusses the implementation of the prototype using the RPM, sensors,
GSM/GPRS, and other modules to communicate with the CServer (website and database
server), and the results are presented. The following sections show the implementation of
an IoT-based intelligent security framework for immediate accident detection artifacts.
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Development Tools

A discussion of the development tools used for the prototypes is provided in this
section in phases. Each phase contains the tools used to implement the prototype of the
proposed system.

1.  Phase 1: QR Code Scanning (Website—Database Server):

This section covers how the required information from the driver will be entered and
saved by scanning a QR code generated by the system. After that, the data is stored in the
database. Thus, a new record and unique ID are established for the device that was used
throughout the accident. Moreover, the system provides an option if the driver needs to
share the accident data with any of their family members or their family doctor during
the accident.

Additionally, MySQL is the database management system (DBMS) that manages the
entire system. Detailed information on the different tables used in the proposed system is
as follows:

e  Driver details table: This table includes all driver-related data, including Driver_Name,
Driver_Address, Driver_Email, and Driver_Phone number;

e  Vehicle table: Vehicle information, including Vehicle_ID, Vehicle_Name, and Vehi-
cle_Insuracne, is available and provided in this table;

e  Diseases (medical records) table: This table contains data on all diseases and the health
insurance of the driver;

e  Device table: This table contains all data related to the device, such as Device_ID,
Driver_ID, Vehicle_ID, and the private keys utilized in the decryption process. The
system generates the QR code for each vehicle to allow the driver to input the re-
quired information;

e  Accident table: This table is used to keep track of all details of accidents, such as
Driver_ID, Device_ID, Location_ latitude, and Location_ longitude, including those
that were used during the notification phase.

2. Phase 2: IoT Accident Detection Sensors

e Airbag sensor (AS): While developing the circuit, an AS is linked to the RPM.
Thus, the AS works to detect the signals when an airbag is bursting. Furthermore,
the AS can be added to the breadboard and connected to the microprocessor to
complete the circuit;

e  Vibration sensor (VS): The second sensor used in this research is the VS, which
works to detect signals when it is activated. It also employs a digital VS. The
sensor’s vibration frequency ranges from 40 Hz to 65,535 Hz when it is attached
to the RPM. In addition, the shock sensitivity of the VS was modified by selecting
a time alert to detect the shock. Periodically shaking the sensor causes it to
automatically produce “1” when working as a digital signal (as an indicator of
shaking or movement).

3. Phase 3: Accident Transmission Encryption Message

e  Raspberry Pi Microprocessor (RPM): In this research, the system uses a Raspberry
Pi 4 Model B connected to a CServer, an AS, a vibration sensor, GSM/GPRS,
and other devices to detect and report accidents instantly. The Raspberry Pi
receives the signals, requests the location of the accident, encrypts the message,
and sends the encrypted message to the CServer; thus, the IoT devices connect
to the Raspberry Pi through input pins (Figure 8), and the CServer retrieves the
data through MQTT.

e  GPS and GSM module: The A9 GSM/GPRS module is a tiny GSM modem that
can be used in numerous IoT projects. In this research, the GSM was used to send
the encrypted message to the CServer via MQTT. Additionally, the exact location
of the vehicle is also determined through the GSM/GPRS and GPS tracking
systems, which also use GPS technology. In this research, we proposed a GPS
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technology system to capture the location. Additionally, the connection pins of
the A9G GSM /GPRS+GPS were as follows (Table 5).

Table 5. A9G-TTL pin connection.

TTL A9IG
5V USB
RX TX1
X RX1

3V3 power o (1) 5V power
GPIO 2 (SDA) o H(3) 5V power
GPIO 3 (SCL) o (5) Ground
GPIO 4 (GPCLKO) o (7) GPIO 14 (TXD)
Ground o (9) GPIO 15 (RXD)
GPIO17 o (11) GPIO 18 (PCM_CLK)
GPIO 27 o (13) Ground
GPIO 22 o (15} GPIO 23
3V3 power o (17) GPIO 24
GPIO 10 (MOSI) o (19) Ground
GPIO 9 (MISO) o (21} GPIO 25
GPIO 11 (SCLK) « (23) GPIO 8 (CE0)
Ground o (25) GPIO 7 (CE1)
GPIO 0 (ID_SD) o (27) GPIO 1 (ID_SC)
GPIOS o (29) > Ground
GPIO 6 (31) > GPIO 12 (PWMO)
GPIO 13 (PWM]I) o (33) Ground
GPIO 19 (PCM_FS) o D GPIO 16
GPIO 26 o (37) GPIO 20 (PCM_DIN)
Ground o (39) GPIO 21 (PCM_DOUT)

Figure 8. RPM pins.

4.  Phase 4: Notifications

The Central Server (CServer) “Website-Database Server”:

The Raspberry Pi CPU sends an encrypted message to the main server via MQTT
when an accident is detected. Next, the CServer instantly decrypts the message and sends
an SMS message containing the website URL to the first responders, informing them of the
accident as a report so they may respond as soon as possible. In addition, the CServer is
responsible for notifying any family members or the driver’s family doctor that have been
stored in the database. Additionally, the accident table in this phase will also be updated at
the same time based on the accident information.

6. Evaluating the Phases (As Experimental Implementation)
1. Phase 1: QR Code Scanning (Data Entry) Implementation

The registration of vehicles is the goal of this phase. The owner of the vehicle must
install the IoT device to get their vehicle ready for this system. The first step after setting
up the device is for the owner to scan the QR code to complete the registration process
and create the Vehicle ID, which will be kept in the database as shown in the following
(Figure 9).
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Menu List

Filling out the required
information

Generate the QR of the n’;
Device 256
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Medical Family

Insurance Disease Members
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Figure 9. QR scanning and filling in the required information through the website registration.

2. Phase 2: IoT Accident Detection Sensor Implementation

Once an accident occurs, the AS and VS work together to promptly and instantly
report the accident and send the signal to the RPM. The circuit is built by the RPM using
a breadboard and wiring system. For optimal operation, each component needs to be
connected to both GND (ground) and VCC (5 volts). The VS will send analogy signals after
identifying the accident to the Raspberry Pi through a wire connected to pin #23, and the
AS through a cable linked to pin #24 (Figure 10).

Thonny - /home/amal/Desktop/senderpy @ 113:35 v oA X
© == o
4 mode
New Load 3 Run Debug Over Stop Zoom Quit Support
sender.py % l test_io.py X I agg.pyxr
109
110 #Send _MQTT(d
111 while True:
112 if GPIO.input(23) == GPIO.LOW and GPIO.input(24) == GPIO.LOW:
113 print("Vibration and Airbagl Detected \r\n")
114 waitUntilConnected()
115 print(“Accident Detected Wait for location")
116 latitude, longitude = get_gps()
117 print(“"Latitude: " + str(latitude))
118 print(“Longitude: " + str(longitude))
119 data = str(owner_id) + ", " + str(latitude) + ", " + str(longitude)
120 ciphertext=encrypt(pk_hex, data.encode())
121 ciphertext=binascii.hexlify(ciphertext)
122 #clie i iriver icker'
123] print(ciphertext) I
124 datal=str(ciphertext)[2:-1]
At AT N v
Shell
) -
>>> %Ru | y I
Initializing A9G module...
0x54e3b882b25e5f2bd362213c0d57fb496dd2f6131532e5bd02e77df3e8423a61b955e4449b627e3ed69ccff223968374bad75400c5184638
e492a40ae4792647
Vibration and Airbag Detected

Figure 10. The AS and VS outputs are activated.

3. Phase 3: Accident Transmission Encryption Message

Next, the RPM sends a wire (pin #4) request to GPS to acquire the accident location.
The GSM/GPRS USB model is connected to the GPS chip’s RX (receiver) pin. The GPS
will then save the location, providing its longitude and latitude, and send it back to the
Raspberry Pi via the GSM/GPRS USB model that is linked to the TX (transmit) pin. In
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addition, upon GSM module activation through the RPM, the encryption feature will be
performed. The ECC model generates random values, creates private and public keys, and
encrypts the message using the ecies.utils key-generating and encryption libraries. In brief,
the ECIES algorithm is being used to implement the data encryption module (Figure 11).
Thus, it will use the Message Queue Telemetry Transport (MQTT) Protocol to send the
encrypted message to the CServer. Moreover, the encrypted message contains a unique
Driver_ID and GPS coordinates.

Thonny - /home/amal/Desktop/senderpy @ 113:35 v oA X
Switch to
* K >IN = O » Q= -
Z mode
New Load Run Debug Stop Zoom Quit Support
sender.py X ‘test_io,pyx ‘ a9g.py %
109
110 I |
111 while True:
112 if GPIO.input(23) == GPIO.LOW and GPIO.input(24) == GPIO.LOW:
113 print("Vibration and Airbag| Detected \r\n")
114 waitUntilConnected()
115 print(“"Accident Detected Wait for location")
116 latitude, longitude = get _gps()
17 print("Latitude: " + str(latitude))
118 print("“Longitude: " + str(longitude))
119 data = str(owner_id) + ", " + str(latitude) + ", " + str(longitude)
120 ciphertext=encrypt(pk_hex, data.encode())
121 ciphertext=binascii.hexlify(ciphertext)
122 € k
123 print(ciphertext)
124 datal=str(ciphertext)[2:-1]
SGaEapasat A v
Shell
AT+GPSRD=0 A
0K
Latitude: 25.93004
Longitude: 49.65757
b'04472745e3c2540815d13c8b7cbel2dadb993a6ac26f8ac42f1001a91f46103130e7e4e4e0c1c584ec32ace933a223¢5¢5555725Fho0dd42 l
220c367elclc7ec1f705de137024d0739acd5489542d2e8a98¢c20f4b435d8c1c1e5c92605247fe242cc1308406910560cf51chb42eeca7ceba
5943fd559¢c"'
04472745e3c2540815d13c8b7cbe12da4b993a6ac26T8ac42f1001a91746103130e7e4e4e0clc584ec32ace933a223¢5¢5555725fboodd4222
0c367elcic7ec1f705de137024d0739acd5489542d2e8a98¢2014b435d8c1c1e5¢92605247Fe242¢cc1308406910560cf51cbb42eeca7ce6as9
43fds59¢
Sending v

Local Python 3 + /usr/bin/python3

Figure 11. The GPS records the location (longitude and latitude) and encrypts the message.

4. Phase 4: Notifications to First Responders and Accident Details

The CServer receives an encrypted notification about the accident each time it occurs.
Following this, CServer utilizes the private key to decrypt the message and displays the
message’s contents, including the accident’s location on a map and the required information
on the driver (Figure 12). Thus, the required information is then sent to the first responders
via SMS messages, as shown in the figure below, via the CServer (Figure 13).

*aao0l

sender 5y X tesUogy X agpy X

while Tree

11 GP10. 1nput(21) we CPI0.LOM a0d CPI0.Input(24) we CP10.LOV.
v Detected \r\a*)

* o str(leogitede)

prist(ciphertet)
talestr(ciphert

hertent) (2:-1]

et

o

ATHRQTTRUBS"ASG®, “0447274503C 2540015413007 Che 1264 E20930600 261 800421 10010911 461001300 T e4e4e0C 105840 I20C920022%¢5
€55557260000642220¢ 16701 1¢ Tec 11 708401 0 ed4I808c1c
S1CODA2eecaTCesasIE85%¢",0,0,0

ATeGPSIDeY

Figure 12. The encrypted message is sent through MQTT.
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Figure 13. The CServer decrypts the message and sends the SMS message to the first responders.

The following (Figures 14 and 15) presents the complete artifact components connected
to the IoT-based system for instant accident detection.

fritzing

Figure 14. The complete circuit implementation with the CServer.
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Figure 15. The complete artifact.

Finally, from the time the driver installs the IoT device on the vehicle until an accident
occurs, all information related to the accident and the driver is stored in the database.

6.1. Overall Outcomes/Results

The result was instant car accident detection and reporting technology based on the
IoT. In addition, first responders (including Najm and ambulances) were able to instantly
locate the vehicle involved in the accident and provide medical help, saving their lives.
Thus, the IoT-based accident detection system assists in locating the precise location of
the accident and relaying this information to the appropriate first responders so that the
injured person may obtain assistance as soon as possible.

The system’s functionality was confirmed in the preliminary findings, as described in
this section. Table 6 shows the expected and actual values of the functions performed by

the proposed artifact.

Table 6. Expected and actual functions of the artifact.

Functional Requirement

Test Conducted

Expected

Actual

The QR barcode is read, and

The driver can complete all

The QR is generated by the
system. Then, the driver can
complete the required
information. When the recorded

OR scanning the driver’s information fields with the required . ..
is entered. information. mfo.r matlor} 1S com}?lete, the
device’s unique ID is created,
which can be used during
an accident.
The airbag communicates with When (tihf}? 1rb.af;; bul’fto}?t 1ts
AS The closing of the airbag’s the microprocessor once the pressil ! Zalr a8 1% t tﬁrns
(detection) switch is detected. airbag switch has been closed or on and sends a 51g111 al Okn ©
depresse d (i.e., blown). mlcrpprocessor to let it know
that it has done so.
The VS should send the signal The microprocessor is quickl
VS Once any pressure or shaking  to the microprocessor by informed tiat a vibra ti(cl)n 'usz
(detection) is detected. delivering a signal as soon as )

it moves.

occurred when shaking the VS.
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Table 6. Cont.

Functional Requirement Test Conducted Expected Actual
Locating the position of ~ The GPS responds to the ane the GPS receives the The' C.;PS locate§ the current
i . . . ) signals from the microprocessor, position when it receives a
the vehicle or accident signals it receives from the -
. . ; it should locate the current request from the
(location recording) microprocessor.

position of the accident.

microprocessor.

Encrypting the message
using the ECIES algorithm

Sending the location through
the GPS to the microprocessor

for application of the
ECIES algorithm.

The ECIES algorithm should be
utilized by the microprocessor
to apply the encryption message
through the ECIES utilities
library, and the microprocessor
should be able to identify the
device’s unique ID and GPS
location through the
encryption message.

GPS provides the device’s
unique ID, which the
microprocessor recognizes,
together with the current
location coordinates (longitude
and latitude), which are used to
encrypt the message.

GSM is operational and
transmitting an encrypted
message

Transmitting the encryption
message using GSM
and MQTT.

With MQTT, GSM transmits an
encrypted message to
the CServer.

The GSM sends the MQTT to
the CServer after receiving the
encrypted message.

Receiving the message
and decrypting it into
the Cserver

Decrypting the message and
examining the
accident details.

Using the database’s private
keys, which are created using
the encryption procedure, the
message is decrypted, and the
accident details are displayed in
full on the website’s interface.

The accident’s details are
displayed on the website’s
interface, and the messages
are decrypted.

CServer and website
display the accident
details on the web page

To see the driver’s
detailed information.

After decrypting, the required
information about the accident
is loaded on the site.

The required information about
the accident is displayed on the
website’s interface.

As briefly stated in the table, the major features were verified, and it was ensured that
the flow of all microprocessor system units (such as sensors, GSM, GPS, database server,
and ECIES IoT encryption algorithm library) is successful and efficient.

6.2. Case Study and System Limitations

The following (Table 7) provides case studies that were tested during the proposed
system’s implementation. In general, human-designed systems can provide accurate read-
ings up to a particular threshold, but beyond that point, they will have certain limitations.
The table of work in this study describes the sensors’ limitations and their intended use
in combination to obtain an accurate value. In addition, the following two situations
contrast the size of the keys and the time consumed with the RSA and ECC during the

encryption process.

Table 7. Case studies tested during the proposed system’s implementation.

Case Number

Case

Sensor Test

Output/Result

In this case, consider the extracted

Accidents that happen at
vibrations lower than this one are

Case 1 real vibration value with a system  The VS rate is 2200 Hz not detectable by this system
that only has one sensor. because the detectable vibration is
up to 4000 Hz.
The vibration is activated. The
In this case, consider the extracted EEC;TE:;E ISO?C&:;aZii'SE?S‘NWH’
Case 2 real vibration value with a system  The VS rate is 4000 Hz y

that only has one sensor.

operation is not enough, and a
notification is sent even if it turns
out to not have been an accident.
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Table 7. Cont.

Case Number

Case Sensor Test Output/Result

In this case, consider the

possibility of the AS being The airbag bursts. The system is
Case 3 activated either as a result of an The AS bursts triggered in any case, and a
accident or as a result of message is sent.
manufacturing defects.
In this case. consider the When the first and second sensors
e, . The VS rate is 4000 Hz, and the (VS and AS) are activated (hertz
Case 4 possibility of two sensors being . . . .
. . airbag bursts value), an accident is recognized
triggered simultaneously. .
(triggered).
In this case, the accident is The private and public keys are
detected by the sensors, and a enerated with RSA, and the ke
Case 5 message is encrypted using the The size of the RSA key is 3072 gene . . y
. . . size is determined using a
RSA public/private key size (30) time-consuming pr
via the ECIES algorithm. €-CONSUMING Process.
In this case, the accident is
detected by the sensors, and a The private and public keys are
Case 6 message is encrypted using the ECC key size is 256 generated faster than the
ECC public/private key size (256) RSA key size.
via the ECIES algorithm.
Cases 5 and 6 used an experimental test that compared ECIES and RSA, utilizing the
Python, ECIES, and RSA libraries. The National Institute of Standards and Technology
(NIST) provided the security strengths of the symmetrical block cipher and asymmetric-key
algorithms, shown in (Table 8).
Table 8. Comparable key lengths for ECIES and RSA in bits [40].
Security Level ECIES Key Length RSA Key Length
80 160 1024
112 224 2048
128 256 3072
192 384 7680
256 512 15,360
As a result, the test functions were analyzed using the ECIES Python Library, which
utilizes the secp256k1 curve, which implies that the ECC key size is 256 at the security level
of 128. In light of this, 3072 is the RSA key size presented in the ECC domain parameters
with recommended properties [41]. In addition, Table 9 explains the computational time
required to generate the ECIES and RSA’s public and private keys and to perform the
encryption and decryption operations. Furthermore, it was presumed that messages
in plaintext, including the location of the Device ID, including longitude and latitude,
were sent. The researcher’s location was utilized in this case in the following format:
b’ID:7865409, LAT:25.933333, LOG:49.666667.
Table 9. Comparison between ECIES and RSA.
. Key Generation Encryption Process Decryption Process
Key Size Length Running Time (Sec) Running Time (Sec) Running Time (Sec)
ECC RSA ECC RSA ECC RSA ECC RSA
256 3072 0.0021 1.887 0.006 0.002 0.003 0.009

According to the comparison between ECIES and RSA, Table 9 shows that ECIES
generates keys faster than the RSA algorithm. As the private key is created at random and
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the public key is a point on a curve, ECIES has the benefit of being able to generate both keys
in a short time. Moreover, the RSA algorithm encrypts data faster than an algorithm based
on ECIES. However, it is noted that the difference between the two computational times
is comparatively shorter than one second, and this is not a large difference. In addition,
the ECC algorithm’s decryption process is faster than the RSA process. As a result, the
outcomes show that for systems based on ECC, thanks to the mathematical strategies and
benefits provided by the curves, ECIES represents an effective substitute for RSA-based
cryptosystems. Particularly since embedded systems lack the memory and processing
power necessary to complete the calculations required by RSA-based cryptosystems with
large numbers, ECIES cryptosystems are ideal for IoT-embedded systems.

Thus, to compare this suggested work to the prior studies, it must be noted that this
system was created with privacy in mind and that the proper security mechanisms are in
place to protect the data transmitted by the system, which has been overlooked in previous
studies. Additionally, there are benefits to having two sensors to provide an accurate alert
and a faster response time.

6.3. Comprehensive Remarks on the Overall Proposed System (Adding Knowledge Base)

Utilizing an IoT security framework to encrypt, identify accidents, and detect accidents
is our proposed artifact development in this research. Furthermore, it is advantageous for
developing a framework for IoT security that can be applied to other purposes. In addition,
we have successfully finished the coding of the sensors, the CServer (database server),
GPS, and GSM to complete the process of sensing the accident and informing about it. In
addition, the procedure of collecting signals from the sensor, using GPS to determine the
current location by providing the location’s longitude and latitude, and encrypting them
using the ECIES algorithm on the CPU. Following this, the MQTT-encrypted message is
sent through GSM to the CServer. In addition, the CServer will decrypt the message after
receiving it to deliver the accident information, which will then be shown on the website.
The accident information will then be sent to the first responders via SMS messages as URL
links through the CServer.

Last but not least, the proposed system device may be easily modified and will benefit
society by enabling improved outcomes, such as accident detection, if it is operating as
planned to deliver an intelligent IoT security framework. Preventing location monitoring
and the numerous deaths that can occur as a result of a delayed notification process,
preventing the people’s injuries from growing worse as soon as possible when the first
responders are informed about the accident in detail instantly.

7. Conclusions and Future Work

The number of vehicles has dramatically increased recently in countries such as Saudi
Arabia. In addition, accident rates have increased as a result of the increased traffic. Many
accident detection devices exist, but a significant number of fatalities still occur. This
problem is caused, at least in part, by insufficient automatic accident detection, insufficient
warning, and inefficient emergency response routing, which obstruct the proper response
to catastrophic accidents. The lack of applicable technologies because of financial and
capacity restrictions on retrofitting just makes the situation worse. This research provides
an intelligent security framework to handle these problems, and an IoT-based security
framework solution is suggested for accident detection instantly.

This research demonstrated that making use of a range of various sensors can improve
the accuracy with which a traffic accident is detected while preserving the privacy of the
driver’s critical information. Thus, the proposed system detects the location of an accident
instantly, encrypts the critical information about the accident, and then transmits that
information to first responders so that they can save lives.

Indeed, the results showed that the automatic IoT-based security framework accident
detection system, which also protects the privacy of the driver’s personal information,
performed as expected. The main advantage of this research is that it reduces the number of
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false alarms about accident reports. Moreover, RSA-based cryptosystems can be effectively
replaced by ECIES. ECIES cryptosystems are particularly well suited for IoT-embedded
systems since such systems lack the memory and processing power needed to finish
the calculations needed by RSA-based cryptosystems with different key sizes. Another
advantage is that the artifact might be used as a model for the implementation of similar
artifacts in other contexts related to applying an intelligent security framework and the
Internet of Things (IoT). A similar artifact, such as one created for automatically predicting
plantation location and watering, where data protection is required, might be produced
using the prototype as a guide to meet various public or commercial objectives.

Furthermore, there were limitations to the research due to conducting the initial
evaluation of the system in a simulated environment. One of the study’s limitations is that
the system currently cannot calculate the closest responders (e.g., Najm and ambulances) to
the accident through the nearest first responders with the shortest response time, computed
using the distance matrix AP, allocated to the user. In addition, the driver of the first
responders receives an SMS specifying the user’s location. Further, the system currently
does not allow the user to receive information about the probable arrival time.

In the future, there are a number of important recommendations, citing the data that
were gathered, including the need for the system to calculate the distance to identify the
first responders (for example, Najm and ambulances) who are nearest to the accident and
to send an urgent SMS that contains the location to provide assistance instantly. Future
advancements in this technology may involve attaching a camera module to take pictures
of the accident and sending the pictures to a server. In the future, big data processing
can be used to examine some road accident results using the data gathered on the server.
Additionally, in the not-too-distant future, system security and privacy will be improved,
and these challenges will be fully addressed in upcoming efforts, especially on the website
and the General Data Protection Regulation (GDPR).
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