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Abstract: The fast growth of the urban population increases the demand for energy, water, and
transportation, amongst other needs. This study explores the current state and future scenarios of
Smart Cities and the environmental, economic, and social challenges that must be overcome. We used
the Rapid Review method to understand the challenges of implementing Smart Cities in different
urban contexts and the potential impact of research on Smart City planning in future Smart Cities. The
study offers insights into the potential for Smart City growth while identifying obstacles that must be
addressed to ensure sustainability. Results serve as a foundation for planning and decision-making,
highlighting aspects such as the adoption of alternative energies, reduction in car use, preservation of
ecosystems, waste reduction, citizen participation, infrastructure, and citizen data privacy, among
others. These aspects are essential to overcome obstacles and promoting Smart Cities’ development.
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1. Introduction

Cities have always kept their growth rate in line with the evolution of human civiliza-
tion, playing a key role in commerce, security, and people’s quality of life. Urban areas are
often associated with environmental deterioration [1–3], elevating the quality of life [4] and
acting as a catalyst for economic growth [5]. Currently, urban centers concentrate 55% of
the world’s population, which is expected to reach 70% by 2050 [6]. According to Valdez
et al. [7], the infrastructure of cities is under constant pressure and transformation due to
the fast growth of the urban population as their managers struggle with the increasing
demand for energy, water, and transportation, amongst other needs and demands. The
population increase also demands more space. All of this contributes to adverse environ-
mental events, such as global warming, extreme climate events, scarcity of water resources,
poor air quality, and loss of biodiversity [8]. New technology trends are transforming
traditional cities, emphasizing that the Internet of Things (IoT) is essential in developing
smarter cities [9].

The Internet of Things is a digital transformation process that adapts to various
aspects of our daily life. The Internet of Things encourages constructing intelligent and
autonomous solutions [10], therefore, has great technological and strategic value. Using
sensors increases the ability to fill specific gaps between the physical and virtual worlds,
such as information to avoid wasting resources, control, ambient air quality, and physical
well-being. Sensors can be embedded in any object and use machine-to-machine (M2M)
communication [11].

Groundbreaking applications involving the IoT have allowed new sustainable ini-
tiatives to emerge worldwide. Among these initiatives, we highlight Smart Cities: well-
planned and automated cities integrated with technologies and services that are increasingly
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efficient, reliable, and intelligent, with residents that are self-determined, independent,
and conscious citizens [12–14]. In this scenario, monitoring, management, and control
capabilities are provided over remote devices, helping to create new insights and actionable
information from real-time data flow [15]. In an accelerated and dynamic environment,
such as Smart Cities, various interconnecting forces, trends, and conditioning factors to
visualize alternative futures become an even more significant challenge. Hence, the impor-
tance and difficulty of companies’ endeavors to actively monitor emerging trends and to
develop alternative scenarios that reflect potential business opportunities that may arise
and face the challenges of the future [16]. Local and national governments can also use
smart cities to surveil citizens, playing a central role in advancing political control [17].
Many traditional urban centers are becoming increasingly inadequate to face the new
paradigms of the 21st century, failing to address the challenges associated with improv-
ing quality of life, sustainability, safety, transport efficiency, and health. To meet these
challenges, the United Nations established the Sustainable Development Goals (SDGs) in
2015, with 17 global goals aimed at transforming the quality of life in cities by 2030 [18].
However, achieving these goals requires environmental, social, and economic actions to
promote more sustainable land use, preserve the biodiversity of natural ecosystems, and
reduce pressure on city services, aiming to improve economic and social outcomes [19]. In
other words, understanding, planning, and managing cities efficiently and innovatively are
necessary for the SDGs. We think the concept and implementation of Smart Cities is the
answer to achieving these goals.

The main objective of this study is to analyze future trends and challenges related to
implementing Smart Cities. Specifically, our objectives are (i) to identify the various chal-
lenges and approaches to implementing Smart Cities in different urban contexts, and (ii) to
understand how current research on Smart Cities planning can inform future trends and
challenges in Smart Cities implementation. This study will provide valuable insights into
Smart Cities planning and serve as a helpful resource for foresight planning, a structured
and coordinated process whose function is to formulate strategies to achieve objectives
and guide the decisions and actions of the present [20]. For Bibri [21], the main goal of
studying the future is to understand better future opportunities and alternatives with their
differences and viability. Futures studies can contribute to planning the design, develop-
ment, implementation, evaluation, improvement, and advancement of sustainable Smart
Cities [21]. There are several methods [22] for performing futures studies, which can be
supported by specialized software [23–28], producing relevant scenarios [29–38] that add
value to governmental and private organizations that will affect future Smart Cities.

By investigating research areas that grow the most within the Smart City scenario and
the challenges that make part of this growth unfeasible, we can have a broader awareness of
the research opportunities in Smart Cities. This work allows researchers to understand the
challenges of the current research areas of Smart Cities and present a range of possibilities
for new studies focused on better solutions for each identified challenge. Therefore, we
expect cities’ technological and sustainable growth to continue toward an even more
promising future. By anticipating changes, Smart Cities will be better equipped to deal
with future challenges, leading to more sustainable growth. Understanding the challenges
and obstacles faced in the development of Smart Cities is crucial for addressing them and
improving the success of these cities. Finally, by identifying key research areas, we can
focus efforts and resources on the most critical and impactful research areas for advancing
Smart Cities, leading to even more promising future developments.

We suggest, from our main findings, that we should view Information Technologies
as a tool for solving specific problems. Utilizing them may give rise to several issues,
including security concerns, which we must address. We also discovered that local interests
highly influence the challenges faced in implementing Smart Cities projects, making it
difficult to generalize the specific challenges in Smart Cities projects worldwide. However,
we identified several overarching challenges, including environmental, social, economic,
and technological factors familiar to many Smart Cities projects.
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The remaining text has four main sections: Literature (Section 2), Materials and
Methods (Section 3), Results and Discussion (Section 4), and Conclusions (Section 5). In
Section 2, definitions of Smart and Sustainable Cities are presented, with a discussion of the
relationship between these two concepts. Section 3 outlines the Rapid Review methodology,
the literature review methodology we selected for this study. Section 4 is divided into two
sub-sections, addressing the research questions raised in the literature review. Section 4.1
examines various approaches for implementing Smart Cities in diverse urban contexts,
Section 4.2 addresses trends and challenges related to Smart Cities implementation, and
Section 4.3 discusses our findings facing other studies. Finally, Section 5 summarizes the
work contributions and presents our conclusions.

2. Literature

The growing urbanization and the need to improve inhabitants’ quality of life in
21st-century cities have propelled the growth of approaches focused on more technological
and intelligent cities, highlighting the importance of efficient infrastructure and service
management to ensure inclusive benefits for all residents [39].

By 2025, 60% of the world’s GDP will be generated by 600 cities [40], making urban-
ization an increasingly important phenomenon in the economy of cities, which currently
house 55% of the global population, despite occupying only 2% of the geographical space.
This number is expected to increase, highlighting the importance of these urban centers
as vital for global economic growth [39]. Urbanization relates to other processes, such as
population migration, economic growth, industrial diversification, infrastructure trans-
formations, energy intensity, and technological development. Urbanization has a direct
and positive impact on carbon emissions during its early stages, but as it continues, dur-
ing its later stages of development, carbon emissions levels decrease. Efforts to enhance
environmental performance through policies can aid in reducing the negative effects of
urbanization during its initial phases and steer it toward sustainable methods. It is crucial
to ensure the successful management of cities’ infrastructure and services to ensure that the
benefits of urbanization are inclusive for all city residents [41].

The transformation of a traditional city into a Smart City, which is crucial due to urban-
ization, requires adopting good practices to build, nurture, and improve each aspect of the
city. Smart Cities should consider the values and principles of the 21st century—particularly
governance—while integrating technology and processes are essential to promote smart
growth and replace the more costly traditional city configuration [42].

Smart City definitions often highlight the importance of sustainability, innovation,
efficiency, and quality of life. According to Wamba and Queiroz [6], a Smart City is an
urban area that integrates traditional infrastructure with the IoT, seeking a sustainable
economy, improved quality of life growth, wise management of natural resources, and
participatory governance. A Smart City changes the city’s urban planning, engineering,
and design, involving multiple disciplines and technologies, to promote inclusive and
sustainable economic growth [43]. For Honnurvali et al. [44], a Smart City aims to mitigate
the complications raised due to rapid population growth and urbanization by optimizing
the efficient use of resources. According to Min et al. [45] and Honnurvali et al. [44], the
concept of a Smart City is controversial and ambiguous.

In this context, without a general definition, there was the emergence of different types
of cities and related concepts [46], with the Smart City being an advanced concept related
to Information Technology, Digital City, and Sustainability [45].

Multiple studies present varying conceptualizations of Smart Cities, which, although
traditionally associated with adopting new technologies, is understood as a multifaceted
and comprehensive concept [39,47–49]. The Smart City concept generally refers to intelli-
gent solutions for greater energy efficiency, urban mobility, data collection and application,
physical and digital infrastructure, and housing solutions [44]. There are many studies
conceptualizing Smart Cities. However, standardized organizations, such as the Interna-
tional Telecommunication Union (ITU), the International Standards Organization (ISO),
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and the British Standards Institution (BSI), already have this definition. ITU defines a Smart
City using some characteristics, such as innovative, competitive, sustainable, technologi-
cal, and provider of improved quality of life [50]. ISO considers a Smart City a city that
integrates new information technologies, which facilitates the planning, construction, and
management, aiming at greater convenience and intelligence in the services provided to
the population [51]. BSI defines a Smart City as effectively integrating physical, digital, and
human systems in its environment, offering its inhabitants a sustainable, prosperous, and
inclusive future [52].

The addition of environmental sustainability to the concept of a Smart City, related
to the EU2020 agenda, links the notion of a Smart City to the concept of a “resilient city”
and includes research on energy generation and consumption, as well as engineering-
based studies on the impact of intelligent devices on urban energy efficiency [47]. The
very definitions of Smart City evidence the intrinsic relationship between sustainable
development and Smart City highlighted, which seeks to promote a sustainable economy,
efficient use of natural resources, inclusion, and democracy, as well as the improvement
of the well-being of its inhabitants, demanding the approach to problems such as slow
growth, increasing inequality, and environmental degradation [39].

Sustainable Cities can be considered an extensive term that encompasses the ecological,
economic, and social dimensions of the pillars of sustainable development. According to
Parlina et al. [46], the Sustainable City is one of the emerging concepts of the city, providing
benefits and quality of life for its inhabitants and future generations without exceeding
local environmental limitations. In a complementary way, for Bibri [19], the models of
Sustainable Cities have compact cities and eco-cities as central paradigms of sustainable
urbanism. The compact city can provide the expected benefits of environmental, economic,
and social sustainability, albeit to varying degrees, emphasizing density, compactness, di-
versity, and mixed land use. Additionally, eco-cities, with a greater focus on environmental
benefits, also include some economic benefits related to green technologies focusing on
environmental management, diversity, and renewable resources such as solar energy.

To exemplify a smart and sustainable city, consider implementing clean transport
solutions, such as electric mobility, which uses renewable energy sources. Integrating
electric vehicles into an intelligent grid system can also ensure efficient energy flow and
more conscious and sustainable use. Promoting sustainable mobility solutions and other
circular economy initiatives, such as recycling and material reuse, can transform cities into
cleaner, healthier, and more livable environments for all inhabitants [53].

A city can be sustainable without being smart when it aims for sustainability with-
out combining technology with human capital. However, a city cannot be truly smart
without sustainability, as when technology and population have disordered growth and
consumption [46]. Smart Cities and Sustainable Cities have been used interchangeably.
Cities that take advantage of the ecological, economic, and social benefits of sustainability
combined with the information and communication technology of Smart Cities are often
named Sustainable Smart Cities.

This study highlights that the Smart City and sustainable development go hand in
hand and should be considered interdependent in pursuing more livable and equitable
cities. These elements enable better, faster, and cheaper decision-making, making cities
more sustainable.

3. Materials and Methods

Cities have been increasingly demanding more dynamism in diverse research areas,
driven by the need to adapt, evolve, and respond to accelerated population growth’s
changing demands and challenges. [7]. Smart Cities aim to provide solutions integrating
sustainability and technology into cities experiencing rapid population growth to minimize
the negative impacts of activities that harm the environment and humans [15,19]. Therefore,
we used the Rapid Review process to conduct a literature review to understand and address
the main trends and challenges related to the Smart Cities scenario. Such a review can help
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identify the current state of knowledge, identify research gaps, and provide insights to
support the growth of future cities.

Rapid Review is a systematic literature review approach that has gained popularity
over time [54]. The Rapid Review process is an evidence-based approach focusing on prac-
tical issues and delivering evidence within a shorter timeframe [55]. It simplifies and omits
some steps of a complete systematic review in exchange for a faster and less costly method,
successfully achieving the objective of quickly gaining insights and understanding the
complexities and opportunities of Smart Cities [56]. This approach is particularly relevant
considering the dynamic and rapidly changing nature of cities, where a complete literature
review could be time-consuming and potentially outdated by the time it is completed.

Although some steps of a complete systematic review are omitted, the Rapid Review
approach utilizes a systematic protocol, a replicable systematic method [56]. The protocol
has three main stages:

Planning: in this step, we establish the practical problem to be answered by the RR,
list the research questions, and define the research protocol;

Extraction Procedure: during this phase, we extract information from the selected
studies based on the criteria defined in the study protocol; and

Report: in this phase, we synthesize and present the identified data in the study’s results.

3.1. Planning

Urban areas increasingly seek innovation in various research fields to adapt, evolve,
and meet the changing demands and challenges of rapid population growth. Integrating
sustainability and technology to minimize negative impacts on the environment and human
well-being is one of the main challenges of Smart Cities. Therefore, we must understand
the main trends and challenges of implementing Smart Cities.

We formulated two research questions to answer this practical problem, as shown
in Table 1. The first research question (RQ1) focuses on the challenges and approaches to
implementing Smart Cities in different urban contexts. In contrast, the second research
question (RQ2) explores how research on Smart City planning can identify future trends
and challenges in implementing Smart Cities. By answering these research questions, we
aim to gain insights that will contribute to the discussion of implementing Smart Cities in
future cities.

Table 1. Research questions.

Number Question

RQ1 What are the challenges and approaches to implementing Smart Cities in different
urban contexts?

RQ2 How can research on Smart City planning help identify future trends and challenges
in Smart City implementation?

After defining the research questions, we have to define the search strategy. We used
the Scopus engine to search for the studies and conduct the Rapid Review. We based
our choice on this search engine’s great prominence and relevance, integrating works
from many other digital libraries in its collection [56,57]. Combined with snowballing
procedures, including articles cited or citing articles found in the Rapid Review, this
approach can mitigate database gaps and provide a representative set of articles on the
topic of interest [58].

The next step of the planning stage is to define the inclusion and exclusion criteria.
These criteria, shown in Table 2, will be used in the Rapid Review extraction procedure
stage to define which studies contribute to answering the practical problem.
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Table 2. Inclusion and exclusion criteria.

Criteria Description

Inclusion Criteria
Must answer at least one of the research questions
Full text must be available

Exclusion Criteria

Duplicated studies
Secondary studies
Studies older than 2016
Not written in English
Not article nor conference paper

Next, we used all previous information to build a search string that matched the Rapid
Review criteria already defined. The search string also automatically filters studies that do
not match some criteria independent of human intervention. The search string used in the
Scopus engine to search for related studies can be seen in Table 3.

Table 3. Search expression used in Scopus database.

For Investigation by Search Expression:

Population “Smart” AND (“City” OR “Cities”)

Intervention “Future” OR “Roadmap” OR “Research
Avenue” OR “Research Agenda” OR “Trend”

Final Search String:

TITLE (“Smart” AND (“City” OR “Cities”) AND (“FUTURE” OR “ROADMAP” OR “RESEARCH
AVENUE” OR “RESEARCH AGENDA” OR “TREND”) AND NOT “REVIEW”) AND

(PUBYEAR > 2015) AND (LIMIT-TO (DOCTYPE, “ar”) OR LIMIT-TO (DOCTYPE, “cp”)) AND
(LIMIT-TO (LANGUAGE, “English”))

3.2. Extraction Procedure

In this stage, we selected and extracted the information from the selected studies. The
first extraction step is defining the filter strategy, i.e., how the articles will be assessed
according to the criteria defined in the previous stage. In this step, we defined a strategy
that consists of the title analysis followed by abstract analysis. If the title of a study
demonstrated that this study answers none of the research questions, the study was filtered
and not considered for the next filter. The same process was made with the abstract of
studies that passed by the title filter. If the abstract demonstrated that this study answers
none of the research questions, the study was filtered and not considered for the next filter.
Finally, all studies that passed the title and abstract filter were analyzed by a full read. If the
study answered at least one research question, it was considered in the final list of studies
to extract.

After defining the filter strategy, we searched the Scopus engine using the search
string and found 234 documents in the Scopus database. After the analysis of the title
and abstract filter, we reduced the number of selected documents to 68. Then, we applied
the full read filter, reducing it to 33 documents for extracting and analyzing information
relevant to the study, as shown in Figure 1. Three researchers made the whole filtering
process individually to minimize the chance of bias, and the results were compared and
discussed to reach a consensus.

Finally, the results were extracted using a data collection protocol in the last step of
the extraction procedure stage. This protocol involves using a standardized form for each
selected document. We utilized a form to extract pertinent information from the documents
for subsequent analyses, as outlined in Table 4.
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Table 4. Data Collection Fields.

(a) Publication:

Title Indicates the article title
Author(s) Lists the author’s name

Source Indicates the journal or conference proceedings or book in which the article
was published

Year Indicates the year in which the article was published
Abstract Copy of the abstract to facilitate further analysis

(b) Data Derived from the Objective:

RQ1 The response of the study for the RQ1
RQ2 The response of the study for the RQ2

3.3. Report

After the data extraction, we started analyzing the results based on the answers to
each data extraction form, as shown in Table 3. The subsequent analysis and discussion are
detailed in the following section.

4. Results and Discussion

This work aims to investigate the scenario of Smart Cities from a future perspective,
presenting the main trends and challenges through prospective studies. Each case of Smart
Cities is unique, as they depend on local and/or national interests to set their goals, making
it difficult to be assertive about the difficulties. In this work, we focus, in a general way,
on smart cities in use around the world to determine their trends and challenges and
thus project the following years. Our results indicate that Information Technologies are
only tools to solve specific problems [59]. Data-driven Smart Cities primarily focus on
technological promises, which may be at odds with broader societal concerns, such as
commercial and security [60,61].

The popularity of Smart Cities and the lucrative IoT market increase competitiveness.
Governments try to get as much economic return as possible without worrying about
the growing increase in human monitoring activities, corporations setting Smart Cities’
guidelines instead of citizens, and regardless of social values [62,63]. Competition may not
be favorable in all social and political spheres, as is evident in the case of China and the
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US. They dispute the launch of Huawei’s 5G technology, resulting in an additional variable
negatively affecting trade relations between the two countries [62,63].

There is still no recognized framework for the formal evaluation of Smart City policies
as it is still in its early stages of development. This allows corporations to use the term
Smart City for commercial purposes and for municipalities to invest in new communication
and information technologies according to their objectives [62,63].

4.1. Exploring Approaches of Smart City Implementation (RQ1)

In this section, we aim to answer RQ1 by analyzing, within the identified studies, the
main approaches focused on the implementation of Smart Cities, presenting their use in
different urban contexts, including Environment, Health, Mobility, Management, Energy,
Emergency, Pollution Reduction, Network Connectivity, and Smart Homes. In this way, we
can abstract from these studies the scenarios that are most poised for growth and will most
rapidly receive updates based on our current technological progress intensifying.

The main scenarios of Smart Cities application are focused on the benefits to the
city, improving the population’s quality of life, resources, and services, which is a critical
element in generating urban problems [64]. The trend is that the urban population will
increase considerably in the future. More than 50% of the world’s population lives in urban
areas, and approximately 75% of people are expected to live in one by 2050 [59,64,65]. The
population increase brings negative consequences for the city, such as (i) the increased
demand for energy and water, (ii) increased cost to build, operate, and maintain the infras-
tructure running [7,64], (iii) reduced quality of life of its inhabitants, with the expansion
of poverty, (iv) scarcity of natural resources, and (v) urban pollution [66]. There has never
been a greater need for cities to become smarter in resource consumption [6].

There are several areas where Smart City technologies will impact the lives of citizens.
Some research areas are more popular, but all with a vision to improve many aspects of
cities [6,59,60,67]. We identified in the surveyed studies the research areas that have been
gaining visibility in works that seek solutions to many of the challenges involving Smart
Cities (Figure 2).

Smart Environment: Smart environments will become increasingly important and will
be accompanied by small-scale climate monitoring in each city with several sensors [62,68].

Smart Healthcare: smart healthcare systems will take advantage of Smart City sensors.
Heart rate, blood pressure, oxygen saturation level, and so on, can be measured full-
time [60,67].

Smart Mobility, Smart Transportation, and Smart Traffic Systems: With advances
in sensors, optics, and integrated processors, pedestrian safety will be improved [59].
Vehicles will be connected to the network along the road and directly to each other. Vehicle
connectivity facilitates real-time traffic analysis [60,67].

Smart Management and Smart Governance: New technologies will improve the trans-
parency and efficiency of governments and urban planning. Planning will be more collabo-
rative with the population rather than being led exclusively by the government [59,62,68].

Smart Electricity Systems: The future smart grid system implements networked
sensors and measurement devices to collect real-time data from energy generation, trans-
mission, and distribution systems [59].

Smart Water Systems: The smart water management system integrates sensors, con-
trollers, and analytical elements to ensure that water circulates only when and where
needed, performing real-time water quality monitoring [59].

Smart Energy: Potential alternative energy systems for future Smart Cities include
distribution networks, fuel cell production systems, small modular thorium reactors, reno-
vation of tall buildings with transparent solar batteries, and coastal cities with live landfills
capable of producing energy from tidal forces [62,68].
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Smart Emergency Response Systems: Smart cities can face emergencies, which will
require relevant agencies to have smart devices with high resilience to deal with the risks.
The system will be able to receive messages and other information from citizens about the
state of emergency, which allows any citizen to contribute to the safety and functioning of
the city [59].

Smart Pollution Reduction: New smart sensor technologies can be designed to be
compact and connected to mobile devices, helping municipalities monitor pollution levels
and reduce costs related to the health and well-being of the population [59].

Smart Network Connectivity Infrastructure: Connectivity is now the backbone of any
Smart City. Wireless sensor networks are one of the most widely used connections for
IoT-based networks. Network infrastructure has to act intelligently through load balancing,
automatic network metering, malicious traffic detection, threat analysis, network backup
provisioning, remote maintenance, and emergency decision-making, among others [62,68].

Smart Home: A smart home is based on sensors, IoT devices, GPS, alarm systems, and
dedicated network connections, among others. Solar energy is now integrated into smart
homes. As a smart home is connected to the internet, the data produced must be stored
and processed in a safe and reliable environment [9,62].

Building and developing Smart Cities is an inevitable trend of the industry 4.0 era,
given the speed and extent to which cities employ smart features. They are gaining more
and more visibility and importance in the agenda of governments, and their development
will be the goal of several countries worldwide [59].
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With this demand and advances in information and communication technologies,
the number of IoT devices will also increase considerably, as IoT plays an essential role
in implementing Smart Cities and smart manufacturing [69]. According to data from the
Department of Statistical Research, the number of IoT devices is predicted to increase
continually, surpassing 75 billion connected devices by 2025 [63,70]. The demand for more
connectivity capabilities, ensuring faster and more ubiquitous communication between
devices, makes 5G popular [62,63].

The full implementation of 5G will change people’s behavior and experience in
cities [62,63]. There will be greater reliance on digitization and many possibilities for
automation. People will have better opportunities to gather information and actively
shape the city in which they live and its social processes [6,62,68]. Future generations
will be digital natives, i.e., they will grow up with digital technologies present in their
experiences [62,68].

As technological development accelerates, new technologies become obsolete faster,
and even 5G already has limitations and a reduced lifetime [62,63]. For this reason, further
research is already under development, seeking new opportunities for wireless connection
with the 6G. The 6G technology can open new frontiers of connectivity, energy efficiency,
and the full exploitation of artificial intelligence in all its spectrums. 6G is still in the research
and development phase and is not expected to emerge until 2025; it faces challenges that
need to be overcome and is not likely to be fully operational until 2030 [63].

While promising, there is not much evidence of progress directly associated with
Smart Cities, and their popularity is based on a few highly successful pilots. Increasingly
investments are still needed to drive their growth [47,68]. Many factors, such as economic
and social, can hamper the adoption speed of Smart Cities.

Smart cities are not equally implemented around the world. Some empirical studies
suggest they are more likely to be implemented in denser, prosperous urban areas and
towns with Smart City characteristics [47,67]. Nevertheless, overcoming the barriers in
developing countries is needed for Smart Cities to be widely adopted, which is not a benefit
restricted to developed countries [47,68].

Big Data and IoT are the leading technologies that permeate the Smart City, promoting
a better quality of life for citizens and an increase in the performance of companies [65].
Therefore, Smart Cities’ infrastructure will merge with IoT devices by integrating, collecting,
and sharing information through sensors and devices [6].

4.2. Exploring the Future Landscape: Identifying and Separating Key Challenges of Smart
Cities (RQ2)

In this section, we aim to answer RQ2 by identifying the challenges that must be
overcome in implementing intelligent and sustainable solutions within Smart City contexts.
We have identified distinct dimensions that are specific to such scenarios. By grouping
the challenges within these dimensions, we can better understand the main obstacles that
must be addressed to implement intelligent solutions for sustainability in Smart Cities.
Overcoming these challenges is crucial to promoting a better quality of life for citizens in
urban areas.

Smart cities emphasize the importance of cyber–physical integration of districts,
whether new or revamped, sustainable urban planning, efficient use of existing space,
and city monitoring through data analysis and cloud technologies. However, each city
has its own unique needs and priorities. Despite these differences, all cities strive for
similar outcomes, such as attracting new residents, businesses, and visitors, establishing
partnerships between cities and the private sector, and promoting economic growth. Cities
must achieve these goals balanced and sustainably [71].

Based on the perspectives of challenges identified in the Rapid Review, it is possible
to divide them into four dimensions specific to the context of sustainable actions within
the Smart City scenarios. According to Bibri [19], sustainable cities constantly transform to
meet internal and external challenges, such as climate change, urbanization, technological
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change, economic crisis, pandemics, and demographic shifts. The city management needs
the interconnectivity of research areas to achieve sustainable development, supported by
three pillars of sustainability. The three initial dimensions derive from the sustainability
pillars: environmental, economic, and social [19,61,72], to which we propose including a
fourth one, the technological dimension.

The environmental dimension encompasses the management of renewable and non-
renewable natural resources and their limitations. The environmental dimension aims at
conscious use, preservation of ecosystems, and reduction of ecological impact [64,72]. In
other words, the environmental dimension seeks to preserve green spaces and corridors,
ecological habitat diversity, carbon sink and temporary water storage functions (to mitigate
climate change and flooding) as well as air and water quality, and protecting the health of
its inhabitants by reducing chemical contamination and pollution [19,73].

The economic dimension seeks positive results in using available, accessible and
affordable resources in the city’s public and private businesses, thus increasing the inhabi-
tants’ income and standard of living [64,74]. This dimension also seeks ways to enhance
and optimize the use of city resources, for example, by implementing adequate infrastruc-
ture, positively impacting its economy, and generating new business opportunities [74,75].
In addition, it aims to provide new jobs, intellectual development of the workforce, and
improved productivity [19,75–77].

The social dimension encompasses governance, people, and communities, dialoguing
directly with other dimensions, such as environmental and economic. The government
aims to make plans and policies to solve city problems and develop practices and services,
directly impacting the different dimensions [9,64,72,77,78]. Governance is also responsible
for initiatives that make city dwellers active participants in managing their cities. Gover-
nance is characterized by the search for a just, inclusive, and democratic society, aiming for
better social justice and equity and, therefore, a better quality of life for citizens [19,64,73,74].

The technological dimension of the city provides complete solutions and service
support for smart decisions. Featuring hardware, software, and network technologies, they
seek interoperability and heterogeneity of their components for monitoring and controlling
services [9,19,64,70,72,75–78].

The challenges identified in the mapped studies were grouped into each of the speci-
fied dimensions, providing a view of the main ones to be faced in implementing intelligent
solutions in the Smart City sustainability scenarios, highlighted in Table 5.

Table 5. Challenges relating to sustainable Smart Cities.

Dimension Challenges

Environment

Adoption of alternative energies
Reduction in car/van/lorry use

Preservation of ecosystems
Waste reduction

Social

Governance
Culture and habits of citizens

Citizen participation
Citizens’ quality of life

Public health

Economic
Infrastructure

Investments in alternative energies
Cooperation between government, industry, and academia

Technological

Electronic devices and sensors
Adoption of sustainable materials

Use of Big Data technology
Resource security and citizen data privacy

In the environmental dimension, the highlighted challenges emerged from the need to
employ more appropriate reductions in greenhouse gas emissions, energy efficiency, and
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ecological impact [21,64,72], in addition to targeted reductions in air pollution and noise,
attributed to traffic noise and gas emissions by cars/vans/lorries [19,64,73–75]. Preserving
open spaces with ecosystems sensitive to sound, water, soil, and air pollution [74] requires
sustainable practices to reduce the landfill of domestic and other waste. These practices
work with increased material recovery for reuse, recycling, and energy sources, such as
heat and electricity [19,74,75].

Faced with environmental challenges, we note the blockage involving advancing
future cities and preserving biodiversity and the ecosystem. Many essential elements are
being considered when seeking an ecological balance, such as air quality and decreased
household, business, and other waste landfills, significantly reducing diseases and irregular
accumulation of debris that negatively affect the environment.

The main challenge in this scenario is to increase the efficiency of improved resources
with minimal environmental impact and greater use of sustainable materials. The increase
in the number of inhabitants in large cities, added to the availability of electronic devices,
leads to a greater demand for energy consumption and other natural resources. The greater
energy demand provides challenges to reducing the consumption and waste of resources
in cities and industries, requiring adopting new alternative energy sources and fuels and
recycling practices.

In the social dimension, we initially based the challenges on government actions, the
engagement of policies, planning, and decisions to solve the city’s problems [9,64,72,78].
However, most of the difficulties associated with the social dimension are directly linked
to the actions of citizens themselves, such as the need to change behavior focused on
minimizing waste concerning the use of water, energy, and garbage [8]. Greater involve-
ment and consultation with the citizen is also necessary to consolidate the plurality of
citizenship in political decisions for the city, which adds greater social justice and equity
in decision-making [73]. We also emphasize with the existence of challenges associated
with the health network of cities, which should assist in reducing stress linked to mental
and physical well-being and hindering the development of diseases, providing favorable
conditions for a healthy life [19].

The virtue of citizen participation, active users, and consumers in the use and man-
agement of city services derive from its ability to balance the involvement in reducing
waste of city resources and controlling domestic and other debris. Engaging citizens is vital
for building a sustainable Smart City, using citizen support for strong representations in
decision-making processes and future city developments [19]. However, achieving this en-
gagement presents itself as a challenge because there is still resistance on the part of citizens
to get actively involved in politics, in the adoption of new technologies, due to the cost of new
equipment, and in the changes in behavior and habits to reduce disorderly consumption.

In the economic dimension, among the challenges identified, we have the question
of the city’s infrastructure, which has an extensive set of demands for services in vari-
ous sectors, such as transport and communication [74,75]. Within this dimension are the
challenges associated with investments to use alternative energies, maximize energy effi-
ciency, and reduce energy costs [19,75,76]. Cooperation between government, industry, and
academia must also establish strategic links for the planning and execution of projects and
scientific research focused on green technological innovation directed toward industrial
and technological investment [8,19,75,76].

Technological changes have increased data storage capacity and the processing ca-
pacity of computer systems, have accelerated the expansion of wireless connectivity, and
have decreased costs due to the miniaturization of electronics. The growth of demand
causes overloads around the local infrastructure of cities and forces an upgrade. The main
challenges are in the planning to replace the existing infrastructure, the time to execute the
projects, and their high costs.

Finally, in the technological dimension, the potential challenges faced by Smart Cities
include the cheapening and dissemination of electronic devices and sensors, which are
responsible for a large part of the intelligent performance in the environment [9,77]. We
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also produce high-performance materials using sustainable resources (recycled and reused)
and minimize construction waste [75,76].

Using technologies such as Big Data is also a challenge to the optimal use of data
to improve, advance, maintain, and support intelligent decisions derived from a large
volume of data [9,75–77]. In this same context, ensuring the security of resources and the
privacy of citizens’ data are the primary concerns. Most Smart Cities are created using
real and virtual connectivity technologies, making them a potential target for cyberattacks.
Its infrastructure opens up a considerable surface vulnerable to known and unknown
attack strategies, even with the security controls across all its subsystems and networks.
Governments and companies that work in city planning also face many other threats, such
as terrorism, population growth rates, financial insecurity, increasing social inequality, and
human security due to the development of artificial intelligence, among others [59].

The insecurity risks originate primarily from the fact that many applications cannot
provide robust security in their services (e.g., automation control software vulnerable to
hacker attacks). Furthermore, managers cannot or cannot test the security features of
products and systems, resulting in a gap for hackers to exploit and attack them on a large
scale when solutions are connected to the Internet. There are security threats in some
critical Smart Cities services [59].

The difficult challenge of ensuring the safety and security of the Smart City is a
problem that governments need to solve when building these cities. Everything will be
connected and dependent on the internet and other communication networks. Without an
effective network security strategy, hackers will quickly attack and paralyze cities [59].

4.3. Related Work

Several studies have explored the challenges and opportunities associated with smart
and sustainable cities. This paper similarly investigates the current state and future scenar-
ios of Smart Cities, focusing on the environmental, economic, and social challenges that
cities must overcome to ensure their sustainability. The study provides insights into the
potential for Smart City growth, while identifying obstacles that cities must address to
advance new technologies for Smart Cities.

A recent study by Kourtit et al. [79] discusses how technological innovation can create
smart and sustainable cities by integrating new technologies to address transportation,
energy, and waste management challenges. They address the importance of having a
knowledge-based economy for cities to be competitive in the global market. The authors
argue that integrating new technologies can help cities address related challenges to im-
proving their economic performance.

Another point highlighted in the literature is the importance of citizen participation
and engagement in planning and developing Smart Cities to foster social sustainability.
Caragliu et al. [80] analyze Smart Cities in Europe, defining it as a city’s ability to use
information and communication technologies in governance, mobility, and sustainability.
They suggest cooperation among city governments, the private sector, and citizens is
necessary for innovative solutions.

Deakin and Al Waer [81] discuss intelligent and smart cities, highlighting citizen needs
and aspirations as critical for creating livable smart cities. Smart cities need an intelligent
infrastructure to integrate systems and provide real-time data to authorities, businesses,
and citizens.

Nam and Pardo [82] conceptualize the smart city using technology, people, and insti-
tutions, promoting citizen-centric approaches, transparency, and stakeholder collaboration.
A comprehensive governance framework is necessary for smart city sustainability.

Bibri and Krogstie [83] discuss smart cities’ potential benefits and challenges in another
relevant study. They note that while smart technologies can enhance urban efficiency and
sustainability, there are also concerns related to privacy, security, and equity. The authors
suggest that urban governance should be adaptive and flexible to accommodate the rapid
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pace of technological advancements and that citizen participation can help ensure that the
implementation of smart technologies is equitable and benefits everyone in the community.

5. Conclusions

Traditional urban centers are proving inadequate to meet society’s various current
and future demands, increasing the need for applying the Smart Cities idea. Smart Cities
can significantly impact several areas, such as health, transport, leisure, and industry.

This work delves into the crucial role of Smart Cities in today’s society by analyzing
relevant studies. Through this analysis, we identify the important dimensions that are the
basis of smart cities, such as people’s engagement, the cost of implementation, resource
consumption, and the preservation of biodiversity and the ecosystem. Additionally, this
study sheds light on the obstacles and difficulties in implementing smart city concepts on a
large scale and their significance for the future development of cities. By understanding
these challenges, we can better harness the potential of technological advancements in
smart cities to create more sustainable and livable urban environments for residents.

With the help of IoT devices, future Smart Cities will be covered by sensors that
constantly send signals to other devices that act in response to the data. The Internet
of Things devices will be integrated into a high-speed network, efficiently transporting
large amounts of data. Therefore, Smart Cities provide new opportunities for paradigm
shifts, such as the development of new businesses and new ways of doing business, and
an increase in the quality of life and well-being that comes with cybersecurity concerns
resulting in new political agendas of governments.

Examples of public policies to address the challenges of Smart Cities, listed in Table 5,
can include: implementing a smart transportation system that uses artificial intelligence
and data analytics to optimize transportation routes, reduce traffic congestion, and provide
real-time information to citizens; developing a gamification app that rewards citizens for
adopting sustainable habits and encourages them to compete with friends and family to
achieve sustainability goals; developing a health monitoring system that uses wearable
devices and data analytics to provide citizens with personalized health recommendations
and alerts, enabling health professionals to detect and prevent health issues; and developing
a self-healing infrastructure system that uses sensors and artificial intelligence to detect and
repair infrastructure issues in real-time, reducing maintenance costs and improving safety.

Our contribution provides a comprehensive understanding of the current state of
Smart Cities, including the importance of sustainable development and the environmental,
economic, and social challenges they face. Additionally, using the Rapid Review method
provides valuable insights into the key research areas for advancing the field of Smart Cities.

Overall, this paper contributes to the literature on smart and sustainable cities by
comprehensively analyzing the challenges and opportunities associated with their devel-
opment. The results can help cities plan and make decisions to adopt new technologies
while ensuring the sustainability of their communities.

We emphasize the significance of further study, continued development in Smart Cities,
and research opportunities for future endeavors. Our findings highlight the importance
of overcoming barriers to the utilization and progress of new technologies, as well as the
critical role that governments, companies, and institutions play in forming the framework
and regulations that propel the development of these cities. These points evidence the
potential for numerous research avenues in this area. We can strive towards constructing
more intelligent and sustainable urban environments by addressing these challenges.

Finally, we highlight that cities will eventually apply the new concepts of Smart Cities
due to the new demands of society that arise from cities’ growth and social changes.
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