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Abstract

:

Recent events concerning the Kaspersky anti-virus software in the UK and the Android operating system in the US have highlighted the significance of the domesticity of digital products for national cybersecurity, and the importance of establishing the origin of digital products has been further brought into focus by the war in Ukraine and China’s military activities around Taiwan. Digital products can contain hardware components, software elements, embedded systems, and data, and determining the country of origin (COO) in these circumstances is problematic. The aim of this research, and its main contribution, is to provide an operational framework for the application of the COO concept to address this problem. Using an inductive research methodology based on semi-structured interviews and an online survey, a 19-parameter framework for assessing the COO of digital products is developed and then applied to the case example of a mobile phone import in Turkey. This article concludes that new processes and policies are urgently required to enhance the cyber and information security for digital products, aid domestic digital technology production, and support the transition to recyclable technologies. Such developments are of significance not only for western nations concerned with data and security issues, but also for developing world countries trying to develop their own domestic digital product manufacturing capabilities. This is also of relevance to the computer end-user, who would benefit from greater clarity on the origin of digital products ahead of a purchase decision.
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1. Introduction


Recent events worldwide, notably Russia’s invasion of Ukraine and the recent display of military might by China in the Taiwan Strait, have highlighted the cybersecurity implications of digital product origins and sourcing. For instance, with reference to the perceived threat from a well-known anti-virus company (Kaspersky) to national security, the director of the UK National Cyber Security Centre, Ciaran Martin, concluded “Russian-made anti-virus software should not be used in systems containing information that would harm national security if it was accessed by the Russian government” [1] (para. 2). The decision by the US company Google to withdraw the utilisation permit for the Android mobile operating system and other technologies in Huawei products, because of the potential threat of information leakage to the Chinese government, is another example of the need to develop a means for assessing the domesticity of technology products [2]. In Europe, this has given rise to a number of projects aimed at designing and implementing new data infrastructure and communication platforms such as Gaia-X [3]. More specifically, in India, legislation has been introduced that requires all ecommerce entities to provide country of origin (COO) information for all products, motivated by the government’s desire to lessen their reliance on imports from China for security reasons [4]. Such concerns have only been exacerbated by recent research on the “dark side” of certain technologies, notably artificial intelligence [5], which was motivated by the “harmful and unintended consequences that have emerged during early AI implementation and use in organizations” [6] (p. 423). These factors illustrate the multiple aspects of cybersecurity, which can be defined as “the application of technologies, processes, and controls to protect systems, networks, programs, devices and data from cyber-attacks” [7] (para. 1).



Allied to this rationale—based mainly upon security and trading concerns—is the need to establish the true origin of digital products to guide consumer choice, which is often problematic when these products comprise a variety of components that may emanate from different locations and different countries. For the purposes of this paper, “digital products” are taken to be those often referred to as the SMAC (social media, mobile, analytics, and cloud) and BRAID (blockchain, robotics, artificial intelligence, internet of things, and digital fabrication) technologies, and to include all layers in the systems stack, as defined by Noergaard [8]. This encompasses the emerging technologies in the computing domain, and not only the application and system software layers, but also the hardware layer upon which they operate and run. In addition to cybersecurity concerns, Goodrich [9] noted two other reasons why COO is important. Firstly, “duty rates, preferential trade agreements, trade sanctions and import quotas are regulated according to country of origin” (para. 4), and secondly, “country of origin is also important for marking purposes. The import regulations put an emphasis on informing the end user of the country of origin of imported articles” (para. 5). Indeed, the 2020 Consumer Protection Act in India notes the need to “provide all relevant details about the goods and services offered for sale by the seller, including country of origin, which are necessary for enabling the consumer to make an informed decision at the pre-purchase stage” [10] (para. 6). In a similar vein, Shairwal and Tripathy [11] (para. 1) conclude that a major rationale for determining the country of origin is “to help consumers in making informed choices”.



However, there is a further dimension to this debate. Previous research [12,13] suggests that consumers from developing world countries have hitherto preferred non-domestic products and that there is a general bias against products from developing nations. Products from developed, industrialised countries tend to have a higher quality image [14,15], as epitomised, for example, by the reputation of the “Made in Germany” label around the world [16]. A recent study by Oumlil [17] concluded that this applied particularly to more technical products, and that “the more specialized the product, the less favorable the perception of the quality of the product(s) if it is made in a less developed nation or nations in the process of industrialization” (p. 62). So, revealing the true origin of products that may, at first glance, appear western, may help boost competing domestically produced products in developing world countries. The COO concept can thus offer a framework for assessing the domesticity of digital products, and this article suggests a new set of parameters that can be used to help consumers determine the COO of digital products. This is of particular relevance in the context of digital transformation projects in developing world environments. As Khan et al. [18] (p. 2) observe, “public sector projects in developing countries have to deal with issues that are unique to that environment, including large number of stakeholders, weak procurement systems, complex processes, shortage of skills and resources, and bureaucratic red tape”. In such environments, cost-effective ways of implementing digital products can be critical to project success or failure.



Previous research by Ozdemir [19] indicated an absence of literature relating to a re-casting of the COO concept to provide an overall assessment of the cybersecurity risk of digital products. This was the main motivation for this work, which has the overarching aim of developing an operational framework for the application of the COO concept to address this issue. The article addresses two main research questions (RQs): Firstly (RQ1), what parameters would be most appropriate and effective for assessing digital product COO? Secondly (RQ2): how could the application of these new COO parameters aid home-grown digital product development? The main contribution of this research is a new framework for assessing a digital products domesticity, thereby adding to the literature regarding the origin and security of imported technology products. This represents an innovative application of the COO concept, reflecting the significance of cybersecurity in the digital era.



This article comprises five main sections. Following this introduction, Section 2 reports on the different interpretations of the concept of domestic COO and discusses the related regulations and other relevant terminology. Section 3 are then outlined, based on a combination of semi-structured interviews with practitioners and professionals operating in the municipalities of Marmara in Turkey, and a follow-up online survey. Section 4 presents the research results and directly addresses the two RQs, suggesting a 19-parameter framework for assessing the domesticity of digital products. Section 5 then follows, in which some further potential applications of the framework are considered. Finally, Section 6 summarises the outcomes of this research and assesses the limitations and possible future research initiatives in this field of study.




2. The Country-of-Origin Concept and Its Regulation


The COO construct has been widely researched since its introduction in 1965 by Robert Schooler [20]. The COO of a product is typically associated with the “made in…” labelling and was described by Peterson and Jolibert [21] (p. 884) as “an extrinsic product cue—an intangible product attribute—that is distinct from a physical product characteristic or intrinsic attribute. As such, a country-of-origin cue is similar to price, brand name, or warranty in that none of these directly bear on product performance”. However, the COO concept has been given various interpretations by different authors and in different sets of regulations. Phau and Cheong [22] see the term as denoting the country in which a business or brand is headquartered. In a similar vein, Johansson et al. [23] described it as the country where the product or name is housed at its corporate headquarters. It can be connoted that, because of international elements and sources, even though a product may not be considered to be produced in that region, it is presumed that the product or brand is associated with that country. Lee and Lee [24], on the other hand, state that the COO can be evaluated by considering the location in which the product is built, produced, and assembled. Aiello et al. [25] explain the term from a different viewpoint, arguing that the origin must be the country commonly associated with a commodity by the consumers, regardless of where it was made. Ahmed et al. [26] see the COO concept as denoting the product or service quality.



As regards the national regulations for defining COO, the picture is equally complex. In the US, the Federal Trade Commission (FTC) defines the domesticity of a product as the country where the product was last “substantially transformed” [27] (p. 5). However, as Goodrich [9] (para. 9) observes, “the concept of substantial transformation is somewhat vague”, and it is not straight forward to establish what “substantial transformation” entails. The International Trade Association [28] (para. 3) notes “country-of-origin determinations are governed by many rules; in certain circumstances, discerning a product’s origin is difficult. For example, if you import raw plastic pellets but then process them to manufacture a telephone handset in a United States facility, is the handset considered to be of United States origin? Or, if you import telephone handset parts but then assemble and paint the finished product in the United States, what is that product’s country of origin?”. Rather similarly, the European Union (EU), in classifying products according to tariff duties, make the distinction between goods wholly obtained or produced in a single country, and goods whose production involved materials from more than one country [29].



In UK regulations, there is the concept of cumulation, which is somewhat akin to that of substantial transformation, noted above, in the US. “Cumulation is the term used to describe a system that allows originating products of country A to be further processed or added to products originating in country B, just as if they had originated in country B. The resulting product would have the origin of country B. With cumulation the working or processing carried out in each partner country on originating products does not have to be ‘sufficient working or processing’ as set out in the list rules, although it should be beyond minimal processing” [30] (paras. 4–5).



In practice, establishing such metrics is not an easy task, notably for digital products. For example, on the ProductFrom website [31] (a participant in the Amazon Services LLC Associates Program), the technology company Western Digital Products list their products by category and by country origin. By country they note: 3 China, 40 Malaysia, 2 Singapore, 176 Thailand. However, the website adds a number of qualifications including, “companies often have more than one factory for the same type of products, so the country listed on this page may not be the only place of production” (para. 5). More specifically, as regards computer software, the Customs and Borders Protection agency in the US issued a final determination in 2016, deciding that a software product with a Malaysian source code, which was subsequently compiled into an object code in the United States, qualified as a US-made end product, and that the software construction (i.e., development) was the vital component that gives the software a new identity, thus making the place of software construction a significant criterion for the determination of the COO. Further, as regards cloud computing, the US Government Accountability Office issued guidelines in 2011 stating that the COO for cloud-based services is determined by where the client or end-user was located, regardless of the location of the data centre [27]. This is of particular significance for organisations using US-based cloud service providers, such as Amazon Web Services and Microsoft Azure.



There are other related terms in the literature that are worthy of mention. The country of manufacture (COM) is the term sometimes used to indicate the country where a product was manufactured or assembled. The term has been described as a COO synonym, and it is generally used to indicate where a product was finished in its final assembly. However, when the item has been produced and built in a specific country, the country of design (COD) term is also sometimes used. In addition, multinational businesses sometimes use country of brand (COB) for specific provenance of brand names [25]. The COO “effect” and its indicators are another dimension to the debate found in the extant literature. This concept, sometimes abbreviated to COE (i.e., country-of-origin effect), concerns the influence that a product’s country of origin labelling may have on consumers’ perceptions, attitudes, and purchasing decisions; however, as Eder [32] notes, because of the complexities of the concept, no consensus has been reached for developing an analytical framework. Roth and Romero [33] concluded that it is necessary to concentrate on the local production and country image in order to thoroughly investigate COO effects. Ballington [34] found that information indicators function differently for different countries for particular product categories, and Chao [35] noted that customers may rely on other information indicators, such as where the product was manufactured, in assessing COO information.



In summary, the extant literature indicates that there are multiple definitions for the COO concept, and there is no international standard for a generic definition. There are a number of parameters identified in the literature that are used in different contexts and environments to determine a product’s COO and domesticity, i.e., to what extent it was produced in the country in which it is used. These include the production place [25,27], assembly place [24,35], raw material origin [36,37], headquarters location [38,39], and domestic capital usage [40,41]. With digital products, determining the product’s domesticity is all the more challenging because a digital product may comprise a number of different elements that may have come from different parts of the globe and different production environments. Digital products often include embedded systems, software, hardware components, and even accumulated data. There is thus a need for a new set of criteria for making such decisions that assesses the different components of digital products and allows due consideration of data security and import dependency issues, as well as providing guidelines for tariff calculations. Available research studies neither recognise nor address this challenge; to the authors’ knowledge, there is no literature that focuses on the COO determination for digital products. Much of the extant literature is more than 10 years old, but more recent publications include considerations of the COO in a number of diverse business or academic contexts, including the origin of research publications [42], the varying influence of a brand in COO classification [43], the influence of COO on buying decisions in the United Arab Emirates [44], and comparative studies of COO regulations [45]. These studies illustrate the broad range of applications of the COO concept, but very few are of direct relevance to the current study, although Potluri and Johnson [44] employ a similar research methodology of survey data collection and hypotheses testing. Of greater relevance is the literature concerning agri-food and manufactured products for tariff assessment and duty payment purposes discussed above (see, for example, HM Revenue & Customs [46]), but these are mainly in the form of rules and regulations rather than research outputs, and do not address the complexity of digital products. This research aims to contribute towards closing this gap in the literature by putting forward parameters that may facilitate a more realistic and effective measurement of the COO for digital products.




3. Research Method


This research adopted a mixed methods approach, combining a literature review, semi-structured interviews, and a survey which was sent to public officers and employees in the Marmara region, which comprises four metropolitan municipalities, and is the most populous [47] and most industrialised [48] region in Turkey. The literature review constituted what Porter et al. [49] (p. 351) have termed “research profiling”, a “broad scan of contextual literature” through which “topical relationships, research trends, and complementary capabilities can be discovered, thereby facilitating research projects”. It provided an initial overview of the subject matter “to draw the big picture” [50] (p. 1). The literature extraction process was not done by following the systematic literature review procedures (with search, inclusion, and exclusion criteria), nor were specified databases targeted. Rather, Google Scholar was used with search items including “Country of origin” “COO”, “COO determination”, “domestic product”, “national product”, and “product cyber security”. From the articles and other sources located via this process, the relevant materials referenced in these sources were checked and assessed. This process was repeated until it unearthed very little new relevant material. In all, over 100 sources were reviewed.



The face-to-face interviews were with experts involved in digital technology projects or management in some capacity in these municipalities, some being public employees and others being private sector professionals involved in municipal projects. The authors took the view that this represented a reasonable mix of personnel involved in both public and private enterprises to provide a rounded view of the issues pertaining to digital product evaluation and deployment. Furthermore, Turkey lies between Europe and Asia and in some respects exhibits characteristics of both the developed and developing worlds, providing a unique perspective on digital product acquisition and deployment.



The interviews were semi-structured, having the characteristics of both structured and unstructured interviews [51,52]. Semi-structured interviews were adjudged to be the most appropriate means of obtaining qualitative data with the highest possible level of knowledge being acquired in a flexible manner. As the interview progresses, the interviewee gets the opportunity to elaborate or provide more relevant information as appropriate [53]. This may include the not-so-obvious intangible factors which Stockhinger and Teubner [54] concluded were most effectively identified through semi-structured interviews, allowing the respondents to reflect on their own experience, thereby giving them a “voice” in the study [55].



The research was undertaken in a series of steps. Following the literature review, semi-structured interviews were conducted with 19 experts to identify key parameters for the COO assessment. The interviews were based around eight introductory questions that focused on a number of themes. These were contained in a questionnaire sent out to interviewees prior to the interviews. The questions concerned the interviewee’s experience of digital projects, the procurement of digital products from foreign countries, the potential for domestic digital technology production, the meaning that customers attribute to “made in” labelling for digital products, and the most appropriate metrics to evaluate the COO of a digital product. The authors took the view that 19 interviews, split between public sector staff (10) and private company employees (9) were enough to allow the development of new parameters to address the research questions. This is supported by Guest et al. [56] (p. 59), who “found that saturation occurred within the first twelve interviews” but that “basic elements for metathemes were present as early as six interviews”. In total, 8 of the 19 interviewees had IT-related management roles, including several with software development experience.



Each interview took approximately one hour and involved a degree of brainstorming around the points raised in the questionnaire responses. The quotations in Section 4 below are taken from the questionnaire and appended notes added in the interviews. The initial parameters generated from the expert interviews were assessed, sector specific content was eliminated, some editing and merging of suggestions was done with parameters that were similar in meaning, and an interim list of 37 parameters, detailed in Section 4 below, was fed back to the interviewees for review and consolidation. A pilot survey was then designed and piloted with 10 participants, as a trial and pre-cursor to a fuller survey that was subsequently undertaken to refine the proposed new parameters for digital product COO. The content validity [57] was assessed by performing a pre-test to ensure questions were understandable and clear. The views of these 10 participants were then reviewed and minor changes to the survey text were made. The full survey was then conducted online, there being 102 respondents from different municipal departments, between January and June 2019. The respondents were chosen through random sampling from a total population of approximately 500 municipality personnel involved in digital transformation or digital technology projects in the Marmara Region. All 500 personnel had an equal probability of selection.



As noted above, the semi-structured interviews also provided knowledge from the interviewees regarding their experience in digital technology projects; for example, the mainstream SAP package, water management applications, and in-house developed systems for transportation management and waste-water management. The participants were typically in management roles in municipal administration, or the private sector in production-related roles. Males were 95 percent of the participants and 68 percent had more than 15 years of work experience. Table 1 provides profiles of the interviewees. The first ten represent municipality personnel whilst the last nine respondents are from the private sector. The interviewees provided extensive details on the evaluation of domesticity of goods, listing multiple forms of assessment criteria, which were used to evaluate whether a product is of domestic origin. Whilst assessment criteria such as those that appear in the extant literature were often in evidence, some of the participants suggested new ideas for consideration in determining digital product COO.



The respondents in the survey were from a range of departments responsible for municipal infrastructure such as electricity, communications, waste management, and parking design (Table 2). The survey was not excerpted from another proven survey but was developed using the parameters derived from the literature and from face-to-face interviews and validated by performing a pre-test pilot. As regards the survey statements, the internal survey reliability was tested using Cronbach’s Alpha test, which passed the threshold acceptable level of 0.7. Respondents of the survey were typically at the management level and were to some degree involved in municipal digital technology projects or policies. A 5-point Likert scale was used to ascertain the level of agreement or disagreement with each of the 37 parameters identified in the interviews. The survey also asked the respondent to confirm their job experience and municipality department. An analysis of the survey ratings of the parameters produced a final list of 19 parameters classified into 4 main categories or “influences”.




4. Results


4.1. What Parameters Would Be Most Appropriate and Effective for Assessing Digital Product COO? (RQ1)


During the expert interviews, the most frequently suggested parameters were “Assembly Place Location” and “Production Place Location”. Not surprisingly, certain role briefs or professions shared similar views. IT staff suggested “Data Store Location” and “Community Support Availability” as parameters, whilst those working in supply chain-related jobs identified “Raw Materials and Spare Parts Origin”, “Headquarter Location”, and “Domestic Capital Ratio”. These different perspectives from various departments in public and private sector entities resonate with the lack of consensus on domestic product determination globally. Another point is that digital products not only have cost-based attributes but also strategic value perspectives. For example, “Data Storage Location” may be an important aspect in order to keep organisational or national data confidential.



Following the semi-structured interviews, 37 parameters were confirmed as being of relevance by the experts. These were loosely grouped into five main categories (Table 3) and were circulated via an internet survey that received 102 respondents, as noted above. The 5-point Likert scale rating of agreement or non-agreement with the significance of each parameter allowed for additional explanatory comment. For example, “Energy Source Origin” for a product was seen as difficult to assess, and of questionable relevance. “Government Approved Project” was seen as relevant in the local environment, but less so in a wider global context. Assessing the use of domestic resources for building a software library (“Software Library Origin”) was considered difficult to execute in practice. “Community Support Availability” and “Openness Rate” were deemed to lack clarity or relevance. This allowed a rationalisation of the initial extensive list to produce a focused parameter list, and a consolidation around four main categories or influences: hardware, software, platforms deployed, and producer of final product (Table 4).




4.2. How Could the Application of These New COO Parameters Aid Home-Grown Digital Product Development? (RQ2)


The concern uppermost in the minds of many participants was how a revised COO assessment could help home-grown digital technology companies compete more effectively against non-domestic products. Generally speaking, digital transformation initiatives in developing countries are currently highly dependent on imported products from developed countries, and this situation has a major financial impact on the importing countries’ balance of payments [58]. More clarity on the COO parameters can act as a catalyst for developing countries to develop their own domestic products. At the same time, such a profiling of digital products may incur new higher tariff payments, thus allowing home-grown products to compete more effectively, thereby “levelling the playing field”. As the OECD [59] point out, many developing countries lack a national digital transformation strategy, and are struggling to fully harness the benefits that digitalisation offers. The potential benefits for home-grown technology companies can be seen in Iran, where, for political reasons, imported technology products from the west are severely restricted, which has given a significant boost to home-grown information systems companies [60]. The resultant increased economic growth and support for entrepreneurs operating in the home market has also been evidenced in Malaysia [61], for example.



Some countries have instigated political campaigns aimed at encouraging consumers to favour domestic products, especially in emerging markets. In Turkey, for example, the “domestic and national” campaign urges companies and individuals to buy products that are labelled “Made in Turkey” and cites the national deficit reduction as part of the rationale [62]. There have been similar campaigns in India, underpinned by the perceived threat from China due to its expansionist policy [63]. A key point is that some products that may appear to be made in a domestic country, are in fact, not made there in large part, and this is not reflected in the current COO assessment. For example, in Turkey, there are three main parameters used for assessing product domesticity: production place, content rate, and the industrial registry certificate of the producing company (as granted by the Ministry of Industry and Technology [37] in Turkey). If a product satisfies two of these three conditions, it is classified as a Turkish product. As an illustration, Xiaomi Corporation is a Chinese designer and manufacturer of consumer electronics and related software. Their smartphones use the MIUI operating system, a version of Android. It has a factory in Turkey employing 2000 staff [64], and so the production place is therefore Turkey. The content rate is considered negative since all of the component parts are imported via Xiaomi’s international subsidiaries. In addition, Xiaomi has an industry registry certificate, which was granted to allow company legal transactions in Turkey. It is thus considered a Turkish product, as it appears to meet two of the three criteria [65].



A broader assessment of the real state of affairs via the proposed COO parameters would allow governments to support real domestic technology production via legislative action and provide incentives for domestic companies to develop such products. A new scale for the COO assessment can thus lessen import dependency and increase sales of domestic products. Governments may introduce subsidies and incentives for domestic private sector companies to develop products with a certain threshold of domesticity, in order to compete with giant conglomerates that have the advantage of supplying from the cheapest parts of the world, producing component parts in countries with the lowest wages, and transporting them at minimal cost. The assessment of the Xiaomi phone using the suggested COO parameters is shown in Table 5. A review of how the product is assessed against these parameters would almost certainly preclude a “Made in Turkey” labelling. Another dimension to this is, ironically, the apparent attraction of supposedly western products to the general public in some developing countries. If the COO parameters now reveal the true origin of many of the constituent parts of a digital product as being non-western, the attraction of these products to the buyer may diminish. This may further encourage the growth of home-grown technology industries.





5. Discussion


There are other issues that a revised COO would impact. The data security aspect of imported technology products was referred to above. If the storage of data produced from an imported product is managed in the cloud via an unvetted third-party, there is an obvious risk that the data may be leaked or hacked. If the COO assessment confirms this to be the case, then organisations and governments who wish to safely store strategic data would clearly be reluctant to use such products. Data related security considerations may affect a product’s value and potential use, given the spiralling costs of data security breaches [66]. The COO parameters put forward here allow a fuller assessment of data security issues. An example here is the potential security risk posed by the Xplora 4 smartwatch. As recently reported, “the Xplora 4 smartwatch, made by Chinese outfit Qihoo 360 Technology Co., and marketed to children under the Xplora brand in the US and Europe, can covertly take photos and record audio when activated by an encrypted SMS message” [67] (para. 1). If the proposed framework were applied to this product, it would help establish the true COO but also identify the potential cyber risks by clarifying the software development platform location and the data storage location. The smartwatch is used in Europe, but the software development platform location is China-based. The data storage location is in Germany, as Xplora decided to use local servers in Germany for GDPR compliance reasons. In addition, two other COO parameters—data security test maintenance nationality and compliance with international standards—are not satisfied. This illustrates how the proposed COO framework can provide a broader assessment to identify cyber risk.



Another relevant example of the potential value of the proposed framework is the anti-virus testing system provided by the same Chinese company Qihoo 360. Three globally recognised and trusted security testing bodies (AV-Comparatives, AV-TEST, and Virus Bulletin) censured Qihoo 360 after finding that the firm submitted products for comparative and certification testing which “behaved significantly differently from those made available to its users and customers” [68] (p. 1). The testing companies maintained that Qihoo submitted its anti-virus product for testing, equipped with a Bitdefender engine, whilst the consumer version uses Qihoo’s own QVM engine. The user interface of the Qihoo anti-virus software is the same for both versions, so the normal user would not know the difference between the two. The testing authorities concluded that “according to all test data, [Quihoo using its own engine] would provide a considerably lower level of protection and a higher likelihood of false positives”, and that “that skewed the results in Qihoo’s favor” [69] (para. 7). Qihoo 360 submitted its product for testing in order to increase its sales in the international markets. This case illustrates the importance of establishing the true origin of all product components, notably software production place, compliance with international standards, and most significantly, data security test maintenance nationality.



There are also implications for the sustainability of the digital supply chain and the wider circular economy. Clarifying the origin and make-up of different digital technology components can facilitate an assessment of their sustainability and recyclability. Reuter [70] (p. 3194) notes that “metallurgy is a key enabler of a circular economy; its digitalisation is the metallurgical Internet of Things. In short: metallurgy is at the heart of a circular economy, as metals all have strong intrinsic recycling potentials”. The implications of this are massive, involving consideration of a wide range of measures and systems to assess the resource efficiency and reusability of digital product parts globally, but an accurate and realistic COO assessment would be a step towards this end. There is also a related debate around measuring product performance in the context of the circular economy. Saidani et al. [71] detail a number of possibilities, including a material circularity indicator, described by the Ellen MacArthur Foundation [72] as a tool to assess a product’s performance in the context of the circular economy. This emphasises the need to be clear on the origin of the component parts and software elements contained in digital products if such tools and indicators are to be used effectively.




6. Conclusions


Today, the most commonly used parameters for COO determination are, in general terms, production place, headquarter location, and domestic capital deployment. This is replicated in many of the COO regulations, which are there to assess tariff calculations rather than to determine the domesticity of products. Although these are reasonable metrics for simple tariff transaction calculations, they are not geared to identifying the security aspects of imported digital products, nor do they provide an effective mechanism for import control. This article has used a set of interviews and an online survey in a main metropolitan area of Turkey to identify a new set of parameters that allow a more realistic assessment of the COO for digital products, which have a major impact in terms of data security, data privacy, and the development of digital technology industries in developing countries. The exemplar applications of this framework provided in the above sections attest to the validity of this approach.



There are no other approaches that attempt a similar breadth and depth of the assessment of digital products. There are access control mechanisms that monitor the access activities of IoT devices and ensure that authorised users access information resources under legitimate conditions [73]. There are also very context specific approaches to data security, such as the multi-watermarking method in multimedia signal hiding to the address information security problems of “Beyond 5G” (B5G) networks [74]. Another example here is the information hiding technique being applied to visible light communication (VLC), an emerging short-range optical communication technology that can alleviate spectrum congestion [75]. These techniques are of value to particular technology environments but are not true comparables to the COO assessment framework put forward here.



The practical and policy implications of the COO framework for import controls, domestic digital technology production, cyber and information security, and the transition to recyclable technologies are considerable. A new and more realistic COO assessment could provide the basis for implementing policies aimed at excluding, or imposing higher levies on, non-domestic digital products, whilst at the same time supporting the development of home-grown technology companies. Equally, policies regarding digital products from companies or countries considered a threat to security could be more effectively implemented through such a revised set of COO parameters. Clearly, some of the parameters identified here can be more thoroughly assessed and researched, and additional criteria and formulas should be tried, not least in the identification of recyclable or non-recyclable materials. In this context, linkages to other research, notably that regarding the assessment of circular economy product assessment, could be explored.



The findings reported here have their limitations. They are based on interviews with public and private sector workers in the municipalities of the Marmara region of Turkey, and the parameters that emerged inevitably reflect the participants’ background, motivation, and working environment. This is essentially a case study based on one region of Turkey, and as such is limited in the degree to which generalisations can be made. It is believed, nevertheless, that this study provides some valuable insights into how the COO concept can be repurposed to support cybersecurity and other objectives pertaining to digital products. As Rowley [76] (p. 24) noted, there are no “cookbook procedures” for such analysis, but the researcher must “address the most significant aspects of the case”. These findings can thus be seen as one version of the possible range of assessment criteria that are now appropriate for digital products, and other interpretations are inevitable and to be welcomed. The findings presented here can be seen as a starting point for further research and development. Such studies could include a full review of the COO concept and related terminology to unify and interrelate them, such as country of design, country of manufacture, and country of brand, for example. More precise and detailed frameworks relating to the digital product COO could be researched and developed to encompass a differentiation of parameters based on product category, for example. Unification of the concept definition and standardisation of the decision-making criteria between countries would enhance global security and could promote domestic technology industries into an era in which product origin and the circular economy will be of increasing significance.
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Table 1. Interviewee profiles.
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	Specialty
	Age
	Organisation
	Gender





	R&D Director
	40
	Metropolitan Municipality
	Female



	Head of Environmental Department
	45
	Environmental Protection
	Male



	Head of Agricultural Services
	55
	Agricultural Services
	Male



	Head of IT Department
	35
	Metropolitan Municipality
	Male



	IT Manager
	35
	Water and Wastewater Treatment
	Male



	Head of Environmental Protection Department
	45
	Water and Wastewater Treatment
	Male



	Head of Geographical Information Systems
	40
	Water and Wastewater Treatment
	Male



	Head of Water and Wastewater Treatment
	45
	Water and Wastewater Treatment
	Male



	Treatment Plants Director
	35
	Treatment Plants
	Male



	Transportation Director
	40
	Transportation
	Male



	Industry Branch Manager
	45
	Chamber of Industry
	Male



	Chef Executive Officer
	60
	Rail Systems
	Male



	Software Manager
	45
	Wagon Production
	Male



	SAP Manager
	45
	Aluminium Production
	Male



	SAP Assistant Manager
	35
	Aluminium Production
	Male



	SAP Assistant Manager
	35
	Aluminium Production
	Male



	R&D Director
	50
	Tractor Production
	Male



	Head of IOT Laboratory
	50
	IOT Laboratory
	Male



	Head of Domestic Software Laboratory
	55
	Software Production
	Male
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Table 2. Survey respondents: department and experience.
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	Respondents
	Percentage





	Department
	
	



	IT
	9
	8.8



	Research and Development
	12
	11.8



	Environment
	21
	20.6



	Engineering
	28
	27.5



	Wastewater Treatment
	15
	14.7



	Other
	17
	16.7



	Experience
	
	



	Less than 1 year
	18
	17.6



	1–5 years
	30
	29.4



	6–10 years
	21
	20.6



	11–15 years
	21
	20.6



	More than 15 years
	12
	11.8
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Table 3. Extensive parameters for digital domestic COO evaluation (following interviews).
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	Category/Influence
	Parameters





	Hardware Influence
	Production Place Location



	
	Assembly Place Location



	
	Raw Materials and Spare Parts Origin



	
	Strategic Part Origin



	
	Energy Source Origin



	Software Production Influence
	Inbound (Domestic Production Rate) Location



	
	Government Approved Project



	
	Inbound (National IT Staff Rate) Software Project Team Size



	
	Capability of Software Development based on New Technology Innovation



	
	Software Capability of Sales in International Market



	
	Compliance with International Standards for Exportable Produced Software



	
	Software Library Origin



	Digitalisation Platforms Influence
	Website, Intranet, Cloud Technology Production Location



	
	Data Storage Location



	
	Open-Source Code Ratio



	
	Openness Rate



	
	Community Support Availability



	
	Open-Source Database Availability



	
	Patented Software Design



	
	Communication Infrastructure Origin



	
	Document Format Origin



	
	Open Platform Ratio



	
	Operating System Origin



	
	Web Server Origin



	
	Protocol Origin



	
	Hardware Related Operating System Origin



	IT Outsource Influence
	Supplier Production Place



	
	Supplier Headquarter Place



	
	Configurated Software/Operating System Number



	
	Source Code Analysis Origin



	
	Data Security Test Maintenance Nationality



	Producer Influence
	Headquarter Location (The Location that is Registered Officially)



	
	Domestic Capital Ratio (Capital Amount from Domestic Resources)



	
	Amount of Total Corporate Tax Paid to the State



	
	Investment Revenue Costs



	
	Employment Contribution



	
	R&D Spending (As % of Capital Investment).
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Table 4. Focused parameter list for digital product COO evaluation (following survey analysis).
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	Category/Influence
	Parameters
	
	Explanation
	
	Importance





	Hardware
	Hardware Production Place
	
	Measures the percentage of hardware elements within a product produced in any one country. For example, 60% in USA; 40% in Turkey.
	
	Indicates the amount of direct investment in a country and thus the domesticity of the product.



	
	Hardware Assembly Place
	
	Measures where the hardware elements of a product were assembled. For example, 15% in USA; 85% in Turkey.
	
	Indicates the investment in assembly factories and workshops in any one country and thus the domesticity.



	
	Content Rate of Component Parts (Raw Materials and Spare Parts Origin)
	
	Provides the content rate for component parts and spare parts origin deployed in hardware manufacture and maintenance. For example, 70% from USA; 15% from China; 15% from Turkey.
	
	The provision of component parts and spare parts from within the user country reduces the import dependency and on-going cost.



	Software
	Software Production Place
	
	Measures the percentage of software elements within a product developed or produced in any one country. Must consider if it is outsourced.
	
	Provides an indication of the domesticity of the product.



	
	Capability of On-going Software Development and Maintenance
	
	Measures a country’s capability for software development and maintenance using country-based personnel.
	
	Capability to manage software updates and on-going maintenance increases the domesticity rating.



	
	Compliance with International Standards
	
	Assesses the compliance with international standards and thus the eligibility for subsequent foreign export.
	
	Meeting necessary international compliance standards establishes the software competence and indicates potential security, privacy, and quality issues.



	
	Open-Source Code Ratio
	
	Measures the ratio of software that is developed in an open-source environment.
	
	Using open-source codes make it easier to solve problems rather than rely on proprietary products.



	
	Software Producer Headquarter Location
	
	Measures software producer’s domesticity ratio, including for outsourced products.
	
	Inbound headquarter location for suppliers has a positive impact on domesticity.



	Platforms Deployed
	Software Development Platform Location
	
	Denotes the location of platform upon which software deployed.May be in the cloud via SaaS.
	
	Supplying software development platforms with domestic resources reduces foreign dependency and increases domesticity.



	
	Data Storage Location
	
	Measures the domesticity rate based on location for data storage. Maybe in the cloud via IaaS, PaaS, or SaaS.
	
	Storing data inside the country reduces the risk of a data breach and increases the country’s information security, improving data confidentiality, integrity, and availability.



	
	Data Security Test Maintenance Nationality
	
	This entails support and collaboration for domestic independent security testing. There may be security faults in products that cause the disclosure of user information, and there may be cyber security vulnerabilities that the manufacturers themselves are not aware of.
	
	In addition to complying with international standards, it is important that foreign manufacturers cooperate with local authorities for the independent testing of products. For example, for cyber security penetration tests, and providing detailed explanations for application programme interface connections of software components.



	
	Open-Source Database Availability
	
	Measures the level of database usage with open-source resources.
	
	Open-source databases prevent data breach possibilities and increases domesticity.



	
	Communication Infrastructure Origin
	
	Measures the domesticity level of the communication infrastructure (e.g., Base station).
	
	Supplying communication infrastructure and necessary data transfer technology inside the country increases the data privacy and national data security.



	
	Open Platform Ratio
	
	Measures the ratio of software developed in an open platform environment.
	
	An open platform will use open standards and documented APIs and is likely to reduce dependencies between development teams and certain application components.



	Producer of Final Product
	Headquarter Location of Manufacturer of Final Product
	
	Measures domesticity in terms of headquarter location.
	
	Inbound headquarter location for the producer has a positive impact on domesticity.



	
	Domestic Capital Rate
	
	Measures domesticity of capital used to finance the producer company.
	
	Financing the producer capital with domestic investors should increase domesticity.



	
	Tax Payment to Domestic Country
	
	Measures domesticity in terms of tax payment to the domestic country.
	
	Paying taxes to the country it operates should increase the domesticity.



	
	Investment Revenue Costs in Domestic Country
	
	Measures all investment costs in the domestic country, including R&D.
	
	Spending more in the country should increase the domesticity.



	
	Employment Contribution
	
	Measures the employment contribution level in the country.
	
	Contributing to the labour force that it operates means selecting domestic labour and should increase the domesticity.
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Table 5. Domesticity COO Evaluation: Xiaomi mobile phone example.
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	Category/Influence
	Parameters
	Domesticity Assessment





	Hardware
	Hardware Production Place
	No.



	
	Hardware Assembly Place
	Yes.



	
	Content rate of Component Parts (raw materials) and Spare Parts origin
	No < 50%.



	Software
	Software Production Place
	No.



	
	Capability of on-going Software Development and Maintenance
	No.



	
	Compliance with International Standards
	Yes. It is allowed to export the product to other countries.



	
	Open-Source Code Ratio
	No < 50%, The operating system is Android which is open source, but the other software products are produced by Xiaomi itself.



	
	Software Producer Headquarter Location
	Not in Turkey.



	Platforms Deployed
	Software Development Platform Location
	Not in Turkey.



	
	Data Storage Location
	Not in Turkey.



	
	Data Security Test Maintenance Nationality
	Not in Turkey.



	
	Open-Source Database Availability
	No.



	
	Communication Infrastructure Origin
	Not in Turkey.



	
	Open Platform Ratio
	Low.



	Producer of Final Product
	Headquarter Location of Manufacturer of Final Product
	Not in Turkey.



	
	Domestic Capital Rate
	0%. Total Chinese investment.



	
	Tax Payment to Domestic Country
	Yes. Corporate tax, value-added-tax, income tax. However, the amount is not explicitly given.



	
	Investment Rate in Domestic Country
	Yes. Building and factory. $30 million.



	
	Employment Contribution
	Yes, 2000 personnel.
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