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Abstract: Cybersecurity has increasingly become a headline feature in news media in recent years,
generally prompted by spectacular security breaches in various information systems. The importance
of cybersecurity awareness for the sustainable development of society is now recognized widely,
but the problem of how to build an educational ecosystem which will include the most relevant
target audiences that need to develop cybersecurity skills, is not yet solved. This paper elaborates
the state of cybersecurity skills and knowledge in European high-school students by collecting data
from the students, their teachers and parents by means of surveys and interviews in nine European
countries. The analysis of the information collected has revealed the required topics from the area of
cybersecurity that need to be introduced in high school educational programs and the most suitable
delivery methods for educational content, such as videos and serious games. A selection of thirteen
serious games related to cybersecurity was evaluated and then presented to a class of high-school
students. The study of the collected data has shown that cybersecurity education at high school level
requires innovative and interactive approaches that build the required skills for a more effective
sustainable education and social development.
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1. Introduction

Cybersecurity has increasingly become a headline feature in news media in recent
years, generally prompted by spectacular breaches of various information systems, includ-
ing airlines, health organizations, credit agencies, administrations, financial institutions,
telecoms, and many others [1]. Until recently, cybersecurity was considered an information
communication technology (ICT) challenge rather than a business risk.

This finding is now driving the long-term changes in the approach to the methods used
to teach cybersecurity skills. The importance of cybersecurity awareness for sustainable
society development is now recognized widely, but how to build an educational ecosystem
that will include all target audiences that need to develop cybersecurity skills is not clear
yet. In that context, skills are understood to represent a combination of abilities, knowledge,
and experience that enable an individual to successfully complete a task when working
in a digital environment and using digital services [2]. The failure to address the missing
cybersecurity skills of the European labor force has a negative impact on the capacity
of a modern, digitized society to successfully react to the rising number of cybercrime
cases. Cybersecurity skills are becoming especially important as most experts of economic
development claim [3] that the digital economy’s winners and losers will be determined by
who has these skills. Another problem in this area is that the skills required are changing at
a faster pace than usual within advanced-technology fields, due to the changes introduced
by the new digital technology and fast digitalization of society.
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According to several authors [4,5], only a sustainable education for sustainable social
development aims at giving people the skills and knowledge that enable them to face
the challenges of the fast development of the digital economy [6]. Sustainability in that
context is defined as “the ability to continue an activity continuously and by pursuing the
adopted goals for sustainable development”. In that context sustainability of education
focuses on the implementation of practices through educational development, leadership,
and innovation [7]. According to Alkali and Gutiérrez [8], the interest in sustainable
education is focused on students and innovative pedagogies that bring those involved in
the educational process closer to social reality and its main conflicts. The main goal is to
enable the students to better understand the environments where they will act every day
or where they will work.

Social and economic changes have now made the issue of sustainable development
more pressing than ever. As several studies have found [9], education and training in uni-
versities in several areas including ICT are very technocratic, and the educational approach
is not promoted in line with sustainability requirements [10]. According to recent studies
carried out in Europe [3], education for developing sustainable skills is not sufficiently
integrated with European High Educational Level programs (HEI). The active pedagogical
activities that help strengthen this vision are not yet included within the majority of HEI
cybersecurity programs. Actions for addressing the increased cybersecurity skills shortage
have been launched in Europe in the last few years [11,12] but as reported by the European
Cyber Security Organization (ECSO) [12], and by other organizations [13], they are not
sufficiently viewed by the European HEI as an emerging discipline important for devel-
oping the sustainability of the digital society. This finding comes from the analysis [9] of
the contents of European HEI programs; it was found that these programs focus mainly
on traditional cybersecurity topics as part of classical academic courses. Modern learning
methodologies with hands-on training and range platforms that help in building skills
have been left behind in the European HEI [5,9]. However, several actions and efforts have
recently been taken and launched by the EUC, through the activities of funded Competence
Centers for Cybersecurity [14], to help restructure cybersecurity programs in the HEI and
among professional educational providers with the aim to overcome the existing skill gap.

Alarge audience among the EU population and the educational ecosystem has been left
behind, as specific targeted actions to improve the missing situation were not undertaken.

The building of cybersecurity skills among high-school students and the related
topics of cybersecurity within high school programs have not yet been studied at large in
Europe, even though children start using the internet at an early age and more than 90%
of young Europeans are online every day. The use of internet by teenagers brings many
benefits linked to information and communication but comes with risks too, including
privacy violation, identity theft, ransomware, fraudulent usage of debit cards, etc. It
is therefore of paramount importance that a sustainable education is provided for new
generations to acquire skills that make them aware of major threats, new technologies and
the appropriate individual and collective behavior that helps reduce cybersecurity risks.
The rapid evolution of cybersecurity attacks in connection with the static nature or even
nonexistence of cybersecurity topics in school curriculums has contributed to emerging
discrepancies between the knowledge taught within educational programs and the skills
expected to be developed by most of the European population [15,16].

This paper addresses the issues related to the problem of building cybersecurity
skills in European high-school students, the provision of relevant content and appropriate
delivery methods. For this purpose, we firstly provide an analysis of the results of a survey
taken at the EU level among high-school students, their teachers, and parents. This survey
was aimed at identifying the current needs in terms of content and delivery methodologies
fit for the secondary school level. The collected structured data of the EU-wide survey
followed by interviews with a group of people provide information about the identified
needs for content and educational methodology. The findings are further validated with
the evaluation of one of the most popular delivery technologies that was identified by the
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survey—serious games; to achieve this, several cybersecurity games offered on the web
were examined. Three of these were offered to students at a high school class to obtain their
opinions about the merit of these games for acquiring cybersecurity skills and knowledge.

The paper is organized as follows: after the introduction, there is a short review of
the status quo, followed by the description of the methodology applied. The results and
the findings from the survey are presented in the next section, followed by an analysis of
suggested educational tools—serious games from the domain of cybersecurity. The paper
ends with a discussion and concluding section.

2. Previous Work and Applied Methodology
2.1. Approaches in Cybersecurity Education

Cybersecurity encompasses a broad range of specialty areas and working roles, and
this is the reason that no single educational program can cover all specialized skills and
sector-specific knowledge desired by each audience in the digital society. However, there
are certain knowledge sets and skills that are essential for most of the population in an
individual’s everyday life, in participating in the process of studies or in performing a
critical working role they need to adopt. Considering the broad range of specialty areas, it
is not surprising that cybersecurity education has been addressed differently by various
countries that build cybersecurity strategies with different focuses. The educational part
of these strategies is mostly formulated as strategies for improving the general state of
cybersecurity in the country, which also includes the educational system [3].

Cybersecurity is taught in most of the developed countries in the upper-level under-
graduate computer science courses to students who have already learned the fundamentals
of computer science [17]. A current study [18] of the curriculums and cybersecurity courses
taught at universities in the EU at graduate and undergraduate level has highlighted the
missing topics within the on-going programs and the lack of practical training that enable
the building of cybersecurity skills [19]. The education of cybersecurity within high schools
was not addressed at all. More studies in this area were carried out by US researchers that
found that one of the main bottlenecks in building awareness about cybersecurity and
adopting relevant knowledge later within the undergraduate programs is in the inequities
of the computer science education for K-12 students [20]. Another author has studied the
undergraduate computer science curriculum programs taught in the top 100 UK universi-
ties with focus to the cybersecurity [21]. The study revealed that important cybersecurity
concepts in mandatory and optional courses are not sufficiently covered. In USA, Wen [21]
found that current programs of computer science in USA undergraduate courses do not
reach 10% of security content. A study and proposal for a new cybersecurity educational
model has been proposed in one EU member state. In December 2019, ENISA, the EU
Cybersecurity Agency delivered an exhaustive report describing the state of development
of cyber-skills in the EU [22], stressing the ever-growing lack of cybersecurity skills and
cybersecurity professionals in most EU member states. However, high schools were not
part of these studies and programs. The only exception is the UK, where the current UK
cyber policy is to incorporate cybersecurity at all levels of education, starting at the age
of 11. Other developed nations, for example Australia and New Zealand, have launched
similar strategies and approaches [23]. However, most EU countries have been left behind
in the domain of secondary schools due to the uneven distribution of educational programs
in cybersecurity or because cybersecurity content is not included in their high-school pro-
grams at all. More recent works on the subject have been provided by Ackerman [24],
Ruiz [25], Catota [26], and Conklin et al. [27]. They have also identified that the biggest
concerns in the education on cybersecurity are the lack of hands-on experience in students,
which results in a skills mismatch between the needs of the emerging digital society in this
regard and the skills that the majority population needs to adopt to effectively use digital
services. The ways to provide effective cybersecurity education have also been discussed
by Conklin [27]. The problem of the sustainable education in high schools has also been
addressed by Garanina [28].
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The research presented in the next sections attempted to find answers to the following
questions: “What are the cybersecurity contents taught at the high school level? What are
the missing topics and what are the best delivery methods for an efficient and sustainable
educational program that will help build skills in the domain of cybersecurity?” In looking
for answers to these questions, the survey analysis presented below examined the key
missing items in on-going cybersecurity educational programs. The results will be further
used in actions that will contribute to build a higher awareness of the issues and to improve
the cybersecurity education with the aim of narrowing the identified skill gap.

2.2. The Applied Approach

Two of the four cybersecurity competence centers established by the European Com-
mission in 2019—Concordia and Cybersec4Europe have tasks in their action program
that focus on the re-shaping of the cybersecurity educational ecosystem. The undertaken
actions are still on-going. The Concordia Consortium consists of 52 participating partners
coming from different sectors, with industry being represented by 26 entities and the HEIs
represented by 21 European universities and 5 research centers from all over Europe [9,14].
The focus of the educational task recently launched by the Concordia team is addressing
the needs to “teach the teachers” by providing knowledge about the content and delivery
methods for sustainable education among the high-school community. The first step of the
activity is oriented to provide a clear identification of the needs for content and delivery
methodology for the high-school level education from involved stakeholders. In 2020, a
“Survey—Teaching cybersecurity in high schools” was set up aimed at collecting informa-
tion from a large pool of stakeholders, namely teachers, students and their parents, and the
managements of high schools all over Europe. The performed work included the expertise
of the different partners involved in this action and was aimed at developing a set of tools
and a specific methodology to be used by the teachers when teaching cybersecurity and
cyber-safety to their high-school students. The main goals of the carried study were two-
fold: (1) to identify the high-school students awareness about cybersecurity and confidence
in their self-protection when facing risk associated with the use of digital services and (2) to
find the most appropriate format of instrument for delivering cybersecurity education. The
survey was built on the EU Survey platform in English and launched online in December
2020. Starting from January 2021, it was translated into some EU official languages such as
German, Spanish, French, Italian, and Greek and disseminated on social media, included
in the project and European Commission newsletters, and promoted in specialized high
school networks.

The survey was designed to provide an initial collection of information about the
high-school student’s awareness regarding cybersecurity risk and to get an indication
from the high-school students about the most desired delivery method for teaching and
learning cybersecurity topics. The initiative that launched the research is a continuation
of the Concordia competence center activities that developed a cybersecurity educational
ecosystem in EU that addressed different audiences and provided complementary learning
possibilities. In the first year of activity, modular courses were offered for practitioners in
the industry that answered to the needs for cybersecurity education in the industrial sector
(14). The next year efforts were dedicated to high-school students and subjects dealing
with cybersecurity in the high school regular program. The first step was to perform a
survey within the EU members’ states using the Europa platform. The initiative is still
on-going and the work on the program design started in 2022. We expected, from the
preliminary knowledge collected from the survey answers, that our study might help topics
that should be addressed and included in the program. Similarly, it was expected the high-
school students to identify as the most desired instruments for delivery of cybersecurity
educational content.
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2.3. The Applied Methodology

The main target audience of the survey was composed of teachers, students and their
parents, and the management of high schools within Europe that were invited to interviews.
Until November 2021 the Concordia team has collected input from 366 participants, out
of which more than half were high-school students (63% of the sample). The contributors
came from nine EU member states, mostly from Romania, Slovenia, Greece, Cyprus, Italy,
Spain, Germany, Netherlands, and Poland. A funnel approach was applied that makes it
possible to identify the current needs in terms of content and delivery methodologies by
collecting structured data with an EU-wide survey, followed by interviews with a small
group of people. The survey results discussed below are based on the collected data from
the countries that provided sufficient number of answers.

To complement and further understand the results obtained from the survey, follow-
up interviews were designed and provided. The target audiences of the interviews were
high-school teachers, parents, and school management representatives. The interviewees
were reached through contact established by the participating countries who contacted
adult participants to retrieve their contact details and their consent for their contribution
to the survey efforts, efforts that represent a first EU-based initiative in the context of the
high-school program dealing with cybersecurity topics. The contact information from the
participants that was shared with the research team was used to send e-mail invitations
asking about the potential participants availability to participate in the interviews phase.
Four parents and five teachers replied positively to the interview invitations. The nine
interviews took place using online meeting platforms in June 2021. All the interviewers
replied first with answers to the list of 15 interviewer’s questions before the face-to-face
interviews took place. The interviews were recorded with the consent of the participants
and they were later transcribed anonymously by the persons that did the coding. The
coding was provided by two persons. The interview was structured in three main sections
as follows: information about the interview participants (5 questions), existing practices
about cybersecurity programs in the children’s school (7 questions) and questions on the
future needs in that context (2 questions). In-depth analysis of the parents” and teachers’
interviews followed as a per-questions notion and the general comments on the inter-
views’ results are provided on the Concordia report “Teaching the Teachers”, available on
Concordia platform [14].

The outcomes of the survey provided by the addressed groups showed the preferred
type of educational methodology to be used for a cybersecurity education at high school
level—the use of videos and serious games. To meet the needs for designing courses and
programs for that audience, serious games intended for learning cybersecurity topics that
are freely available on the market were collected and analyzed for their technical and
educational properties that could be applied as part of high-school cybersecurity courses.
Three from the set of 13 games were offered to a class of high-school students in third year
for an on-site evaluation.

3. Results and Findings
3.1. The Survey among EU High-School students, Teachers, and Parents

A detailed presentation of the survey can be found on the Concordia web page in the
report “Teaching cybersecurity in high school—Our way to turn ideas into practice” [14,29].
In the section that follows a summary of the analysis of collected results is presented. Due
to the diverse audience composed of European high school teachers, European high school
students, European parents of high-school students, and European school management,
the questions were customized accordingly per audience type.

The elements covered by the survey questions were:

—  Demographics, membership to one of the three groups, gender (anonymized)
—  Digital services used by high-school students in general

—  Digital services used by high-school students in the school environment

- Devices used by high-school students in general
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—  Devices used by high-school students in the school environment

—  Degree of confidence of high-school students during specific online activities

—  Degree of awareness of high-school students regarding online risks

— Incidents experienced by high students related to online risks

—  Possible subjects that could be discussed within a relevant cybersecurity course for
high-school students

- Type of methods/instruments to be used while teaching cybersecurity at high school level

—  Cybersecurity subjects in already existing courses.

At the beginning of the survey, each participant had to reveal which audience he/she
belongs by specifying whether he/she is a high-school student, a parent of a high-school
student, a high school teacher, or a high school management representative. Among
the participants only in the group of parents some of the members (3% of the whole
group) selected to not provide an answer to this question. Students represent 61% of the
sample, teachers 22%, parents 14% and school management 3%. Since the number of school
management representatives in the sample was very small, they were merged with teachers
into one group, the teachers” group. In terms of gender, women dominated in each of the
groups with 60-69% of the sample. Details about the sample and the processed data and
the report about this project task are available on the web page of the CONCORDIA project

“Teaching cybersecurity in high-school, “Our way to turn ideas into practice” [30]. The

distribution of the participant origin was as follow:

One hundred percent of the participants provided information about their country of
origin, 97.6% of them declared that they are based in an EU country. One hundred percent
of the participants also provided information to which group they belong: high school
teacher, student, school manager or parent. All questions in the survey were answered
by the participants by selecting one of the possible answers offered in the survey. The
countries that contributed considerable percentage of the answers were: Cyprus (12.02%,),
Germany (12.84%), Greece (8.24%), Italy (11.58%), Slovenia (10.88%), Romania (23.12%)
and the 21.32% were received from the rest of participating countries. EU member states
that did not provide answers or where the numbers were very low, were not included in
the data processing. Statistical tests were performed that confirmed the coherence of the
high-school student answers collected from students with different country of origin. The
answers obtained were coherent and the identified small differences between the student’s
answers from the participating countries were low. The confidence interval for the answer
means included zeros, which indicates that the differences between the answers are not
statistically significant. The means numbers of the student groups from different countries
are similar. The residual plots are normal and they do not show any scattering or randomly
distributed residuals. The simultaneous confidences were found to be 95%”.

The first collected data were the answers to the question “Is cybersecurity taught at
the survey participant’s high school at all”. The answers presented below in Figure 1 were
not very encouraging as cybersecurity is not really part of the high school program, and in
those schools where it is included, the time dedicated to topics dealing with cybersecurity
is scarce.

The majority of teachers (55%) replied to the question with Yes, but with the comment
that cybersecurity content is a part of computer courses with 2-3 h per month. The majority
(48%) of parents replied with “I don’t know” and 38% of students replied negatively. The
results show that even if cybersecurity topics are part of the curriculum and are taught in
high schools in other forms, students and parents are unaware of it.

The next question addressed the type of digital services used by high-school students.
The results are presented in Figure 2.
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Others

Sharing applications

Online shops

Online games

Communication applications
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Is cybersecurity taught in your/your
child's school?

§

§

55%

W Teachers

39%

W Parents

§

m Students

g

g

Yes No | don't know

Figure 1. Answers to the question “Is the cybersecurity taught in your/school?”.

What online services do you use?

10%

41%

62%

69%

85%

92%

93%

95%

[1}

®

20% 40% 60% 80% 100%

m High-school students' responses

Figure 2. Answers to the question “What online services student use?”.

A very high percentage (above 85%) of students mentioned music/video applications,
social media platforms, e-mail applications, and communication applications as the online
services they use. Other applications such as on-line shops and on-line game applications
come next with percentages of 62% and 69% respectively. In last place, with a percentage of
41%, were students who mentioned sharing applications. The same questions have been
given to teachers and parents with the aim to test their perception about what online services
high-school students use. The teachers’ responses were similar to those of the students,
which show that the teachers’ perception of what students use is quite accurate, especially
if compared with the parents’ answers where the use of online games is dominating. As
the differences between the three groups were not very high, it can be concluded that the
three types of applications that are most frequently used are: Music/Videos, Social Media
Platforms, and Communication. Teachers mentioned e-mail applications with a lower
percentage than parents and students, and online games with a higher percentage than the
other two groups.
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The collected answers from the three groups that took part in the survey are presented
in Figure 3.

Online-services high-school students use
teachers and parents view

100% -

80%
60% -
40% -
20% -
* s BN
0% — ——e
"] 1% w v w wvi “ w w el v j2}
& € E ] € E ] € £ ] € £
S < 2 S 2 o S = - 5 o -
@ o 5 @ © 5 @ © 5 @ © 5
a o a -9 1} a @ a
- & - & - & I b
Online games Online shops Sharing applications Others

Figure 3. Teachers and parent views about use of on-line service by the high school students.

Country analysis: differences were identified between the perceptions (in average
values) about the use of on-line games by high-school students in two countries only:
Cyprus and Greece. The average value of on-line games utilization (by the high-school
students) is 67% in Cyprus, 17% in Greece. The average value of on-line games utilization
(as perceived by the high-school students’ parents) is 56% in Cyprus and 58% in Greece.
On the other hand, the average value of on-line games utilization (as perceived by the
high-school students’ teachers) is 100% in Cyprus, 95% in Greece. Other countries have
values close to the general average. The perception regarding the use of communication
applications (e.g., WhatsApp, Viber and the other listed in the question) by students is close
to the percentage professed by the all high-school students. It is worth mentioning that in
Cyprus, Greece and Romania the average percentage is between 77% and 92% where that
in Slovenia is somehow lower at 60%. The perception of the teachers in comparison to the
behavior of the high-school students is higher but close to the group value (e.g., in Cyprus
~80% by students ~89% by teachers, in Greece ~83% by students ~90% by teachers).The
same trend is also exhibited in the perception of parents.

Regarding social media platforms (e.g., Facebook, Instagram, email), high-school
students primarily use email. The highest percentage is identified in Slovenia with 100%
although the average values from the other countries do not differ significantly (89%, 90%).
High-school students, in their majority, use music and video services online. The use of
on-line shops has an average of 50% of high-school students as credit cards are required
and they usually are not owned by high-school students. Somehow, a higher percentage
that does not differ much is identified in Romania (66%).

The next question addressed the devices used by high-school students. The answers
are presented in Figure 4:

Figure 4 clearly shows that the devices most frequently used by students are the
mobile phone and private computer. The other two groups in the survey agree on the same
type of devices the high-school students most frequently use: mobile phone and private
computers. Moreover, parents mentioned tablets and game consoles somehow more often
than the use of these devices that was declared by students. The statistical analysis has
shown that more teachers use tablets and game consoles than expected, but fewer use a
personal computer. On the other hand, more high-school students use their computer than
expected, but fewer use a tablet.
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What devices do you use?

Game consoles 27%

28%

Connected objects/Smart devices

Tablet 28%

Public computer 36%

Private computer 95%

Mobile phone 97%

0 20% 40% 60% 80% 100%

=®

® High-school students' respansses

Figure 4. Answers that reveal the most popular device use by high school students.

Country analysis: There are small differences between the perceptions (in average val-
ues) regarding the use private computer by high-school students in all countries, although
the difference is not substantial in all cases.

The next question asked how confident the high-school students are when they are
engaged in online activities. Figure 5 provides the statistics of the collected answers:

In a scale from 1 to 5, how confident you are in the following
online activities?

Secure online shopping 2.16

Sharing files online by being concerned about who can access the files 2.49

]
o
o

Ensuring that your privacy is respected in online activities

3.40

Securely downloading applications/software/data

Being safe in anline social media platforms

Recognizing fake accounts/websites/emails online

.
b
w

Creating strong passwords

]
N
)

3.87

Using email applications in a secure way

)
o
~

Being safe when playing online games/ gaming applications

0 150 2.00 250 3.00 3.50 4.00 4.50

e
=]

m Average of students’ responses

Figure 5. The student answers about their confidence in using online activities.

On Figure 5 the student confidence is displayed. Students seem to feel confident in
being safe when playing, using e-mail applications in a secure way, creating strong pass-
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words, recognizing fake accounts, and being safe on online social media platforms. Other
than that, their responses show that they feel neutrally confident in securely downloading
online content and are sure that their privacy is preserved when being online. The online
activities where students mentioned they feel less confident are sharing files online and
shopping securely. The answers collected from the parents show that their perception
about securely downloading online is similar to the students’ responses but more oriented
to be neutrally confident while teachers replied with a lower confidence rate. For being
safe on online social media platforms and recognizing fake online content, students seem
to be confident, while their teachers and parents seem to be less optimistic, with parents
replying with neutral confidence for both activities and with teachers replying with neutral
confidence and little confidence, respectively. In general, it can be observed that students
seem to be more optimistic about their confidence level during online activities, while their
teachers seem to be less optimistic than both the students and the parents.

The average value regarding the confidence that the students claimed they have
regarding the creation of strong passwords for online accounts is situated between neutral
and confident (3.76 from entries in all countries). At the same time, when the teachers
and parents were asked the same questions regarding the confidence of students the
average values were neutral (3.01) and neutral to confident (3.65) respectively. The average
value regarding the confidence that the students claimed they have regarding use of email
applications in a secure way is situated between neutral and confident (3.67 from entries
in all countries). At the same time, when the teachers and parents were asked the same
questions regarding the confidence of students the average values were neutral to confident
(3.42) respectively. The average value regarding the confidence that the students claimed
they have regarding sharing files online (from a perspective of who can access the file) is
situated between neutral and confident (3.35 from entries in all countries). At the same time,
when the teachers and parents were asked the same questions regarding the confidence of
students the average values were little confidence to neutral (2.34) and little confidence to
neutral (2.81).

Country analysis: No audience (mainly parents) from all countries that provided
answers believe that high-school students are confident or very confident in securely
handling specific areas of online services, indicating a clear need for action (parents and
teachers). In all countries the perception of high-school students about their confidence has
a distinct difference from that of the of high-school teachers. No differences were noticed
between the students” answers coming from different countries.

The next question addressed the awareness of the risks when students engage in
online activities according to the opinions of their parents and teachers. The answers of all
groups are presented in Figure 6.

Figure 6 shows that students agree and strongly agree that they are aware of the risks,
that they can detect the risks, and can avoid the risks, but they are neutral in the statement
that they can handle the risks. The teachers are less optimistic about the students” ability
regarding the risk statements, since on average they replied that they disagree or have
neutral opinions about whether the students can handle the risk. Parents seem to be more
optimistic than the teachers since they agree that students are aware of the risks and are
neutral about the rest of the statements. The general finding is that students can handle
online risks.

Country analysis: Student answers on the risk related question do not show differences
related to students’ country of origin. The average values regarding the awareness of high-
school students is situated between agree and strongly agree (4,38 from entries in all
countries). At the same time, when the teachers and parents were asked the same questions
regarding the risk awareness of students the average values were neutral (3,00) and neutral
to confident (3,90) respectively. A distinct difference between the perspective regarding
risk of the high-school students and the teachers of high-school students was noticed in all
countries and especially in Greece.
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students:
= 4.43
m Teachers
m Parents
m Students

Are aware oftherisks  Can detect the of risks Can avoid the risks Can handle the risks

Figure 6. The level of awareness of the teachers, students and parents regarding the risk in using
online activities.

The next question asked whether the students have ever experienced an online risk.
The majority of high-school students replied with “Yes”, while part of them replied with
“No” and “I am not sure” with similar percentages being 24% and 23%, respectively. Having
most of the participants mentioning that they experienced an online risk is an indication of
how important it is to take action and educate the minors to ensure their online security
and safety. Important information from the survey was the finding that most students did
not share the online risk that they have experienced either with their parents or with their
teachers. In relation to the experienced risk, an additional question addressed the playing
of online games. The students were asked whether they have ever experienced any of the
risks while playing games online. The answers are presented in Figure 7.

Have you ever experienced any of the following risks while

Webcam,/Microphane hack

Hidden fees of the game

Received messages from other usersthat ...

Sexual or violent content

Expression of racism or hate towards a specific...

Redirection to advertisement sites/pop-ups

playing games online?

Other

Sexual grooming

Hacked account

Bullying

46%

0% 10% 20% 30% 40% S50% 60%

m Average of students’ responses

Figure 7. Experienced risk when students of high school play online games.
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Figure 7 shows the experienced risk while playing games. The most common risk
retrieved within the answers was ‘Redirection to advertisement sites/pop-ups” with a
percentage of 46%. In the second and third place are “Expression of racism or hate” and
‘Bullying’ with percentages of 34% and 29% respectively. With percentages from 22% to
25%, students replied to ‘Hacked Account’, ‘Sexual or Violent Content’, and ‘Received
messages from other users that asked you for personal information”. Microphone hack got
only 6% of answers, and sexual grooming 17%.

Country analysis: Most parents and teachers from all of the participating countries
replied with a no to this question. The negative answer here can mean two things, students
do not experience any online risks to share or they do not share their experiences with
their parents or teachers. The students” responses on whether they have experienced any
online risks when playing games show that the second assumption is the valid one since
the majority of students replied positively. There is a need to change that fact since it is
desirable for the students to trust their teachers and parents and collaborate with them in
handling cybersecurity risks.

The previous question was complemented with the question about the importance
of discussing online activities and the associated risks with the teachers at school. The
answers provided by the students are presented in Table 1.

Table 1. On-line topic proposed to be discussed in a school program.

On-Line Activities That Students Proposed to Be Discussed in the % of the Students from the Students Sample That Voted

Class to Ensure Being Safe When Using Them for the Particular Activity
On-line social media platforms (e.g., Facebook, Instagram, Twitter) 84%
Recognizing fake accounts/websites/emails 70%
Creating strong password for on-line accounts and devices 49%
Securely downloading applications/software/data 49%
Ensuring that the privacy of students is respected in on-line activities 45%
Using email applications in a secure way (e.g., avoiding spams) 38%
Being safe when playing on-line games 31%
Provision of secure on-line shopping 29%

Sharing files on-line (e.g., Dropbox, OneDrive) and being safe
regarding who can access the files

21%

Table 1 shows the online activities for which the students voted to be discussed during
cybersecurity courses, in descending order. A high percentage (85%) of students choose
“Being safe in social media platforms”; this is obviously the most important topic that
needs to be addressed in a cybersecurity course for high-school students. “Recognizing
fake online content” comes second with a percentage of 70%. Ensuring online privacy,
securely downloading online content, and creating strong passwords are on the list of the
top-five online activities that students voted to be discussed in a cybersecurity course, with
percentages between 45-49%.

Country analysis: A high percentage (73%) of all teachers from participating countries
selected “Being safe in social media platforms” indicating that this is the most important
topic that needs to be addressed in a cybersecurity course for high-school students. “Ensur-
ing online privacy” comes second with a percentage of 67%. With percentages between
43-45%, recognizing fake content, using email applications securely, and creating strong
passwords made the list of the top five online activities that teachers voted for to be dis-
cussed in a cybersecurity course. Similar to the selection teachers made, a high percentage
(79%) of parents chose “Being safe in social media platforms” indicating that this is the
most important topic that needs to be addressed in a cybersecurity course for high-school
students. “Recognizing fake content” comes second among the parents” answers with a
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percentage of 54%. With percentages between 38-52%, being safe when playing online
games, using email applications securely, and ensuring online privacy are among the
top-five online activities voted for by parents to be discussed in a cybersecurity course.

The last question in the survey asked about the content delivery methodology: “Which
type of methods/instruments would be more effective to be used when teaching cyberse-
curity at high school level?” The answers are presented in Table 2.

Table 2. Selection of delivery methods for teaching cybersecurity.

Selection of Delivery Methods for % of the Students from the Student Sample
Teaching Cybersecurity That Voted for Particular Delivery Method
Interactive presentations 64%

Videos 57%

Games 56%

Websites with relevant content 40%

Live chats 28%

Fishes (paper material) 15%

Massive Open On-Line Courses (MOOCS) 14%

The most popular instrument with a percentage of 64% is ‘Interactive presentations’.
Second and third are “Videos” and ‘Games/Platforms” with percentages of 57% and 56%
respectively. It was an important message that, for teaching cybersecurity courses, most
teachers and parents select the same delivery methods and in the same descending order
as high-school students, although with a slightly lower percentage of the sample. The most
popular instruments were ‘Videos” and games. The student answers were very coherent;
they did not differ in relation to the country origin. The chi square values are: p-value
0.13829137 and the statistics 3.9567849.

Country analysis: The results obtained from the teachers of the participating coun-
tries differ. For example, in Cyprus the two most preferred methods/instruments that
participants believed would be most effective while teaching cybersecurity to high-school
students are interactive presentations and live chats, whereas the preferred methods among
the teachers in Greece are videos and games/platforms, in Romania videos and interactive
presentations and in Slovenia websites and games/platforms. On the other hand, the pic-
ture is clearer regarding the least preferred methods/instruments for teaching cybersecurity
to high-school students which are MOOCs (Cyprus and Slovenia), Fishes (paper materials)
(Greece, Romania) and live chats (Greece, Romania and Slovenia). Other countries did not
provide significant results.

The survey results and the statistics showed that the high-school students’ responses
are very coherent in all participating countries in three aspects: the use of the digital devices
(mobile phone and computer), the high level of confidence in protecting themselves regard-
ing cybersecurity risk and the instruments they like for teaching and learning cybersecurity:
videos and games. The parents and teachers have expressed more diversified answers
especially in case of teaching delivery instruments. The interviews with these two groups
were expected to provide more clarification for their stand points.

3.2. The Interviews

The interviews with parents revealed more details about how cybersecurity is taught in
their children’s high schools. Despite the indicated low /medium level of awareness about
cybersecurity topics, parents revealed that the practices applied in the schools attended
by their children were diverse. In some places the topics related to cybersecurity are
part of the curriculum, in some places they are taught without a fixed schedule by the
schoolteacher outside the curriculum or just offered in special courses that are organized
occasionally, and in some places they are not taught at all. It was also pointed out that
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important topics regarding cybersecurity were not sufficiently taught at the schools because
they were embedded in other courses. The parents suggested that these topics become an
obligatory part of the high-school curriculum. They also proposed for the lessons from the
selected topics to be elaborated weekly in at least one to two hours as part of the regular
courses. Regarding the delivery methods, their opinion was that they have to be efficient
by giving real facts, accompanied with tailored campaigns about awareness, especially
regarding the contents in social media. They also suggested that they could be led by
influencers or other guests. Another suggestion was to use serious games with active
participation from students and simulating real-life situations with potential dangers as a
regular teaching method. Hands-on tasks or sessions with an interactive platform enriched
with training exercises and real examples in a controlled environment were another desired
delivery method.

The interviews with teachers were carried out with similar questions to those in the
survey but also some more specific content was addressed. Regarding the time they spent
on cybersecurity topics, the interviews revealed that teachers usually have just a few hours
per year dedicated to cybersecurity in specific classes, but some teachers spent more time
on teaching these topics outside the curriculum. Regarding the topics they think were
very relevant, they listed the following: cyberbullying, spam, phishing, viruses, strong
passwords, data encryption and data safety, safe data transfer, protection of personal data,
sexual grooming, fake accounts in social networks, and cyber privacy. Regarding the deliv-
ery methods, they listed the following methods as more effective: videos, class discussion,
doing group research together, sharing personal or friends” experiences/stories, learning
by doing, peer tutoring, interactive seminars where older students teach younger students,
documentaries about sexual grooming, and theatre games where students are role playing.
They also provided information about possible activities outside the regular curriculum
that can be offered by invited experts and from specialized organizations such as the police,
telecommunication companies, psychologists, safe internet day campaigns, presentations
by school IT specialists, thematic weeks with relevant topics, and gaming competitions.
The teachers gave positive answers to the question “Are the students very interested in
cybersecurity topics?” However, their interviews ended with this final comment: “The
level of activity of a school also depends on the principal of the school, but new programs
and courses enriched with modern delivery instruments are very welcomed and needed”.

4. Introducing Serious Games in Cybersecurity Education for High-School Students
4.1. Assessment of the Selected Cybersecurity Games

The findings of the Concordia team survey have shown that one of the most desired
delivery methods for teaching selected by all involved audiences were serious or educa-
tional games. Serious games aim at providing and engaging and in this way motivate
and educate the players [30]. They are both engaging and interactive due to the in-built
learning design. With their highly immersive nature where a student can learn for a longer
time in a relaxing environment, the games contribute to the bridging of the gap between
teachers and students. They also help students develop the relevant skills. According to
some authors [31], serious games promote the strengthening of the student curriculum
through the development of key professional skills for sustainability [30]. In the same
study, they reported that this type of active educational methodology ensures that the
training enables the acquiring of the necessary knowledge that contributes to a sustainable
development. The recognition of these findings has led to the designing of many serious
games that address different areas of sustainability focused on climate change and related
changes in the economic, political, social, environmental areas and technologies. Among
the most addressed are information communication technologies. However, when looking
at the abundance of offered serious games [32], one can come to the conclusion that the
field of cybersecurity is somehow neglected by the game designers. Most of these games
were developed within military institutions dealing with education and are not suitable to
be used in the non-military society for general education. The new demand for a skilled
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population in all EU countries has contributed to a change that is about to happen in the
area of serious cybersecurity games, as it has been found that cybersecurity education seems
especially well-suited to educational delivery methods that use environments for teaching
that are the same as where cyber-attacks happen—in networks and computer applications.
Another useful property of these tools is the applicable interactivity in the training process
that leads the learner to take decisions about his/her behavior when she/he uses digital
services [33,34]. It is very indicative that the survey among high-school students, parents
and teachers showed that they have selected videos and serious games as the most desired
vehicle for learning and training. Currently, games have been developed to be used in
education and are available on the market, however not all of them are designed with very
clear educational goals and target audiences. Taking this in account, a search for cyberse-
curity games on the web was performed and the freely available games were selected for
further analysis. The games were selected according to their properties and popularity. The
technical properties as well as the game content and the audience addressed were used as
a guide for selecting the games from different sources available on the internet [35] and
from the ten best security games that were proposed by the blog owners of web site [36].
The parameters for categorizing the games used in these sources [37] were compared with
the properties used in the evaluation that followed after the selection, and most of these
were found to be already included in the games’ applied evaluation methodology. The set
of selected games consists of includes the following:

-  Targeted Attack

—  Cybersecurity Lab

—  ThreatGen: Red Vs. Blue

- CyberSIEGE

—  Permission Impossible

- Data Center Attack

- (C54G Netism

—  Firewall administration: The Game
—  Cyber Awareness Challenge
- Keep Tradition Secure

—  Zero Threat

—  Cyber Threat Game

- Risko!

The evaluation analysis that followed after playing all games from the set showed
that the games differ in their purpose, educational goal and in their technical properties.
Some of them are made for a single player and some of them involve multiplayer strategies
where teams of players compete against each other, head-to-head in order to take control
or maintain control of a computer network or the computer itself. Most of the games are
dedicated to players from the industrial environment but some of them are applicable
for training learners from the wide public audience interested to learn more in order to
raise the awareness about cybersecurity threats and to learn how to protect themselves.
Special attention during the game evaluation was paid to their learnability and suitability
for training or educating high-school students.

The whole selected set together with the properties, source, potential audience, and
availability is presented in Appendix A.

The technical properties considered in the evaluation of the games are:

Platform: Web-based or stand-alone.
Operating System: PC or Linux or macOS.
Distribution: Whether the game is freeware or needs a license for playing, is it on
CD-ROM or run only by downloading.
e Application/client: The year of publishing—when the game became available for
public use.
Label: The name of the team that has developed the game.
Is it a single or multi-user game: Whether the game is played by one or several players
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Dimension: Whether the game is presented in a 2D or 3D environment.
Group: To which main group the game belongs (according to TULIP classification):
Table-top or Networking, or Firewall, or General topics.

e  Genre: Whether the »game-flow« has been played in a form of Roleplay-Character, as
an Adventure, as a team Competition or as a game of Playing cards.

The e-learning properties and the learnability of the game considered in the evaluation
are the following:

o  Competitive or Non-Competitive: Whether the game is based on taking decisions by
the player of the game or by the other »outside« participants (for example: the bots
participating in the game).

e  The Degree of complexity: The complexity of the computer model that is underlying
the game scenario.

e  The Feedback system: Whether the results are shown with the scores achieved during
the progress of the game based on the collected experience points collected by the
learner, or are they presented as the upgrade level in the game summary reports
prepared for the learner.

e  Deterministic or stochastic: Whether the game is stochastic by nature or prepared as a
deterministic game that has a fixed rule scenario.

e  Background knowledge: The kind of background knowledge required for playing the
game (basic knowledge of ICT, intermediate, advanced or a pure beginner knowledge
level (general public).

e Learnability and the learning outcome: Whether the game shows a clear learning goal
in order to be classified as educational or a serious game. It should include a known
and recognized learning process (e.g., based on some known educational theories) and
the »game-playing« should assure that the educational goal can be achieved when the
player finishes the game with a positive outcome or a certain level of scores.

e  Clear goal: The game has to clearly show the purpose of cybersecurity gaming. It
should be clear whether the game is dedicated to training cybersecurity skills, just
learning a single cybersecurity topic or solely building the awareness of cybersecurity.

e  Target audience: The target audience of the game can vary depending on the level of
cybersecurity education the game is designed for. Cybersecurity games have different
target audiences, such as: General (Public), High-school students, IT Professionals
(employees, educators, mentors, teachers, trainees); their usage depends on the level
of background knowledge each audience should have.

4.2. High-School Student Class and the Playing of Serious Games about Cybersecurity

The evaluation process that was aimed at finding games that can be applied in the
context of high school education resulted in a smaller set of three games that promised
be useful in the teaching of high-school students about some fundamental cybersecurity
topics. The games selected were: Target Attack, Permission Impossible and Keep Tradition
Secure. Each of the selected games is briefly described below:

(a) Target Attack

This game is a type of immersive simulation game created by Trend Micro Ltd. It can
be used to help students acquire system cybersecurity skills and to prepare the student to
make the right decisions for avoiding the devastating consequences of a major data breach.
The game is based on the principle of adventures where the player takes a fantasy role in
an episodic adventure story. More than any other genre, adventure games depend heavily
upon the underlying story and lead the single player to acquire experience in dealing with
modern digital technology. The player steps into someone else’s shoes and is exposed to a
challenge of a data breach. The actions to be performed by the player are supported by an
internal security team helping the player to solve the tasks correctly.

(b) Permission Impossible
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Permission Impossible is an online game designed to teach students without any
background in cybersecurity to understand and learn about firewalls. The aim of the
game is to introduce the firewall terminology to students and present the concepts of how
computer protection can be provided with a firewall application.

The player of the game learns by passing different levels of knowledge. The initial
levels are supported with detailed instructions, while the higher levels require to apply
more knowledge to solve the tasks. The learner gets an avatar called Roboto who guides
him/her through the game by providing hints how she/he can complete the tasks and
achieve the required level.

(¢) Keep Tradition Secure

Keep Tradition Secure is an online game that can be played anywhere using a laptop,
desktop, tablet or a mobile device. The game is designed as a set of tasks that help the
hero of the game known as “Good_Bull” to track a hacker named “Bad_Bull”. The game
resembles a quiz with questions about cybersecurity. If the questions are answered correctly,
the player gets a clue intentionally left by the hacker and can continue the game. The game
is a learning tool for acquiring basic cybersecurity knowledge. It helps the students to
become aware of everyday threats when browsing the internet.

The three games were offered to a third-year class of 25 students of the high-school
Poljane in Ljubljana to be played for a month. The students’ trial process was carried out
the One-group Pretest-Posttest approach [38]. More than one half of those involved in the
trial sent answers to the trial questions. The involved two experts and the class teacher
evaluated the understanding of the game topics and the satisfaction with playing games by
evaluating the responses to the following questions:

(@) Which game property did you like most? Possible answers: Playfulness, Good
scenario, Possibility to learn.

(b) Did you find the games to be fun? Possible answers: Yes, So-so, No.

(c) Did you manage to learn something by playing the games? With possible answers;
Yes, A little, No.

The Likert scale associated with the answers was rated as follows:

2.51 to 3.00: indicates a high satisfaction level, or clear positive answer like “yes”.
1.51 to 2.50: indicates a moderate satisfaction level, or a “so-so” answer.
1.00 to 1.50: indicates a low satisfaction level.

The results have shown that the satisfaction of playing games was high, as it was
assessed with an average score of 2.74. A similar level of satisfaction was shown for
playfulness, as the students liked this most with an average score of 2.93. Among the
games offered, the game that was found to offer most fun was the “Target attack” game,
compared to the two others that received less positive scores. The last question had the
intention to reveal how well the students are able to understand the subject taught by the
game scenario. The positive answer received an average score of 2.11 which indicates that
the cybersecurity topics of the games were understood by the students. These results are in
line with the main current trends of e-learning where serious games are becoming part of
the sustainable environment [38].

5. Discussion and Limitations of the Study

The sample size of collected answers was not as large as expected because the audience
from nine European countries was initially invited to participate, and this can be understood
as an indication that this target group cannot be easily reached through the usual means
of communication and information channels. Even though there is a confirmed concern
for cybersecurity and cyber safety among parents and teachers, they do not seem to be
prepared to pre-emptively look into a search for relevant content. More coordinated actions
with campaigns and e-mails through school networks should continue with the support
and permission of governmental agencies (e.g., ministry of education or associations of
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high schools). The number of people that accepted to give an interview was not as high as
expected, which shows the participants’ reluctance to further engage with an online survey.
Yet we can claim that the analysis of the survey data provided general observations on
the existing status of cybersecurity topics taught in high schools in the EU. The interviews
reveal various diversities, not only in the level of cybersecurity/cyber safety in education,
but also in the way it is addressed among different institutes. Some schools have already
included courses in their curriculum while others have not. That some schools have not
specified a reason for not offering courses, such as a lack of knowledge/experts/materials
to teach such courses, gives the impression that there is also a lack of interest in school
principals to deal with the matter. External courses (outside school hours) were found
in some cases, but these are independent efforts (e.g., support from the Munich police)
and not a common practice across the EU. Another aspect not equally treated within
schools is handling incidents such as, for example, online harassment. Answers indicate
that there is not always a protocol to follow the incidents, and in the institutes that have
these protocols, the actions to be followed in case of an incident differ very much. Finally,
participants gave diverse answers when asked about their opinion about what should be
changed in the existing teaching, courses, and curriculums. There were answers stating that
considerable changes are needed, but also an answer was received that changes were not
needed as she/he strongly supports their school’s current curriculum. Despite the many
differences between the participants and their high schools, the current status suggests
further actions need to be taken for promoting cybersecurity /cyber safety in high school
education as the various topics pointed out by the participants” answers seem to converge.
All participants seem to agree on the importance of cybersecurity in education and the need
to form a long-term mission instead of providing some additional courses in a curriculum.
Furthermore, they all agree that there is a need for more interactive courses (hands-on
experience) which would simulate actual circumstances and demonstrate how to properly
react to them. Another point of agreement was that all parents and/or teachers believe
that students overestimate their skills and ability when it comes to protect themselves from
online risks. At the same time students feel that they are more capable to address online
risks than their parents/teachers think they are. This can be attributed to the generation
gap, however it can be argued that in many cases younger people are more familiar with
technology and they can in fact be capable of better understanding these risks as they
are more familiar with the digital technology. The study of the selected games among
high-school students was somewhat restricted as it was limited to one class and to only
three games and by the time offered for playing the games. The students’ reaction was
generally positive, they liked very much the simplest game which resembles a quiz, but
the one designed as adventure received the most positive replies from the students. The
trial shows that the process for making the decision about which of the games on the web
should be selected and used in the teaching process [39] is very complex. The evaluation of
game properties can help, but the most important aspect that must be considered along
with the learnability of the selected topic is how the students will react and whether the
game answers the needs for training special cybersecurity skills that should be part of the
new curriculum [40,41].

If we summarize the findings, the following points can be highlighted. Firstly, there is
a high interest in cybersecurity among teachers, parents, and students but there is a gap be-
tween education and the community of cybersecurity experts, and the high school audience
is somehow neglected. This gap affects the communication between these two groups and
consequently the ability to design and apply context-specific solutions. The second point
is that participants describe very diverse practices in the cybersecurity education across
European institutes, but they all seem to agree on the necessary steps that must be made
to provide sustainable education in this important area. An indicative example is that all
participants agree on the need for interactive courses on cybersecurity to be introduced
into the education, with the support of games with relevant cybersecurity topics that need
to be introduced in the education [36]. The designing of such tools is very demanding.
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The selection from the available range of serious games to be used in the teaching process
requires much more efforts from specialized fields, i.e., technical, pedagogical and social
expertise, if compared with other educational materials. Another aspect that has been
identified has to do with the lack of coordinated actions and initiatives across the EU to
support schools and their students as an active part of the EU population that needs to
acquire cybersecurity skills. Currently, cybersecurity education is either provided as an
additional topic inside computer science courses or through independent activities orga-
nized by external providers and agencies [29]. Furthermore, the lack of central coordination
and well-defined protocols and strategies also affects the ability to identify and respond to
incidents and assure the smooth development of a sustainable digitalized society.

6. Conclusions

The presented study about teaching cybersecurity in high school should be understood
as an input to help build sustainable education in the area of cybersecurity. The study
has revealed the most important topics that need to be introduced into the high-school
educational program. They are: “Being safe in online social platforms, “Recognizing
fake accounts”, “Ensuring privacy in online activities”, “Creating strong passwords”, and
“Using email applications in a secure way”. The topics “Secure online shopping”, “Sharing
files online” and “Securely downloading” that were not selected as important topics by
the students were added to the list of topics to be taught due to parents’ requests. The
most appropriate format for the materials that need to be developed was identified as
videos, interactive presentations, and serious games. During the interviews, teachers and
parents insisted on having interactive instruments in which real facts are presented to the
students. However, these tools require a specific assessment of properties, educational goals,
and suitability before being introduced into the educational process [40]. The areas not
sufficiently covered by existing programs were identified as well as the missing protocols
about how to detect and handle online risks when they occur. The limited time spent in
relevant courses and seminars and the lack of the students’ experiences with real threats
makes it difficult to adequately cover the detecting and handling of online risks. Making
the students confident regarding the detection and protection from cybersecurity risks is
another task that needs to be undertaken in line with the envisaged education. Increasing
the time and the frequency of cybersecurity courses and presenting the threats in a more
practical than theoretical way can help improve the effectiveness of existing programs.
Additionally, during the interviews, it became evident that cyber-safety topics, such as
cyberbullying, sexual grooming, privacy, etc. are more discussed than cybersecurity topics
such as cyber-attacks, spam, and viruses. This is an indicator that existing programs focus
more on the spreading of the awareness on cyber-safety topics than real cybersecurity stuff.

The studies presented in the paper have also shown that the cybersecurity education
requires innovative approaches for building the skills for sustainability development by
introducing cyber ranges and serious games that have proven to be more effective in devel-
oping the required cyber-related skills. These approaches enable the required interactivity
in the training process that leads the learner to take decisions in a safe environment which
is similar to real life; this accelerates the learning process. However, the designing and the
selection of appropriate serious games is a long and demanding process.
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Appendix A

Table Al. Evaluation of available serious games for cybersecurity education.
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