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Abstract: Water and water management, which also includes wastewater treatment plants (WWTPs),
are considered essential elements critical infrastructure. A disruption of their operation can result in
the discharge of wastewater into the environment without having been adequately treated. This can
cause health problems, contamination of soil, groundwater and surface water, etc. In order to provide
operational safety and sustainability of WWTP operation, it is necessary to establish protection
against potential risk activation, together with risk minimization and enhanced preparedness to
address the risks. The article deals with the application of risk management stages on the selected
object of the municipal WWTP facility in the form of a case study. The risk identification phase
consisted of the identification of assets and risks. The assets were grouped together due to the
complexity of the WWTP operation. A combination of methods, a safety audit, a checklist and
semi-structured interviews were used to identify the risks in three iterations. A risk register was
created as a result of the risk identification phase. Subsequently, a risk analysis was carried out, in
which the scenarios of the risk impact on the assets were examined, the index levels of probability
and impacts were determined, and the risk estimate was performed. The Bowtie Analysis Method
was used to illustrate the causes and consequences for one of the critical risks. The result of the
study is the risk evaluation identified undesirable and unacceptable risks for which risk management
methods were proposed

Keywords: environment; risk; risk management; risk analysis; risk assessment; sustainable develop-
ment; wastewater treatment plant (WWTP)

1. Introduction

Municipal wastewater treatment plants (WWTPs) represent public benefit processes
focused on the achievement of environmental objectives (promotion of water reuse, protec-
tion of the aquatic environment, improvement the aquatic ecosystems status [1], reduction
of environmental contamination) rather than economic benefits [2]. Wastewater treatment
is an essential process in society [3], therefore it was included among the Sustainable
Development Goals [4]. The European Union has responded to the need to guarantee
these processes by issuing regulations [5,6] aimed at reducing of surface water pollution
by municipal wastewater. This requires the European Union member states to ensure that
discharge of urban wastewater and its effects are monitored [7].

A financial support to build and renovate wastewater management systems was
provided to the European Union member states in order to assist achievement this goal.
This contributed to the fact that only 2.3% of the population in the European Union still
live in households without basic sanitary facilities [8] whereas the share of the European
population with access to sewerage systems averages at 65–100% [9].The WWTP is a
complex technological facility. During its operation internal sources of risks can be activated
while being simultaneously affected by external risks. Project documentation, operating
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rules, operating logbook, quality certificates, etc. contribute to risk minimization and
provision of operational safety [10] in the WWTP design and operation phase. Despite the
implementation of safety and mitigation measures, it still represents a process, in which the
reliability of the human factor, technical equipment and financial resources play their role.

For this reason, it is necessary to implement a continuous risk management process
for WWTP operation.

Literature Review

Prior to the actual implementation of the risk assessment on the selected WWTP, the au-
thors of the article have gathered information and facts from their previously implemented
activities within the risk management. The scientific literature research for the risk identi-
fication phase was focused on the identification of risks related to the WWTP operation.
Its implementation identified external risks of terrorism, floods, strong wind/hurricanes,
earthquakes, glaze, icing, cyber security breaches, pandemics (causing the absence of key
personnel) and power outages [11,12].

Some studies also focus on assessing the climate change impact in relation to the
efficient performance of the WWTP [13,14]. The impact of climate change on the WWTP
performance was assessed in the study by Abdulla through three parameters: biochemical
oxygen demand (BOD); chemical oxygen demand (COD) and total suspended solids (TSS).
The study concludes that the difference in the performance of WWTP in the winter period
can be seen as a result of the decrease in the precipitation amount. This phenomenon
may subsequently lead to a high BOD and COD load due to the reduction in the amount
of the infiltrated precipitation water into the sewerage system. In the summer, on the
other hand, the influencing factor caused by climate change tends to be the increase in the
temperature [13].

Reuse of wastewater is becoming increasingly unavoidable as a result of the dynamic
climate change due to the growing scarcity of water resources. On the contrary, green-
house gases associated with nitrification/denitrification processes occur as an intermediate
product during wastewater treatment. They are emitted into the atmosphere [14].

Other factors that affect the quality of treated water are pollutants such as personal
care products (PCP). Current research examines some of the major components commonly
found in PCPs, focusing on their toxicological profile, their influence and the effect on
WWTPs worldwide as well as their persistence and biodegradability [15]. Purified water
can, among other things, be used for irrigation in water-scarce areas or enriching surface
water bodies. For these reasons, it is important to know the types of additives in the PCP
products and monitor their presence and impact on WWTP resources together with their
behavior in the environment [15].

An expert study [16] deals with the continuous improvement of the infrastructure
resilience, especially of wastewater treatment plants (WWTPs), which play a key role in
the life cycle of cities. Changes in the hydrological response of river basins due to urban
development, population growth, global warming and sea levels rising have increased
the frequency and intensity of floods. The sustainability of flood activities requires a
better understanding both of flood risks as well and the infrastructure functioning in the
context of resilience, ways of the risks impact mitigation, rebuilding adaptive factors, etc.
Karamouz et al. (2019) deal with the implementation of these measures in their article.

The above-mentioned external threats to WWTP operators are less manageable, de-
spite this, they can be prevented by introducing both offensive and defensive measures.
Internal sources of risks include obsolete WWTP infrastructure and its subsequent de-
struction or failure, moving machine parts (screens, rakes, conveyors and more), chemical
leakage, communications and their unevenness, height differences, pollution, site lighting,
tripping [11,17,18]. Since most of the WWTP technology is activated automatically, it is
essential to have well-secured facilities where machinery and equipment are used, and
the operator should pay close attention to the movement in the location around these
facilities [17].
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Recurring operational errors occurring in the WWTP facilities include the risk of
non-compliance with work procedures, such as leaving tanks and pits open. In this way,
the WWTP operators neglect proper handling of the heavy lids (covers) securing these
entrances, which can result in falling into a pit or even drowning [19]. Another negative
phenomenon is damage to electrical wires or their covers, which can result in electric
shock [18]. Last but not least, a worker (professional operator) in the facility comes into
direct contact with wastewater or bioaerosols [20–22] that can cause infectious diseases [23],
acute toxic effects, inflammatory and allergic diseases, chronic obstructive pulmonary
diseases (COPD), fetal harm and cancer [24–26]. Other examples of occupational safety
procedures violation may include unprofessional handling of chemicals (flocculants, dis-
infectants, etc.) [27] or direct contact with compounds created in wastewater treatment
processes (hydrogen sulfide, methane) without the use of body and respiratory protective
equipment [28].

The WWTP operator is responsible for systematic and continuous provision of oper-
ational safety, including risk minimization under both normal and abnormal operating
conditions [29]. The execution of this task can be carried out through the tools of business
continuity planning and risk management, which takes into account both the internal and
the external context of the organization (system), including the interaction of stakeholders.
The purpose of the risk management is to create value and protect value. Its application
can increase performance efficiency, support the achievement of goals and contribute to
the development of innovation [30].

The presented analysis of scientific literature and studies shows that the current
research focuses on individual risks related to the WWTPs operation and their treatment.
The risks are not, however, addressed comprehensively, and or interconnectedness of
operational, object, health and natural disaster risks arising from the WWTP operation is not
considered. Based on this fact, the research described in the article aims to implement a case
study of the WWTP risk management. The case study identifies technological, operational,
health and environmental risks arising from the WWTP operation. A combination of risk
identification methods was used to identify the risks in order to minimize the disadvantages
of the individual methods used, and at the same time a complete assessment of the
WWTP operation was performed, as recommended by Łój-Pilch and Zakrzewska [31] and
Coze [32]. The authors of the study did not address ecological risks due to the complexity
of mutual ecosystem interactions and the valuation of environmental loss. Furthermore,
they did not address the quantitative microbial risk assessment due to the unavailability of
data. The proposed risk minimization measures, based on the risk assessment results, shall
contribute to increasing the WWTP daily operation intensity as well as to protection of the
population and the environment.

The case study was carried out in a small municipality in the Slovak Republic. The
WWTP operator has not yet implemented any risk management. The case study provides
relevant data on the identified risks, their levels and proposes measures to minimize them.

2. Materials and Methods

A case study of the operated WWTP risk management was carried out for a small
municipality with 2123 inhabitants in the Slovak Republic. It is a mechanical–biological
treatment plant, which was designed for 1250 equivalent inhabitants. The WWTP forms
a set of facilities and equipment for the sewage water treatment fed to the treatment
plant from the municipality by the existing sewerage system before its discharge into
the recipient.

General risk management procedure according to ISO 31000 [30] was used for the
implementation of WWTP risk management which was extended by the authors’ approach.
The authors [33] explain how to proceed in the risk identification and risk analysis phases
in more detail than ISO 31000 [30]. The use of these two general approaches enabled the
authors of the article to define in more detail their implementation procedure of WWTP risk
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management. Figure 1 is based on general approaches [30,33] and extended by a specific
implementation procedure of the research authors, which is further described in Section 3.
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The applied risk management process for the WWTP was performed using interrelated
activities. The article in Section 3 deals with the presentation of the results from the scope,
context, criteria, risk assessment and risk treatment phases.

The purpose of establishing the scope, the context and the criteria is to customize the
risk management process, enabling effective risk assessment and appropriate risk treatment.
Scope, context and criteria involve defining the scope process, and understanding the
external and internal context [30]. This is important for the quality and applicability of the
assessment results. If the risk assessment objective is not clear from the beginning, it is not
likely that the assessment answers the questions that need to be answered [34].

Risk assessment is the overall process of risk identification, risk analysis and risk eval-
uation. Risk assessment should be conducted systematically, iteratively and collaboratively,
drawing on the knowledge and views of stakeholders [26]. Risk identification is one of
the crucial steps in the whole process. If the risk is not identified, it cannot be included
in the risk analysis. Various structured or unstructured, qualitative or quantitative risk
identification methods were used in this step.

The risk identification team used documentation reviews, safety audit, semi-structured
interviews and a checklist to identify the risks. Documentation reviews are a method based
on studying the documentation of the examined object and subsequent identification of
potential risks. The technique was implemented in the following steps [35]:
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• Identifying the available source of project documentation;
• Identifying appropriate parties to review the documentation;
• Reading the documentation with an eye to risk and document;
• Cataloguing any risk issues;
• Communicating any new risk.

This technique did not require any special skills, only knowledge of the processes de-
scribed in the reviewed documentation and an idea of potential risks existence in them. The
outputs identified the risks, sources of risks and triggers captured during the analysis [31].

Safety audit was carried out by a small team, which, with the help of knowledge
resulting from documentation reviews, interviews or checklists, identified deviations from
the normal state [35–37]. Safety audit serves as a proactive [38] and systematic tool for
monitoring safety and sustainability. The safety audit consisted of inspections, in which
interviews with employees were used or checklists were filled in. Based on the results of
the inspection, corrective measures or even re-audits were planned.

Semi-structured interviews represent the means of obtaining in-depth information
and opinions from individuals. A set of questions needed to be created to use them.
Semi-structured interviews are based on asking questions to respondents from a prepared
set. A semi-structured interview allows more freedom for conversation when analyzing a
problem [39].

A checklist is a procedure based on a systematic check of the fulfilment of predeter-
mined conditions and measures. This means that its application assesses the state of a
particular system. Depending on the complexity of the system, these can be simple or
complex forms [39]. The procedure for applying this method is as follows [35]:

• Creation of a checklist and its subsequent validation;
• Checklist application—obtaining answers;
• Result evaluation.

Part of the risk identification phase is also asset identification, their vulnerability,
sensitivity and criticality. The output of this phase was a created risk register [35,36]. The
risk register expresses the relationship between the risk and its impact on the asset, which
enters the risk analysis phase.

Risk analysis includes a detailed assessment of the consequences, probabilities, sce-
narios, uncertainties and risk management measures taken so far. Risk analysis can be
undertaken with varying degrees of detail and complexity, depending on the purpose of
the analysis, the availability and reliability of information, and the resources available [30].
The Bow Tie Analysis method is often used in the risk analysis phase. The technique is
used to graphically display and communicate risk information in situations where an event
has a number of possible causes and consequences. The Bow Tie diagram links the hazard
and the consequences through a series of event lines and illustrates the “routes” to accident.
The barriers that have been, or are planned to be, implemented are linked to the event lines
to which they are relevant. It is a simplified representation of the Fault Tree Analysis and
the Event Tree Analysis [35,39,40].

The results of the risk analysis phase are displayed in the risk matrix [30,41]. The
risk matrix is a way of displaying risks according to their impact and probable possibility
of occurrence. The degree of risk acceptability was also determined as part of the risk
matrix creation.

Risk evaluation involves comparing the results of the risk analysis with the established
risk criteria to determine where additional action is required [30].

The purpose of the risk treatment is to plan and implement measures for selected
risks [30], with priority given to the most serious risks. Risk treatment that deals with
negative consequences is sometimes referred to as “risk mitigation”, “risk elimination”,
“risk prevention” or “risk reduction” [42]. Risk treatment must be carried out in accordance
with the duties and objectives of the organization. When choosing risk treatment options,
it is necessary to consider all the obligations, responsibilities and tasks of the organization
with the relationships and views of stakeholders [43].
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Recording and reporting is used to document the results and their changes. It is an
integral part of the organization management and the entire risk management process.
Monitoring and reviewing serves for continuous improvement of the risk management
process quality with an emphasis on risk activation prediction. Communication and
consultation serve to understand the risks by all stakeholders and to obtain feedback.
These phases are not dealt with within Section 3.

3. Results and Discussion

Implementation of WWTP risk management was started in accordance with the
defined methodological procedure in Figure 1 and its description in Section 2.

3.1. Scope, Context, Criteria

This step was crucial as the entire risk management process, in particular the decision-
making process about selecting appropriate methods for risk identification and analysis,
was adapted according to it to enable risk management.

Risk management was applied at the operational level, which influenced the definition
of the objective and scope. The case study aimed to carry out a risk assessment for the
operated WWTP and, based on the results, to propose countermeasures to increase the
operational safety and minimize the impacts on population and the environment. The
output was a proposal for risk management measures to deal with the risk based on the
results of a semi-quantitative risk assessment.

Based on the available sources and the obtained information, the research team first
performed a characterization of the WWTP operation, which was necessary for determining
the boundaries and context of the assessed system. Collection of information continued
in the next stages based on the requirements of the researchers. In this step, the use of
appropriate risk identification methods was also considered. Risk management had not
previously been carried out at the WWTP in operation, so the criteria for method selection
were established as follows—they must be:

• Applicable both in the short and medium-term horizon;
• Applicable both at organizational or project level;
• Easy to use;
• Applicable for a small team of evaluators (up to about 10 people) performing risk assessment;
• Have low or medium specialist expertise level for its proper use;
• Applicable to the strategic, tactical and operational levels of a decision-making process;
• Require a low or medium initial need for information;
• Should rather use a qualitative method.

It was decided to use a combination of several risk identification methods based on
the established criteria. This resulted in the use of documentation reviews, a safety audit
combined with interviews and a checklist which general procedure and principles of use
were described in Section 2.

The boundaries of the system were chosen in accordance with the boundaries of the
WWTP operation. The internal context was determined in accordance with the task of
the company operating the WWTP, i.e., to contribute to providing safety of the WWTP
operation through the risk management implementation. The external context was related
to safety, primarily to the population and the environment, as well as to the municipality
in which the operated WWTP is located.

3.2. Risk Assessment

The implementation of the risk assessment was divided into 3 steps in accordance
with ISO 31000 [30].

3.2.1. Risk Identification

This step was divided into 2 interrelated steps, the asset identification and the
risk identification.
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The first step was to identify the assets. The identification of assets was based on
documentation reviews.

The internal documentation that the members of the safety audit studied included:

• Standards observed;
• Results of previous inspections, audits, etc., procedures for commissioning, normal

operation, shutdown and occurrences;
• Injury reports;
• Accident reports;
• Maintenance records (device inspections, tests, inspections);
• Characteristics of process materials.

A list of assets of the operated WWTP was created based on the documentation
reviews, where damage or malfunction had a significant impact on the fulfilment of the
WWT task. The purpose of each asset was described within the asset characterization.
The characterization and description of the purpose of individual assets showed that it
is possible to group some assets according to their fulfilled purpose in the WWTP. An
overview of key grouped assets in the analyzed WWTP is given in Table 1.

Table 1. Identified grouped assets of the assessed WWTP.

1 Sewer inflow shaft

2 Pumping station—rake basket, submersible sludge pumps, lifting equipment (pulley)

3 Pipes and open gutters with wastewater and sludge throughout the complex

4 Blowing system

5 Biological reactors, activation, primary and secondary sedimentation tanks

6 Automatic information and control system (software)

7 Sludge management (sludge thickener tank, sludge pump, sludge dewaterer)

8 Discharge facility (measuring facility, Parshall trough)

9 External facilities and communications around the WWTP area

10 Professional WWTP operator
Authors’ own source.

The second step aimed to identify both the internal and external risks that affect
or may affect the WWTP activities. This step represented a crucial step in the whole
case study. A combination of documentation reviews, safety audit, check-list and semi-
structured interviews was used to identify risks. The whole process of risk identification
was performed iteratively, as all the risks of the individual subsystems had not been
identified at the WWTP site during the first investigation. One iteration was performed in
collaboration with an external expert. A total of 3 iterations, in which all risk identification
methods were applied simultaneously, were performed. This approach provided the
implementation of a comprehensive risk identification for the WWTP operation.

A photo documentation of individual elements of technology/assets was performed
as part of the first safety audit, the researchers performed a characterization of their
vulnerability, criticality and resilience, and described the measures implemented so far to
reduce the risk impacts.

In subsequent iterations, conditions and operational activities, that could lead to
deviations from the normal state, non-compliance with normative legal acts, injuries and
accidents were identified, subsequently risks were identified and the impacts of their
operation were described. Pre-prepared semi-structured interviews and a checklist were
used in these iterations. Members of the safety audit asked the WWTP employees questions
from a pre-prepared list. The semi-structured interview was chosen because it allowed
additional questions to be asked based on the employees’ answers. The questions were
created open and each question covered one issue. Thanks to this method, thorough
information about the operation and activities carried out at the analyzed WWTP was
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obtained from the WWTP employees. The checklist was created as a simple checklist based
on the WWTP operational documentation, retrospective data and normative legal acts
governing the WWTP operation. The checklist was subsequently evaluated on the basis of
the yes/no answers. Each answer to the question was equivalent. Part of the checklist is
given in Appendix A. The results of the semi-structured interviews and the checklist were
compared with the findings of the safety audit members and were used for the purposes of
the risk register creation.

The researchers identified 58 risks, a significant part of which were related to techno-
logical risk, health risks, natural risks and human failure. Examples of identified risks:

• Outflow of sewage and sludge;
• Reduction in sludge pump performance;
• Reduction in cleaning efficiency;
• Electric shock;
• Spread of infectious diseases;
• Fall;
• Slipping;
• Non-functional software;
• Heavy rainfall.

Based on the results of the retrospective data, safety audit, semi-structured interviews
and scientific literature research, a register of risks was created for the researched WWTP.
The risk register provided a comprehensive overview of whether the risk affects the asset.
Table 2 shows an example of a risk register where the cross indicates the relationship
between the risk and the asset. The asset numbers in Table 2 correspond to the asset
numbers listed in Table 1. All identified links were subsequently included in the risk
analysis and risk evaluation.

Table 2. Example of created risk register for the selected WWTP.

Risk
Assets

1 2 3 4 5 6 7 8 9 10

Fall x x x x x x x

Intoxication x x

Hearing damage x x

Electric shock x x x x

Clogging of the rake basket x
Authors’ own source.

The researchers determined parameters for each identified risk, danger level and moti-
vation and approach in order to subsequently determine the description of the probability
of risk activation.

3.2.2. Risk Analysis

The purpose of risk analysis was to understand and describe the causes of risk ac-
tivation, including the determination of their activation levels for each analyzed asset.
Impacts were described for individual assets and they were assigned to the levels. The
scenarios acting on each risk were assessed. On this basis, the probability of risk activation
was determined for each risk acting on the asset. In this step, semi-quantitative impact
and probability description scales developed for the study were used. Existing measures
and their functionality were taken into account when determining the individual levels of
probabilities and impacts.

The determination of risk activation levels was based on retrospective data on the
occurrence of risks in the previous period, if there were records in the internal documenta-
tion, and on the experience of the researchers. Therefore, the subjective verbal probability
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of risk activation was determined. The set verbal and index expressions of risk activation
are given in Table 3.

Table 3. Verbal and index expressions of the risk activation probability.

Verbal
Expression of

Probability

Index
Expression of

Probability
Description of Probability

Negligible 1 The occurrence of the phenomenon is almost ruled out,
almost zero.

Low 2 The occurrence of the phenomenon is unlikely
but possible.

Medium 3 The phenomenon will certainly occur in a given time.

High 4 The phenomenon occurs quite often in a given time.

Very high 5 The phenomenon occurs very often, respectively it
is continuous.

Authors’ own source.

Research took into account the results of the sensitivity, criticality and vulnerability
analyses of individual assets to describe the impacts. Since it is a complex technology,
its individual elements have different prices and are all necessary for quality wastewater
treatment, the description of the impacts was approached verbally. Another reason why a
verbal description was used was the complexity of the issue of financial quantification of
environmental loss. Solely in the case of human health impact assessment, the duration
of treatment was taken into account. Table 4 provides a verbal and index expressions of
the impacts.

Table 4. Verbal and index expressions of the impacts.

Verbal
Expression
of Impact

Index
Expression
of Impact

Qualitative Description of Impact

Marginal 1

Impacts are almost insignificant for the analyzed facility, minor injuries of employees do not
require medical treatment or home treatment, no wastewater treatment is necessary, the quality
of discharged water is without changes, slight damage to the treatment plant building, water
supply is not significantly limited.

Boundary 2 The impacts are insignificant for the analyzed facility, injuries to employees require a treatment
period of 1–10 days on sick leave, the quality of discharged water is without changes.

Serious 3
The impacts are serious for the analyzed facility, injuries to employees require treatment for more
than 10 days on sick leave, the impacts affect the treatment technology, the quality of discharged
water is at the edge of the permitted limits.

Extensive 4

The impacts are quite extensive for the analyzed facility, injuries to employees have permanent
consequences, treatment technology is interrupted, the quality of discharged water exceeds the
permitted limits, necessary interruption of activities and renewal of WWTP technological parts,
impacts affect both the residents and the environment.

Catastrophic 5
The impacts are catastrophic for the analyzed facility, it is not possible to resume operation, death
of employees, wastewater is discharged directly into the recipient, serious risk to the
environment and the health of the residents in the vicinity of the recipient.

Authors’ own source.

The created risk register was used in the risk analysis phase to create scenarios on the
basis of which the probability of activation of each risk and the extent of impacts for the
relevant asset were determined. Each risk was assigned an index value from Table 3 and
the impact on assets were assigned an index value from Table 4.
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The risk analysis used the Bowtie Analysis method, which was used to display
and communicate information about the risk, where the occurrence had a number of
possible causes and impacts. At the same time, its graphical representation showed suitable
preventive and reactive elements that can contribute to the reduction of the currently
unacceptable risk of spreading an infectious disease. An example of a Bowtie Analysis [26]
for the risk of spreading an infectious disease in the employee(s) is shown in Figure 2. The
example for this risk was chosen because the safety audit revealed non-compliance with
occupational health and safety (especially unuse of personal protective equipment) and not
following safety procedures, i.e., insufficient functionality of preventive risk management
elements. Their application would significantly reduce the risk and increase the human
health protection.
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Risk estimation was performed based on a combination of probability and impact.
Based on the indices specified in Tables 3 and 4, the risk could take values in the interval
〈1;25〉. The research team set four levels of risk. Each level was assigned a characteristic
in relation to the subsequent risk treatment or risk monitoring. The characteristics of
the individual risk levels are given in Table 5. The results of the risk estimation were
subsequently entered into the risk matrix. They can be seen in Table 6. The R designation
indicates the risk and the number indicates the serial number of the estimated risk.

3.2.3. Risk Evaluation

At this stage, the results of the risk analysis were compared with the set risk levels, in
particular with the reference level, which was set at value 9. The value of the reference level
was set based on an estimate of the research team with regard to the objective and scope of
the risk assessment set out in point 3.1. The risk estimate resulted in finding that 5 risks are
negligible and 17 risks are acceptable. In accordance with the established characteristics of
the risk levels given in Table 5, the operator was recommended only to monitor the risks
and to maintain the already existing countermeasures. Most of the estimated risks were
above the established acceptance limit. For 25 undesirable and 11 unacceptable risks, the
operator was suggested to consider risk treatment options. All these risks must be moved
to the risk treatment phase.
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Table 5. Characteristics of the risk levels.

Interval Risk Risk Level Description

〈1;3〉 Negligible The risk is negligible for the subject, there is no need to implement
countermeasures, only to monitor the risk.

〈4;8〉 Acceptable
The risk is acceptable for the subject, countermeasures can be
implemented following the decision of the company management, it is
important to monitor the risk.

〈9;12〉 Undesirable The risk is undesirable for the subject, there is the need to implement
countermeasures.

〈15;25〉 Unacceptable
The risk is unacceptable for the subject, immediate implementation of
countermeasures, or considering the termination of the
subject’s activities

Authors’ own source.

Table 6. Risk matrix for WWTP operation.

Probability
Impacts

1
Marginal

2
Boundary

3
Serious

4
Extensive

5
Catastrophic

1 Negligible R23 R35 R6 R24, R45

2 Low R25, R46,
R54

R4, R15, R17,
R26, R32,
R49, R50

R5, R8, R13, R 39,
R42 R57 R22, R34

3 Medium R2, R20
R1, R3, R7, R11,

R14, R16, R19, R21,
R27, R47, R52, R53

R18, R28, R
30, R38, R40,

R56
R33, R55

4 High R31, R41, R44, R48 R10, R29,
R36, R43, R58 R9, R12

5 Very high R51 R37
Authors’ own source.

Figure 3 shows the distribution of the occurrence of individual undesirable and
unacceptable risks for individual assets. The asset numbers correspond to the asset numbers
in Table 1. The most undesirable and unacceptable risks affect the assets in the biological
reactors, activation, primary settling and final settling tanks. These assets are crucial for
the efficient biological wastewater treatment. Three unacceptable risks affect the pumping
stations—the rake basket, the submersible sludge pumps, the lifting equipment (pulley)
and two unacceptable risks are associated with the effect on the asset of the WWTP operator.

3.3. Risk Treatment

Risk treatment was designed with regard to the internal and external context, with an
emphasis on age, condition, safety, capacity and compliance with the growing requirements
of normative legal acts for the operation of WWTPs. In total, 58 safety recommendations
for risk treatment were proposed to the operator without their more detailed analysis of
feasibility, as the company management must first confirm the risk assessment results.
Subsequently, it can select and implement risk management options. Priority must be
given in reducing 11 unacceptable risks. The key proposed safety measures to minimize
unacceptable risks in WWTPs are listed in Table 7. Their proposal is also based on the
identified situation within the safety audit. The process of planning and implementation of
risk treatment falls fully within the competence of the WWTP operator.
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Table 7. Proposal of security measures to minimize unacceptable risks.

Risk Designation Verbal Description of the Risk Proposed Safety Measure

R9 Reducing the cleaning efficiency Installation of new control equipment for pumps and lifting
equipment, pulleys.

R10 Spread of infectious disease
Consistent personal hygiene, use of prescribed personal
protective equipment (PPE), eliminate people with
a predisposition.

R12 Electric shock Regular inspection, revision.

R29 Rise of settled sludge and its subsequent
outflow over the overflow trough Regular inspection and installation of the back-up pump.

R33 Electric shock Regular inspection, revision and use of PPE.

R36 Fall, slipping Marking of dangerous places, keeping cleanliness,
non-slip shoes.

R37 Falling from the ladder Removal of the temporary access platform, compliance with the
original technology according to the project.

R43 Electric shock Adjustment of insulation for ceiling lighting, prevention of
water leakage, regular inspection, revision.

R51 Soil pollution Installation of fixed piping.

R55 Errors due to insufficient knowledge Regularly recurring training in technological procedures,
occupational health and safety, fire protection, use of PPE.

R58 Inattention Strict adherence to technological and security discipline.

Authors’ own source.

3.4. Discussion

A total of 58 risks were identified for WWTP providing services to 2123 inhabitants in
the implemented case study. The research [14,27,40] of WWTP, to which 62,000 inhabitants
are connected, identified 32 risks. It follows that the research carried out for a smaller
number of inhabitants and less technologically equipped WWTP identified more risks and
in more detail. A larger number of identified risks may be related to the age of the operated
WWTP, the technology used, the set safety system and other variables.

Similar external threats to those reported by [11,13,14] have been identified. Impacts
on wastewater infrastructure can be categorized either as impacts indirectly linked to
climate change or as impacts directly linked to climate change [14]. A study from northern
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Jordan [13] discusses the topic of climate change, which has a major impact on the oper-
ation of WWTPs and the quality of discharged treated water. A mere temperature raise
increases biological degradation. One of the main recommendations is that urban water
mains and wastewater treatment systems should be adapted and modernized to meet the
corresponding anticipated challenges of weather extremes (floods and droughts) as well as
the sea-level rise [13].

Reducing the impacts of climate change on the WWTP processes can also be achieved
through the use of risk assessment tools such as impact assessments, continuous and sys-
tematic monitoring of WWTPs and the use of the vulnerability aspect [14]. This presented
paper, in accordance with the presented opinion, also describes the application of risk
management stages on the selected wastewater treatment plant facility in the municipality.

Other, currently common negative phenomena (external threats) in wastewater treat-
ment plants include pollutants that represent a threat to wastewater treatment and re-
generation (e.g., the occurrence of PCP) [15]. It is therefore important to expand and
update the research on the behavior of PCP in the environment and the methods of efficient
decomposition of these substances already during the WWTP process. Moreover, more
environmentally friendly PCP additives must be chosen so that water reuse becomes a vital
alternative that does not endanger public health and the quality of the environment [15].

Intention to improve the resilience of wastewater treatment infrastructure was also
discussed in an expert study carried out for the city of New York [16]. Using multicriteria
decision-making (MCDM) and implementing adaptive risk mitigation practices, such as
the best management practices (BMPs), improvements to WWTP resilience were com-
pared. The most efficient alternative solution was subsequently chosen with regard to the
allocation of financial resources to individual WWTPs [16].

Technological risks depend on the technology used in the WWTP, its utilization, age,
failure rate, and regularity of maintenance, etc. However, common elements can also be
identified in them (breakdowns, failures, damage or overload of individual technological
elements). Technological risks can be significantly reduced by proper design (application
of best available techniques) and compliance with the WWTP operating conditions [44].

Consideration of potential risk, already at the design stage of a management project,
allows for an effective balance between the costs of measures and risks. In some countries
(e.g., Poland, Slovakia) the modernization of already existing obsolete facilities is currently
more frequent than the construction of the new ones. Properly implemented modernization
should be based on risk analysis [31].

Due to the characteristics of the analyzed wastewater treatment plant and the speci-
ficity of the processes used, it was and is necessary to approach different areas individually.
The authors of the presented case study of a WWTP in the municipality in Slovakia have
identified the health risk of spreading an infectious disease as an unacceptable risk.

The risk is activated mainly by non-compliance with work procedures and failure
to use personal protective equipment, although normative legal standards require their
use and the employer must provide employees with them. Failure to comply with these
measures results from negligence due to human error. Other possibilities for reducing
health risks deal already with the WWTP design phase of the construction or reconstruc-
tion by including safety elements protecting employees, choosing proper technology or
automating production.

From the point of view of the risk analysis phase, it is important to compare the
approach to risk estimation, in particular its probability/frequency and impact variables.
The work [31] used a period of 3 years and a three-level scale to determine the frequency
of individual risk occurrence. The presented case study, on the other hand, worked with
a probability that relates to the entire lifetime of the WWTP operation and a five-level
scale. Using frequency, the results of the risk assessment can be burdened by greater error
and uncertainty since they work with a shorter period of risk activation. The case study
provided a significantly more detailed description of the individual impact levels than [31],
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while also trying to include quantitative elements of the impact description. This helps to
refine the results of the risk assessment.

The results of the case study in the risk treatment phase revealed a significant propor-
tion of unacceptable and undesirable risks. The reason is the low level of safety measures
and the age of the WWTP technology. The results served the WWTP owner as a basis
for decisions to increase the WWTP capacity and quality of technology. The case study
contributed to raise the safety and sustainability of the WWTP operation in the municipality
and its surroundings.

Further steps of the research in the field of WWTP risk management should lead
towards the quantitative definition of probability levels and impacts, monitoring and
measurement of risk factors and their individual evaluation using special methods.

4. Conclusions

The wastewater treatment plant is an important element of the water management
infrastructure of each city, which provides one of the strategic services and makes a
significant contribution to provide environmental safety and sustainable development.
Short-term or long-term disruption of functionality of the WWTP has extensive impacts
on the population and the environment. Therefore, similar to other human activities, it is
necessary to assess and manage the risks associated with the operation of the WWTP.

The risk assessment case study was carried out for a WWTP, which is intended for
1250 equivalent inhabitants. So far, none of the phases of risk management has been carried
out for this WWTP, therefore the research team decided to use qualitative methods of
risk identification (documentation reviews, safety audit, semi-structured interviews and a
check-list). The methods were used in interrelationship and in three iterations to achieve a
comprehensive risk identification. In the risk identification phase, 58 risks and 10 grouped
assets were estimated and a risk register was created to examine the relationship between
the risk and the assets. Subsequently, a risk analysis was performed. The output of the
risk analysis was a description of the vulnerabilities of individual assets, determination
of a verbal and index description of impacts and probability of risk activation and a risk
estimate. Four levels of risk, where the reference level of risk was set at nine, were created
as part of the risk estimate.

The results of the risk assessment show that undesirable and unacceptable risks
predominate in the operated WWTP. It is necessary to immediately implement counter-
measures for at least 11 unacceptable risks. The article presents possible proposals for
safety measures for unacceptable risks. This situation was also confirmed by the result
of the safety audit, which found out that both the technological equipment and technical
condition of the operated WWTP is at a very low level and in some areas does not corre-
spond to current best available techniques in the field of wastewater management. The
overall reconstruction of the WWTP, including an increase in its capacity, would contribute
to the comprehensive minimization of undesirable and unacceptable risks. The complete
processed risk assessment results were provided to the WWTP operator for further use.

The article presented a proposal for the risk management screening procedure, in-
cluding verification of methods suitable for the identification of risks for the WWTP for
which risk management has not yet been implemented. Presented procedure and outputs
(created risk register, verbal and index probability expression of danger activation, scale for
verbal and index expression of impact and characteristics of risk levels) can be applied or
modified for other analogous operations for safety and sustainability needs or on their basis
create a uniform risk management methodology for the WWTP operation. The results for
individual operations are further mutually comparable using a uniform risk management
procedure. Should the risk management application be spread to WWTP operation, safety
and sustainable development would be supported.
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Appendix A. Sample Part of a Checklist

Checklist—Inspection Certificate of the WWTP Biogas Management
1. Findings
A. Evaluation of changes in the state of the biogas plant (gas management) since the last comprehensive inspection; whether
any installation was shut down for more than 6 months and whether the gas management did not show any defects or other
deficiencies in operation.
2 In order 2 Defects identified
B. Evaluation of whether no changes have been made that would reduce the safety and operational reliability of the
equipment or its parts.
2 In order 2 Defects identified
C. Evaluation of the completeness and timeliness of the operational documentation of the biogas plant (gas management),
especially the inspection book of gas facilities, the operating rules of the biogas plant (gas management) and in the case of
the WWTP gas management, also the operating rules of the treatment plant.
2 In order 2 Defects identified
E. Evaluation of the function of safety, checking, measuring and control devices, including testing of simulated fault states of
the entire set of sludge and gas management (biogas stations)
2 In order 2 Defects identified
F. Ventilation and extraction functions
2 In order 2 Defects identified
G. Tightness of building structures between explosion hazardous areas and explosion non-hazardous areas
2 In order 2 Defects identified
J. Evaluation of whether the persons performing the operation and possibly other activity at the gas installation, meet the
prescribed professional competence
J1.1 Training in legal and other regulations to ensure health and safety? 2 Yes 2 No
J1.2 Training in fire protection? 2 Yes 2 No
J1.3 Training in gas equipment operating? 2 Yes 2 No
J1.4 Training in stable pressure vessel operating? 2 Yes 2 No
J1.5 Training of persons instructed to operate electrical equipment? 2 Yes 2 No
J1.6 Training in first aid? 2 Yes 2 No
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