

  sustainability-13-13761




sustainability-13-13761







Sustainability 2021, 13(24), 13761; doi:10.3390/su132413761




Article



Organization Benefit as an Outcome of Organizational Security Adoption: The Role of Cyber Security Readiness and Technology Readiness



Berlilana 1, Tim Noparumpa 2,*, Athapol Ruangkanjanases 2[image: Orcid], Taqwa Hariguna 1,*[image: Orcid] and Sarmini 1





1



Department of Information System, Universitas Amikom Purwokerto, Jl. Letjen Pol Sumarto, Purwokerto Utara, Jawa Tengah 53127, Indonesia






2



Chulalongkorn Business School, Chulalongkorn University, 254 Phayathai Road, Pathumwan, Bangkok 10330, Thailand









*



Correspondence: tim@cbs.chula.ac.th (T.N.); taqwa@amikompurwokerto.ac.id (T.H.)







Academic Editors: Fabio Nonino, Alessandro Annarelli and Giulia Palombi



Received: 15 November 2021 / Accepted: 3 December 2021 / Published: 13 December 2021



Abstract

:

The increasing number of cyber-attacks has become a serious threat to organizations, organizations that are not prepared to face cyber-attacks on their organizational resources will experience huge losses and reduce organizational performance. It is a big challenge for organizations to combat cyber-attacks by improving cyber security, but there is still little research examining the factors that affect an organization’s cyber security readiness from a holistic point of view. This study integrates a framework based on technology, organization, environment, and technology readiness to examine various factors that affect cyber security readiness in organizations, as well as their impact on organizational performance, where the impact is in the form of tangible and intangible benefits. This study proposes 4 hypotheses to test the framework that has been built. A total of 260 data have been validated from an online questionnaire survey given to organizations and companies. This study applied quantitative approach, while the main method used was SEM-PLS and the software involved was SmartPLS V2. The results of the study indicate that the overall hypotheses proposed have a significant impact, cyber security readiness and technology have a positive impact on organizational security performance, which in turn has an impact on the intangible benefits and tangible benefits. The results of this study can be used by organizations as a guide in improving cyber security to achieve superior performance in organizations and improve understanding of references related to cyber security in organizations. Meanwhile, this research has impact to the society because the good cooperation and good organization will be achieved. it also increases the social cooperation responsibility.
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1. Introduction


Over time, the development of information technology continues to progress, this changes the paradigm of conventional activities into digital activities. Digital transformation provides benefits for organizations or companies and even governments such as increasing the speed and accessibility of communication, performance effectiveness, and operational cost efficiency [1]. Of course, this is a new opportunity for organizations or companies to be able to improve product quality by utilizing digital technology. However, in addition to providing benefits, digital transformation in business processes also opens up opportunities for information technology security threats such as cyber-attacks on their assets [2]. Cyber-attacks can range from individual attacks to attacks on confidential company data that can cripple the business processes of an organization or company. To perform unauthorized intrusion into the organization’s existing information technology (IT) or information systems (IS) infrastructure, this can be done through the spread of malware, viruses, ransom ware, and spam on users’ emails, resulting in attempted theft of sensitive data. Data or attacks that are easier to carry out.



The National Cyber Security Operations Center in Indonesia noted that there were millions of cases of cyber-attacks in less than 1 year. Based on these figures, shows the high number of cyber-attacks, and the number of these attacks may continue to increase in the future. The complexity of cyber-attacks continues to grow over time [3], and the results of a survey conducted on several previous studies show that more than 90% of the security administration staff of organizations have not been able to deal with and make good efforts in dealing with cyber-attacks despite warnings [4].



The impact and losses caused by cyber-attacks on organizations or companies are very large [5]. The loss of sensitive data for companies [6], resulting in a decline in organizational reputation [7], these are some of the impacts of cyber-attacks that cause economic losses for organizations, both in terms of very high costs and revenues [8], even greater the impact of losses incurred. It is felt and based on available data, many organizations do not report incidents of cyber-attacks, and this is done to protect the good name of the organization or company [9].



The high frequency of cyber-attacks and the magnitude of the losses and impacts that must be borne by the organization or company shows how important it is for the organization or company to have good and appropriate cyber security to protect organizational resources. Organizations or companies that have good and appropriate cyber security can improve their reputation [10] and facilitate the achievement of competitive advantage and organizational performance [11]. Cyber security is an effort to protect IT and IS assets from illegal access that can damage or alter confidential data and also paralyze business processes [12]. Cyber security also requires the participation of people, processes, and technology within the organization to protect the organization, people, and IT infrastructure collectively from cyber-attacks [13]. However, described by Smith et al. [10] that it takes awareness and shared commitment within organizations to prevent, detect, and counter cyber-attacks before organizations can have cyber security [13]. This study describes cyber security readiness as the level of cognition, readiness, and organizational support to prevent and fight cyber-attacks [14]. Organizations that have high IT security readiness, can be sure to have a high level of organizational security to protect their resources. And conversely, the indifference of the organization to cyber security readiness, the more vulnerable and the higher the risk of the threat of cyber-attacks on organizational assets. The reluctance of organizations to adopt cyber security will be a big challenge for organizations to meet the resource requirements to create a level of cyber security to protect company assets [5]. This situation can harm organizational performance towards organizational profits [2,15].



Literature studies show that there are not many previous studies that discuss the effect of cyber security readiness and technology on organizational performance, previous studies tend to examine the role of cyber security in reducing threats and attacks and examine the role of information security management in investment decision making [16] and updating system security administrative information [17]. Organizational compliance with cyber security regulations and standards can empower organizations to perform security checks, system checks, backup recovery, and contingency planning [18,19,20,21]. In previous studies, it was stated that organizations can gain profits and a better reputation if organizations can ensure cyber security within their organizations [10,22]. And despite the importance of cyber security readiness and technology readiness in improving organizational performance, there has been no empirical research to determine the impact of cyber security and technology readiness on organizational performance.



Based on previous research focusing on factors that enhance cyber security, several general factors affect cyber security readiness, such as adequate IT infrastructure [21], executive management commitment [17], business capabilities [22], traditions within the organization [23], collaborating with competitors [24], establishing relationships with partners [25], government policies [26], government support [27], and industry benchmarks [28]. The use of the above factors is also based on several theories including institutional theory and macro ergonomics theory, which includes internal organizational factors and ignores the external environment [17,21,27] and prevention theory [29]. In his research, Quinnley et al. [30], mentions that the internal and external environmental factors of the organization need to be included in cyber security research. Wang et al. [31] argued that high-tech people are comfortable with innovative technology, while low-tech people tend to avoid new technology. There are limitations to the research carried out which is the gap between this research and previous research that has not fully understood the broad set of factors to determine its impact on cyber security readiness. This is realized well because of the limitations of the researcher’s perspective which is only based on individual theories from previous research.



Therefore, to solve the problems and limitations presented in this study, a conceptual model was developed to examine all the common factors that affect an organization’s cyber security readiness and their impact on performance at the same time. Thus, this study examines more deeply two perspectives, the first is how an organization’s cyber security readiness affects organizational performance from a security perspective, tangible benefits, and intangible benefits. Then secondly we examine how technology readiness affects organizational performance from the perspective of security, tangible benefits, and intangible benefits.



To find out the main factors that have an impact on the cyber security readiness of an organization, this study uses three variables, namely technology, organization, and environment [32,33,34,35,36], while from the aspect of technology readiness it uses four variables, namely optimism, innovation, discomfort, and insecurity. These variables are then integrated into a holistic, robust, and flexible framework that is used at the organizational level [33] which covers all perspectives of the organization both internal and external. Furthermore, the use and technology aspects of this framework are supported by strong empirical methods in previous studies of corporate information systems [17,37,38,39,40,41]. Furthermore, the flexible nature of this framework allows for the addition of new variables and theories within a single study.



To answer whether organizational cyber security readiness and technology readiness affect organizational performance from a security perspective [42,43], tangible and intangible benefits, it is necessary to examine the impact of organizational cyber security readiness and technology readiness on the performance of tangible and intangible benefits [44], mediated by cyber security performance.



Therefore, this research is expected to be able to examine in depth the key factors that affect an organization’s cyber security readiness, so that it can contribute and provide recommendations to organizations that use cyber security to protect assets and improve company performance.




2. Literature Review


2.1. Concept and Introduction to Organizational Security Adoption


The institutional theory developed by DiMaggio and Powell [45] explains that within each institution they have structures, cultures, and actions that can influence technology initiatives [46]. DiMaggio and Powell [45] also explain that there are three isomorphic mechanisms, namely mimetic, coercive, and normative pressures, these three mechanisms are believed to be able to encourage internal changes in an institution. In line with Hasan et al. [5] statement that the three mechanisms of institutional theory affect the internal environment. In previous research related to information security, researchers used the institutional theory as a theoretical lens to explore the impact of internal institutional factors on technology initiatives [17,18,21,47]. Likewise, Hsu et al. [17] used organizational culture factors and top management support in institutional theory to determine the impact of the internal environment on information security.



In an organization, interaction with other parties is needed to carry out the organization’s business processes. Such other parties may include competitors, suppliers, and business partners. Neumann and Morgenstern [48] developed a game theory to understand the relationship between organizations and competitors, suppliers, and business partners, they mention competitors, suppliers, and business partners as a single player who must follow a set of rules to manage cooperation within the organization. [49]. Mohebbi and Li [50] explain that organizational collaboration with game players can be done in the form of exchanging knowledge, assets, and needs to optimize profits and minimize uncertainty. Previous studies have used game theory to examine the relationship between collaboration with competitors and cyber security investments [24,51].



Furthermore, prevention theory was proposed by criminologist researchers which were later adopted by information systems researchers to test compliance with information security policies [29]. In his research, Wall et al. [34] examined the enforcement of rules and sanctions by organizations using deterrence theory. In his proposal, Gibbs [52] explains that the theory of prevention can be used to understand the laws and benchmarks of organizational practice that have been set by governments and international organizations [43]. Meanwhile, Hasan et al. [5] states that prevention theory can be used to determine the influence of external forces such as government regulations and industry standards on organizational cyber security.




2.2. Theory of Cyber Security Readiness


The availability and utilization of IT infrastructure are important to support business processes in an organization. IT infrastructure, capability, and investment are important technical factors that need to be considered by organizations both in terms of availability and utilization [5]. Tornatzky et al. [38] also describe the technology context including the characteristics of technology and information systems that can influence organizations in adopting digital innovations. Kong et al. [16] and Angst et al. [23] in their research discussing the impact of IT infrastructure on information security stated that if an organization has good IT resources, it will improve information system security and reduce the number of security breaches and incidents. Hsu et al. [17] and Kong et al. [16] also conveyed the same thing that organizations that have good IT skills have good information security management.



Organizational decision-making in adopting digital innovation is not only influenced by technological factors but also influenced by organizational factors which refer to organizational features and organizational characteristics [32]. Hsu et al. [17] and Kraemer et al. [25] mention in their research that management support, skills, and organizational culture are organizational factors that influence organizations in adopting digital innovations or new technologies. As shown by previous studies [17,18,23,53] proved that executive management support can affect information security such as reducing cyber-attacks. Daud, et al. [20] and Kraemer [23] also emphasized that organizational information security can be improved if there is support from top management to comply with information security policies. Top management support in information security management can be demonstrated by identifying information security management best practices and leading to the appropriate information security implementation for the organization [17].



In several previous studies, it is known that another theory used is cyber security theory to determine the effect of cyber security skills on organizational cyber security [22,52,53]. In another study, researchers said that upgrading employees’ skills in cyber security training courses strengthen organizations’ defenses to protect company assets and information, increases employee discipline to comply with security regulations, and reduces the risk of cyber-attacks. And the last factor in the organizational context is organizational culture, based on previous research.



Next is the organizational culture factor in influencing the organization’s information security. Previous research investigating the influence of culture on organizational cyber security management has been conducted by [17,23,54,55,56], they agree that organizational culture support can affect information system security which includes security governance, control, and coordination as well as reduce the threat of cyber-attack for organizational assets.



Tornatzky et al. [38] explains the environmental context in terms of external factors that can influence organizational decision-making when introducing an innovation. There have been many studies that examine the importance of cooperation with external parties to maintain information security, cooperation can be done by sharing information and cooperation in information security investment [24,57]. In line with that stated by Smith et al. [29] that organizations can improve information security by exchanging knowledge and cooperating with suppliers and business partners. In another study, several researchers tried to examine the impact of government policies on organizational cyber security risks [58,59]. Previous studies have been conducted to determine the effect of government support in improving information system security [30,37]. The next external factor studied in previous research related to its effect on information system security is the role of cyber security industry standards. Another study was also conducted to examine the role of cyber security industry standards in improving organizational cyber security using deterrence theory and neutralization theory to examine each influencing factor [32,34].



Although there have been many studies examining the key factors that have a significant impact on organizational cyber security, there are still few studies that integrate various factors that affect organizational cyber security [60]. Hasan et al. [5] also stated that to fully study the impact of all the main factors affecting cyber security and the importance of each factor, a comprehensive framework that combines these factors is needed. It is also confirmed in different studies that to understand the various factors that can improve organizational information security from various perspectives [61,62], it is not enough to consider only one aspect, but a more comprehensive model is needed that combines all the main factors that can affect the organization’s information security organizational cyber security [63].




2.3. Theory of Technology Readiness


Parasuraman [64] defines technology readiness as a personality trait that can increase the acceptance of new technology, which is not only to achieve personal goals but also work-related. Meanwhile [65,66] describe technology readiness as a multi-asset construction that can be divided into 2 driving components and 2 inhibiting components in technology adaptation. Chang and Chen [67] explained that technology readiness can be used as a parameter of individual readiness to use new technology. The dimensions of optimism, innovation, discomfort, and insecurity are the four sub-dimensions of technology readiness. Optimism and innovation are components that support technology readiness, while discomfort and insecurity are components that hinder technology readiness. Parasuraman and Colby [68] and Parasuraman [64] have shown that together these four dimensions are strong predictors of technology-related behavior.



Therefore, this study will build a conceptual model to examine all the comprehensive factors that affect an organization’s cyber security readiness and technology readiness and their impact on performance simultaneously [69]. Eilts [70] explains that no previous research has examined cyber security readiness in small businesses, and investigated the impact of cyber security readiness and organizational technology readiness on organizational performance. This study focuses on cyber security readiness and technology readiness of organizations, assessing the impact of cyber security readiness and technology readiness on security performance, tangible and intangible benefits.





3. Research Model and Hypothesis Development


3.1. Cyber Security Readiness


Eilts [70] explained that the cyber security Framework can be used to measure cyber security readiness and also improve cyber security [71]. The framework consists of five functions, namely identification, protection, detection, response, and recovery. Identification is an organizational activity to understand cyber security risks [56], by conducting vulnerability assessments and controlling computer ports for the identification of cyber-attacks [72].



Protect is the protection of cyber infrastructure and services [72], encrypting data and installing anti-virus software, and using strong passwords to protect IT infrastructure from cyber-attacks [73]. Detection is defined as the process of identifying the occurrence of a cyber-attack [74]. The process of identifying cyber-attacks can be carried out by organizations by conducting an operational and strategic analysis of incidents and monitoring security alerts regularly [75]. The response is the reaction caused by the detection of a cyber-attack [75]. Organizations need to have a failover monitoring system in place to respond to failures [76] and a recovery plan for cyber-attacks that occur [77].



Recover is the activity of recovering failures and damages caused by cyber-attacks [78]. To respond to cyber-attacks, organizations need to have clear recovery plan procedures [60] and backup databases [79]. This study examines the organization’s readiness to detect, take preventive action, catch, respond and make improvements from cyber-attacks under the framework that we have built. Assessing the impact of factors on cyber security readiness as a guide for organizations to improve the security of IT infrastructure and cyber services by increasing the factors that have the most significant effect on cyber security readiness. We thus propose the following hypothesis:



Hypothesis (H1).

The better the organization’s readiness to combat cyber-attacks, the better the organization’s security performance.






3.2. Technology Readiness Aspect


Represents the supporting components of technology readiness, optimism, and innovation that represent a positive response to new technologies that can provide users flexibility, increased control, and efficiency to become early adopters and thought leaders of new technologies. On the other hand, representing the inhibiting components of technology readiness, discomfort and insecurity indicate a sense of anticipation and overwhelm over the lack of mastery of new technologies, resulting in distrust of new technologies and doubts about their skills in getting the job done properly [50,54,61,62,79]. Wang, et al [31] claim that people with high technology readiness scores will feel comfortable with innovative technology while individuals with low technology readiness will try to resist new technology. This is in line with what was conveyed by Parasuraman [64] which states that a high value of optimism and innovation can increase overall technology readiness, but on the contrary, if the value of discomfort and insecurity is high it can cause a decrease in it. So this research will investigate the impact of technology readiness for organizations to improve the security of IT infrastructure and cyber services.



The decrease in the number of violations over time can be used as a benchmark for organizations to have cyber security readiness and performance achieved in protecting organizational assets [21,80]. Organizations need to measure the performance of the organization’s internal processes because this is an important part of organizational performance. Therefore, internal process safety should be measured in this study [63]. Tsuu and Hsu [22] added an item in measuring organizational performance, namely a good reputation so that in this study security reputation becomes an item that needs to be measured. While Bharadwaj [79] explains that the most important items in measuring organizational performance are systems and databases, therefore this research will add system capabilities and database availability to measure security performance. Based on the description previously described, both an organization’s cyber security readiness and technology readiness can significantly reduce cyber-attacks and affect an organization’s security performance. Therefore, in this study the following hypothesis is proposed:



Hypothesis (H2).

The higher the technological readiness of an organization to adopt new technology, the higher the security performance of the organization.






3.3. Tangible and Intangible Benefits Post-Adoption of Organization Security


Several studies that have been conducted consistently state that there are two types of company resources, namely tangible and intangible [81]. In previous studies, it is generally explained that tangible resources are divided into 2 types, namely financial and physical [82,83], while intangible resources such as knowledge [84], ability to innovate, trademarks, marketing capabilities [70], and intellectual capital of employees skilled [85]. Therefore, the performance of tangible and intangible earnings can also be interpreted as financial and non-financial performance [86]. Tsou and Hsu [20] explain that real profit performance can be measured by increasing product sales, profits received, and expanding market share. Bharadwaj [79] found that the effect of IT on the company’s real profit performance increases the company’s profit. While the measurement of the performance of intangible profits can be measured by the competitive advantage achieved, the good name of the organization, customer loyalty, and new customers who come [20,71]. Eccles et al. [87] explained that financial and non-financial performance can be achieved well for a long period if the organization has good system security. Thus et al. [88] share the same opinion that an organization can achieve high financial performance and reputation if it has a secure block chain within its organization. Based on the description above, it is suspected that there is an effect of high-security performance on the performance of tangible and intangible benefits [89,90]. Therefore, we propose the third and fourth hypotheses as follows.



Hypothesis (H3).

Good security performance of an organization results in high tangible benefits for the organization.





Hypothesis (H4).

Good security performance of an organization results in high intangible benefits for the organization.





Furthermore, the overall research framework and hypotheses in this study are shown in Figure 1, while Table 1 is a summary of the operating definitions for the constructs used in this study and Table 2 of the construct measurement items used.





4. Research Method


This research was conducted to examine the readiness of cyber security and organizational technology at the organizational level. To determine the impact of organizational readiness in dealing with cyber-attacks and the relationship between model construction, a quantitative approach, and empirical model hypothesis testing were used. Therefore, it is necessary to conduct a survey, survey questionnaires distributed online to collect samples. The measurement elements used in this study were formulated based on construct items in the previous research literature. The measurement items for all constructs used in this study are as shown in Table 2. Each construct item will be measured with a 7-scale Likert scale, the measurement starts from a scale of 1 which means strongly disagree to a scale of 7 which means strongly agree. As for the questionnaire survey period from January–August 2021, the survey was given to IT professionals who were randomly selected from various organizations in Indonesia. The determination of respondents is based on the respondent’s level of knowledge about cyber security within the organization, this aims to ensure that the data collected is valid and accurate because not all organizations have cyber security experts. There were 289 responses received from the distributed questionnaire survey and 260 data were declared valid and represent acceptable sample size. As stated by Gefen et al. [91], for modeling structural equations in management information systems research the appropriate minimum sample size is 200 participants. Of the 260 respondents, 235 were male and 25 were female, and respondents came from various age groups, education levels, positions, and work experience. In addition, respondents are also grouped based on the organization where the respondent works. Overall, the demographics of the respondents, both the respondent’s profile and the organizational profile are presented in Table 3; Table 4.




5. Data Analysis


This study has a high complexity in the model we built, which consists of five construct variables, namely the second-order formative construct (CSR) and the second-order reflexive construct (TR), where the least-squares partial data analysis method (PLS) is used to overcome the complexity this. Data analysis using SmartPLS software version 2.0.1, this method is very suitable in overcoming problems related to data obtained from abnormal distributions, besides that PLS can analyze both second-order formative models as well as second-order reflective models simultaneously, then PLS not only can analyze large data but can also analyze relatively small data with high accuracy [92]. In this study, the analytical step used consisted of 2 stages, namely testing the measurement model and the structural model [93].



5.1. Measurement Model Evaluation


The first step in this phase is to measure each item variable and construct in the model, this is used as a reference to ensure that both are under the criteria of convergent and discriminant validity. But the main thing must be ensured that the variable or construct must be declared reliable first. For this reason, the indicators used to show that the variables or constructs built are reliable, then the composite reliability value must be greater than 0.7 [94,95]. Next, we analyzed the items for each loading factor and Average Variance Extracted (AVE) to measure the level of convergent validity. In this study, it was found that the value of each loading factor was greater than 0.7, while the value we obtained from the AVE was greater than 0.5, so we conclude that this value meets the standards and criteria to be declared as convergent validity for evaluation measurement models [96,97]. The results of the analysis of the reliability test and the convergent validity test are described in Table 5.



To measure the degree of discriminant validity, in this study using a correlation matrix, where if the square root of the AVE is greater than the correlation coefficient, it is concluded that it has met the discriminant validity standard, in Table 6 it can be seen that this study has met and can be declared discriminant validity. The two test steps that we have done above, shows that the measurement items have been declared valid and reliable so that at the next stage an assessment of the existing hypothesis can be made.




5.2. Structural Models


In this study, we use three indicators in assessing the structural model that has been made, namely by using the value of variance (R2), then assessing the path coefficient and the results of the t-statistic assessment [96,97]. The standard used to measure the hypothesis is to use a bootstrap procedure of 5000 samples used to produce a value that is relatively valid against the t-statistic. From the results of the analysis and calculation of the existing data, we confirm that the 4 hypotheses proposed are positive and have significance. Overall the results of this research hypothesis are summarized in Table 7.



Hypothesis 1 shows that the cyber security readiness variable is positive and has a strong relationship with the organizational security adoption variable (H1; CSR-OSA = 0.439, T-Statistics = 5.364). Hypothesis 2 shows the results that the technology readiness variable is positive and has a correlation and importance to the organizational security adoption variable (H2; TR-OSA = 0.492, T-Statistics = 6.011). For hypothesis 3, we find that the organizational security adoption variable has a positive value and a significant correlation with the real benefit variable (H3; OSA-TB = 0.719, T-Statistic = 11.719). And next is hypotension 4, we confirm that the organizational security adoption variable is positive and has a significant correlation with the intangible benefit variable (H4; OSA-IB = 0.835, T-Statistics = 6.335). Furthermore, the R2 value for the organizational security adoption variable is 0.810, the R2 value for the tangible benefit variable is 0.517, while the R2 value for the intangible benefit variable is 0.698.





6. Discussion


To answer the question in this study, namely whether organizational cyber security readiness and technology readiness affect organizational performance from a security perspective, tangible and intangible benefits. So the findings in this study will be discussed in detail in the following discussion:



Technological factors, the test results show the influence of technological factors on the readiness of the organization to maintain its cyber infrastructure and services. This is in line with the research of Kong et al. [16] that a good IT infrastructure can encourage organizations to increase their preparedness in the face of cyber-attacks. Therefore, the organization’s special attention to the development of IT infrastructure is an important factor that can be utilized by organizations to increase organizational readiness to protect organizational resources from cyber-attacks. Organizations can grow their IT infrastructure by ensuring the availability of IT experts, IT tools, and software applications that businesses need to maintain and manage cyber security. Organizations can also improve cyber security readiness by making the most of their IT resources.



Organizational factors, the test results show that organizational factors influence organizational readiness to maintain cyber security infrastructure and services. This finding is in line with the results of previous studies which explained that organizations need to ensure top management provides support and commitment to security [17,20,25,56]. Top management’s contribution as a form of support for the organization’s cyber security can be demonstrated in the form of cyber security regulations, policies, strategies, and standards. Hsu et al. [17] in their research explained that compliance with information security behavior is influenced by competence and commitment, and compliance with cyber security policies and intention to violate among employees affects cyber security readiness [24,57,95]. Therefore, the results of this study support the results of studies in previous studies that having skilled human resources in cyber security management can affect the cyber security readiness of an organization. Therefore, organizations can improve employee skills in managing cyber security by providing cyber security skills training to the IS team regularly and ensuring the availability of resources that support the training process.



This study also shows the results that an organization’s cyber security readiness is influenced by organizational culture, where organizations that have good cultural support will be better prepared to face cyber-attacks. These findings support the findings of previous studies examining cyber security innovations [17,25,60]. Organizations that are ready to face cyber-attacks and secure organizational resources are organizations that can manage organizational values, beliefs, and habits related to improving organizational cyber security well. Providing support for activities and collaboration across groups and encouraging team members to contribute to cyber security are various ways that organizations can improve organizational culture. In addition, organizations need to provide information about cyber security incidents and failures that occurred in various units, this is to prevent similar incidents from happening again in the future.



Environmental factors, the test results prove that there is an environmental influence on the organization’s readiness to maintain the organization’s cyber infrastructure and services. This finding supports the findings of previous research which explains that good cooperation between organizations, suppliers, and business partners can increase organizational readiness to face cyber-attacks [29,96,97]. Activities that can be carried out to create good relations between the organization and stakeholders in addition to helping each other but can also be done by communicating openly for security accountability. In addition to the organization’s collaboration with suppliers and partners in this study, it was found that government regulations and organizational compliance with industry standards have a significant impact on the organization’s cyber security readiness. This finding supports the findings of previous studies examining cyber security rule violations and the protection of critical infrastructure [30,34]. Organizational compliance with cyber security laws and regulations as well as compliance with industry standards have proven to make organizations better prepared for the threat of cyber-attacks. The organization believes that government support and industry-standard guidance can reduce the risk of cyber-attack incidents. This shows the important role of government support for cyber security readiness which is manifested in regulations and laws as well as organizational compliance with business rules and laws that have been issued by the government. In addition, it is also important for organizations to follow industry standards that have been set as best practices and guidelines for combating cyber-attacks and it is proven that compliant organizations are better prepared to deal with cyber-attacks and increase organizational readiness to protect their IT resources.



Furthermore, it is seen that both cyber security and technology readiness have a significant influence on organizational security performance. This finding is in line with the research results of Angst et al. [23], and Wang, et al [31]. The findings also suggest that increased cyber security readiness and technology readiness can help organizations to gain an edge in organizational security performance. Reduced data breaches, good security reputation, increased security of internal processes, and reliable systems for processing information, are some of the security performance advantages that companies achieve by increasing cyber security and technology readiness. In addition, this study proved that there is a significant effect of organizational security performance on the performance of tangible and intangible benefits, this result is under the findings of Eccles et al. [72]. The results show that achieving superior performance in organizational security brings with it superior material benefits such as sales and revenue growth and intangible performance, namely good corporate image and reputation, customer loyalty, and competitive position.




7. Conclusions and Research Implications


Organizations are expected to have cyber security preparedness, given the risk of cyber-attack threats that continue to increase all the time. This study examines the factors that affect cyber security readiness as well as technology readiness by integrating these factors into a comprehensive framework. This finding proves that all factors have a significant impact on cyber security and technology readiness. Therefore, the findings of this study have provided new knowledge for organizations to properly manage and maintain key factors to ensure organizational cyber security readiness. In addition, this study also proves that cyber security readiness and technology have a significant influence on the performance of organizational tangible and intangible benefits mediated by organizational security readiness. And overall, this research adds to cyber security research and practice. In this study, there are still shortcomings that need to be corrected in further research. Some of the shortcomings in this study are the limited scope of research which is only limited to Indonesia, so that future research can consider organizations from other countries when the factors studied in this study have different levels of meaning and context. Furthermore, based on the test results, collaboration with competitors is known to have a significant impact on cyber security readiness, there is no concern and suspicion of fraud attempts by competitors, avoidance of sharing knowledge of security ideas and skills with competitors and privacy concerns allow collaboration with competitors to have a significant impact about cyber security readiness. Therefore, studies that will be carried out in the future can examine in depth the influence of competitor collaboration on cyber security readiness. In this study using a quantitative approach where data collection is done through online questionnaires, further research can complement it with qualitative research to increase a deeper understanding of various factors that can affect organizational security readiness and performance. And lastly, further research is expected to be able to examine more deeply cyber security readiness, technology readiness, and its influence on overall organizational performance.



In the research conducted, the researcher proposes a conceptual model to determine cyber security readiness, organizational technology readiness, and its impact on organizational security performance. This research contributes knowledge for other researchers who will study cyber security can use the conceptual model proposed in this study by combining several theories. Therefore, this study also helps future researchers to more easily understand the relationship between cyber security readiness, technology readiness, and performance by conducting an empirical study on the effect of cyber security readiness on the performance of tangible and intangible benefits mediated by organizational security performance. Meanwhile, this research has impact to the society because the good cooperation and good organization will be achieved. it also increases the social cooperation responsibility. This research can complement previous research that has been done and prove that cyber security readiness and organizational technology readiness can improve security performance, tangible and intangible benefits of organizations. In addition, this research also practically highlights the importance of three factors that empirically show the impact on cyber security readiness, as well as the four main factors that influence technology readiness. If the organization wants the organization’s cyber security to be well maintained, then the organization must pay more attention to managing these important factors. In addition, organizations must also ensure that there is support from executive management and organizational culture that is directed at cyber security attacks to reduce the risk of threats of attacks on company resources that can negatively impact company performance. Top management support can motivate for organizations to be able to develop appropriate strategies and guidelines for managing organizational cyber security. An organization’s compliance with industry standards, regulations, and laws set by the government to protect an organization from cyber-attacks can improve an organization’s cyber security preparedness. Ultimately, the results of this study can help organizations determine the relationship between cyber security readiness, technology readiness, tangible benefits, and intangible benefits. This is to encourage organizations to pay more attention to cyber security management strategies and cyber security guidelines that are right for business so that organizations are better prepared to face cyber-attacks and provide positive business benefits by achieving superior business performance.



Furthermore, this study limited the constructed variable of cyber security adoption to the three concept variables, namely technology context, organizational context, and environment context. In the future, other contexts such as the government context can be added, government is considered as the important variable since it cannot be separated from the basic of public policy which in turn has a significant impact on the in fluency of cyber security adoption. At the same time, it is possible to the future research to compare the state in different countries, even different continents, it gives the possibility of comparison depending on the level of development of the country as well as other factors that influence the level of cyber security, such as regional conflicts on local or international scope.
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Figure 1. Research model. 
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Table 1. Operation definition.
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	Construct
	Definition
	Source





	Technological context
	Availability of information system and information technology resources and their use to support cyber security within the organization
	[5,32]



	Organizational context
	The organization has skilled human resources in managing cyber security
	[36,37]



	Environmental context
	Relationships that exist between organizations with stakeholders to strengthen cyber security
	[38,39]



	Cyber security readiness
	The level of organizational readiness to protect organizational assets from cyber attacks
	[10,14]



	Technology readiness
	The level of readiness to adopt new technology, especially cyber security technology to support certain goals related to their organization
	[50,74,75]



	Tangible benefit
	Tangible benefits are received by the organization such as profits, sales, and market share because the organization has a good organizational security performance.
	[20,71]



	Intangible benefit
	Intangible or non-financial benefits are received by the organization such as brand, employee performance, and reputation due to the organization having good security performance.
	[20,71]
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Table 2. Measurement items of constructs.
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Measurement Scale from ”Strongly Disagree” to “Strongly Agree" on a Seven-Point Scale






	
Cyber Security Readiness—Technological Context (TC)




	
TC1

	
There are sufficient experts in the field of information technology in quantity and quality in managing cyber security




	
TC2

	
There is sufficient infrastructure in quantity to manage cyber security




	
TC3

	
The resources owned by the organization from the technological aspect to ensure cyber security in quantity and quality are better.




	
Cyber Security Readiness—Organizational Context (OC)




	
OC1

	
Availability of skilled qualified personnel to manage cyber security




	
OC2

	
There are workshops, training, and activities that support quality improvement for personnel who manage cyber security




	
OC3

	
Availability of resources from the personnel aspect to manage cyber security in the organization




	
Cyber Security Readiness—Environmental Context (EC)




	
EC1

	
Organizations always seek to establish communication with the environment involved to ensure cyber security activities run smoothly




	
EC2

	
Enhanced cyber security Together with the organizational environment involved on an ongoing basis




	
EC3

	
The organization manages knowledge derived from experience to ensure it can solve problems in the environment involved, quickly and accurately




	
Organizational Security Adoption (OSA)




	
OSA1

	
Aspects of cyber security are always considered by the organization




	
OSA2

	
Software and hardware to support cyber security are always used and managed properly by the organization




	
OSA3

	
From the operational and strategic aspects, the organization always prioritizes cyber security




	
Technology Readiness—Optimism (OPT)




	
OPT1

	
The security of the new technology makes me believe it is more effective and efficient at work




	
OPT2

	
The security of the new technology makes me feel more freedom in my activities in my work




	
OPT3

	
In trying to learn about security in new technologies I have found the benefits of those technologies




	
Technology Readiness—Innovative (INV)




	
INV1

	
From the service and security aspect, the new technology is easy to use




	
INV2

	
From the aspect of security, it is very helpful in activities in the work environment




	
INV3

	
With cyber security technology that is always updated, I feel a lot of interest




	
Technology Readiness—Discomfort (DCT; reverse scored)




	
DCT1

	
Guidelines for using cyber security services are rarely read and paid attention to




	
DCT2

	
The manual book for cyber security is difficult to understand




	
DCT3

	
The assistance provided in handling security incidents made me uncomfortable




	
Technology Readiness—Insecurity (INC; reverse scored)




	
INC1

	
I am worried that confidential data and information may be widely publicized




	
INC2

	
I’m worried about the security of the online activity




	
INC3

	
I am concerned about confidential data and information to external providers




	
Tangible Benefit (TB)




	
TB1

	
In recent years, the organization’s sales and profits have increased




	
TB2

	
In recent years the organization’s profit targets have been met




	
TB3

	
In recent years the sales targets of the organization have been met




	
Intangible Benefit (IB)




	
IB1

	
Customer loyalty has increased in recent years




	
IB2

	
The number of new customers has increased in recent years




	
IB3

	
In recent years organizations have had a significant competitive advantage
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Table 3. Demographics sample.
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Characteristics of Respondent

	
Frequency

	
Percentage






	
Characteristics by Gender




	
Male

	
235

	
90.38%




	
Female

	
25

	
9.6%




	
Characteristics by Age




	
Less than 24 years old

	
95

	
36.53%




	
Between 25–39 years old

	
112

	
43.07%




	
Between 40–50 years old

	
53

	
20.38%




	
Characteristics by Education Level




	
Diploma level

	
3

	
1.15%




	
Bachelor level

	
197

	
75.77%




	
Master level

	
51

	
19.62%




	
Doctoral level

	
9

	
3.46%




	
Characteristics by Job Title




	
Administrator in IT and IS

	
57

	
21.92%




	
Senior IT and IS

	
55

	
21.15%




	
Engineer in IT and IS

	
40

	
15.38%




	
Technical in IT and IS

	
98

	
37.69%




	
Other

	
10

	
3.84%




	
Working Experience




	
Less than 1 year

	
27

	
10.38%




	
Between 1 up to 5 years

	
95

	
36.53%




	
Between 6 up to 10 years

	
103

	
39.61%




	
More than 10 years

	
35

	
13.46%
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Table 4. Organizational profile.
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Profile-Based on Organizational Aspect

	
Frequency

	
Percentage






	
Profile-based on number of age




	
Less than 5 years

	
10

	
3.84%




	
5–10 years

	
65

	
25%




	
11–20 years

	
115

	
44.23%




	
More than 20 years

	
70

	
26.93%




	
Organizational portrait by business field




	
Information systems and information technology service company

	
17

	
6.53%




	
Telecommunication company

	
33

	
12.69%




	
Banking and insurance

	
53

	
20.38%




	
Construction and heavy equipment company

	
35

	
13.46%




	
Industry

	
27

	
10.38%




	
Energy and mining company

	
5

	
1.92%




	
Hospitals and health centers

	
25

	
9.6%




	
Education/research

	
37

	
14.23%




	
Government

	
21

	
8.07%




	
Other

	
7

	
2.69%




	
Number of Employees




	
Less than 10

	
15

	
5.76%




	
10–100

	
135

	
51.92%




	
101–300

	
75

	
28.84%




	
More than 300

	
35

	
13.46%




	
Aspects of management information systems (cyber security adoption)




	
Yes

	
217

	
83.46%




	
No

	
43

	
16.54%




	
Anti-virus software




	
Yes

	
247

	
95%




	
No

	
13

	
5%




	
Adopt services for spam filters in organizations




	
Yes

	
243

	
93.46%




	
No

	
17

	
6.54%




	
Adoption of services on Virtual Private Network




	
Yes

	
215

	
82.69%




	
No

	
45

	
17.3%




	
Adopt services for the use of early detection systems




	
Yes

	
187

	
71.92%




	
No

	
73

	
28.08%
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Table 5. Results of the measurement model.
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Construct

	
Measurement Items

	
Factor Loading/Coefficient (t-Value)

	
Cronbach’s Alpha

	
Composite Reliability

	
AVE






	
Cyber Security Readiness (CSR)

	
TC

	
0.365

	
N.A

	
N.A

	
N.A




	
OC

	
0.353




	
EC

	
0.388




	
Tecnological Context (TC)

	
TC1

	
0.903

	
0.773

	
0.870

	
0.691




	
TC2

	
0.815




	
TC3

	
0.770




	
Organizational Context (OC)

	
OC1

	
0.874

	
0.840

	
0.903

	
0.756




	
OC2

	
0.842




	
OC3

	
0.892




	
Enviromental Context (EC)

	
EC1

	
0.925

	
0.836

	
0.902

	
0.757




	
EC2

	
0.903




	
EC3

	
0.774




	
Discomfort (DCT)

	
DCT1

	
0.922

	
0.824

	
0.919

	
0.851




	
DCT2

	
0.922




	
Insecurity (INC)

	
INC1

	
0.918

	
0.786

	
0.903

	
0.823




	
INC2

	
0.897




	
Innovativeness (INV)

	
INV1

	
0.879

	
0.706

	
0.872

	
0.773




	
INV2

	
0.879




	
Optimism (OPT)

	
OPT1

	
0.926

	
0.841

	
0.926

	
0.863




	
OPT2

	
0.931




	
Organizational Security Adoption (OSA)

	
OSA1

	
0.891

	
0.764

	
0.864

	
0.684




	
OSA2

	
0.669




	
OSA3

	
0.900




	
Tangible Benefit (TB)

	
TB1

	
0.841

	
0.808

	
0.885

	
0.720




	
TB2

	
0.852




	
TB3

	
0.852




	
Intangible Benefit (IB)

	
IB1

	
0.836

	
0.833

	
0.900

	
0.751




	
IB2

	
0.924




	
IB3

	
0.837
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Table 6. Number of correlations matrix.
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	CSR
	IB
	OSA
	TB
	TR





	CSR
	N.A
	
	
	
	



	IB
	0.794
	0.866
	
	
	



	OSA
	0.766
	0.735
	0.827
	
	



	TB
	0.695
	0.769
	0.719
	0.848
	



	TR
	0.768
	0.809
	0.773
	0.721
	0.841
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Table 7. Summary of the hypothesis test.
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	Hypothesis
	Path Coefficient
	T Statistics
	Result





	H1: CSR—OSA
	0.439 ***
	5364
	Accepted



	H2: TR—OSA
	0.492 ***
	6011
	Accepted



	H3: OSA—TB
	0.719 ***
	11,792
	Accepted



	H4: OSA—IB
	0.835 ***
	6335
	Accepted







Note: *** p-value < 0.0001.
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