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Abstract: Healthcare industries are facing an enormous flow of medical records due to the progres-
sion of information technology and the trend of digital transformation. Thus, medical information
digitalization is a huge digital dataset that can be utilized to benefit healthcare systems and pa-
tients. While many studies focus on the application of the digitalized medical information in the
healthcare field, only a few mentioned its resistance. The theoretical background depicts a com-
prehensive overview of medical information digitalization and the barriers in previous literature.
This study emphasized the interaction of medical information digitalization barriers and applies
the importance-resistance analysis model (IRA) to identify the resistant factors overcoming strategy.
It also clarifies the pathway to eliminating the innovation resistance and reveals the interaction
of medical information digitalization barriers. The acquisition, management, and application of
medical information digitalization are the key foundation of medical technology innovation, digital
transformation, and the application of artificial intelligence. This work can reduce the limitation of a
narrow healthcare context. This study helps healthcare industries to clarify and solve barriers and
realizes the innovation and application of medical information digitalization. In the long term, the
results provide a basis for the future development direction of medical information digitalization
and affect the medical industry.

Keywords: medical information digitalization; innovation resistance; artificial intelligence; healthcare
technological innovation; resource allocation

1. Introduction

Digitalization has become a more and more important aspect in all fields in our
lives. Our life and health technologies have been merged with digital transformation
and its progression with the usage of variety digital features that are implemented into
medical application [1]. Recently, technological progress in healthcare industries has led to
advancements in digitalization [2]. The digitalization of medical information could benefit
the healthcare system through various aspects. The development in digital information
can contribute to sharing and generating knowledge. The data drawn from the large
populations can be fed into machine-learning applications to differentiate patterns that can
improve the prognostic tools and allow the automation of some diagnostic processes [3].

In the last two decades, information digitalization has become the trend in research
and applied science due to its ability to create big impact and values [4,5]. Big data covers
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nearly every aspect of our lives. Moreover, it is the basis for fundamental discovery
and advances in technologies, such as digital transformation, robotics, and application of
artificial intelligence, having allowed for the expansion of information beyond its traditional
scope [6]. With the support of different methods and technologies, big data are generally
considered as a promising means to provide benefits in terms of analysis beyond human
capability, such as in specifying problem areas, analyzing unmet needs, or enhancing value
chains [7–9]. Multiple opportunities are associated with leveraging big data; as such, an
increasing number of organizations are advocating for the construction of a big data system.

In the medical field, a daily stream of medical data from millions of patients leads to
various big data applications in many medical institutions. At present, the generation of
medical information digitalization has been acknowledged as a new breakthrough technol-
ogy that presents a great impact on improving the outcomes of healthcare systems [10–12].
Furthermore, several studies have explored big data development in the healthcare field
through bibliometric and visualization approaches [5,13]. Big data technology is one of
the largest concerns of medical organizations in their attempt to reduce costs and improve
their data management performance [13–15]. However, despite the fact that the number
of studies and projects on medical information digitalization has continued to increase,
obtaining benefits from healthcare applications is difficult due to numerous barriers [16].

However, the digitization of medical data also faces many challenges, including re-
source, sharing, integration, analysis, and supervision of data [15,17–19]. Nevertheless, as
more and more medical data are collected, the potential of medical information digital-
ization and digital transformation for improving healthcare and advantages is still huge
and can be predicted. Assessing the obstacles that may be encountered and clarifying
the impact of different barriers are the key factors for developing medical information
digitalization. Therefore, the impact of different barriers on the development of medical
information digitalization should be clarified to facilitate the development of medical
information digitalization. In addition, the more the data open, the more support that
the optimal limited resources could be informed by a range of stakeholders [20]. This
study adopts interviews of stakeholders and literature review to establish barriers that
affect medical information digitalization innovation and development. This research helps
to clarify the ways to improve the barriers in the development of medical information
digitalization and to improve on the excellent resource allocation and strategic pathway.

1.1. Literature Review

Through literature review, this research aims to carry out the barriers that affect the
realization of the medical information digitalization system in medical institutions.

1.1.1. Medical Information Digitalization

The concept of big data reflects the increasing amount of information, which cannot
be accommodated by traditional systems due to inadequate capacity, processing, and
analytical ability. The rapid expansion of digital collection and storage space has led to the
development of the science of data management and analysis to enable organizations to
transform vast amounts of resources into information and knowledge that can help achieve
their goals [21]. Big data have been gradually applied in e-commerce [22], tourism [23],
industrial production [24], and operations management [25]. In the medical field, the
application of medical information digitalization has gained increasing attention.

Medical institutions worldwide are facing an enormous flow of medical records due to
the increasing number of patient visits on a daily basis. Medical information digitalization
is viewed as comprising a huge digital dataset that can be utilized to improve or benefit
healthcare systems and patients [11]. Based on the digital health framework, medical
information digitalization can be grouped into three categories: formal care, informal
care, and biomedical research [10]. The first and foremost principle is formal care, which
is mostly generated in the form of electronic health records that are generally used for
keeping patient data, which range from personal information to treatment records and
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for providing doctors and therapists the ability to monitor the treatment [26]. The second
category is informal care [27]. Several studies suggested that consumers have become a
potential data source in healthcare applications, such as personal health records and other
information about personal activities that could be related to medical information. The last
category is biomedical research [28], which can be reused and related to current studies,
thereby integrating and enhancing the speed of study. In general, many studies believe that
the appropriate application of medical information digitalization has great potential and
advantages in improving health economics, monitoring the security of healthcare systems,
and promoting the development of medical technology [29].

1.1.2. Medical Information Digitalization Barriers

Although digitalizing medical information can benefit organizations in different ways,
many medical institutions have encountered challenges in implementing a medical data
system [30,31]. Therefore, how to adopt, supervise, and apply digital technology is impor-
tant for governing medical information digitalization effectively, and resistance elimination
has become the key to the successful application and economic value of medical informa-
tion digitalization [16,32]. Medical information digitalization faces a high chance of failure
due to various challenges that have been barely investigated in publicized research [33].
For example, to plan an effective medical information digitalization system, hospitals and
clinics would need to invest a significant amount for the initial cost in the system infrastruc-
ture, ongoing maintenance, storage, and data analysis expense [15,34]. Even when used in
operations, the system needs to guarantee adequate competence and eligibility when gen-
erating appropriate value or services for users. Developing new systems for constructing
medical data in the context of medical institutions is difficult [14,35]. Moreover, uncovered
issues to system development are the main causes of difficulties experienced by medical
institutions when adopting the system in the first place [36,37]. The current environment
surrounding digital capture and storage is under heated debate as healthcare organizations,
policy makers, and the legal system try to evolve appropriate structures and safeguards
for the protection of patient privacy [38]. Among these inherent situations, the privacy
and security of patient information is one of the most crucial factors for reducing patients’
willingness to be part of the system. Patients believe that their medical records may be
violated by the capability of medical digitalizing data applications in healthcare-wearable
devices. Their concern stems from the possibility that their personal information can
be leaked out and misused while the medical records are processed [39,40]. In addition,
many institutions have not adopted the system for a variety of reasons [34,41]. Apart
from the barriers confirmed by previous studies, this research aims to determine specific
resistance factors from an organizational perspective. Basing on literature review and
expert interviews, this paper categorizes medical information digitalization barriers into
five main dimensions: digitalized analysis and process; medical data sharing; infrastructure
resources; regulation and constraints; and operational issue.

Digitalized Analysis and Process

The dearth of expertise in digitalization is a problem of paramount importance among
medical institutions [15,42]. Such technology would not provide any beneficial outcomes
unless medical institutions can analyze the large amounts of data that they generate [43,44].
Hospitals acknowledge the numerous drawbacks they encounter when implementing
medical information digitalization technology; the most noticeable of which is the lack
of experience [42,45]. Medical institutions that are new to this data-driven system and
have no precise implementation strategy suffer from the initial shortcomings of inadequate
experience [14]. In other words, small medical institutions usually lack the ability to use
and analyze medical information digitalization, leading to inefficient implementation of the
system [46]. Data utilization is similarly problematic due to the varying constructions and
definitions of medical information digitalization in different medical institutions [43,47].
Healthcare employees who lack competency in utilizing medical information digitalization
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may encounter significant difficulties in developing a system for their institutions [48].
Despite the vigor of qualified staff toward the success of medical information digitalization
implementation, identifying big data analytic talents is a difficult task [42,49,50].

Medical Data Sharing

The huge quantity of data, which have sizes ranging from terabytes to exabytes and
are generated on a daily basis, exceeds the limitations of traditional realization and storage
of relational data [43,51]. Therefore, the mass storage system is expected to improve
the expansion capability. The implementation of a medical information digitalization
system makes controlling metadata that agglomerated at the system layer, which is a
painful experience for many medical institutions. The speed of data presentation and
retrieval on current medical platforms is another important consideration [50,51]. Different
conditions and quality requirements for data application in different clinical departments
also increase difficulty in data analysis and application [52,53]. Medical information
digitalization applications must obtain available data and set strict screening criteria
to improve the repeatability and availability of data [44,45,54]. In addition, the close
collaboration between patient engagement and feedback, clinical providers, and health
system leaders ensures that knowledge of data generation is integrated into the analysis to
obtain clinical outcomes that are meaningful. In this regard, the collection, analysis, and
application of medical information digitalization need the cooperation among stakeholders
from different departments and even different disciplines [47,55].

Infrastructure Resources

Most previous studies indicated that medical institutions discontinued their implemen-
tation of big data warehouses mainly due to time and costs associated with the development
of a medical information digitalization system [49,56,57]. Specifically, the integration costs
are normally high, and the cost of developing interfaces is even more significant. In addi-
tion, the lack of data set standardization [18,57], the sheer volume of data, and the scarcity
of connectivity notably increase the difficulties involved in the implementation of medical
information digitalization technology [16,47,58]. The transformation of large quantities of
raw data into meaningful information also raises the issue of the allocation of capital and
human resources [59]. This phenomenon leads to heavier staff workloads, especially in the
absence of qualified analysts to deal with large amounts of medical data [42,60].

Regulation and Constraints

Changes in regulations and policies are another crucial real barrier that prevents
the smooth implementation of a big data system [16,57]. Although these regulations and
policies play an important role in the success of a medical information digitalization system,
data creation and use have not been clearly and properly defined in existing regulations.
In particular, the lack of understanding regarding laws and regulations, especially those
related to the protection of patient’s privacy, is a huge concern [54,61]. Data security and
privacy is one of the most important issues in medical information digitalization [47,49,57].
Noncompliant applications of personal medical data are limited, resulting in ineffective
integration and difficulties [62,63]. In addition, legal problems and disputes caused by
errors in the collection and application of medical information digitalization have led to
difficulty in assigning responsibility due to unclear regulations [16,64].

Operational Issue

The key to the success of technological innovation is supply, technical ability, and
market demand [16,65]. Therefore, one of the major issues is how to ensure and use
a large amount of confidential patient data [18,39]. In general, the organization that
provides patients’ medical information and data expects the information to be kept strictly
confidential [15,57]. Therefore, big data from different sources should be filtered and
integrated under the premise of protecting patients’ profit [38,66].
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Even after the collection and analysis of medical information digitalization, their
application is still difficult to be commercialized due to regulatory restrictions and internal
problems of medical institutions [16,54,62]. In addition, the establishment, analysis, and
application of medical information digitalization without incentive system and its benefits
to medical personnel may lead to less active participation [16,67].

2. Methods

Based on innovation resistance theory [68], this paper uses expertise, operation, re-
source, regulation, and market access barriers as the major dimensions to further investigate
resistance factors encountered by medical institutions in developing medical information
digitalization systems.

We first interviewed experts who all have work experience with medical digitalization,
application, or management, such as physicians, medical staff, and scholars. Physicians
are responsible for collecting medical data and can also use these medical data to assist
in diagnosis. The digitization of medical data affects the diagnosis process. Medical staff,
such as nurses, physiotherapists, and functional therapists, are responsible for assisting in
collecting patient data. They can track the situation of patients after they are discharged
from the hospital and extend their services to the community to the home. Scholars,
such as biomedical engineering, Internet of Things, and public health, are responsible
for understanding the situation of medical digitalization entering the hospital from the
academic field and providing improvement strategies to assist in the implementation.

The interviews provided confidence in constructing a questionnaire distributed to key
stakeholders to determine factors that inhibit them from having an effective medical data
system. Responses were collected for analysis using decision-making trial and evaluation
laboratory (DEMATEL) method and an importance-resistance analysis–network relation
map (IRA-NRM) model to provide implicit paths for medical institutions and implement
successful medical information digitalization development.

2.1. Decision-Making Trial and Evaluation Laboratory (DEMATEL) Method

This research uses DEMATEL as the main method for qualitative data analysis. This
method facilitates the exploration of complex and intertwined issuable groups. In other
words, this method helps determine cause and effect relationships among the criteria being
assessed. References [69–72] remarked that clusters of intertwined problems can be better
understood using DEMATEL, resulting in workable strategies that can be implemented by
a hierarchical structure. This method is considered to be one of the best structural modeling
approaches for determining contextual relationships and the weights of interdependence
among system factors, as described in a causal diagram.

2.2. Importance-Resistance Analysis–Network Relation Map (IRA–NRM) Analysis

The IRA model is exclusively developed based on its original construct known as the
importance-performance analysis (IPA) model [73]. Similar to IPA, the IRA model retains
the same concept and structure, although the latter examines the resistance level rather
than the performance of the factors [30]. Figure 1 describes the IRA model containing
the four quadrants for strategic decision making through innovation resistance (IRI) and
innovation importance (III) indices.

In this research, DEMATEL is used to build the NRM of each dimension and factor.
The results are integrated in the IRA model to establish the IRA–NRM analysis.

The IRA model divides the factors into four categories. First, factors with high levels of
importance and resistance require more resource investments for problem solving. Second,
factors with a high level of importance but a low level of resistance draw greater priority in
obtaining solutions because they are important and easy to address. Third, factors with
low levels of importance and resistance can retain a normal status of action because they
can be solved later once the important issues have been eliminated. Finally, factors with a
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high level of resistance but low level of importance can be suspended because they seem to
be the least meaningful and do not require timely solutions.
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Figure 1. Innovation importance-resistance analysis (IRA) model.

Apart from the IRA model, NRM is simultaneously developed to shed light on the
interdependence among factors. In other words, the map shows which factor influences
the others and at what level. Strategic pathways are developed to help managers make
appropriate decisions to solve resistance factors. NRM is commonly applied as the last
step of DEMATEL to simplify the interdependences of factors in an easy-to-understand
structure and to precisely depict such a relationship, degree of interaction, and level of
influence [74].

To further determine the best strategies to remove organizational barriers to medical
information digitalization system implementation, we propose an improvement model,
namely, the recommended pathway analysis, which is based on the IRA–NRM analysis.
After determining the critical decision problems, gaps, and dominant barriers, the factors
are ranked in IRA and NRM separately. The results are integrated and analyzed to arrive
at the solutions.

3. Results
3.1. Content Analysis

A semistructured interview questionnaire was designed based on literature of inno-
vation resistance and medical information digitalization to understand resistance factors
faced by medical institutions when introducing medical information digitalization systems.
Thirty-two medical practitioners, including physicians, medical staff, and scholars, who
are involved in data generation and have related experiences were interviewed.

Three coders conducted verbatim encoding of the interviews. During the process,
differences in opinions among the coders were discussed in weekly meetings. Once the
verbatim encoding was completed, the consistency of standards was examined through
mutual agreement and reliability tests. The mutual agreements among coders were as
follows: coders 1 and 2 = 0.87, coders 1 and 3 = 0.88, and coders 2 and 3 = 0.79. The
average mutual agreement among the coders was 0.85 (Table 1), which is greater than the
satisfactory result of 0.8. From the literature review and expert interviews, this research
extracts 20 resistance factors and divides them into five dimensions.
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Table 1. Mutual agreement between coders.

Coder 1 Coder 2

Coder 3 0.88 0.79
Coder 2 0.87 -
Average mutual agreement: 0.85 Reliability: 0.94

3.2. DEMATEL

This research used printed questionnaires. The major respondents are physicians,
medical staff, and scholars who possess knowledge of medical information digitalization.
A total of 59 valid questionnaires were collected from 16 physicians (27%), 31 medical staff
(53%), and 12 scholars (20%, Table 2).

Table 2. Descriptive statistics of respondents.

Background Number of Samples Ratio

Physicians 16 27%
Medical Staff 31 53%

Scholars 12 20%
Total 59 100%

This research conducted two procedures under IRA–NRM. The importance and diffi-
culty of the dimensions and resistance factors as well as their distribution were determined
using IRA. The interaction relationship of each dimension can be demonstrated by NRM to
confirm the strategy of medical information digitalization development.

3.2.1. Main Dimensions

This research used five dimensions to conduct IRA. The distribution can be drawn
from Figure 2 and Table 3. The value of d represents the degree of influence of other
factors, and the importance of r represents the degree of influence of other factors. The
“d + r” shows the degree of relationship between the factors. The larger the “d + r”, the
more influential the factor is in the NRM analysis. The “d − r” shows the strength of the
influence between the factors. The smaller the “d − r” is, the more minor affected in NRM
analysis. Digitalized analysis and process (DAP) is located in the quadrant that represents
high importance and low difficulty. Thus, medical institutions should improve or solve
this dimension first. Regulation and constraints (RC) and infrastructure resources (IR) are
located in the quadrant that represents high importance and high difficulty. Thus, medical
institutions should invest resources in these dimensions. Medical data sharing (MDS)
and operational issue (OI) are located in the quadrant that represents low importance
and low difficulty. Thus, medical institutions should maintain the current strategy in
these dimensions.

We know, through NRM, that regulation and constraints (RC) is the main dominant
dimension. Therefore, medical institutions should invest in resources in the regulation and
constraints (RC) to improve the strategy of digitalized analysis and process (DAP) first.
Although operational issue (OI) is the dimension that is dominated, it can be enhanced by
improving the four other aspects.

Through the net influence matrix (Table 4), we know that regulation and constraints
(RC) influence the four other aspects. Among these relationships, the dominance on opera-
tional issue (OI) is the biggest, whereas the dominance on digitalized analysis and process
(DAP) is the smallest. Digitalized analysis and process (DAP) influences infrastructure
resources (IR), medical data sharing (MDS), and operational issue (OI). Among these rela-
tionships, the dominance on operational issue (OI) is the biggest, whereas the dominance
on infrastructure resources (IR) is the smallest. Infrastructure resources (IR) influences
medical data sharing (MDS) and operational issue (OI). Among these relationships, the
dominance on operational issue (OI) is bigger than that of medical data sharing (MDS), and
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the latter only influences the former. The improvement of the dimension that has higher
dominance can have a better effect. Thus, we should improve regulation and constraints
(RC) first and then digitalized analysis and process (DAP), infrastructure resources (IR),
medical data sharing (MDS), and finally, operational issue (OI).
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Table 3. Order of the main dimensions of medical information digitalization barriers and strategies.

Dimensions
IRA NRM

Strategy
III IRI (III,

IRI) d + r d − r (d + r,
d − r)

Digitalized analysis and process 0.312 −0.896 (H, L) 30.978 0.349 (+,+) Priority
Medical data sharing −1.627 −0.961 (L, L) 32.033 −0.321 (+,−) Maintaining the status

Infrastructure resources 0.312 0.748 (H, H) 31.734 −0.080 (+,−) Investing resources
Regulation and constraints 1.074 1.296 (H, H) 30.870 0.790 (+,+) Investing resources

Operational issue −0.071 −0.187 (L, L) 32.4469 −0.7373 (+,−) Maintaining the status

Noted. III: innovation importance index, IRI: innovation resistance index, L: low, H: high.

Table 4. Net influence matrix of the main dimensions.

Net Influence Matrix DAP MDS IR RC OI

Digitalized analysis and process -
Medical data sharing −0.136 -

Infrastructure resources −0.077 0.043 -
Regulation and constraints 0.083 0.229 0.176 -

Operational issue −0.219 −0.087 −0.130 −0.302 -

The whole problem recommended pathway has been proposed by integrating the
analysis from IRA and NRM models to overcome medical data sharing. The ranking of
the innovation importance index (III) is RC > IR > DAP > OI > MDS, and the ranking of
innovation resistance index (IRI) is MDS > DAP > OI > IR > RC (Table 5). The eight improve-
ment paths (RR→OI; RC→DAP→OI; RC→IR→OI; RC→MDS→OI; RC→DAP→IR→OI;
RC→DAP→MDS→OI; RC→IR→MDS→OI; RC→DAP→IR→MDS→OI) were determined
by NRM analysis, and the advantage dimensions can improve the disadvantage dimensions
(Table 5). To conclude, IRA–NRM technique combines the result of III and IRI improvement
paths, and the recommended pathways are the six improvement paths (RC→DAP→OI;
RC→MDS→OI; RC→DAP→IR→OI; RC→DAP→MDS→OI; RC→IR→MDS→OI;
RC→DAP→IR→MDS→OI, Table 5).
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Table 5. Recommended pathways for solving the barriers regarding their main dimensions.

III IRI

Rank RC[1] > IR[2] > DAP[3] > OI[4] > MDS[5] MDS[1] > DAP[2] > OI[3] > IR[4] > RC[5]

Improvement
paths

1. RC[1]→OI[4]
2. RC[1]→DAP[3]→OI[4]
3. RC[1]→IR[2]→OI[4]
4. RC[1]→MDS[5]→MAB[4]
5. RC[1]→DAP[3]→IR[2]→MAB[4]
6. RC[1]→DAP[3]→MDS[5]→MAB[4]
7. RC[1]→IR[2]→MDS[5]→MAB[4]
8. RC[1]→DAP[3]→IR[2]→MDS[5]→MAB[4]

1. RC[5]→OI[3] (X)
2. RC[5]→DAP[2]→OI[3]
3. RC[5]→IR[4]→OI[3] (X)
4. RC[5]→MDS[1]→OI[3]
5. RC[5]→DAP[2]→IR[4]→MAB[3]
6. RC[5]→DAP[2]→MDS[1]→MAB[3]
7. RC[5]→IR[2]→MDS[4]→MAB[3]
8. RC[5]→DAP[2]→IR[4]→MDS[1]→MAB[3]

Recommended
pathway

1. RC→DAP→OI
2. RC→MDS→OI
3. RC→DAP→IR→OI
4. RC→DAP→MDS→OI
5. RC→IR→MDS→OI
6. RC→DAP→IR→MDS→OI

The IRA–NRM result of medical information digitalization barriers indicates that
medical institutions can improve digitalized analysis and process (DAP) first, followed by
infrastructure resources (IR) and regulation and constraints (RC) by investing resources,
and finally medical data sharing (MDS) and operational issue (OI) by maintaining their
status. However, regulation and constraints (RC) is a strong dimension, and operational
issue (OI) is a weak dimension. Table 5 summarizes the improvement paths and the recom-
mended pathways that medical institutions can follow to solve the main dimensions of
barriers. The rest of the IRA–NRM model data, improvement paths, and recommended
pathways that medical institutions can follow to solve the resistance factors of each dimen-
sion were shown on the following pages.

3.2.2. Digitalized Analysis and Process

The section focuses on digitalized analysis and process to conduct IRA. The dis-
tribution is shown in Figure 3 and Table 6. Cooperation of the personnel (DAP1) and
interdisciplinary team communication (DAP4) is located in the quadrant that represents
high importance and high difficulty. Thus, medical institutions should invest in resources
in these factors. Analysis ability (DAP2) and data application (DAP3) are located in the
quadrant that represents low importance and low difficulty; therefore, medical institutions
should maintain the current strategy for these factors.
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Table 6. Digitalized analysis and process order of medical information digitalization barriers and strategies.

Applications
IRA NRM

Strategy
III IRI (III,

IRI) d + r d − r (d + r,
d − r)

Cooperation of the personnel 0.605 1.268 (H, H) 35.923 1.022 (+,+) Investing resources

Analysis ability −0.928 −0.887 (L, L) 35.034 0.343 (+,+) Maintaining
the status

Data application −0.766 −0.707 (L, L) 36.407 −0.998 (+,−) Maintaining
the status

Interdisciplinary team communication 1.089 0.325 (H, H) 36.186 −0.367 (+,−) Investing resources

Noted. III: innovation importance index, IRI: innovation resistance index, L: low, H: high.

The net influence matrix (Table 7) shows that cooperation of the personnel (DAP1)
influences analysis ability (DAP2), interdisciplinary team communication (DAP4), and
data application (DAP3). Among the relationship, the dominance on data application
(DAP3) is the biggest, whereas the dominance on analysis ability (DAP2) is the smallest.
Analysis ability (DAP2) influences interdisciplinary team communication (DAP4) and Data
application (DAP3). Among the relationships, the dominance of data application (DAP3) is
bigger than that of interdisciplinary team communication (DAP4), and the latter influences
the former.

Table 7. Digitalized analysis and process net influence matrix.

Net Influence Matrix DAP1 DAP2 DAP3 DAP4

Cooperation of the personnel -
Analysis ability −0.174 -
Data application −0.502 −0.336 -

Interdisciplinary team communication −0.345 −0.181 0.159 -

A better effect can be obtained through the improvement of the factor that has higher
dominance. Thus, we should improve cooperation of the personnel (DAP1) first, fol-
lowed by analysis ability (DAP2), interdisciplinary team communication (DAP4), and
data application (DAP3). A recommended pathway is proposed by integrating the anal-
ysis from the IRA–NRM model to overcome digitalized analysis and process. To con-
clude, IRA–NRM technique combines the result of III and IRI improvement paths, and
the recommended pathways are the two improvement paths (DAP1→DAP2→DAP3;
DAP1→DAP2→DAP4→DAP3, Table 8).

Table 8. Recommended pathway for solving the digitalized analysis and process.

III IRI

Rank DAP4[1] > DAP1[2] > DAP3[3] > DAP2[4] DAP2[1] > DAP3[2] >DAP4[3] > DAP1[4]

Improvement paths

1. DAP1[2]→DAP3[3]
2. DAP1[2]→DAP4[1]→DAP3[3]
3. DAP1[2]→DAP2[4]→DAP3[3]
4. DAP1[2]→DAP2[4]→DAP4[1]→DAP3[3]

1. DAP1[4]→DAP3[2] (X)
2. DAP1[4]→DAP4[3]→DAP3[2] (X)
3. DAP1[4]→DAP2[1]→DAP3[2]
4. DAP1[4]→DAP2[1]→DAP4[3]→DAP3[2]

Recommended
pathway

1. DAP1→DAP2→DAP3
2. DAP1→DAP2→DAP4→DAP3

3.2.3. Medical Data Sharing

This section focuses on medical data sharing to conduct IRA. The distribution can be
drawn from Figure 4 and Table 9. Patient cooperation (MDS2) is located in the quadrant
that represents high importance and low difficulty. Thus, medical institutions should
improve this factor first. Willingness of sharing (MDS4) is located in the quadrant that
represents high importance and high difficulty; therefore, medical institutions should
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invest their resources in this factor. Data collection (MDS1) and information accessibility
(MDS3) are located in the quadrant that represents low importance and low difficulty. Thus,
medical institutions should maintain their current strategy for these factors.
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Table 9. Medical data sharing order of medical information digitalization barriers and strategies.

Applications
IRA NRM

Strategy
III IRI (III,

IRI) d + r d − r (d + r,
d − r)

Data collection −0.308 −0.670 (L, L) 28.320 −1.346 (+,−) Maintaining
the status

Patient cooperation 0.286 −0.633 (H, L) 27.558 2.273 (+,+) Priority

Information accessibility −1.177 −0.156 (L, L) 29.033 −0.576 (+,−) Maintaining
the status

Willingness of sharing 1.199 1.458 (H, H) 28.374 −0.351 (+,−) Investing resources

Noted. III: innovation importance index, IRI: innovation resistance index, L: low, H: high.

The net influence matrix (Table 10) reveals that patient cooperation (MDS2) influ-
ences willingness of sharing (MDS4), information accessibility (MDS3), and data collection
(MDS1). Among the relationships, the dominance on data collection (MDS1) is the biggest,
whereas the dominance on willingness of sharing (MDS4) is the smallest; the latter influ-
ences information accessibility (MDS3) and data collection (MDS1). In the relationship,
the dominance on the data collection (MDS1) is bigger than the information accessibility
(MDS3); the latter only influences the former.

Table 10. Medical data sharing net influence matrix.

Net Influence Matrix MDS1 MDS2 MDS3 MDS4

Data collection -
Patient cooperation 0.900 -

Information accessibility 0.204 −0.725 -
Sharing will 0.243 −0.648 0.055 -

The improvement of the factor that has higher dominance can have a beneficial ef-
fect. Therefore, we should improve patient cooperation (MDS2) first, followed by sharing
willingness (MDS4), information accessibility (MDS3), and data collection (MDS1). A rec-
ommended pathway is proposed by integrating the analysis from IRA and NRM model to
overcome data collection (MDS1). To conclude, IRA–NRM technique combines the result of
III and IRI improvement paths, and the recommended pathways are the three improvement
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paths (MDS2→MDS4→MDS1; MDS2→MDS3→MDS1; MDS2→MDS4→MDS3→MDS1,
Table 11).

Table 11. Recommended pathway for solving the medical data sharing.

III IRI

Rank MDS4[1] > MDS2[2] > MDS1[3] > MDS3[4] MDS1[1] > MDS2[2] > MDS3[3] > MDS4[4]

Improvement
paths

1. MDS2[2]→MDS1[3]
2. MDS2[2]→MDS4[1]→MDS1[3]
3. MDS2[2]→MDS3[4]→MDS1[3]
4. MDS2[2]→MDS4[1]→MDS3[4]→MDS1[3]

1. MDS2[2]→MDS1[1] (X)
2. MDS2[2]→MDS4[4]→MDS1[1]
3. MDS2[2]→MDS3[3]→MDS1[1]
4. MDS2[2]→MDS4[4]→MDS3[3]→MDS1[1]

Recommended
pathway

1. MDS2→MDS4→MDS1
2. MDS2→MDS3→MDS1
3. MDS2→MDS4→MDS3→MDS1

3.2.4. Infrastructure Resources

This section focuses on infrastructure resources to conduct IRA. The distribution
can be drawn from Figure 5 and Table 12. Faculty loading (IR4) and implementation
costs (IR3) are located in the quadrant that represents high importance and high difficulty.
Thus, medical institutions should invest their resources in this factor. Technical resources
demand (IR1) and information reliability (IR2) are located in the quadrant that represents
low importance and low difficulty. Therefore, medical institutions should maintain their
current strategy for these factors.
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Figure 5. Infrastructure resources IRA-NRM model of medical information digitalization barriers.

Table 12. Infrastructure resources order of medical information digitalization barriers and strategies.

Applications
IRA NRM

Strategy
III IRI (III,

IRI) d + r d − r (d + r,
d − r)

Technical resources demand −1.085 −1.038 (L, L) 14.291 0.938 (+,+) Maintaining
the status

Information reliability −0.613 −0.552 (L, L) 12.905 −0.478 (+,−) Maintaining
the status

Implementation costs 0.802 0.376 (H, H) 13.352 −0.474 (+,−) Investing resources
Faculty loading 0.896 1.215 (H, H) 14.205 0.014 (+,+) Investing resources

Noted. III: innovation importance index, IRI: innovation resistance index, L: low, H: high.
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The net influence matrix (Table 13) shows that technical resources demand (IR1)
influence faculty loading (IR4), information reliability (IR2), and implementation costs
(IR3). Among the relationships, the dominance on implementation costs (IR3) is the
biggest, whereas the dominance on faculty loading (IR4) is the smallest. Faculty loading
(IR4) influence information reliability (IR2) and implementation costs (IR3). Among the
relationships, the dominance of faculty loading (IR4) is bigger than that of information
reliability (IR2). Implementation costs (IR3) only influence information reliability (IR2).

Table 13. Infrastructure resources net influence matrix.

Net Influence Matrix IR1 IR2 IR IR4

Technical resources demand -
Information reliability −0.339 -
Implementation costs −0.350 0.005 -

Faculty loading −0.249 0.135 0.128 -

A beneficial effect can be the improvement of the factor that has high dominance. Thus,
technical resources demand (IR1) should be improved first, followed by faculty loading
(IR4), implementation costs (IR3), and information reliability (IR2). A recommended
pathway is proposed by integrating the analysis from IRA and NRM model to overcome
Infrastructure resources. To conclude, IRA–NRM technique combines the result of III and
IRI improvement paths. The recommended pathways are the three improvement paths
(IR1→IR3→IR2; IR1→IR4→IR2; IR1→IR4→IR3→IR2, Table 14).

Table 14. Recommended pathway for solving the infrastructure resources.

III IRI

Improvement paths

1. IR1[4]→IR2[3](X)
2. IR1[4]→IR3[2]→IR2[3]
3. IR1[4]→IR4[1]→IR2[3]
4. IR1[4]→IR4[1]→IR3[2]→IR2[3]

1. IR1[1]→IR2[2]
2. IR1[1]→IR3[3]→IR2[2]
3. IR1[1]→IR4[4]→IR2[2]
4. IR1[1]→IR4[4]→IR3[3]→IR2[2]

Recommended pathway
1. IR1→IR3→IR2
2. IR1→IR4→IR2
3. IR1→IR4→IR3→IR2

3.2.5. Regulation and Constraints

This section focuses on Regulation and constraints to conduct IRA. The distribution
can be ascertained through Figure 6 and Table 15. Data usage (RC3) is located in the
quadrant that represents high importance and low difficulty. Thus, medical institutions
should improve this factor first. Regulation vagueness (RC1) and medical malpractice
liability (RC4) are located in the quadrant that represents high importance and high
difficulty. Therefore, medical institutions should invest their resources in this factor. Data
accessibility (RC2) is located in the quadrant that represents low importance and low
difficulty; therefore, medical institutions should maintain the current strategy for this factor.

The net influence matrix (Table 16) indicates that regulation vagueness (RC1) influ-
ences medical malpractice liability (RC4), data accessibility (RC2), and data usage (RC3).
Among the relationships, the dominance on data usage (RC3) is the biggest, and the
dominance on medical malpractice liability (RC4) is the smallest.

A beneficial effect can be achieved through the improvement of the factor that has
high dominance. Thus, we should improve regulation vagueness (RC1) first, followed
by medical malpractice liability (RC4), data accessibility (RC2), and data usage (RC3). A
recommended pathway is proposed by integrating the analysis from IRA and NRM model
to overcome regulation and responsibilities. To conclude, IRA–NRM technique combines
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the result of III and IRI improvement paths, and the recommended pathways are the two
improvement paths (RC1→RC2→RC3; RC1→RC4→RC2→RC3, Table 17).
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Table 15. Regulation and constraints order of medical information digitalization barriers and strategies.

Applications
IRA NRM

Strategy
III IRI (III,

IRI) d + r d − r (d + r,
d − r)

Regulation vagueness 0.705 1.012 (H, H) 15.507 1.186 (+,+) Investing resources

Data accessibility −1.416 −1.287 (L, L) 15.280 −0.305 (+,−) Maintaining
the status

Data usage 0.705 −0.237 (H, L) 15.383 −0.832 (+,−) Priority
Medical malpractice liability 0.005 0.512 (H, H) 14.587 −0.049 (+,−) Investing resources

Noted. III: innovation importance index, IRI: innovation resistance index, L: low, H: high.

Table 16. Regulation and constraints net influence matrix.

Net Influence Matrix RC1 RC2 RC3 RC4

Regulation vagueness -
Data accessibility −0.388 -

Data usage −0.511 −0.142 -
Medical malpractice liability −0.287 0.060 0.179 -

Table 17. Recommended pathway for solving the regulation and responsibilities.

III IRI

Rank RC1[1] = RC3[1] > RC4[2] > RC2[3] RC2[1] > RC3[2] > RC4[3] > RC1[4]

Improvement paths

1. RC1[1]→RC3[1]
2. RC1[1]→RC2[3]→RC3[1]
3. RC1[1]→RC4[2]→RC3[1]
4. RC1[1]→RC4[2]→RC2[3]→RC3[1]

1. RC1[4]→RC3[2] (X)
2. RC1[4]→RC2[1]→RC3[2]
3. RC1[4]→RC4[3]→RC3[2] (X)
4. RC1[4]→RC4[3]→RC2[1]→RC3[2]

Recommended pathway 1. RC1→RC2→RC3
2. RC1→RC4→RC2→RC3
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3.2.6. Operational Issue

This section focuses on operational issue to conducting IRA. The distribution is
presented in Figure 7 and Table 18. Patients’ privacy (OI2) is located in the quadrant
that represents high importance and low difficulty. Thus, medical institutions should
improve this factor first. Differences between divisions (OI1) is located in the quadrant
that represents high importance and high difficulty. Therefore, medical institutions should
invest their resources in this factor. Lacking incentives (OI4) and worries regarding value-
added service (OI3) are located in the quadrant that represents low importance and high
difficulty; thus, medical institutions should suspend their current strategy for these factors.
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Table 18. Operational issue order of medical information digitalization barriers and strategies.

Applications
IRA NRM

Strategy
III IRI (III,

IRI) d + r d − r (d + r,
d − r)

Differences between divisions 1.160 0.789 (H, H) 14.844 0.293 (+,+) Investing resources
Patients’ privacy 0.311 −1.466 (H, L) 14.424 0.249 (+,+) Priority

Worries regarding value-added service −0.247 0.338 (L, H) 15.616 −0.690 (+,−) Suspension
Lacking incentives −1.224 0.338 (L, H) 14.313 0.148 (+,+) Suspension

Noted. III: innovation importance index, IRI: innovation resistance index, L: low, H: high.

The net influence matrix (Table 19) reveals that differences between divisions (OI1)
influences lacking incentives (OI4), patients’ privacy (OI2), and worries regarding value-
added service (OI3). Among the relationships, the dominance on worries regarding value-
added service (OI3) is the biggest, whereas the dominance on patients’ privacy (OI2) is the
smallest. Patients’ privacy (OI2) influences lacking incentives (OI4) and worries regarding
value-added service (OI3). Among the relationships, the dominance of worries regarding
value-added service (OI3) is bigger than that of lacking incentives (OI4); the dominance on
worries regarding value-added service (OI3) is the smallest.

Table 19. Operational issue net influence matrix.

Net Influence Matrix OI1 OI2 OI3 OI4

Differences between divisions -
Patients’ privacy −0.010 -

Worries regarding value-added service −0.250 −0.239 -
Lacking incentives −0.033 −0.021 0.201 -
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A beneficial effect can be achieved by improving the factor that has high dominance.
Thus, differences between divisions (OI1) should be improved first, followed by patients’
privacy (OI2), lacking incentives (OI4), and worries regarding value-added service (OI3). A
recommended pathway is proposed by integrating the analysis from IRA and NRM model
to overcome operational issue. To conclude, IRA–NRM technique combines the result of III
and IRI improvement paths, and the recommended pathways are the three improvement
paths (OI1→OI4→OI3; OI1→OI2→OI3; OI1→OI2→OI4→OI3, Table 20).

Table 20. Recommended pathway for solving the operational issue.

III IRI

Rank OI2[1] > OI1[2] > OI3[3] > OI4[4] OI2[1] > OI3[2] = OI4[2] > OI1[3]

Improvement paths

1. OI1[2]→OI3[4]
2. OI1[2]→OI4[4]→OI3[3]
3. OI1[2]→OI2[1]→OI3[3]
4. OI1[2]→OI2[1]→OI4[4]→OI3[3]

1. OI1[3]→OI3[2] (X)
2. OI1[3]→OI4[2]→OI3[2]
3. OI1[3]→OI2[1]→OI3[2]
4. OI1[3]→OI2[1]→OI4[2] OI3[2]

Recommended pathway
1. OI1→OI4→OI3
2. OI1→OI2→OI3
3. OI1→OI2→OI4→OI3

4. Discussion

“Medical information digitalization” is not a new terminology in the healthcare context
and has been used by medical institutions in surveillance, public health, and research [18].
In addition to improving profits and reducing wasted overheads, medical information
digitalization supports the process of treatment by predicting different types of diseases
and improving the quality of life. Although medical information digitalization is now
inclined to be internally utilized within the organizational context, in the very near future,
patients could share such medical data with physicians who can employ them as part of a
diagnostic toolbox when patients visit them with an ailment [5,75]. As a whole, digitalized
medical information is a sizeable innovation in healthcare and in the general scenario of
technology development [16,37].

Despite the undeniable benefits, medical institutions encounter several challenges;
that is, the barriers significantly inhibit the development of an effective system of digital-
ized medical information [35]. Various factors have been discussed in several previous
literatures. Bakken and Koleck mentioned the application of medical information dig-
italization [25], while Banerjee conducted the research of the field that the biomedical
information that could be implemented into the healthcare industries. However, they did
not further discuss the issues of medical information digitalization that could somehow
have the interaction among each other.

This research helps to clarify the ways to improve the barriers in the development
of medical information digitalization and to improve on the excellent resource allocation
and strategic pathway. This research investigates barriers in effectively implementing the
digitalized medical information system. [52,65]. Based on the outcomes of the IRA-NRM
model, we find that regulation and responsibilities is the dominant dimension. The benefits
of medical information digitalization must be based on the trust and security of providers
and patients. However, the transparency and quality of data are difficult to control due
to the concealment and particularity of medical processes [39,76]. Hence, the regulatory
system needs to have new management thinking for the collection, access, and use of
medical information to prevent asymmetry and inequality in payments and benefits [63,64].
Regulators make decisions primarily based on safety and effectiveness; therefore, these
norms have economic and legal consequences, including accountability. In recent years,
various countries have actively proposed appropriate assessment procedures and bench-
marks to clearly define the regulatory framework of medical information digitalization [62].
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Thus, in the development and future application of medical information, regulation and
responsibilities are an urgent and critical problem to be solved.

Infrastructure resources (IR) and digitalized analysis and process (DAP) to the ac-
quisition and storage of medical information digitalization are also the issues that should
be further addressed; these barriers include facilities and manpower of medical informa-
tion digitalization acquisition units [46,65]. Communications and information technology
makes the data more accessible; therefore, medical information digitalization’s real chal-
lenge involves planning, storage, unity, integration, sharing, digging, explaining, and
transforming these large amounts of information [55]. The establishment of a large medical
database depends on the organization, technology, professionals, and continuous feedback
to ensure success [33,50,60]. In addition to ensure that the organization has adequate
funding and appropriate technology to support its implementation throughout the process,
the experience of those who collect data also plays an important role [16,45]. However,
clinical staff must have sufficient experience and ability in the operation, presentation,
device interference, specific data screening, and patient interaction in the collection of
medical information digitalization, which often results in additional burden for clinical
staff [42]. Therefore, effective communication across management, information technology,
administration, and clinical staff can only be achieved through the organization of powerful
resources and experienced personnel [45]. In the future, this research can be extended to
all aspects of the development of medical information digitalization, including medical
technology assessment, economic development, digital transformation, and application
of artificial intelligence. This research also allows further discussion views of different
stakeholders, barriers, and national regions to expand the research scope and enhance the
effectiveness and contribution of the research.

5. Conclusions

This study provides two main contributions. First, based on the literature review
and views of stakeholders, this article summarizes the five dimensions and twenty factors
that affect the development of medical information digitalization. Second, the results
of IRA-NRM emphasize the organization’s investment in the development of medical
information digitalization and strategies for eliminating barriers to avoid wasting resources
and improve the feasibility and success rate of the application of medical information
digitalization. Thus, the acquisition, management, and application of medical information
digitalization are the key foundation of medical technology innovation, digital transfor-
mation, and application of artificial intelligence. This work can reduce the limitation of
a narrow healthcare context and result in increasing contributions to a larger scenario.
This study not only helps medical institutions and enterprises to clarify and distinguish
the important issues while digitalizing medical data but also realizes the innovation and
application of it. In the long term, the results provide a basis for future development
direction of medical information digitalization and affect the medical industry.

Author Contributions: Data curation, writing—original draft, formal analysis, W.-C.L.; writing—
review and editing, I.-C.T.; visualization, K.-C.W.; writing—review and editing, T.-A.T.; data curation,
formal analysis, K.-C.L.; formal analysis, Y.-C.K.; conceptualization, funding acquisition, methodol-
ogy, project administration, supervision, writing—original draft, writing—review and editing, P.-T.C.
All authors have read and agreed to the published version of the manuscript.

Funding: This research was funded by the Ministry of Technology and Science, grant number 108-
2221-E-006 -063 and 109-2410-H-006 -045 -MY2 and the Medical Device Innovation Center (MDIC),
National Cheng Kung University (NCKU) from the Featured Areas Research Center Program within
the framework of the Higher Education Sprout Project by the Ministry of Education (MoE) in Taiwan.

Institutional Review Board Statement: Not applicable.

Informed Consent Statement: Not applicable.



Sustainability 2021, 13, 7888 18 of 20

Acknowledgments: This research was made possible by the support and assistance of a number
of people whom I would like to thank. I am very grateful to all the respondents for their valuable
opinions. I would like to thank my research assistant Nguyuen Quoc Duy and Chun Yin Lai for their
help in paper editing. All authors have read and agreed to the published version of the manuscript.

Conflicts of Interest: The funders had no role in the design of the study; in the collection, analyses,
or interpretation of data; in the writing of the manuscript, or in the decision to publish the results.

References
1. Rigamonti, L.; Albrecht, U.V.; Lutter, C.; Tempel, M.; Wolfarth, B.; Back, D.A. Potentials of digitalization in sports medicine:

A narrative review. Curr. Sports Med. Rep. 2020, 19, 157–163. [CrossRef]
2. Kikuchi, S.; Kadama, K.; Sengoku, S. Characteristics and Classification of Technology Sector Companies in Digital Health for

Diabetes. Sustainability 2021, 13, 4839. [CrossRef]
3. McKee, M.; van Schalkwyk, M.C.; Stuckler, D. The second information revolution: Digitalization brings opportunities and

concerns for public health. Eur. J. Public Health 2019, 29 (Suppl. S3), 3–6. [CrossRef]
4. Russom, P. Managing Big Data. In TDWI Best Practices Report; The Data Warehousing Institute: Phoenix, AZ, USA, 2013; pp. 1–40.
5. Gu, D.; Li, J.; Li, X.; Liang, C. Visualizing the knowledge structure and evolution of big data research in healthcare informatics.

Int. J. Med. Inform. 2017, 98, 22–32. [CrossRef] [PubMed]
6. Grayson, S.; Doerr, M.; Yu, J.H. Developing pathways for community-led research with big data: A content analysis of stakeholder

interviews. Health Res. Policy Syst. 2020, 18, 1–12. [CrossRef] [PubMed]
7. Chen, M.; Mao, S.; Liu, Y. Big data: A survey. Mob. Netw. Appl. 2014, 19, 171–209. [CrossRef]
8. Oussous, A.; Benjelloun, F.Z.; Lahcen, A.A.; Belfkih, S. Big Data technologies: A survey. J. King Saud Univ. Comput. Inf. Sci. 2018,

30, 431–448.
9. Gholizadeh, H.; Fazlollahtabar, H.; Khalilzadeh, M. A robust fuzzy stochastic programming for sustainable procurement and

logistics under hybrid uncertainty using big data. J. Clean. Prod. 2020, 258, 120640. [CrossRef]
10. Cano, I.; Tenyi, A.; Vela, E.; Miralles, F.; Roca, J. Perspectives on big data applications of health information. Curr. Opin. Syst. Biol.

2017, 3, 36–42. [CrossRef]
11. Habl, C.; Renner, A.T.; Bobek, J.; Laschkolnig, A. Study on Big Data in Public Health, Telemedicine and Healthcare; European

Commission: Brussels, Belgium, 2016.
12. Shakhovska, N.; Fedushko, S.; Greguš ml, M.; Melnykova, N.; Shvorob, I.; Syerov, Y. Big Data analysis in development of

personalized medical system. Procedia Comput. Sci. 2019, 160, 229–234. [CrossRef]
13. Zhou, C.; Li, A.; Hou, A.; Zhang, Z.W.; Zhang, Z.H.; Dai, P.; Wang, F. Modeling Methodology for Early Warning of Chronic Heart

Failure Based on Real Medical Big Data. Expert Syst. Appl. 2020, 151, 113361. [CrossRef]
14. Frost, S. Drowning in Big Data? Reducing Information Technology Complexities and Costs for Healthcare Organizations; Frost & Sullivan:

New York, NY, USA, 2015.
15. Schaeffer, C.; Booton, L.; Halleck, J.; Studeny, J.; Coustasse, A. Big data management in US hospitals: Benefits and barriers.

Health Care Manag. 2017, 36, 87–95. [CrossRef]
16. Galetsi, P.; Katsaliaki, K.; Kuma, S. Values, challenges and future directions of big data analytics in healthcare: A systematic

review. Soc. Sci. Med. 2019, 241, 112533. [CrossRef]
17. Kostkova, P.; Brewer, H.; de Lusignan, S.; Fottrell, E.; Goldacre, B.; Hart, G.; Koczan, P.; Knight, P.; Marsolier, C.; McKendry,

R.A.; et al. Who owns the data? Open data for healthcare. Front. Public Health 2016, 4, 7. [CrossRef] [PubMed]
18. Lee, C.H.; Yoon, H.-J. Medical big data: Promise and challenges. Kidney Res. Clin. Pract. 2017, 36, 3. [CrossRef]
19. Shilo, S.; Rossman, H.; Segal, E. Axes of a revolution: Challenges and promises of big data in healthcare. Nat. Med. 2020, 26, 29–38.

[CrossRef]
20. Nagi, R.; Van Katwyk, S.R.; Hoffman, S.J. Limitations in a rapid environmental scan of global health research expertise point to

the need for more open data. Health Res. Policy Syst. 2020, 18, 1–2. [CrossRef] [PubMed]
21. Murdoch, T.B.; Detsky, A.S. The inevitable application of big data to health care. JAMA 2013, 309, 1351–1352. [CrossRef]
22. Elia, G.; Polimeno, G.; Solazzo, G.; Passiante, G. A multi-dimension framework for value creation through big data.

Ind. Mark. Manag. 2020, 90, 617–632. [CrossRef]
23. Line, N.D.; Dogru, T.; El-Manstrly, D.; Buoye, A.; Malthouse, E.; Kandampully, J. Control, use and ownership of big data:

A reciprocal view of customer big data value in the hospitality and tourism industry. Tour. Manag. 2020, 80, 104106. [CrossRef]
24. Sahal, R.; Breslin, J.G.; Ali, M.I. Big data and stream processing platforms for Industry 4.0 requirements mapping for a predictive

maintenance use case. J. Manuf. Syst. 2020, 54, 138–151. [CrossRef]
25. Bag, S.; Wood, L.C.; Xu, L.; Dhamija, P.; Kayikci, Y. Big data analytics as an operational excellence approach to enhance sustainable

supply chain performance. Resour. Conserv. Recycl. 2020, 153, 104559. [CrossRef]
26. Lin, Y.K.; Lin, M.; Chen, H. Do electronic health records affect quality of care? Evidence from the HITECH Act. Inf. Syst. Res.

2019, 30, 306–318. [CrossRef]
27. Bakken, S.; Koleck, T.A. Big Data Challenges from A Nursing Perspective, in Big Data, Big Challenges: A Healthcare Perspective; Springer:

Berlin/Heidelberg, Germany, 2019; pp. 3–16.

http://doi.org/10.1249/JSR.0000000000000704
http://doi.org/10.3390/su13094839
http://doi.org/10.1093/eurpub/ckz160
http://doi.org/10.1016/j.ijmedinf.2016.11.006
http://www.ncbi.nlm.nih.gov/pubmed/28034409
http://doi.org/10.1186/s12961-020-00589-7
http://www.ncbi.nlm.nih.gov/pubmed/32641140
http://doi.org/10.1007/s11036-013-0489-0
http://doi.org/10.1016/j.jclepro.2020.120640
http://doi.org/10.1016/j.coisb.2017.04.012
http://doi.org/10.1016/j.procs.2019.09.461
http://doi.org/10.1016/j.eswa.2020.113361
http://doi.org/10.1097/HCM.0000000000000139
http://doi.org/10.1016/j.socscimed.2019.112533
http://doi.org/10.3389/fpubh.2016.00007
http://www.ncbi.nlm.nih.gov/pubmed/26925395
http://doi.org/10.23876/j.krcp.2017.36.1.3
http://doi.org/10.1038/s41591-019-0727-5
http://doi.org/10.1186/s12961-020-00635-4
http://www.ncbi.nlm.nih.gov/pubmed/33138829
http://doi.org/10.1001/jama.2013.393
http://doi.org/10.1016/j.indmarman.2020.03.015
http://doi.org/10.1016/j.tourman.2020.104106
http://doi.org/10.1016/j.jmsy.2019.11.004
http://doi.org/10.1016/j.resconrec.2019.104559
http://doi.org/10.1287/isre.2018.0813


Sustainability 2021, 13, 7888 19 of 20

28. Banerjee, A.; Chakraborty, C.; Kumar, A.; Biswas, D. Emerging Trends in IoT and Big Data Analytics for Biomedical and Health
Care Technologies. In Handbook of Data Science Approaches for Biomedical Engineering; Elsevier: Amsterdam, The Netherlands, 2020;
pp. 121–152.

29. Zolbanin, H.M.; Delen, D. Processing electronic medical records to improve predictive analytics outcomes for hospital readmis-
sions. Decis. Support Syst. 2018, 112, 98–110. [CrossRef]

30. Chen, P.T. Medical big data applications: Intertwined effects and effective resource allocation strategies identified through
IRA-NRM analysis. Technol. Forecast. Soc. Chang. 2018, 130, 150–164. [CrossRef]

31. Wong, L.; Ryan, F.S.; Christensen, L.R.; Cunningham, S.J. Factors influencing satisfaction with the process of orthodontic treatment
in adult patients. Am. J. Orthod. Dentofac. Orthop. 2018, 153, 362–370. [CrossRef] [PubMed]

32. Chen, P.T.; Lin, C.L.; Wu, W.N. Big data management in healthcare: Adoption challenges and implications. Int. J. Inf. Manag.
2020, 53, 102078. [CrossRef]

33. Nambisan, S.; Wright, M.; Feldman, M. The digital transformation of innovation and entrepreneurship: Progress, challenges and
key themes. Res. Policy 2019, 48, 103773. [CrossRef]

34. Huerta, T.R.; Thompson, M.A.; Ford, E.W.; Ford, W.F. Electronic health record implementation and hospitals’ total factor
productivity. Decis. Support Syst. 2013, 55, 450–458. [CrossRef]

35. Thune, T.; Mina, A. Hospitals as innovators in the health-care system: A literature review and research agenda. Res. Policy 2016,
45, 1545–1557. [CrossRef]

36. Lee, T.T.; Mills, M.E.; Bausell, B.; Lu, M.-H. Two-stage evaluation of the impact of a nursing information system in Taiwan. Int. J.
Med. Inform. 2008, 77, 698–707. [CrossRef]

37. Hulsen, T.; Jamuar, S.S.; Moody, A.R.; Karnes, J.H.; Varga, O.; Hedensted, S.; Spreafico, R.; Hafler, D.A.; McKinney, E.F. From big
data to precision medicine. Front. Med. 2019, 6, 34. [CrossRef] [PubMed]

38. Anderson, C.L.; Agarwal, R. The digitization of healthcare: Boundary risks, emotion, and consumer willingness to disclose
personal health information. Inf. Syst. Res. 2011, 22, 469–490. [CrossRef]

39. Price, W.N.; Cohen, I.G. Privacy in the age of medical big data. Nat. Med. 2019, 25, 37–43. [CrossRef]
40. McLeod, R.W. Human factors in barrier management: Hard truths and challenges. Process. Saf. Environ. Prot. 2017, 110, 31–42.

[CrossRef]
41. Shahbaz, M.; Gao, C.; Zhai, L.; Shahzad, F.; Hu, Y. Investigating the adoption of big data analytics in healthcare: The moderating

role of resistance to change. J. Big Data 2019, 6, 6. [CrossRef]
42. Blijleven, V.; Koelemeijer, K.; Wetzels, M.; Jasper, M. Workarounds emerging from electronic health record system usage:

Consequences for patient safety, effectiveness of care, and efficiency of care. JMIR Hum. Factors 2017, 4, e27. [CrossRef]
43. Luo, J.; Wu, M.; Gopukumar, D.; Zhao, Y.Q. Big data application in biomedical research and health care: A literature review.

Biomed. Inform. Insights 2016, 8. [CrossRef]
44. Yang, J.; Li, Y.J.; Liu, Q.Q.; Li, L.; Feng, A.; Wang, T.Y.; Zheng, S.; Xu, A.; Lyu, J. Brief introduction of medical database and data

mining technology in big data era. J. Evid. Based Med. 2020, 13, 57–69. [CrossRef] [PubMed]
45. Sligo, J.; Gauld, R.; Roberts, V.; Villa, L. A literature review for large-scale health information system project planning, implemen-

tation and evaluation. Int. J. Med. Inform. 2017, 97, 86–97. [CrossRef] [PubMed]
46. Piri, S. Missing care: A framework to address the issue of frequent missing values the case of a clinical decision support system

for Parkinson’s disease. Decis. Support Syst. 2020, 136, 113339. [CrossRef]
47. Shortreed, S.M.; Cook, A.J.; Coley, R.Y.; Bobb, J.F.; Nelson, J.C. Challenges and opportunities for using big health care data to

advance medical science and public health. Am. J. Epidemiol. 2019, 188, 851–861. [CrossRef] [PubMed]
48. Stevens, M.; Wehrens, R.; de Bont, A. Epistemic virtues and data-driven dreams: On sameness and difference in the epistemic

cultures of data science and psychiatry. Soc. Sci. Med. 2020, 258, 113116. [CrossRef] [PubMed]
49. Jee, K.; Kim, G.H. Potentiality of big data in the medical sector: Focus on how to reshape the healthcare system.

Healthc. Inform. Res. 2013, 19, 79–85. [CrossRef]
50. Kingori, P.; Gerrets, R. Morals, morale and motivations in data fabrication: Medical research fieldworkers views and practices in

two Sub-Saharan African contexts. Soc. Sci. Med. 2016, 166, 150–159. [CrossRef]
51. Kong, X.; Feng, M.; Wang, R. The current status and challenges of establishment and utilization of medical big data in China.

Eur. Geriatr. Med. 2015, 6, 515–517. [CrossRef]
52. Lee-Post, A.; Pakath, R. Numerical, secondary Big Data quality issues, quality threshold establishment, & guidelines for journal

policy development. Decis. Support Syst. 2019, 126, 113135.
53. Ghasemaghaei, M.; Calic, G. Can big data improve firm decision quality? The role of data quality and data diagnosticity.

Decis. Support Syst. 2019, 120, 38–49. [CrossRef]
54. Mehta, N.; Pandit, A. Concurrence of big data analytics and healthcare: A systematic review. Int. J. Med. Inform. 2018, 114, 57–65.

[CrossRef]
55. Fareed, N.; Bazzoli, G.J.; Mick, S.S.F.; Harless, D.W. The influence of institutional pressures on hospital electronic health record

presence. Soc. Sci. Med. 2015, 133, 28–35. [CrossRef] [PubMed]
56. Chute, C.G.; Ullman-Cullere, M.; Wood, G.M.; Lin, S.M.; He, M.; Pathak, J. Some experiences and opportunities for big data in

translational research. Genet. Med. 2013, 15, 802–809. [CrossRef]
57. Raghupathi, W.; Raghupathi, V. Big data analytics in healthcare: Promise and potential. Health Inf. Sci. Syst. 2014, 2, 3. [CrossRef]

http://doi.org/10.1016/j.dss.2018.06.010
http://doi.org/10.1016/j.techfore.2018.01.033
http://doi.org/10.1016/j.ajodo.2017.07.017
http://www.ncbi.nlm.nih.gov/pubmed/29501111
http://doi.org/10.1016/j.ijinfomgt.2020.102078
http://doi.org/10.1016/j.respol.2019.03.018
http://doi.org/10.1016/j.dss.2012.10.004
http://doi.org/10.1016/j.respol.2016.03.010
http://doi.org/10.1016/j.ijmedinf.2008.03.004
http://doi.org/10.3389/fmed.2019.00034
http://www.ncbi.nlm.nih.gov/pubmed/30881956
http://doi.org/10.1287/isre.1100.0335
http://doi.org/10.1038/s41591-018-0272-7
http://doi.org/10.1016/j.psep.2017.01.012
http://doi.org/10.1186/s40537-019-0170-y
http://doi.org/10.2196/humanfactors.7978
http://doi.org/10.4137/BII.S31559
http://doi.org/10.1111/jebm.12373
http://www.ncbi.nlm.nih.gov/pubmed/32086994
http://doi.org/10.1016/j.ijmedinf.2016.09.007
http://www.ncbi.nlm.nih.gov/pubmed/27919399
http://doi.org/10.1016/j.dss.2020.113339
http://doi.org/10.1093/aje/kwy292
http://www.ncbi.nlm.nih.gov/pubmed/30877288
http://doi.org/10.1016/j.socscimed.2020.113116
http://www.ncbi.nlm.nih.gov/pubmed/32599412
http://doi.org/10.4258/hir.2013.19.2.79
http://doi.org/10.1016/j.socscimed.2016.08.019
http://doi.org/10.1016/j.eurger.2015.07.005
http://doi.org/10.1016/j.dss.2019.03.008
http://doi.org/10.1016/j.ijmedinf.2018.03.013
http://doi.org/10.1016/j.socscimed.2015.03.047
http://www.ncbi.nlm.nih.gov/pubmed/25840047
http://doi.org/10.1038/gim.2013.121
http://doi.org/10.1186/2047-2501-2-3


Sustainability 2021, 13, 7888 20 of 20

58. Wills, M.J. Decisions through data: Analytics in healthcare. J. Healthc. Manag. 2014, 59, 254–262. [CrossRef] [PubMed]
59. Halamka, J.D. Early experiences with big data at an academic medical center. Health Aff. 2014, 33, 1132–1138. [CrossRef] [PubMed]
60. Schultz, C.; Schreyoegg, J.; von Reitzenstein, C. The moderating role of internal and external resources on the performance effect

of multitasking: Evidence from the R&D performance of surgeons. Res. Policy 2013, 42, 1356–1365.
61. Roski, J.; Bo-Linn, G.W.; Andrews, T.A. Creating value in health care through big data: Opportunities and policy implications.

Health Aff. 2014, 33, 1115–1122. [CrossRef]
62. Lovis, C. Unlocking the Power of Artificial Intelligence and Big Data in Medicine. J. Med. Internet Res. 2019, 21, e16607. [CrossRef]

[PubMed]
63. Garrety, K.; McLoughlin, I.; Wilson, R.; Zelle, G.; Martin, M. National electronic health records and the digital disruption of moral

orders. Soc. Sci. Med. 2014, 101, 70–77. [CrossRef]
64. McMahon, A.; Buyx, A.; Prainsack, B. Big data governance needs more collective responsibility: The role of harm mitigation in

the governance of data use in medicine and beyond. Med. Law Rev. 2020, 28, 155–182. [CrossRef]
65. Chang, R.M.; Kauffman, R.J.; Kwon, Y. Understanding the paradigm shift to computational social science in the presence of big

data. Decis. Support Syst. 2014, 63, 67–80. [CrossRef]
66. Car, J.; Sheikh, A.; Wicks, P.; Williams, M.S. Beyond the Hype of Big Data and Artificial Intelligence: Building Foundations for Knowledge

and Wisdom; BioMed Central: London, UK, 2019.
67. Gagnon, M.P.; Simonyan, D.; Ghandour, E.K.; Godin, G. Factors influencing electronic health record adoption by physicians:

A multilevel analysis. Int. J. Inf. Manag. 2016, 36, 258–270. [CrossRef]
68. Ram, S.; Sheth, J.N. Consumer resistance to innovations: The marketing problem and its solutions. J. Consum. Mark. 1989, 6, 5–14.

[CrossRef]
69. Chiu, Y.-J.; Chen, H.-C.; Tzeng, G.-H.; Shyu, J.Z. Marketing strategy based on customer behaviour for the LCD-TV. Int. J. Manag.

Decis. Mak. 2006, 7, 143–165. [CrossRef]
70. Liou, J.J.; Tzeng, G.H.; Chang, H.C. Airline safety measurement using a hybrid model. J. Air Transp. Manag. 2007, 13, 243–249.

[CrossRef]
71. Lee, Y.-C.; Li, M.-L.; Yen, T.-M.; Huang, T.-H. Analysis of adopting an integrated decision making trial and evaluation laboratory

on a technology acceptance model. Expert Syst. Appl. 2010, 37, 1745–1754. [CrossRef]
72. Horng, J.S.; Liu, C.-H.S.; Chou, S.-F.; Tsai, C.-Y.; Hu, D.-C. Developing a sustainable service innovation framework for the

hospitality industry. Int. J. Contemp. Hosp. Manag. 2018, 30, 455–474. [CrossRef]
73. Martilla, J.A.; James, J.C. Importance-performance analysis. J. Mark. 1977, 41, 77–79. [CrossRef]
74. Tzeng, G.H.; Chiang, C.H.; Li, C.W. Evaluating intertwined effects in e-learning programs: A novel hybrid MCDM model based

on factor analysis and DEMATEL. Expert Syst. Appl. 2007, 32, 1028–1044. [CrossRef]
75. Wang, L.; Jones, R. Big Data, Cybersecurity, and Challenges in Healthcare. In Proceedings of the 2019 SoutheastCon, Huntsville,

AL, USA, 11–14 April 2019; IEEE: Piscataway, NJ, USA, 2019; pp. 1–6.
76. McLeod, A.; Dolezel, D. Cyber-analytics: Modeling factors associated with healthcare data breaches. Decis. Support Syst. 2018,

108, 57–68. [CrossRef]

http://doi.org/10.1097/00115514-201407000-00005
http://www.ncbi.nlm.nih.gov/pubmed/25154123
http://doi.org/10.1377/hlthaff.2014.0031
http://www.ncbi.nlm.nih.gov/pubmed/25006138
http://doi.org/10.1377/hlthaff.2014.0147
http://doi.org/10.2196/16607
http://www.ncbi.nlm.nih.gov/pubmed/31702565
http://doi.org/10.1016/j.socscimed.2013.11.029
http://doi.org/10.1093/medlaw/fwz016
http://doi.org/10.1016/j.dss.2013.08.008
http://doi.org/10.1016/j.ijinfomgt.2015.12.002
http://doi.org/10.1108/EUM0000000002542
http://doi.org/10.1504/IJMDM.2006.009140
http://doi.org/10.1016/j.jairtraman.2007.04.008
http://doi.org/10.1016/j.eswa.2009.07.034
http://doi.org/10.1108/IJCHM-12-2015-0727
http://doi.org/10.1177/002224297704100112
http://doi.org/10.1016/j.eswa.2006.02.004
http://doi.org/10.1016/j.dss.2018.02.007

	Introduction 
	Literature Review 
	Medical Information Digitalization 
	Medical Information Digitalization Barriers 


	Methods 
	Decision-Making Trial and Evaluation Laboratory (DEMATEL) Method 
	Importance-Resistance Analysis–Network Relation Map (IRA–NRM) Analysis 

	Results 
	Content Analysis 
	DEMATEL 
	Main Dimensions 
	Digitalized Analysis and Process 
	Medical Data Sharing 
	Infrastructure Resources 
	Regulation and Constraints 
	Operational Issue 


	Discussion 
	Conclusions 
	References

