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Abstract: Terrorist attacks are events which hinder the development of a region. Before the terrorist
attacks, we need to conduct a graded evaluation of the terrorist attacks. After getting the level
of terrorist attacks, we can fight terrorist organizations more effectively. This paper builds rating
models for terrorist attacks, hidden or emerging terrorist organization classification discovery models,
terrorist organization alliance network models and more, through quantitative research of the Global
Terrorism Database, which solved the event classification. Through studying relevant literature and
the variables of the Global Terrorism Database, this paper sorted out 25 observation variables related
to the impact level (level of harm) of terrorist attacks. By establishing a mathematical model of factor
analysis, 11 factors related to the impact level (level of harm) of terrorist attacks were constructed, and
the variance of the contribution of each factor was used as the weight to calculate the comprehensive
rate of the impact level of each terrorist attack. Finally, K-means clustering method is used to cluster
and analyze the comprehensive rate of impact level, and the top 10 terrorist attacks with the highest
impact level in the past two decades were obtained.

Keywords: terrorist attacks; factor analysis; K-means clustering

1. Introduction

A terrorist attack is an attack that is made by extremists or organizations, and is not limited to
civilians and civilian facilities, nor is it in line with international morality. It is not only extremely
devastating and destructive, but it also directly causes huge casualties and property losses. It also
brings great psychological pressure on people, causing a certain turmoil in society, hindering normal
work and life, and thus greatly hindering the development of social economy.

Terrorism is a common threat to people. Combating terrorism is the responsibility of every country
and citizen. In-depth studies and analysis of data related to terrorist attacks will help us deepen
our understanding of terrorism, and provide valuable information support for counter-terrorism
and anti-terrorism.

Criminology has only recently become more open to the study of terrorism and political
violence [1]. Some maintain that this hesitancy is partly due to the difficulty in defining terrorism, along
with challenges in measuring terrorism [2,3]. However, the field is increasingly embracing the study of
terrorism in general, and also the study of specific terrorist tactics. In particular, the environmental
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criminology and SCP branches are increasingly being applied to terrorism [4]. Grading catastrophic
events such as earthquakes, traffic accidents, meteorological disasters, etc. is an important task in
social management. The general grading generally adopts a subjective method. The authoritative
organization or department, select several main indicators and impose grading standards. For example,
the classification standards for traffic accidents specified [5] of “China’s Road Traffic Accident Treatment
Measures” are mainly based on casualties and economics. The degree of loss is divided. However, the
harmfulness of terrorist attacks depends not only on the two aspects of casualties and economic losses,
but also on the timing, geography, targeted objects and other factors [6–8]. Therefore, it is difficult to
form a unified standard by using the above classification method.

In this paper, we propose a comprehensive method for evaluating the harmfulness of terrorist
incidents, and sort and classify the harmfulness of terrorist incidents. Because terrorism affects political,
economic, cultural, social, religious and other aspects, its complex nature makes it difficult for us to
summarize its harmfulness from a few simple indicators. Although, from the statistics of terrorist
attacks and through factor analysis, we can sum up the extent of the danger of terrorist attacks.
Therefore, based on the terrorist attack database, this chapter firstly combines the risk assessment
system initially established in the relevant literature, and further uses the factor analysis method to
design a model for quantitative analysis of damage’s degree of terrorist attacks, and uses a K-means
cluster analysis method to the comprehensive score of the degree of a hazard, which is clustered to
obtain a rating.

2. Terrorist Attack Analysis

The security issues facing the world today mainly involve traditional security and non-traditional
security. Traditional security has always been the focus of national security policies. It involves
political security, national defense security, national territorial sovereignty security, regime security
and other important contents [9–12]. Since the 21st century, it has become more urgent to guard against
non-traditional security threats, including fighting terrorism, ensuring economic and financial security,
combating smuggling and drug trafficking, anti-piracy, and preventing the spread of large-scale
transnational infectious diseases [13–16]. Non-traditional security factors are sometimes intertwined
with traditional security factors, making the international security situation more complex. Although
the possibility of a world war is small, security problems such as terrorist attacks have led to a decline
in the sense of security of many countries, and a rise in the sense of insecurity of many people [16–18].
Local areas have been plunged into turmoil and conflicts for a long time due to frequent terrorist
activities, which have seriously affected the sustainable development of local society. No responsible
government can ignore this worrying situation. How to prevent and combat terrorists in the light
of national and regional conditions, the current world situation, as well as how to better build a
sustainable and secure environment, and make the earth a home for peaceful development has become
a common concern of people of all countries. In response to this practical concern, this paper studies
the rules of global terrorist attacks and the distribution of terrorist organizations’ networks through
quantitative models, so as to provide effective clues, information and strategies for governments of all
countries to jointly combat terrorist organizations and promote the peace, security and sustainable
development of the international community.

As shown in Figure 1, the shades of color indicate the number of terrorist attacks in various
countries around the world from 1998 to 2017. The darker the color, the more terrorist attacks a country
has suffered.

Terrorist attacks are a serious social problem. The greater the harm of a terrorist attack, the greater
the social impact. However, the assessment of the level of danger of a terrorist attack is not limited
to the property damage and casualties caused by the terrorist attack, but other factors should also be
considered. In this paper, we conducted a grade evaluation of the terrorist attacks that have occurred
through factor analysis, and then counted the distribution of terrorist attacks in various countries, and
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provided some assistance for countries to defend national security in response to terrorist attacks. We
also provided a safe and stable environment for the development of the country.

Terrorism refers to the idea and behavior of creating social panic, endangering public security,
infringing on personal and property, or coercing state organs and international organizations to achieve
their political and ideological purposes by means of violence, destruction and intimidation.Sustainability 2019, 11, 1487 3 of 18 
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For a long time, terrorism, marked by its bloody violence, has caused chaos and social unrest
in many parts of the world. Although the number of people engaged in terrorist activities is but a
small handful, due to the characteristics of terrorist activities, the harm caused by these activities is far
greater than that caused by ordinary criminal violence crimes, as they also affect political, economic,
military, diplomatic, international relations and other fields.

The main hazards of terrorism include affecting the security of neighboring countries, seriously
undermining national harmony and causing social unrest, greatly hindering the economic development
and social progress of countries, affecting the image of secular governments of some countries, causing
political instability and social unrest, undermining the peace and development of the world, and so on.

3. Model Establishment

3.1. Factor Analysis Model

The harmfulness of terrorism is affected by different factors, so key evaluation indicators should
be identified before conducting a hazard assessment. The harm of terrorist attacks depends not
only on the two aspects of casualties and economic losses, but also on the timing, geographical
location, targeted targets and many other factors. Therefore, with this research, we want to establish
a more objective and complete evaluation index system, which can not only reflect the direct losses
caused by terrorist attacks, but also take into account the potential harms caused by terrorist attacks,
including politics, religion and society. Lastly, in this section we used the factor analysis and techniques
in multivariate statistical analysis to establish a risk assessment model. The results can provide a
reference for terrorism hazard assessment.

Factor analysis [19,20] is a multivariate statistical analysis method. The core idea is data
transformation and dimensionality reduction. The intricate variables are integrated into a few main
factors for problem interpretation or comprehensive evaluation. It can explain most of the original
variables with a small number of potential factors. The starting point of factor analysis is the correlation
matrix of the original variables. Factor analysis can eliminate the correlation between variables. By
mathematically transforming the terrorist attack risk indicators into several factors, the main factor
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is selected according to certain criteria, and the national terrorist attack risk comprehensive score is
obtained. At the same time, the factor does not need to subjectively determine the index weight. Instead,
the weights are automatically obtained based on the observations of the sample data, so subjective
factors can be eliminated and objective evaluation results can be provided.

3.2. Mathematical Model

Suppose there are p variables: x1, x2, x3, ···, xp. After normalization, the mean value of the variable
is 0 and the standard deviation is 1. Each variable can be represented by a linear combination of k
(k < p) factors f1, f2, f3, ···, fk. Then the mathematical model can be established as follows [10]:

x1 = a11 f1 + a12 f2 + . . . + a1k fk
x2 = a21 f1 + a22 f2 + . . . + a2k fk

· · ·
xp = ap1 f1 + ap2 f2 + . . . + apk fk

(1)

The model can also be represented in matrix form:

A =


a11 a12 · · · a1k
a21 a22 · · · a2k
a31 a32 · · · a3k
...

...
. . .

...
ap1 ap2 · · · apk

 (2)

where F is the common factor, X is the normalized original variable, A is the factor load matrix and
(i = 1, 2, . . . , p; j = 1, 2, . . . , k), is the covariance of the sum, The larger the absolute value, the greater
the dependency.

3.3. Factor Load

The factorization load matrix can be solved by least squares method, maximum likelihood method,
main axis factor method, principal component method, etc. The principal component method is used
in this paper. The calculation process is as follows:

(1) Data standardization;
(2) Calculating the original sample covariance matrix;
(3) Solving the non-zero eigenvalues of the covariance matrix, and sorting, the corresponding unit

orthogonalization eigenvectors ei (i = 1, 2, . . . , p)
(4) Calculate the factor load matrix, assuming k < p, then A = (

√
λ1e1,

√
λ2e2,

√
λ3e3, . . . ,

√
λkek).

3.4. Factor Rotation

After the original variables are combined into a few factors, if the factors are vague, it is not
conducive to further explain and evaluate. Therefore, a linear combination of the initial common
factors, that is, a factor rotation, gives the composite factor a specific meaning. The factor rotation is
divided into orthogonal rotation and non-orthogonal rotation. The factor rotation ensures that the
new factor is closer to zero, or farther away from zero. When the load is close to zero, it indicates that
the common factor and correlation are weak, and close to 1 indicates a strong correlation. Therefore,
after factor rotation, the practical meaning of the common factor is more explicit. Here we used the
orthogonal rotation maximum variance method.

The maximum variance method maximizes the variance of the common factor variable load by
rotation, so that the load coefficient of some variables on the factor changes toward the maximum or
minimum direction, ensuring that there is no or little medium-sized load, thus making the meaning of
the factor more specific and convenient.



Sustainability 2019, 11, 1487 5 of 16

4. Model Solving

4.1. Establishment of Indicator System

Terrorist attacks are rooted in conflicts brought about by historical, political, economic, cultural
and religious conflicts. The network and resources of terrorist organizations and the measurement of
the cost-effectiveness of terrorist attacks will affect the choice of terrorist attacks, which in turn will
affect the extent of the consequences of terrorist attacks. Therefore, in combination with the terrorism
database, the analysis of the factors affecting the extent of terrorist attacks using weapons, regional
characteristics, targets, death levels, and using certain methods, can achieve quantitative analysis of the
damage caused by terrorist attacks that have occurred. To achieve a more scientific and rational rating
of the harm to terrorist incidents, the following principles should be followed in the establishment of a
terrorist attack risk assessment indicator system:

1 Representative principle

The harmfulness of terrorist activities is reflected in personal injury, property damage, social
impact and so on. In the selection of indicators, the typicality and representativeness of the indicators
should be taken into consideration, which can play a key role in assessing the risk of terrorism.

2 Scientific principles

The selected indicators have an intrinsic logical relationship with each other, ensuring that each
indicator must be a concrete manifestation of a certain dimension of harm; secondly, the indicators
should be coordinated to ensure that they do not overlap each other.

3 Comprehensiveness

The hazards of terrorism include both direct and indirect aspects, and some of the hazards also
have lagging and long-term characteristics. Therefore, when selecting indicators, we must consider
the various links and continuous impacts of terrorism. The indicators should form a systematic whole,
and the indicators should be logically rigorous and coordinated.

Based on the above principles, through the literature and the global terrorism database (GTD)
variables, we compiled 25 observation variables to judge the risk of terrorist attacks as a measure of
the extent of the terrorist attack:

Workday: The extent of the terrorist attack is related to the date of occurrence (see Supplementary
Materials). If the date of the terrorist attack is from Monday to Friday, the degree of harm is greater
than that on Saturday and Sunday. Equal to 1 when the terrorist attack date is Monday to Friday, equal
to 0 when the terrorist attack date is Saturday or Sunday.

Crtnum: Indicates the number of criteria for terrorist attacks. The more the criteria for inclusion,
the greater the harm of the terrorist attack. Crtnum = Crit1 + crit2 + crit3 + doubter. Crit1: Political,
economic, religious or social goals, 1 = “Yes” means that the event satisfies the criterion 1, 0 = “No”
i.e. the event does not meet the criterion 1 or does not explicitly indicate that the criterion 1 is met
Crit2: Intention to coerce, intimidate or incite more people, 1 = “Yes” means that the event satisfies
the standard 2, 0 = “No” means that the event does not meet the criterion 2 or does not explicitly
indicate that the criterion 2 is met; crit3: Exceeds international humanitarianism Scope of law, 1 = “Yes”
means that the event satisfies the standard 3, 0 = “No” means that the event does not meet the criterion
3; doubterr: suspected of terrorism, 1 = “Yes” that the incident is suspected of being a terrorist act,
0 = “No “There is basically no doubt that the incident is a terrorist act. If this variable is not included
in the data collection process, the database will be marked as “−9”.

Relatednum: The number of related events. Equal to the number of events contained in the
related variable. If the terrorist incident is associated with multiple terrorist incidents, the impact of
the terrorist incident is generally more extensive and sustained, and the resulting harmful effects are
more profound.
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Region_wealth: The extent of the damage caused by a terrorist attack, especially property damage,
is highly correlated with the level of local economic development. 1 indicates three developed regions
in North America, Western Europe and Oceania, and 0 is other regions.

City_ornot: The city center has the characteristics of concentrated buildings and large traffic.
When terrorist attacks occur in the city center, the casualties are often more serious, the number of
property losses is huge, and it may also cause a series of problems such as traffic congestion and mass
panic. 1 means in the city center, when the nearby area vicinity = 0; 0 is a non-city, when the nearby
area vicinity = 1.

Attacktype_level: Classify the damage degree of the attack type, which is divided into 0, 1,
2, 3, and four levels. The higher the level, the greater the damage degree, 0 means unknown and
others. Attacktype_level = 1, when attacktype1 = 8; attacktype_level = 2 when attacktype1 = 1, 4, 5, 6;
attacktype_level = 3 when attacktype1 = 3, 2 and 7; attacktype_level = 0, when attacktype1 is equal to
the other.

Attacktype_num: Indicates the number of types of attacks on the terrorist attack
Weaptype_level: Grading the degree of damage to the weapon type, divided into 0, 1, 2, three

levels, the higher the level, the greater the degree of harm, 0 means unknown and others. If the
attacktype1 value in the database is 2, 3, 7, we define it as attacktype_level = 3; if the attacktype1 value
in the database is 1, 4, 5, 6, we define it as attacktype_level = 3; if the attacktype1 value in the database
is 8, we define it as attacktype_level = 1.

Weaptype_num: Indicates the number of weapons used in this terrorist attack
Targtype_level: Divided into 0, 1, 2, 3, four grades, 0 is the other, 1 is the government, 2 is the

public utility, and 3 is the goal directly related to the people. The higher the level, the greater the
hazard. According to this standard, if the targtype1 value in the database is 2, 3, 4, 7, we define it as
targtype_level = 1; if the targtype1 value in the database is 5, 6, 8, 9, 11, 15, 16, 19, 21, We define it as
targtype_level = 2; if the value of targtype1 in the database is 1, 14, 18, we define it as targtype_level = 3;

Targtype_num: Indicates the number of targets/victims of the terrorist attack.
Propextent_level: Divided into 0, 1, 2, 3, four levels, the higher the level, the greater the degree of

harm. Propextent_level = 0 when propextent is missing or has a value of 4; propextent_level = 1 when
propextent = 3; propextent_level = 2 when propextent = 2; propextent_level = 3 when propextent = 1;

Variable extended, variable multiple, attack success success, suicide attack suicide, victimization
or kidnapping victim ishostkid, claimed responsibility, property loss property, international
logistics INT_LOG, international ideology INT_IDEO, international miscellaneous INT_MISC,
international—Any of the above INT_ANY indicators that reflect the extent of the terrorist attack are
consistent with the Global Terrorism Database (GTD).

In addition, the definition of the total number of deaths nkill, the total number of injuries
nwound, and the total number of hostage/kidnapping victims nhostkid is consistent with the Global
Terrorism Database (GTD). Nkill = 0, nwound = 0, nhostkid = 0, when the original data nhostkid is a
missing value.

The above indicators, the larger the value, the higher the damage caused by the terrorist attack.

4.2. KMO Inspection and Bartley Ball Test Results

Prior to factor analysis, the raw data should be tested for suitability factor analysis, namely the
Bartlett spherical test and the KMO (Kaiser-Meyer-Olkin) test.

The Bartlett spherical test is based on a matrix of correlation coefficients. Its zero-hypothesis
correlation coefficient matrix is a unit matrix, that is, all elements of the diagonal of the correlation
coefficient matrix are 1, and all elements on the off-diagonal are zero. The Bartlett spherical test statistic
is obtained according to the determinant of the correlation coefficient matrix, which approximates the
chi-square distribution. If the chi-square value is significant and P is less than or equal to 0.05, the null
hypothesis is rejected, and the original variable is suitable for factor analysis. On the contrary, the null
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hypothesis is established, there is no correlation between the original variables, and the data is not
suitable for principal component analysis.

The Kaiser-Meyer-Olkin test (as shown in Table 1) sampling sufficiency measure is also an
important indicator for measuring the correlation between variables, and is obtained by comparing
the correlation coefficient and the partial correlation coefficient of the two variables. KMO is between
0 and 1. The higher the KMO, the stronger the commonality of the variables. If the partial correlation
coefficient is relatively high relative to the correlation coefficient, the KMO is relatively low, and the
principal component analysis cannot achieve a good data reduction effect. According to Kaiser (1974),
the general criteria are as follows: 0.00–0.49, unacceptable; 0.50–0.59, very poor (miserable); 0.60–0.69,
barely accepted (mediocre); 0.70–0.79, acceptable (middling); 0.80–0.89, better (meritorious); 0.90–1.00,
very good (marvelous).

Table 1. KMO and Bartley spherical test results.

KMO (Kaiser Meyer Olkin) 0.617

Bartley spherical test Approx. Chi-Square 1.15 × 106

df. 300
Sig 0.000

As can be seen from Table 1, the Bartlett spherical test results are significant at the 1% level, and
the KMO value is 0.617, indicating that the original data is correlated and suitable for factor analysis.

We can establish a terrorist attack hazard factor analysis model as shown in the Appendix A
Equations (A1)–(A3).

4.3. Result Analysis

4.3.1. Comprehensive Factor Score

Based on the above factor analysis results (as shown in the Tables A1–A5 in the Appendix A), we
calculated the top 10 terrorist attacks in the database (as shown in Table 2). Ranked 1st and 2nd are the
“9.11 terrorist attacks”, and the “911” incident is the most serious terrorist attack in the United States.
The statistics on the property losses of the incident were mixed. The United Nations issued a report
saying that the terrorist attack caused US$200 billion in economic losses, equivalent to 2% of the GDP
of the year. The psychological impact of the incident on the American people is extremely far-reaching,
and the American people’s sense of economic and political security has been seriously weakened.

Table 2. Top 10 terrorist attacks and ratings.

Attack Time F

1 20010911 10.17531
2 20010911 10.15382
3 20140803 6.044597
4 20140612 5.470455
5 19980807 3.775518
6 20040901 2.761074
7 20160804 2.653305
8 20171014 2.194661
9 20140815 1.999051
10 20140610 1.992567

4.3.2. K-Means Clustering Method for Grading

The K-means algorithm, also known as k-mean or k-means, is one of the most widely used
clustering algorithms. It takes the mean of all data samples in each clustering subset as the
representative point of the cluster. The main idea of the algorithm is to divide the data set into



Sustainability 2019, 11, 1487 8 of 16

different categories through an iterative process, so that the criterion function for evaluating clustering
performance reaches the most “Excellent", each cluster generated is compact and independent
between classes.

The essence of the K-means algorithm is to calculate the phase difference of two elements. Since
the calculated terrorist attack damage degree is scalar, we use the Euclidean distance to measure the
phase difference between elements (common measures of scalar heterogeneity include Manhattan
distance, Minkowski distance, Pearson coefficient, etc.). Euclidean distance is defined as follows:

d =

√
(x1 − y1)

2 + (x2 − y2)
2 (3)

Its meaning is the set distance of two elements in Euclidean space, which is widely used to identify
the difference between two scalar elements because of its intuitive and explanatory nature.

The specific implementation steps of the K-means algorithm are as follows:

(1) Determine an initial cluster center for each cluster, so that there are K initial clustering centers.
(2) The samples in the sample set are allocated to the nearest cluster according to the principle of

minimum distance.
(3) The sample mean of each cluster is used as the new cluster center.
(4) Repeat steps (2) and (3) until the clustering center no longer changes.
(5) End, and get K clusters.

In other graded articles [21], the usual classification level is 5 categories. Therefore, combined
with the clustering effect map (as shown in Figure 2), the number of categories we selected is 5.
Sustainability 2019, 11, 1487 9 of 18 
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Here, we use the above K-means algorithm for clustering classification according to the
comprehensive score F of risk degree. Then, the index line was established, with the highest level
being 1 and the lowest level being 5. The classification results are shown in the following Table 3:
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Table 3. K-means for the dangers of terrorist attacks grade.

Grade Min Max Number

I 0.303 10.175 7617
II 0.089 0.303 29,657
III −0.079 0.089 34,181
IV −0.267 −0.079 34,740
V −1.535 −0.267 7983

It is easy to see from the Table 3 that the levels of terrorist attacks mainly focus on levels 2, 3 and
4. which means that most terrorist attacks on the levels of II–IV, in Pakistan and India, for example, the
large number of terrorist attacks in this two countries, however the grade distribution is concentrated,
so is the terrorist attacks still has certain space distribution, the spatial distribution for me when we
were doing the prediction. It’s easy for the governments to prevent terrorist attacks and reduce the
dangers of terrorist attacks. The distribution of terrorist attacks at all levels around the world is shown
in the Figure 3.
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Afghanistan and Pakistan are the top two countries which were attacked by a terrorist
organization. From Figures 4 and 5, it is easy to find that the most terrorist attacks happen in border
areas. The grade I terrorist attacks also happened in these places. These two countries should pay more
of their attention to the border areas, and Afghanistan and Pakistan had better to combating terrorist
attacks in grade II and III, and grade III and IV respectively, because these two grades occupied over
60% in all terrorist attacks. When terrorist attacks occur frequently, it will give local residents and
businesses a sense of crisis, which will cause local enterprises to be reluctant to expand production,
thus hindering the local economic development. And the terrorist attacks have seriously damaged the
local environment. These two countries should be strengthening the protection of borders, especially
power plants, oil wells, factories and residential areas in low-border, thus reducing the incidence of
terrorist attacks will improve the security of businesses and residents. These measures will promote
local economic development.

As shown in Figure 6a, it is not difficult to find that the total number of terrorist attacks events in
Australasia and Oceania is small. From 1998 to 2006, the number of terrorist attacks which happened
in Australia and Oceania decreased. However, in the 2006 the events reached a peak and the terrorist
attacks increased sharply from 2013 to 2016. From the trend of this terrorist attack, Australasia
and Oceania should strengthen the prevention of terrorist attacks in order to ensure the security of
the region.



Sustainability 2019, 11, 1487 10 of 16

Sustainability 2019, 11, 1487 10 of 18 

It is easy to see from the Table 3 that the levels of terrorist attacks mainly focus on levels 2, 3 and 
4. which means that most terrorist attacks on the levels of II–IV, in Pakistan and India, for example, 
the large number of terrorist attacks in this two countries, however the grade distribution is 
concentrated, so is the terrorist attacks still has certain space distribution, the spatial distribution for 
me when we were doing the prediction. It’s easy for the governments to prevent terrorist attacks and 
reduce the dangers of terrorist attacks. The distribution of terrorist attacks at all levels around the 
world is shown in the Figure 3. 

 
(a) Different levels of terrorist 

attacks 
(b) The number of terrorist attacks 

varies over time 
(c) Proportion of terrorist attacks 

Figure 3. Distribution of terrorist attacks grade in 1998–2017. 

Afghanistan and Pakistan are the top two countries which were attacked by a terrorist 
organization. From Figures 4 and 5, it is easy to find that the most terrorist attacks happen in border 
areas. The grade I terrorist attacks also happened in these places. These two countries should pay 
more of their attention to the border areas, and Afghanistan and Pakistan had better to combating 
terrorist attacks in grade II and III, and grade III and IV respectively, because these two grades 
occupied over 60% in all terrorist attacks. When terrorist attacks occur frequently, it will give local 
residents and businesses a sense of crisis, which will cause local enterprises to be reluctant to expand 
production, thus hindering the local economic development. And the terrorist attacks have seriously 
damaged the local environment. These two countries should be strengthening the protection of 
borders, especially power plants, oil wells, factories and residential areas in low-border, thus 
reducing the incidence of terrorist attacks will improve the security of businesses and residents. These 
measures will promote local economic development. 

 
(a) Different levels of terrorist 

attacks 
(b) The number of terrorist attacks 

varies over time 
(c) Proportion of terrorist attacks 

Figure 4. Distribution of terrorist attacks grade in Afghanistan. Figure 4. Distribution of terrorist attacks grade in Afghanistan.

Sustainability 2019, 11, 1487 11 of 18 

 
(a) Different levels of terrorist 

attacks 
(b) The number of terrorist attacks 

varies over time 
(c) Proportion of terrorist attacks 

Figure 5. Distribution of terrorist attacks grade in Pakistan. 

As shown in Figure 6a, it is not difficult to find that the total number of terrorist attacks events 
in Australasia and Oceania is small. From 1998 to 2006, the number of terrorist attacks which 
happened in Australia and Oceania decreased. However, in the 2006 the events reached a peak and 
the terrorist attacks increased sharply from 2013 to 2016. From the trend of this terrorist attack, 
Australasia and Oceania should strengthen the prevention of terrorist attacks in order to ensure the 
security of the region. 

 
(a) The number of terrorist attacks varies over time (b) Proportion of terrorist attacks 

Figure 6. Distribution of terrorist attacks grade in Australasia and Oceania 

  

Figure 5. Distribution of terrorist attacks grade in Pakistan.

Sustainability 2019, 11, 1487 11 of 18 

 
(a) Different levels of terrorist 

attacks 
(b) The number of terrorist attacks 

varies over time 
(c) Proportion of terrorist attacks 

Figure 5. Distribution of terrorist attacks grade in Pakistan. 

As shown in Figure 6a, it is not difficult to find that the total number of terrorist attacks events 
in Australasia and Oceania is small. From 1998 to 2006, the number of terrorist attacks which 
happened in Australia and Oceania decreased. However, in the 2006 the events reached a peak and 
the terrorist attacks increased sharply from 2013 to 2016. From the trend of this terrorist attack, 
Australasia and Oceania should strengthen the prevention of terrorist attacks in order to ensure the 
security of the region. 

 
(a) The number of terrorist attacks varies over time (b) Proportion of terrorist attacks 

Figure 6. Distribution of terrorist attacks grade in Australasia and Oceania 

  

Figure 6. Distribution of terrorist attacks grade in Australasia and Oceania

As shown in the Figure 7, Middle East and North Africa are two of the regions which are the most
affected by terrorist attacks. The history of the Middle East is a gunpowder barrel in the world. The
war is on the rise, and people of all countries suffer from the war. The recent political turmoil may
exacerbate the deterioration of the regional situation and make peace unreachable. The Arab-Israeli
conflict and the Iranian issue are two major historical problems in the Middle East, and are directly
related to peace and stability in the Middle East and North Africa. The stability in the Middle East is
the biggest challenge.

Due to political turmoil the economic dilemma will not disappear, and which will be exacerbated.
On the contrary, economic structural transformation or economic quality improvement requires a stable
political and social environment. Countries of the Middle East and North Africa have long been subject
to foreign intervention, have a single economic structure, rely heavily on the international market, and
are at the edge of the global division of labor. Modern information and network technology have broken
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the original deep water flow to a certain extent, making the potential conflicts flammable and difficult
to control. So, these regions had better to strengthen national security from the following aspects:

1. Improve the fairness of income distribution and enable the masses to share more
development results.

2. Respond to demographic changes and employment pressures, and build an economic
development safety net.

3. Promote reforms in various fields and provide strong institutional support for
economic development.
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5. Conclusions

This problem can be solved by establishing a terrorist attack risk rating system, a factor analysis
model, and a clustering algorithm. This paper first selected relevant literature and combed the data
to summarize the representative index system. Given the complexity of the terrorist attacks, factor
analysis provided us with a good and efficient way to simplify the analysis of problems. Using the
factor analysis method, from the dependence relationship within the correlation matrix of the research
indicators, some variables with overlapping information and intricate relationships were attributed to
a few unrelated comprehensive factors. Then, we calculated each factor score and composite score
to get the top 20 terrorist attacks. Next, we used the K-means cluster analysis method to cluster the
comprehensive scores of the hazard levels of these terrorist attacks, and rank them according to the
comprehensive scores of the five types of terrorist attacks.

Supplementary Materials: The following are available online at http://www.mdpi.com/2071-1050/11/5/1487/
s1, date of the terrorist attacks.
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Appendix A

Appendix A.1. Initial Common Factor and Factor Loading Matrix

First, we analyzed all the terrorist attacks in the database from 1998 to the end of 2017. The
factor load was obtained by principal component method, and then the factor rotation was performed.
The principle of determining the number of factors is that the characteristic root is greater than 1.
Factor analysis results Table A1, it can be seen that it is appropriate to retain 11 main factors, and the

http://www.mdpi.com/2071-1050/11/5/1487/s1
http://www.mdpi.com/2071-1050/11/5/1487/s1


Sustainability 2019, 11, 1487 12 of 16

cumulative variance at this time is 66.2%, which achieves the purpose of dimensionality reduction.
The gravel map and factor load matrix are shown in Table A2 and Figure A1.

Table A1. The initial common factors to explain the results of the total variance of the original variables.

Factor Eigenvalue Difference Proportion Cumulative

1 3.268 1.286 0.131 0.131
2 1.982 0.271 0.0793 0.210
3 1.710 0.170 0.0684 0.278
4 1.540 0.152 0.0616 0.340
5 1.388 0.0870 0.0555 0.396
6 1.301 0.0951 0.0520 0.448
7 1.206 0.131 0.0482 0.496
8 1.075 0.0315 0.0430 0.539
9 1.044 0.00736 0.0417 0.581

10 1.036 0.0333 0.0415 0.622
11 1.003 0.0368 0.0401 0.662
12 0.966 0.0196 0.0386 0.701
13 0.947 0.0334 0.0379 0.739
14 0.913 0.0123 0.0365 0.775
15 0.901 0.0564 0.0360 0.811
16 0.845 0.0551 0.0338 0.845
17 0.789 0.0659 0.0316 0.877
18 0.724 0.0588 0.0289 0.905
19 0.665 0.156 0.0266 0.932
20 0.509 0.0584 0.0203 0.952
21 0.450 0.0684 0.0180 0.970
22 0.382 0.100 0.0153 0.986
23 0.281 0.208 0.0113 0.997
24 0.0735 0.0713 0.00290 1.000
25 0.00219 . 0.000100 1Sustainability 2019, 11, 1487 14 of 18 
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Appendix A.2. Factor Rotation and Factor Score Matrix

Further, we do the factor rotation by the maximum variance, and we get Tables A1 and A2 to
further calculate the factor score matrix.
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Table A2. The initial factor loading matrix.

Variable Factor1 Factor2 Factor3 Factor4 Factor5 Factor6

c Workday −0.0156 0.0151 0.0113 −0.000220 −0.00656 −0.0323
c extended 0.285 −0.412 0.378 0.301 −0.00281 0.0377
c crtnum −0.0175 −0.00347 0.0500 0.0498 0.00815 −0.0268

c multiple 0.188 0.157 −0.0783 0.0466 0.0858 0.193
c region w~h −0.0246 0.106 −0.138 0.0969 0.360 −0.201
c city ornot −0.0415 0.0239 −0.0163 −0.00858 0.137 0.0525
c attackty~l −0.342 0.699 −0.202 0.0484 −0.139 0.169

c attackty~m 0.245 0.194 0.450 0.496 −0.365 −0.140
c success 0.0741 0.157 0.194 0.255 0.0819 0.583
c suicide 0.144 0.308 0.105 −0.237 −0.203 −0.189

c weaptype~l −0.358 0.708 −0.194 0.0309 −0.182 0.0665
c weaptype~m 0.233 0.356 0.335 0.362 −0.401 −0.179

c targtype~l −0.0176 0.0500 0.145 0.240 0.255 0.611
c targtype~m 0.168 0.153 0.163 −0.0286 −0.184 −0.224

c claimed 0.226 0.0936 −0.141 −0.0151 0.103 −0.0818
c nkill 0.195 0.294 0.626 −0.468 0.216 −0.00829

c nwound 0.0825 0.283 0.519 −0.446 0.265 −0.0108
c property 0.00723 0.136 −0.0176 0.380 0.533 −0.446

c propexte~l −0.0602 0.389 0.0289 0.424 0.539 −0.0963
c ishostkid 0.144 −0.293 0.299 0.270 −0.0193 0.0185
c nhostkid 0.0647 0.0245 0.321 −0.231 0.171 0.0354
c INT LOG 0.932 0.120 −0.232 −0.0439 0.00739 0.110
c INT IDEO 0.936 0.120 −0.231 −0.0482 0.00742 0.102
c INT MISC 0.161 0.0281 −0.0904 0.0264 0.0880 −0.307
c INT ANY 0.915 0.117 −0.246 −0.0372 0.0366 0.00508

Variable Factor8 Factor9 Factor10 Factor11 Uniqueness Variable

c Workday 0.0227 −0.109 0.0430 −0.0441 0.954 0.0713
c extended 0.139 −0.114 −0.0196 0.218 −0.0247 0.433
c crtnum 0.390 −0.0305 −0.0868 −0.590 −0.193 0.448

c multiple −0.201 0.415 0.226 −0.0842 −0.0397 0.615
c region w~h 0.450 0.429 −0.0130 0.0478 0.0918 0.392
c city ornot 0.00671 0.416 0.407 0.306 −0.0622 0.540
c attackty~l 0.173 −0.139 −0.149 0.195 −0.0277 0.193

c attackty~m −0.0548 0.224 −0.0842 −0.0316 0.0322 0.239
c success 0.145 −0.288 0.242 −0.0319 −0.0342 0.355
c suicide −0.0589 −0.157 0.313 0.0619 −0.0318 0.610

c weaptype~l 0.148 −0.0849 −0.186 0.178 −0.00984 0.198
c weaptype~m −0.121 0.298 −0.0945 −0.0967 0.0397 0.259

c targtype~l 0.126 0.156 0.0242 −0.0278 0.0851 0.431
c targtype~m 0.186 −0.288 0.534 −0.000300 −0.104 0.424

c claimed −0.198 0.0382 0.0478 0.471 −0.0319 0.638
c nkill −0.0127 0.0375 −0.0940 −0.0183 0.00807 0.207

c nwound −0.00278 0.0210 0.101 −0.0778 0.0578 0.355
c property −0.236 −0.210 −0.0993 −0.0290 −0.0413 0.242

c propexte~l −0.205 −0.181 0.112 −0.116 −0.0294 0.263
c ishostkid 0.205 −0.221 −0.0587 0.378 −0.0170 0.493
c nhostkid 0.0813 0.0181 −0.477 0.230 −0.0905 0.512
c INT LOG −0.0541 −0.0574 −0.0877 −0.0352 0.00689 0.0333
c INT IDEO −0.0420 −0.0562 −0.0814 −0.0314 0.00676 0.0316
c INT MISC 0.662 0.0492 0.0940 0.0960 0.0315 0.403
c INT ANY 0.136 −0.0275 −0.0652 −0.0169 0.0127 0.0609

Cworkday = −0.0058Factor1− 0.0054Factor2 + 0.0144Factor3
+0.0104Factor4− 0.0042Factor5 + 0.0121Factor6
−0.0059Factor7 + 0.0247Factor8− 0.0061Factor9
+0.0232Factor10 + 0.9628Factor11

(A1)

CINTANY = 0.9527Factor1− 0.0570Factor2 + 0.01477Factor3
+0.0347Factor4− 0.0090Factor5− 0.0176Factor6
+0.0393Factor7 + 0.1455Factor8 + 0.0554Factor9
−0.0245Factor10 + 0.0029Factor11

(A2)
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Table A3. Factor rotation.

Factor Eigenvalue Difference Proportion Cumulative

Factor1 3.02524 1.18055 0.121 0.121
Factor2 1.84469 0.17846 0.0738 0.1948
Factor3 1.66624 0.12263 0.0666 0.2614
Factor4 1.54361 0.13754 0.0617 0.3232
Factor5 1.40607 0.07832 0.0562 0.3794
Factor6 1.32775 0.03406 0.0531 0.4325
Factor7 1.29368 0.08486 0.0517 0.4843
Factor8 1.20882 0.05961 0.0484 0.5326
Factor9 1.14922 0.06732 0.046 0.5786

Factor10 1.08189 0.07579 0.0433 0.6219
Factor11 1.0061 0.0402 0.6621

Table A4. Rotated factor load matrix.

Variable Factor1 Factor2 Factor3 Factor4 Factor5 Factor6 Factor7

c_Workday −0.0058 −0.0054 0.0144 0.0104 −0.0042 0.0121 −0.0059
c_extended 0.0804 −0.3864 −0.0235 0.1875 −0.0189 0.1827 0.5814
c_crtnum −0.009 −0.0501 0.0135 0.0384 −0.0053 0.0846 −0.0979

c_multiple 0.1764 −0.0973 0.0114 0.159 0.0023 0.2323 −0.438
c_region_w~h −0.0101 0.0449 0.0098 −0.0073 0.1191 −0.0009 −0.0943
c_city_ornot −0.1094 −0.0941 0.0123 0.0074 −0.0708 0.1695 −0.1911
c_attackty~l −0.1088 0.8839 −0.0192 0.0061 0.0294 0.1001 −0.0434

c_attackty~m 0.0632 −0.0248 0.0164 0.8541 0.04 0.0527 0.1426
c_success 0.0744 0.1243 0.026 −0.0177 0.0431 0.7338 0.1496
c_suicide 0.1161 0.1453 0.2272 0.0734 −0.0449 −0.1478 −0.0889

c_weaptype~l −0.1339 0.8784 −0.0091 0.0677 0.0248 −0.0106 −0.0749
c_weaptype~m 0.1106 0.0973 0.0606 0.8406 0.0165 −0.0522 −0.0655

c_targtype~l −0.0164 0.0131 0.0477 0.0187 −0.0068 0.6986 −0.0117
c_targtype~m 0.071 −0.0045 0.0798 0.0716 0.0067 0.0119 0.0799

c_claimed 0.2396 0.0725 −0.0061 −0.0461 0.1145 −0.1171 0.0891
c_nkill 0.076 −0.0148 0.8826 0.0829 −0.0085 0.0085 0.0217

c_nwound −0.017 −0.0351 0.7785 −0.0177 0.0381 0.0671 −0.1018
c_property 0.0043 −0.0462 −0.021 0.0177 0.8461 −0.1674 0.081

c_propexte~l −0.0267 0.1261 0.0381 0.0454 0.8029 0.2374 −0.1125
c_ishostkid 0.0035 −0.1527 −0.0438 0.0923 −0.0098 0.1315 0.6646
c_nhostkid 0.0367 0.0836 0.4566 −0.0252 −0.0486 −0.0948 0.3338

c_INT_LOG 0.9768 −0.0733 0.0225 0.0508 −0.0009 0.0245 −0.0128
c_INT_IDEO 0.9783 −0.0742 0.0255 0.0491 −0.0046 0.0209 −0.0092
c_INT_MISC 0.1444 0.0615 −0.027 −0.0503 −0.038 −0.1001 0.2166
c_INT_ANY 0.9527 −0.057 0.0147 0.0347 −0.009 −0.0176 0.0393

Variable Factor8 Factor9 Factor10 Factor11 Uniqueness

c_Workday 0.0247 −0.0061 0.0232 0.9628 0.0713
c_extended 0.0258 0.0166 0.0429 −0.0309 0.433
c_crtnum 0.1873 0.0449 −0.688 −0.1446 0.4477

c_multiple 0.0721 −0.055 0.2338 −0.1006 0.6152
c_region_w~h 0.747 −0.1513 0.015 0.0343 0.3924
c_city_ornot 0.316 0.1086 0.49 −0.1308 0.5399
c_attackty~l 0.0175 0.0169 0.0142 −0.0113 0.1929

c_attackty~m −0.0089 0.0348 −0.0169 0.0062 0.2393
c_success −0.145 0.1813 −0.0787 −0.0025 0.3553
c_suicide −0.1051 0.493 0.1128 0.0091 0.6097

c_weaptype~l 0.0341 0.0031 0.0091 0.0028 0.1983
c_weaptype~m −0.0203 0.0307 −0.0101 0.0097 0.2592

c_targtype~l 0.0885 −0.2604 0.019 0.0382 0.4313
c_targtype~m 0.0407 0.7415 −0.031 −0.0288 0.4236

c_claimed 0.0152 0.0055 0.5078 −0.0694 0.6375
c_nkill −0.0221 0.0107 −0.0086 −0.0051 0.2067

c_nwound 0.0213 0.1314 0.001 0.058 0.3546
c_property 0.0489 −0.0456 0.004 −0.0081 0.242

c_propexte~l 0.0124 0.052 0.0114 0.0029 0.2633
c_ishostkid 0.0424 0.0459 0.1022 −0.0129 0.4926
c_nhostkid 0.0271 −0.3614 0.0135 −0.1271 0.5121

c_INT_LOG −0.0518 0.0001 0.025 −0.005 0.0334
c_INT_IDEO −0.0395 0.0094 0.0252 −0.0049 0.0316
c_INT_MISC 0.659 0.2348 −0.1407 0.04 0.403
c_INT_ANY 0.1455 0.0554 −0.0245 0.0029 0.0609
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Table A5. Factor score coefficient matrix.

Variable Factor1 Factor2 Factor3 Factor4 Factor5 Factor6 Factor7

c Workday 0.00467 −0.0137 0.0110 0.00952 −0.00858 0.0158 −0.00795
c extended −0.0188 −0.142 −0.0257 0.0859 −0.00172 0.117 0.401
c crtnum 0.00835 −0.0546 0.0104 0.0293 0.000540 0.0678 −0.123

c multiple 0.0345 −0.116 −0.00407 0.125 −0.0258 0.185 −0.387
c region w~h −0.0139 0.00102 0.0216 0.0263 0.0386 −0.00254 −0.0749
c city ornot −0.0842 −0.0998 0.00387 0.0256 −0.0842 0.148 −0.166
c attackty~l 0.0276 0.505 −0.0234 −0.0141 −0.0261 0.0622 0.0961

c attackty~m −0.0365 −0.0145 −0.0301 0.562 −0.00440 −0.00430 0.0528
c success 0.0302 0.0805 −0.0109 −0.0836 0.0174 0.557 0.113
c suicide 0.0143 0.0614 0.108 0.00809 −0.0281 −0.0970 −0.0513

c weaptype~l 0.0152 0.496 −0.0160 0.0382 −0.0297 −0.0242 0.0689
c weaptype~m −0.00928 0.0329 −0.00273 0.565 −0.0261 −0.0787 −0.0954

c targtype~l 8.00 ×
10−5 0.00101 0.0291 0.000980 −0.0392 0.521 −0.0337

c targtype~m −0.0225 −0.0221 0.00860 −0.0151 0.0133 0.0342 0.0515
c claimed 0.0724 0.0757 −0.0112 −0.0520 0.0740 −0.0955 0.113

c nkill −0.00400 −0.0137 0.532 0.0125 −0.00642 −0.0139 0.00553
c nwound −0.0367 −0.0576 0.470 −0.0486 0.0273 0.0475 −0.0946
c property 0.000700 −0.0503 −0.00698 −0.0160 0.618 −0.160 0.0793

c propexte~l −0.00652 0.00900 0.0148 −0.0131 0.564 0.156 −0.0722
c ishostkid −0.0254 0.00548 −0.0362 0.0158 −0.00114 0.0775 0.516
c nhostkid 0.0249 0.119 0.295 −0.0317 −0.0360 −0.109 0.294
c INT LOG 0.337 0.0293 −0.0159 −0.0290 0.00402 0.0125 −0.0268
c INT IDEO 0.337 0.0291 −0.0143 −0.0306 0.00109 0.0102 −0.0239
c INT MISC 0.0337 0.0645 −0.0215 −0.0514 −0.0506 −0.0669 0.180
c INT ANY 0.325 0.0410 −0.0192 −0.0384 −0.00862 −0.0168 0.0168

Variable Factor8 Factor9 Factor10 Factor11

c Workday 0.0245 −0.0141 0.0284 0.958
c extended 0.0267 0.0198 0.0596 −0.0257
c crtnum 0.142 0.0346 −0.640 −0.147

c multiple 0.0738 −0.0478 0.196 −0.0927
c region w~h 0.619 −0.139 0.0260 0.0365
c city ornot 0.289 0.121 0.465 −0.126
c attackty~l 0.00430 −0.0124 0.0205 −0.0196

c attackty~m 0.0104 −0.0289 −0.00984 0.00776
c success −0.127 0.185 −0.0707 −0.000380
c suicide −0.0866 0.409 0.102 0.00488

c weaptype~l 0.0205 −0.0331 0.0159 −0.00626
c weaptype~m 0.000780 −0.0449 −0.0131 0.0104

c targtype~l 0.0832 −0.206 0.0188 0.0455
c targtype~m 0.0284 0.652 −0.0176 −0.0344

c claimed 0.00820 −0.00425 0.464 −0.0655
c nkill −0.00881 −0.0413 −0.0160 −0.00225

c nwound 0.0256 0.0885 −0.00550 0.0590
c property −0.00718 −0.0345 −0.0148 −0.0109

c propexte~l −0.0307 0.0617 −0.0106 0.000780
c ishostkid 0.0362 0.0449 0.123 −0.0113
c nhostkid 0.0249 −0.357 0.0167 −0.124
c INT LOG −0.0688 −0.0520 −0.0185 0.00582
c INT IDEO −0.0585 −0.0441 −0.0178 0.00588
c INT MISC 0.538 0.192 −0.107 0.0381
c INT ANY 0.0939 −0.00474 −0.0554 0.0125

Appendix A.3. Factor Score

According to the contribution of each sub-variance, the factor score can be obtained:

F = 0.1210Factor1 + 0.0738Factor2 + 0.0666Factor3
+0.0617Factor4 + 0.0562Factor5 + 0.0531Factor6
+0.0517Factor7 + 0.0484Factor8 + 0.0460Factor9
+0.0433Factor10 + 0.0402Factor11

(A3)
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